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Abst ract

Many sites connected to the Internet make use of |Pv4 addresses that
are not globally unique. Exanples are the addresses designated in
RFC 1918 for private use within individual sites.

Devi ces in such environnents may occasionally origi nate Donmai n Nane
System (DNS) queries (so-called "reverse | ookups") corresponding to
those private-use addresses. Since the addresses concerned have only
| ocal significance, it is good practice for site adm nistrators to
ensure that such queries are answered locally. However, it is not
uncommon for such queries to follow the nornmal delegation path in the
public DNS instead of being answered within the site.

It is not possible for public DNS servers to give useful answers to
such queries. In addition, due to the w de depl oynent of private-use
addresses and the continuing growth of the Internet, the volune of
such queries is large and growi ng. The AS112 project ains to provide
a distributed sink for such queries in order to reduce the | oad on
the | N-ADDR. ARPA aut horitative servers. The AS112 project is named
after the Autonomous System Nunber (ASN) that was assigned to it.

Thi s docunent describes the steps required to install a new AS112
node and offers advice relating to such a node’s operation

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741
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I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc6304

Copyri ght Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.

Thi s docunent nmay contain material from | ETF Documents or |ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in sone of this
mat eri al may not have granted the | ETF Trust the right to allow

nmodi fications of such nmaterial outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the I ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into | anguages ot her
t han Engli sh.
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1. Introduction

Many sites connected to the Internet nmake use of

are not gl obal 'y uni que.
[ RFC1918] for private use wi thin individual

sites.
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| Pv4 addresses that
Exanpl es are the addresses designated in

Devi ces in such environnents may occasionally origi nate Domai n Nane

System (DNS) [ RFC1034] queries (so-called "reverse | ookups")
corresponding to those private-use addresses.

Si nce the addresses

concerned have only local significance, it is good practice for site
adm nistrators to ensure that such queries are answered locally
[ RFC6303]. However, it is not uncommon for such queries to follow

t he nor mal

answered within the site.

It

is not possible for public DNS servers to give usefu

del egation path in the public DNS instead of being

answers to

such queries. |In addition, due to the wi de depl oynent of private-use

addresses and the continuing growth of the Internet,
such queries is large and grow ng.

the vol une of
The AS112 project ains to provide

a distributed sink for such queries in order to reduce the |oad on

the | N- ADDR. ARPA aut horitative servers [ RFC5855].
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2

2

2

The AS112 project enconpasses a | oosely coordinated collection of

i ndependent |y operated naneservers. Each naneserver functions as a
singl e node in an AS112 anycast cloud [ RFC4786] and is configured to
answer authoritatively for a particular set of nom nated zones.

The AS112 project is nanmed after the Autononous System Nunber (ASN)
that was assigned to it.

AS112 DNS Service
1. Zones

AS112 naneservers answer authoritatively for the foll ow ng zones,
correspondi ng to [ RFC1918] private-use netbl ocks:

o0 10. 1 N- ADDR. ARPA
0 16.172.1 N-ADDR ARPA, 17.172.1N-ADDR ARPA, ..., 31.172.1 N ADDR ARPA
0 168.192. | N- ADDR. ARPA

and the follow ng zone, corresponding to the "link |ocal" netbl ock
169.254.0.0/16 listed in [ RFC5735]:

0 254.169. 1 N-ADDR ARPA

To aid identification of AS112 anycast nodes, each node al so answers
authoritatively for the zone HOSTNAME. AS112. NET.

See Section 3.5 for the recommended contents of all these zones.

It is possible that other zones corresponding to private-use
infrastructure will be delegated to AS112 servers in the future. A
list of zones for which AS112 servers answer authoritatively is

mai ntai ned at <http://ww. asl112. net/>.

2. Nanmeservers

The zones listed in Section 2.1 are delegated to the two nameservers
BLACKHCOLE- 1. | ANA. ORG (192. 175. 48. 6) and BLACKHOLE- 2. | ANA. ORG
(192.175. 48. 42) .

Additionally, the server PRI SONER | ANA. ORG (192.175.48.1) is listed
in the MWNAMVE field of the SOA records of the | N-ADDR ARPA zones
served by AS112 naneservers. PRI SONER. | ANA. ORG receives mainly
dynam ¢ update queries
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The addresses of all these naneservers are covered by the single I Pv4
prefix 192.175. 48. 0/ 24.

3. Installation of a New Node
3.1. Useful Background Know edge

Installation of an AS112 node is relatively straightforward.
However, experience in the follow ng general areas may prove useful

0 inter-domain routing with BGP [ RFC4271];

o DNS authoritative server operations; and

0 anycast [RFC4786] distribution of DNS services.
3.2. Topol ogi cal Location

AS112 nodes may be | ocated anywhere on the Internet. For nodes that
are intended to provide a public service to the Internet conmunity
(as opposed to private use), it may well be advantageous to choose a
|l ocation that is easily (and cheaply) reachable by multiple

provi ders, such as an Internet Exchange Point.

AS112 nodes may advertise their service prefix to BGP peers for |oca
use (anal ogous to a conventional peering relationship between two
provi ders) or for global use (anal ogous to a customer relationship
with one or nore providers).

It is good operational practice to notify the community of users that
may fall within the reach of a new AS112 node before it is installed
At an Internet Exchange, local mailing lists usually exist to
facilitate such announcenents. For nodes that are intended to be

gl obal | y reachabl e, coordination with other AS112 operators is highly
recommended. See al so Section 5.

3.3. (Operating System and Host Considerations

Exanmples in this docunent are based on UNI X and UNI X-1i ke operating
systens, but other operating systens exist that are suitable for use
in construction of an AS112 node.

The chosen platform shoul d include either support for cloned | oopback
interfaces or the capability to bind multiple addresses to a single

| oopback interface. The addresses of the nameservers listed in
Section 2.2 will be configured on these interfaces in order that the
DNS software can respond to queries properly.
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A host that is configured to act as an AS112 anycast node shoul d be
dedi cated to that purpose and should not be used to sinultaneously
provi de ot her services. This guidance is provided due to the

unpredi ctabl e (and occasionally high) traffic |evels that AS112 nodes
have been seen to attract.

System startup scripts should be arranged such that the various
AS112-rel ated conponents start automatically following a system
reboot. The order in which interfaces are configured and software
conponents started should be arranged such that routing software
startup follows DNS software startup, and DNS software startup
foll ows | oopback interface configuration

W apper scripts or other arrangenents should be enpl oyed to ensure
that the anycast service prefix for AS112 is not advertised while
either the anycast addresses are not configured or the DNS software
is not running.

3.4. Routing Software

AS112 nodes signal the availability of AS112 naneservers to the

I nternet using BGP [ RFC4271]: each AS112 node is a BGP speaker and
announces the prefix 192.175.48.0/24 to the Internet with origin AS
112 (see also Section 2.2).

The exanmples in this docunent are based on the Quagga Routing Suite
[ QUAGGA] running on Linux, but other software packages exist that
al so provide suitable BGP support for AS112 nodes.

The "bgpd.conf" file is used by Quagga's bgpd daenon, which provides
BGP support. The router IDin this exanple is 203.0.113.1; the AS112
node peers with external peers 192.0.2.1 and 192.0.2.2. Note the

| ocal AS nunber is 112, and the service prefix originated fromthe
AS112 node is 192.175. 48. 0/ 24.
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! bgpd. conf

!

host name as112- bgpd

password <sonet hi ng>

enabl e password <super sonet hi ng>

|
! Note that all AS112 nodes use the |ocal Autononous System
! Nunber 112, and originate the I Pv4 prefix 192.175.48. 0/ 24.
! Al other addresses shown below are illustrative, and
I actual nunbers will depend on | ocal circunstances.
|

}outer bgp 112
bgp router-id 203.0.113.1
network 192.175.48.0

nei ghbor 192.0.2.1 renote-as 64496

nei ghbor 192.0.2.1 next-hop-self

nei ghbor 192.0.2.1 prefix-list AS112 out
nei ghbor 192.0.2.1 filter-list 1 out

nei ghbor 192.0.2.2 renote-as 64497

nei ghbor 192.0. 2. 2 next-hop-sel f

nei ghbor 192.0.2.2 prefix-list AS112 out
nei ghbor 192.0.2.2 filter-list 1 out

!
ip prefix-list AS112 permit 192.175.48.0/ 24
1

ip as-path access-list 1 permt *$

The configuration above includes a double-blinded restriction on what
the AS112 node shall advertise to the pair of BGP nei ghbors.

Firstly, that prefix-list "AS112" only containing the service prefix
192.175.48.0/ 24 shall be advertised. Secondly, the "ip as-path
access-list 1" statement contains a one-line regular expression that
permits only the |local AS nunmber (112 in this case) and no other to
be advertised as well. Both statenents prevent the node from
becom ng a transit router. Equivalent restrictions using other BGP

i npl ement ati ons shoul d be utilised.

The "zebra.conf" file is required to provide integration between
prot ocol daenons (bgpd, in this case) and the kernel
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! zebra. conf

!

host name as112

password <sonet hi ng>

enabl e password <super sonet hi ng>
|

interface |lo
|

interface ethO
!

3.5. DNS Software

Al t hough the queries received by AS112 nodes are definitively
msdirected, it is inportant that they be answered in a manner that
is accurate and consistent. For this reason, AS112 nodes operate as
fully functional and standards-conpliant DNS authoritative servers

[ RFC1034], and hence require DNS software.

Exanmples in this docunent are based on | SC BIND9 [BI ND], but other
DNS software exists that is suitable for use in construction of an
AS112 node.

The following is a sanple BINDO "naned.conf" file for a dedicated
AS112 server. Note that the nameserver is configured to act as an
authoritative-only server (i.e., recursion is disabled). The
naneserver is also configured to |listen on the various AS112 anycast
naneserver addresses, as well as its |ocal addresses.

/'l naned. conf

/1 gl obal options

options {
listen-on {

127.0.0. 1; /'l | ocal host

/1 The follow ng address i s node-dependent and should be set to
/1 something appropriate for the new AS112 node

203. 0. 113. 1; /1 local address (globally unique, unicast)

/1 the follow ng addresses correspond to AS112 addresses, and
/1l are the same for all AS112 nodes

192.175. 48. 1; [l prisoner.iana.org (anycast)
192. 175. 48. 6; /1 bl ackhol e-1.iana.org (anycast)
192. 175. 48. 42; /1 bl ackhol e-2.iana.org (anycast)
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}s

AS112 Naneserver Qperations

directory "/var/named";
recursi on no;
query-source address *;

/1 Log queries,

/] authoritative-only server

/] answers to queries they didn't
/1 have sonmething to tal k about.
/1 has the potenti al

/1 enornous anmobunts of disk space.

| oggi
cha

file "/var/log/query.log" versions 2 size 500m
print-tinme yes;

b

ng {

so that when peopl e cal

to create high CPU | oad and consune

nnel "queryl og" {

category queries { querylog; };

’

Il RF

zone
zone
Zone
Zzone
Zone
zone
zone
zone
Zone
Zzone
Zone
zone
zone
zone
Zone
Zzone
Zone
zone

Il RF

zone "254.169.in-addr.arpa" { type nmaster;

C 1918

"10.in-addr.arpa" { ty
i n-addr.
n- addr.
n- addr.
n- addr.

"16.172.
"17.172.
"18.172.
"19.172.
"20.172.
"21.172.
"22.172.
"23.172.
"24.172.
"25.172.
"26.172.
"27.172.
"28.172.
"29.172.
"30.172.
"31.172.
"168. 192

C 5735

n- addr

n- addr

n- addr

n- addr

.in-addr.arpa" { type naster;

ar pa"
ar pa"
ar pa"
ar pa"

.arpa"

n- addr.
n- addr .
n- addr .

ar pa"
ar pa"
ar pa"

. arpa"

n- addr.
n- addr .

ar pa"
ar pa"

.arpa"

n- addr .
n- addr .
n- addr .

ar pa"
ar pa"
ar pa"
ar pa"

pe nmaster; file "db.empty"; };
type master; file "db.enpty";
type master; file "db.enpty";
type master; file "db.enpty";
type master; file "db.enpty";
type master; file "db.enpty";
type master; file "db.enpty"
type master; file "db.enpty";
type master; file "db.enpty";
type master; file "db.enpty";
type master; file "db.enpty";
type master; file "db.enpty";
type master; file "db.enpty"
type master; file "db.enpty";
type master; file "db.enpty";
type master; file "db.enpty";
type master; file "db.enpty";

Lt Yt Yt Vet W e W W W e W e Nt Lt Yt Vet X Wt Ve Y

file "db. enpty";

file "db.enmpty";

we

us about unexpected
realise they had sent,
Note that activating this

[ Y S} G ) S} G} G} Sy ) G ) G ) W S G | S ) Sy § G

(SR
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/1 Also answer authoritatively for the HOSTNAME. AS112. NET zone,

/1 which contains data of operationa
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zone "hostnane. asl112.net" {
type master
file "db. hostnane. as112. net";

}s

The "db.enpty"” file follows, below This is the source data used to
popul ate all the I N-ADDR ARPA zones listed in Section 2.1. Note that
the RNAME specified in the SOA record corresponds to

host mast er @ oot - servers.org, a suitable email|l address for receiving
techni cal queries about these zones.

; db.empty

; Enpty zone for AS112 server.

$TTL 1w
@ IN SOA prisoner.iana.org. hostnaster.root-servers.org. (
1 ; serial nunber
1w ; refresh
1M ; retry
1w ; oexpire
1w) ; hegative caching TTL
NS bl ackhol e- 1. i ana. org.
NS bl ackhol e- 2. i ana. org.

’

There shoul d be no other resource records included in this zone.

; Records that relate to RFC 1918-nunbered resources within the
; site hosting this AS112 node should not be hosted on this

; nameserver.

The "db. hostnane. as112.net"” file follows, below. This zone contains
various resource records that provide operational data to users for
troubl eshooti ng or neasurenent purposes; the data should be edited to
suit local circunmstances. Note that the response to the query
"HOSTNAME. AS112. NET I N TXT" should fit within a 512-octet DNS/ UDP
datagram i.e., it should be available over UDP transport without
requiring EDNSO support.

The optional LOC record [ RFC1876] included in the zone apex provides
i nformati on about the geospatial |ocation of the node.
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; db. host nane. as112. net

STTL 1w
@ SOA server. exanpl e.net. adm n. exanpl e. net. (
1 ; serial nunber
1w ; refresh
1M ;oretry
1w ; expire
1wW) ; hegative caching TTL
, NS bl ackhol e- 2. i ana. org.
NS bl ackhol e- 1. i ana. org.
1 TXT "Name of Facility or simlar"” "City, Country"
TXT "See http://ww. as112. net/ for nore information.”
, LoC 45 25 0.000 N 75 42 0.000 W 80.00m 1m 10000m 10m

3.6. Testing a Newy Installed Node

The BIND9 tool "dig" can be used to retrieve the TXT resource records
associ ated with the domain "HOSTNAME. AS112. NET", directed at one of
the AS112 anycast naneserver addresses. Continuing the exanple from
above, the response received should indicate the identity of the
AS112 node that responded to the query. See Section 3.5 for nore
details about the resource records associated with

"HOSTNAME. AS112. NET".

% di g @risoner.iana.org hostnane.asll2. net txt +short +norec
"Name of Facility or simlar" "Cty, Country"

"See http://ww. as112. net/ for nore information."

%

If the response received indicates a different node is being used,
then there is probably a routing problemto solve. |If there is no
response received at all, there might be a host or naneserver
problem Judi cious use of tools such as traceroute and consultation
of BGP | ooki ng gl asses m ght be useful in troubleshooting.

Note that an appropriate set of tests for a new server wll include
queries sent frommany different places within the expected service
area of the node, using both UDP and TCP transport, and exercising
all three AS112 anycast naneserver addresses.
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4. QOperations
4.1. Mdnitoring

AS112 nodes should be nonitored to ensure they are functioning
correctly, just as with any other production service. An AS112 node
that stops answering queries correctly can cause failures and
timeouts in unexpected places and can lead to failures in dependent
systens that can be difficult to troubl eshoot.

4.2. Downtime

An AS112 node that needs to go off-line (e.g., for planned

mai nt enance or as part of the diagnosis of some problen) should stop
advertising the AS112 service prefix to its BGP peers. This can be
done by shutting down the routing software on the node altogether or
by causing the routing systemto withdraw the route.

Wthdrawi ng the service prefix is inportant in order to avoid
bl ackholing query traffic in the event that the DNS software on the
node i s not functioning normally.

4.3. Statistics and Measurenent
Use of the AS112 node shoul d be neasured in order to track long-term
trends, identify anomal ous conditions, and ensure that the
configuration of the AS112 node is sufficient to handl e the query
| oad.

Exanpl es of free nonitoring tools that m ght be useful to operators
of AS112 nodes i ncl ude:

0 bi ndgraph [ Bl NDGRAPH]
0 dnstop [ DNSTOP]
0 DSC [ DsC

5.  Comuni cati ons
It is good operational practice to notify the community of users that
may fall within the reach of a new AS112 node before it is installed
At Internet Exchanges, local nmailing lists usually exist to
facilitate such announcenents.
For nodes that are intended to be globally reachabl e, coordination

with other AS112 operators is especially reconmended. The nmiling
list <asll2-ops@ists.dns-oarc.net> is operated for this purpose.
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Information pertinent to AS112 operations is maintained at
<http://ww. asll2. net/ >.

I nformati on about an AS112 node shoul d al so be published within the
DNS, within the "HOSTNAME. AS112. NET" zone. See Section 3.5 for nore
details.

6. On the Future of AS112 Nodes

It is recomended practice for the operators of recursive nanmeservers
to answer queries for zones served by AS112 nodes locally, such that
queries never have an opportunity to reach AS112 servers [RFC6303].
Qperational experience with AS112 nodes does not currently indicate
an observabl e trend towards conpliance with those recomendati ons,
however .

It is expected that sonme DNS software vendors will include default
configuration that will inplenment nmeasures such as those described in
[ RFC6303]. If such software is widely deployed, it is reasonable to
assune that the query |load received by AS112 nodes wi |l decrease;
however, it is safe to assume that the query load will not decrease
to zero, and consequently that AS112 nodes will continue to provide a
useful service for the foreseeable future

There may be a requirenent in the future for AS112 nodes to answer
for their current set of zones over |Pv6 transport. Such a

requi renent woul d necessitate the assignment of a corresponding | Pv6
net bl ock for use as an anycast service prefix.

There may be a requirenent in the future for AS112 nodes to serve
addi tional zones or to stop serving particular zones that are
currently served. Such changes woul d be w dely announced in
operational forums and published at <http://ww. asll12. net/>.

7. | ANA Consi derations
The AS112 naneservers are all naned under the domain | ANA ORG (see
Section 2.2). However, the anycast infrastructure itself is operated

by a | oosely coordinated, diverse m x of organisations across the
Internet, and is not an | ANA function

The Aut ononous System Nunber 112 and the | Pv4 prefix 192.175.48.0/ 24
were assigned by ARIN
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8.

Security Considerations

Hosts shoul d never normally send queries to AS112 servers; queries
relating to private-use addresses should be answered locally within a
site. Hosts that send queries to AS112 servers nay well |eak
information relating to private infrastructure to the public network,
and this could present a security risk. This risk is orthogonal to
the presence or absence of authoritative servers for these zones in
the public DNS infrastructure, however.

Queries that are answered by AS112 servers are usually unintentional;
it follows that the responses from AS112 servers are usually
unexpected. Unexpected inbound traffic can trigger intrusion
detection systems or alerts by firewalls. Operators of AS112 servers
shoul d be prepared to be contacted by operators of renote
infrastructure who believe their security has been violated. Advice
to those who m stakenly believe that responses from AS112 nodes
constitute an attack on their infrastructure can be found in

[ RFC6305] .

The depl oyment of AS112 nodes is very | oosely coordinated conpared to
other services distributed using anycast. The nmlicious conprom se
of an AS112 node and subversion of the data served by the node are
hence nore difficult to detect due to the lack of central nanagenent.
Since it is conceivable that changing the responses to queries

recei ved by AS112 nodes might influence the behaviour of the hosts
sendi ng the queries, such a conprom se might be used as an attack
vector against private infrastructure.

Qperators of AS112 shoul d take appropriate neasures to ensure that
AS112 nodes are appropriately protected from conpromni se, such as
woul d normal Iy be enpl oyed for production nanmeserver or network
infrastructure. The guidance provided for root nameservers in

[ RFC2870] may be instructive.

The zones hosted by AS112 servers are not signed with DNSSEC

[ RFC4033]. Gven the distributed and | oosely coordi nated structure
of the AS112 service, the zones concerned could only be signed if the
private key material used was effectively public, obviating any
security benefit resulting fromthe use of those keys.
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Appendi x A.  History

W despread use of the private address blocks listed in [ RFC1918]
foll owed that docunment’s publication in 1996. At that tine the
I N- ADDR. ARPA zone was served by root servers

The idea of off-1oading | NADDR ARPA queries relating to [ RFC1918]
addresses fromthe root nanmeservers was first proposed by Bil
Manni ng and John Brown.

The use of anycast for distributing authoritative DNS service for
[ RFC1918] | N- ADDR. ARPA zones was subsequently proposed at a private
meeting of root server operators.

ARI N provi ded an I Pv4 prefix for the anycast service and al so the
aut ononous system nunber 112 for use in originating that prefix.
Thi s assignnent gave the project its nane.

In 2002, the first AS112 anycast nodes were depl oyed.

In 2011, the | N-ADDR ARPA zone was redel egated fromthe root servers
to a new set of servers operated i ndependently by Afri NNC, APN C
ARI'N, 1 CANN, LACNIC, and the RIPE NCC and naned according to

[ RFC5855] .

The use of anycast nameservers in the AS112 project contributed to
the operational experience of anycast DNS services, and it can be
seen as a precursor to the anycast distribution of other
authoritative DNS servers in subsequent years (e.g., various root
servers).
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