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Abst r act

Experience with the Domai n Nanme System (DNS) has shown that there are
a nunber of DNS zones that all iterative resolvers and recursive
naneservers should automatically serve, unless configured otherw se.
RFC 4193 specifies that this should occur for D.F.1P6. ARPA. This
docunent extends the practice to cover the | N-ADDR ARPA zones for RFC
1918 address space and ot her well-known zones with simlar
characteristics.

Status of This Meno
Thi s neno docunents an |Internet Best Current Practice.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
BCPs is available in Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc6303

Copyri ght Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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Thi s docunent nmay contain material from|ETF Docunments or |ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
mat eri al may not have granted the I ETF Trust the right to allow
nodi fi cations of such naterial outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this document may not be nodified
outside the I ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into | anguages ot her
than Engli sh.
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1. Introduction

Experience with the Domai n Nane System (DNS, [RFC1034] and [ RFC1035])
has shown that there are a number of DNS zones that all iterative
resol vers and recursive nameservers SHOULD automatically serve,

unl ess intentionally configured otherw se. These zones include, but
are not limted to, the I N-ADDR ARPA zones for the address space

al | ocated by [RFC1918] and the | P6. ARPA zones for |ocally assigned
uni que local |Pv6 addresses defined in [ RFC4193].
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Thi s reconmendation is made because data has shown that significant

| eakage of queries for these namespaces is occurring, despite
instructions to restrict them and because it has therefore becone
necessary to deploy sacrificial nanmeservers to protect the i mediate
parent naneservers for these zones from excessive, unintentiona
query | oad [ AS112] [ RFC6304] [RFC6305]. There is every expectation
that the query load will continue to increase unless steps are taken
as outlined here.

Additionally, queries fromclients behind badly configured firewalls
that allow outgoing queries for these nanespaces, but drop the
responses, put a significant |oad on the root servers (forward zones
but not reverse zones are configured). They also cause operationa

| oad for the root server operators, as they have to reply to

enqui ries about why the root servers are "attacking" these clients.
Changi ng the default configuration will address all these issues for
the zones listed in Section 4.

[ RFC4193] reconmmends that queries for D.F.|P6. ARPA be handl ed
locally. This docunment extends the recomendati on to cover the

I N- ADDR. ARPA zones for [RFC1918] and ot her well-known | N- ADDR ARPA
and | P6. ARPA zones for which queries should not appear on the public
I nternet.

It is hoped that by doing this the nunber of sacrificial servers
[ AS112] will not have to be increased, and may in tine be reduced.

Thi s recommendation should al so hel p DNS responsi veness for sites
that are using [RFCL918] addresses but do not follow the |ast
paragraph in Section 3 of [RFC1918].

1.1. Reserved Wrds

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. FEffects on Sites Using RFC 1918 Addresses

For nost sites using [RFC1918] addresses, the changes here will have
little or no detrimental effect. |If the site does not already have
the reverse tree populated, the only effect will be that the nane
error responses will be generated locally rather than renotely.

For sites that do have the reverse tree popul ated, nost will either
have a | ocal copy of the zones or will be forwarding the queries to
servers that have local copies of the zone. Therefore, this
recommendation will not be relevant.
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The nost significant inpact will be felt at sites that make use of

del egations for [RFC1918] addresses and have popul ated these zones.
These sites will need to override the default configuration expressed
in this docunent to allow resolution to continue. Typically, such
sites will be fully disconnected fromthe Internet and have their own
root servers for their own non-Internet DNS tree.

3. Changes to lterative Resol ver Behavi our

Unl ess configured otherwise, an iterative resolver will now return
authoritatively (AA=1) nane errors (RCODE=3) for queries within the
zones in Section 4, with the obvious exception of queries for the
zone name itself where SOA, NS, and "no data" responses wll be
returned as appropriate to the query type. One common way to do this
all at once is to serve enpty (SOA and NS only) zones.

An inplenentation of this recomendati on MJST provide a nmechanismto
di sabl e this new behaviour, and SHOULD al |l ow this decision on a zone-
by-zone basis.

If using enpty zones one SHOULD NOT use the sanme NS and SQOA records
as used on the public Internet servers, as that will nmake it harder
to detect the origin of the responses and thus any | eakage to the
public Internet servers. It is RECOWENDED that the NS record
defaults to the nane of the zone and the SOA MNAME defaults to the
nane of the only NS RR' s (Resource Record’'s) target. The SOA RNAMVE
SHOULD default to "nobody.invalid." [RFC2606]. Inplenentations
SHOULD provide a nechanismto set these values. No address records
need to be provided for the naneserver

Bel ow is an exanple of a generic enpty zone in naster file format.
It will produce a negative cache Time to Live (TTL) of 3 hours.

@ 10800 IN SOA @nobody.invalid. 1 3600 1200 604800 10800
@ 10800 IN NS @

The SOA RR is needed to support negative caching [ RFC2308] of nane
error responses and to point clients to the primary master for DNS
dynanmi ¢ updat es

SQOA val ues of particular inportance are the MNAME, the SOA RR s TTL,
and the negTTL value. Both TTL val ues SHOULD match. The rest of the
SOA timer values MAY be chosen arbitrarily since they are not
intended to control any zone transfer activity.

The NS RR is needed as sonme UPDATE [ RFC2136] clients use NS queries

to di scover the zone to be updated. Having no address records for
the naneserver is expected to abort UPDATE processing in the client.
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4. Lists O Zones Covered

The foll owi ng subsections are the initial contents of the | ANA
registry as described in the | ANA Consi derations section. Follow ng
the caveat in that section, the list contains only reverse zones
correspondi ng to permanently assigned address space. The zone nane
is the entity to be registered.

4. 1. RFC 1918 Zones

The foll owi ng zones correspond to the I Pv4 address space reserved in
[ RFC1918] .

10. I N- ADDR. ARPA |
16.172. | N- ADDR. ARPA |
17.172. | N- ADDR. ARPA
18.172. | N- ADDR. ARPA |
19.172. | N- ADDR. ARPA |
20.172. 1 N- ADDR. ARPA
21.172.1 N- ADDR. ARPA
22.172.1 N- ADDR. ARPA |
23.172. 1 N- ADDR. ARPA
.172. I N- ADDR. ARPA |
25.172. 1 N- ADDR. ARPA |
26.172. 1 N- ADDR. ARPA
27.172.1 N- ADDR. ARPA
28.172. 1 N- ADDR. ARPA |
29.172. 1 N- ADDR. ARPA
30.172. 1 N- ADDR. ARPA |
31.172. 1 N- ADDR. ARPA |
168. 192. | N- ADDR. ARPA
+

N
i

4. 2. RFC 5735 and RFC 5737 Zones

The foll owi ng zones correspond to those address ranges from [ RFC5735]
and [ RFC5737] that are not expected to appear as source or
destination addresses on the public Internet; as such, there are no
gl obal I y uni que nanes associated with the addresses in these ranges.
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The reconmendation to serve an enpty zone 127.1 N ADDR ARPA is not an
attenpt to discourage any practice to provide a PTR RR for
1.0.0.127. I N-ADDR ARPA |l ocally. In fact, a neaningful reverse
mappi ng shoul d exi st, but the exact setup is out of the scope of this
docunent. Simlar logic applies to the reverse napping for ::1
(Section 4.3). The recomendati ons nade here sinply assunme that no
ot her coverage for these donai ns exi sts.

| 0.1 N ADDR. ARPA |
| 127.1 N ADDR. ARPA |
| 254.169. | N- ADDR. ARPA I Pv4 LI NK LOCAL |
| 2.0.192. 1 N ADDR. ARPA | Pv4 TEST- NET-1 |
I I
I I
I I

| 1Pv4 "THI S' NETWORK
I
|
100. 51. 198. | N- ADDR. ARPA | 1Pv4 TEST-NET-2
I
I
+

| Pv4 Loopback NETWORK

113. 0. 203. | N- ADDR. ARPA | Pv4 TEST- NET- 3
255. 255. 255. 255. | N- ADDR. ARPA | | Pv4 BROADCAST

4.3. Local 1Pv6 Unicast Addresses
The reverse mappi ngs ([ RFC3596], Section 2.5 ("1 P6. ARPA Dormai n")) for

the I Pv6 Unspecified (::) and Loopback (::1) addresses ([RFC4291],
Sections 2.4, 2.5.2, and 2.5.3) are covered by these two zones:

o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
| Zone |
o m e e e e e e e e e e e e e e e e e eeee e +
| 0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.\ |
| 0.0.0.0.0.0.0.0.0.0.0.0.1P6. ARPA |
| 1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.\ |
| 0.0.0.0.0.0.0.0.0.0.0.0.1P6. ARPA |
oo e o e e e e e e e e e e e e e e e m e mm i m—— oo oo +

Not e: Line breaks and escapes ('\’) have been inserted above for
readability and to adhere to line width constraints. They are not
parts of the zone nanes.

4.4. |1Pv6 Locally Assigned Local Addresses

Section 4.4 of [RFC4193] already required special treatnment of:

o e e e e o - +
| Zone |
o e oo - +
| D.F.1P6. ARPA |
e +
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4.5. | Pv6 Link-Local Addresses

I Pv6 Link-Local Addresses as described in [RFC4291], Section 2.5.6
are covered by four distinct reverse DNS zones:

o a o +
| Zone |
oo o - +
| 8.E F.1P6. ARPA |
| 9.E F.1P6. ARPA |
| A E F.1P6. ARPA |
| B.E. F.|P6. ARPA |
o a o +

4.6. |Pv6 Exanple Prefix

| Pv6 exanpl e prefix [ RFC3849].

e +
| Zone |
S +
| 8.B.D.0.1.0.0.2.1P6. ARPA |
e +

Note: 8.B.D.0.1.0.0.2.1P6. ARPA is not being used as an exanpl e here.
5. Zones That Are Qut of Scope

I Pv6 site-local addresses (deprecated, see [RFC4291] Sections 2.4 and
2.5.7), and I Pv6 non-locally assigned | ocal addresses ([RFC4193]) are
not covered here.

It is expected that |Pv6 site-local addresses will be self correcting
as | Pv6 inplenentations renove support for site-local addresses.
However, sacrificial servers for the zones C. E. F.IP6. ARPA t hrough
F.E.F.1P6. ARPA may still need to be deployed in the short termif the
traffic beconmes excessive.

For 1 Pv6 non-locally assigned |ocal addresses (L = 0) [RFC4193],
there has been no decision nade about whether the Regional Internet

Registries (RIRs) will provide delegations in this space or not. |If
they don’t, then C. F.I1P6. ARPA will need to be added to the list in
Section 4.4. |If they do, then registries will need to take steps to

ensure that naneservers are provided for these addresses.
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I P6. 1 NT was once used to provide reverse mapping for 1Pv6. |P6.INT
was deprecated in [ RFC4159] and the del egati on renoved fromthe I NT
zone in June 2006. Wiile it is possible that |egacy software
continues to send queries for nanmes under the IP6.INT domain, this
docunent does not specify that |1 P6.INT be considered a | ocal zone.

Thi s docunent has al so deliberately ignored nanes inmedi ately under
the root domain. While there is a subset of queries to the root
naneservers that could be addressed using the techni ques descri bed
here (e.g., .local, .workgroup, and |IPv4 addresses), there is also a
vast anount of traffic that requires a different strategy (e.qg.

| ookups for unqualified hostnames, |Pv6 addresses).

6. | ANA Consi der ati ons

| ANA has established a registry of zones that require this default
behaviour. The initial contents of this registry are defined in
Section 4. Inplenentors are encouraged to periodically check this
registry and adjust their inplenentations to reflect changes therein.

This registry can be anended through "I ETF Revi ew' as per [RFC5226].
As part of this review process, it should be noted that once a zone
is added it is effectively added permanently; once an address range
starts being configured as a local zone in systens on the Internet,
it will be inmpossible to reverse those changes

| ANA should coordinate with the RIRs to ensure that, as DNS Security
(DNSSEC) is deployed in the reverse tree, delegations for these zones
are made in the manner described in Section 7.

7. Security Considerations

During the initial deploynment phase, particularly where [ RFC1918]
addresses are in use, there may be sone clients that unexpectedly
receive a nane error rather than a PTR record. This may cause sone
service disruption until their recursive nameserver(s) have been
re-configured

As DNSSEC i s deployed within the I N-ADDR ARPA and | P6. ARPA
nanespaces, the zones listed above will need to be del egated as

i nsecure del egations, or be within insecure zones. This will allow
DNSSEC val i dati on to succeed for queries in these spaces despite not
bei ng answered fromthe del egated servers.

It is reconmrended that sites actively using these nanespaces secure
t hem usi ng DNSSEC [ RFC4035] by publishing and usi ng DNSSEC trust
anchors. This will protect the clients fromaccidental inport of
unsi gned responses fromthe Internet.
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