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1.

I nt roducti on

Thi s docunent describes a stateless IPv6-to-1Pv6 Network Prefix
Transl ation (NPTv6) function, designed to provide address

i ndependence to the edge network. It is transport-agnostic with
respect to transports that do not checksumthe | P header, such as
SCTP, and to transports that use the TCP/ UDP/ DCCP ( Dat agram
Congestion Control Protocol) pseudo-header and checksum [ RFC1071].

For reasons discussed in [ RFC2993] and Section 5, the | ETF does not
recomend the use of Network Address Translation technol ogy for |Pve6.
Where translation is inplenmented, however, this specification

provi des a nechani smthat has fewer architectural problens than
merely inmplenenting a traditional stateful Network Address Transl ator
in an IPv6 environment. It also provides a useful alternative to the
conpl exities and costs inposed by nultihom ng using provider-

i ndependent addressing and the routing and network nanagenent issues
of overlaid | SP address space. Sone problens renmain, however. The
reader shoul d consider the alternatives suggested in [ RFC4864] and
the consi derations of [RFC5902] for inproved approaches.

The statel ess approach described in this docunent has severa
ram fications

0 Any security benefit that NAPT44 might offer is not present in
NPTv6, necessitating the use of a firewall to obtain those
benefits if desired. An exanple of such a firewall is described
in [ RFC6092] .

0 End-to-end reachability is preserved, although the address used
"inside" the edge network differs fromthe address used "outside"
the edge network. This has inplications for application referrals
and other uses of Internet |ayer addresses.

o If there are multiple identically configured prefix translators
between two networks, there is no need for themto exchange
dynanic state, as there is no dynamic state -- the algorithnic
translation will be identical across each of them The network
can therefore asynmmetrically route, |oad share, and fail-over
anong t hem wi t hout i ssue.

0 Since translationis 1:1 at the network layer, there is no need to
nmodi fy port nunmbers or other transport paraneters

0 TCP sessions that authenticate peers using the TCP Aut hentication
Option [ RFC5925] cannot have their addresses translated, as the
addresses are used in the cal culation of the Message
Aut hentication Code. This consideration applies in general to any
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UNi | ateral Sel f-Address Fixing (UNSAF) [ RFC3424] Protocol, which
the 1 AB recommends agai nst the depl oynent of in an environnent
that changes Internet addresses.

0 Applications using the Internet Key Exchange Protocol Version 2
(I KEv2) [RFC5996] should, at least in theory, detect the presence
of the translator; while no NAT traversal solution is required,

[ RFC5996] woul d require such sessions to use UDP

1.1. Wiat is Address | ndependence?

For the purposes of this docunment, |Pv6 address independence consists
of the follow ng set of properties:

From t he perspective of the edge network:

* The | Pv6 addresses used inside the | ocal network (for
interfaces, access lists, and | ogs) do not need to be
renunbered if the global prefix(es) assigned for use by the
edge network are changed.

* The I Pv6 addresses used inside the edge network (for
interfaces, access lists, and |logs) or within other upstream
networ ks (such as when nultihom ng) do not need to be
renunbered when a site adds, drops, or changes upstream
net wor ks.

* |t is not necessary for an administration to convince an
upstream network to route its internal |1Pv6 prefixes or for it
to advertise prefixes derived from other upstream networks into
it.

* Unless it wants to optimze routing between multiple upstream
networks in the process of multihomng, there is no need for a
BGP exchange with the upstream network.

From t he perspective of the upstream network:

* | Pvbe addresses used by the edge network are guaranteed to have
a provider-allocated prefix, elimnating the need and concern
for BCP 38 [ RFC2827] ingress filtering and the advertisenment of
cust omer - speci fic prefixes

Thus, address independence has ramifications for the edge network,
networks it directly connects with (especially its upstream
networks), and the Internet as a whole. The desire for address

i ndependence has been a primary driver for |Pv4d NAT depl oynent in
medium to |arge-sized enterprise networks, including NAT depl oyments
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in enterprises that have plenty of |Pv4 provider-independent address
space (from | Pv4 "swanp space"). It has also been a driver for edge
networ ks to become nmenbers of Regional Internet Registry (R R
communities, seeking to obtain BGP Autononpbus System Nunbers and
provi der-i ndependent prefixes, and as a result has been one of the
drivers of the explosion of the IPv4d route table. Service providers
have stated that the | ack of address independence fromtheir
custonmers has been a negative incentive to deployment, due to the

i mpact of custoner routing expected in their networks.

The Local Network Protection [ RFC4864] docunent discusses a related
concept called "Address Autonony" as a benefit of NAPT44. [ RFC4864]
i ndi cates that address autonomy can be achi eved by the sinultaneous
use of gl obal addresses on all nodes within a site that need externa
connectivity and Uni que Local Addresses (ULAs) [RFC4193] for al

i nternal communication. However, this solution fails to neet the
requi renent for address independence, because if an | SP renunbering
event occurs, all of the hosts, routers, DHCP servers, Access Contro
Lists (ACLs), firewalls, and other internal systems that are
configured with gl obal addresses fromthe ISP will need to be
renunbered before global connectivity is fully restored.

The use of | Pv6 provider-independent (Pl) addresses has al so been
suggested as a neans to fulfill the address-independence requirenent.
However, this solution requires that an enterprise qualify to receive
a Pl assignnent and persuade its ISP to install specific routes for
the enterprise’s Pl addresses. There are a nunber of practica

issues with this approach, especially if there is a desire to route
to a nunber of geographically and topol ogically diverse sites, which
can sonetinmes involve coordinating with several ISPs to route
portions of a single Pl prefix. These problens have caused nunerous
enterprises with plenty of |IPv4 swanp space to choose to use | Pv4d NAT
for part, or substantially all, of their internal network instead of
usi ng their provider-independent address space.

1.2. NPTv6 Applicability

NPTv6 provides a sinple and conpelling solution to nmeet the address-

i ndependence requirenent in |IPv6. The address-independence benefit
stenms directly fromthe translation function of the network prefix
translator. To avoid as many of the issues associated with NAPT44 as
possi ble, NPTv6 is defined to include a tw-way, checksum neutral,
algorithnmic translation function, and nothing el se.

The fact that NPTv6 does not map ports and is checksum neutral avoids

the need for an NPTv6 Translator to rewite transport |ayer headers.
This nmakes it feasible to deploy new or inproved transport |ayer
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protocol s w thout upgrading NPTv6 Translators. Similarly, since
NPTv6 does not rewite transport |ayer headers, NPTv6 will not
interfere with encryption of the full IP payload in many cases.

The default NPTv6 address-mappi ng mechanismis purely algorithmc, so
NPTv6 translators do not need to maintain per-node or per-connection
state, allowi ng depl oynent of nore robust and adaptive networks than
can be depl oyed using NAPT44. Since the default NPTv6 mappi ng can be
performed in either direction, it does not interfere with inbound
connection establishment, thus allowi ng internal nodes to participate
in direct Peer-to-Peer applications without the application |ayer
overhead one finds in many |Pv4 Peer-to-Peer applications.

Al t hough NPTv6 compares favorably to NAPT44 in several ways, it does
not elimnate all of the architectural problens associated with |Pv4
NAT, as described in [RFC2993]. NPTv6 involves nodifying |IP headers
intransit, so it is not conpatible with security nechani sns, such as
the | Psec Authentication Header, that provide integrity protection
for the I P header. NPTv6 may interfere with the use of application
protocols that transnmit |P addresses in the application-specific
portion of the |IP datagram These applications currently require
Application Layer Gateways (ALGs) to work correctly through NAPT44
devices, and simlar ALGs nmay be required for these applications to
wor k through NPTv6 Translators. The use of separate internal and
external prefixes creates conplexity for DNS depl oynent, due to the
desire for internal nodes to comunicate with other internal nodes
using internal addresses, while external nodes need to obtain
external addresses to comunicate with the sane nodes. This
frequently results in the deploynent of "split DNS', which nmay add
conplexity to network configuration.

The choi ce of address within the edge network bears consideration
One coul d use a ULA, which maxi nm zes address independence. That
could al so be considered a msuse of the ULA; if the expectation is
that a ULA prevents access to a systemfromoutside the range of the
ULA, NPTv6 overrides that. On the other hand, the adninistration is
aware that it has made that choice and could deploy a second ULA for
the purpose of privacy if it desired; the only prefix that will be
translated is one that has an NPTv6 Transl ator configured to
translate to or fromit. Also, using any other global-scope address
format nmakes one either obtain a Pl prefix or be at the mercy of the
agency fromwhich it was all ocat ed.

There are significant technical inpacts associated with the

depl oynent of any prefix translati on nechani sm including NPTv6, and
we strongly encourage anyone who is considering the inplenentation or
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depl oynent of NPTv6 to read [ RFC4864] and [ RFC5902], and to carefully
consider the alternatives described in that docunment, sone of which
may cause fewer problenms than NPTv6.

1.3. Requirenents Termn nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. NPTv6 Overvi ew

NPTv6 may be inplenmented in an IPv6 router to map one | Pv6 address
prefix to another 1Pv6 prefix as each I Pv6 datagramtransits the
router. A router that inplenents an NPTv6 prefix translation
function is referred to as an NPTv6 Transl ator

2.1. NPTv6: The Sinplest Case

Inits sinplest form an NPTv6 Transl ator interconnects two network
links, one of which is an "internal” network link attached to a | eaf
network within a single adm nistrative donmain and the other of which
is an "external" network with connectivity to the global Internet.

Al'l of the hosts on the internal network will use addresses froma
single, locally routed prefix, and those addresses will be translated
to/fromaddresses in a globally routable prefix as |P datagrans
transit the NPTv6 Translator. The |engths of these two prefixes wll
be functionally the sane; if they differ, the |longer of the two will
limt the ability to use subnets in the shorter

Ext ernal Net work: Prefix = 2001: 0DB8: 0001:/ 48

| NPTV6 |

I nt ernal Network: Prefix = FDO1l: 0203: 0405:/ 48

Figure 1: A Sinple Transl ator
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Figure 1 shows an NPTv6 Translator attached to two networks. In this
exanple, the internal network uses |IPv6 Uni que Local Addresses (ULAS)
[ RFC4193] to represent the internal |IPv6 nodes, and the externa
network uses globally routable | Pv6 addresses to represent the sane
nodes.

When an NPTv6 Transl ator forwards datagrans in the "outbound”
direction, fromthe internal network to the external network, NPTv6
overwites the I1Pv6 source prefix (in the IPv6 header) with a
correspondi ng external prefix. When datagrans are forwarded in the
"inbound" direction, fromthe external network to the interna
network, the | Pv6 destination prefix is overwitten with a
corresponding internal prefix. Using the prefixes shown in the

di agram above, as an | P datagram passes through the NPTv6 Transl ator
in the outbound direction, the source prefix (FDO1l: 0203: 0405:/ 48)
will be overwitten with the external prefix (2001:0DB8: 0001:/48)

In an i nbound datagram the destination prefix (2001: 0DB8: 0001:/48)
will be overwitten with the internal prefix (FD01:0203: 0405:/48).
In both cases, it is the local IPv6 prefix that is overwitten; the
renote | Pv6 prefix remains unchanged. Nodes on the internal network
are said to be "behind" the NPTv6 Transl ator

2.2. NPTv6 between Peer Networks

NPTv6 can al so be used between two private networks. In these cases,
bot h networks may use ULA prefixes, with each subnet in one network
mapped into a correspondi ng subnet in the other network, and vice
versa. O, each network nmay use ULA prefixes for internal addressing
and gl obal unicast addresses on the other network.

Internal Prefix = FDO1: 4444:5555:/ 48

\% | External Prefix
\Y, | 2001: ODB8: 6666: / 48
Vv L + N
\Y; |  NPTV6 | A
Y | Device | A
V I + N
External Prefix | n
2001: ODB8: 0001:/ 48 | A

Internal Prefix = FDO1:0203: 0405:/ 48

Figure 2: Flow of Information in Translation
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2.3. NPTv6 Redundancy and Load Shari ng

In sone cases, nore than one NPTv6 Transl ator may be attached to a
network, as shown in Figure 3. |In such cases, NPTv6 Translators are
configured with the sane internal and external prefixes. Since there
is only one translation, even though there are nmultiple translators,
they map only one external address (prefix and Interface Identifier
(I''D)) to the internal address.

External Network: Prefix = 2001: 0DB8: 0001:/ 48

o m e e e oo - + o m e e e oo - +
| NPTv6 | | NPTv6 |
| Translator | | Translator |
| #1 | | #2 |
S + S +

Internal Network: Prefix = FDO1:0203: 0405:/48
Figure 3: Parallel Translators

2.4. NPTv6 Ml tihom ng

Ext er nal Network #1: Ext er nal Network #2:
Prefix = 2001: 0DB8: 0001:/ 48 Prefix = 2001: ODB8: 5555: /48

S + S +
| NPTv6 | | NPTv6 |
| Translator | | Translator |
| #1 | | #2 |
R + R +

Internal Network: Prefix = FDO1:0203: 0405:/48
Figure 4: Parallel Translators with Different Upstream Networks
VWhen mul ti hom ng, NPTv6 Transl ators are attached to an interna
network, as shown in Figure 4, but are connected to different

external networks. In such cases, NPTv6 Transl ators are configured
with the sanme internal prefix but different external prefixes. Since
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there are multiple translations, they map nultiple external addresses
(prefix and I1D) to the common internal address. A systemw thin the
edge network is unable to determ ne which external address it is
usi ng apart from services such as Session Traversal Uilities for NAT
(STUN) [ RFC5389].

Multihoming in this sense has one negative feature as conpared with
mul ti homing with a provider-independent address: when routes change
bet ween NPTv6 Transl ators, the translated prefix can change since the
upstream network changes. This causes sessions and referrals
dependent on it to fail as well. This is not expected to be a mmjor

i ssue, however, in networks where routing is generally stable.

2.5. Mapping with No Per-Flow State

When NPTv6 is used as described in this docunent, no per-node or per-
flow state is maintained in the NPTvé Translator. Both inbound and
out bound datagrans are translated algorithmcally, using only
information found in the I Pv6 header. Due to this property, NPTv6' s
two-way, algorithm c address nmappi ng can support both out bound and

i nbound connection establishnent w thout the need for naintenance of
mappi ng state or for state-primng or rendezvous nechanisns. This is
a significant inprovenent over NAPT44 devices, but it also has
significant security inplications, which are described in Section 7

2.6. Checksum Neutral Mapping

When a change is nade to one of the IP header fields in the |IPv6
pseudo- header checksum (such as one of the |IP addresses), the
checksum field in the transport |ayer header may becone invalid.
Fortunately, an increnental change in the area covered by the

I nternet standard checksum [ RFC1071] will result in a well-defined
change to the checksum val ue [ RFC1624]. So, a checksum change caused
by nodi fying part of the area covered by the checksum can be
corrected by making a conplenmentary change to a different 16-bit
field covered by the same checksum

The NPTv6 mappi ng nmechani snms described in this docunment are checksum
neutral, which neans that they result in IP headers that wll
generate the sanme | Pv6 pseudo- header checksum when the checksumi s
cal cul ated using the standard I nternet checksum al gorithm [ RFC1071].
Any changes that are nade during translation of the IPv6 prefix are
of fset by changes to other parts of the | Pv6 address. This results
in transport |ayers that use the Internet checksum (such as TCP and
UDP) cal cul ating the sane | Pv6 pseudo- header checksum for both the
internal and external forns of the sane datagram which avoids the
need for the NPTv6 Translator to nodify those transport |ayer headers
to correct the checksum val ue.
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The out goi ng checksum correction is achieved by naking a change to a
16-bit section of the source address that is not used for routing in
the external network. Due to the nature of checksum arithnetic, when
the corresponding correction is applied to the sane bits of
destination address of the inbound packet, the Destination Address
(DA) is returned to the correct internal val ue.

As noted in Section 4.2, this mapping results in an edge network
using a /48 external prefix to be unable to use subnet OxFFFF

3. NPTv6 Al gorithm c Specification
The [ RFC4291] | Pv6 Address is reproduced for clarity in Figure 5.

0 15 16 31 32 47 48 63 64 79 80 95 96 111 112 127

AR, AR, AR, AR, AR, AR, AR, AR, +
| Routing Prefix | Subnet | Interface Identifier (11D |
Fomm o - Fomm o - Fomm o - Fomm o - Fomm o - Fomm o - Fomm o - Fomm o - +

Figure 5: Enuneration of the |IPv6 Address [ RFC4291]
3.1. NPTv6 Configuration Cal cul ations

When an NPTv6 Translation function is configured, it is configured
with

0 one or nmore "internal” interfaces with their "internal"™ routing
domai n prefixes, and

0 one or nore "external" interfaces with their "external" routing
domai n prefixes.

In the sinple case, there is one of each. |If a single router

provi des NPTv6 transl ation services between a multiplicity of domains
(as mght be true when nultihom ng), each internal/external pair nust
be thought of as a separate NPTv6 Translator fromthe perspective of
this specification.

VWhen an NPTv6 Translator is configured, the translation function
first ensures that the internal and external prefixes are the sane
| ength, extending the shorter of the two with zeroes if necessary.
These two prefixes will be used in the prefix translation function
described in Sections 3.2 and 3. 3.

They are then zero-extended to /64 for the purposes of a cal culation
The translation function cal cul ates the one’s conpl enent sum of the
16-bit words of the /64 external prefix and the /64 internal prefix.
It then calculates the difference between these values: interna
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3.

3.

3.

2

3.

4.

m nus external. This value, called the "adjustment”, is effectively
constant for the lifetime of the NPTv6 Transl ator configuration and
is used in per-datagram processing.

NPTv6 Transl ation, Internal Network to External Network

When a dat agram passes through the NPTv6 Translator from an interna
to an external network, its |IPv6 Source Address is either changed in
two ways or results in the datagram bei ng di scarded:

o |If the internal subnet nunmber has no nmappi ng, such as bei ng OXFFFF
or sinply not nmapped, discard the datagram This SHOULD result in
an | CVWP Destination Unreachabl e.

o The internal prefix is overwitten with the external prefix, in
ef fect subtracting the difference between the two checksuns (the
adj ustnent) fromthe pseudo-header’s checksum and

0 A 16-bit word of the address has the adjustnment added to it using
one’s conplenment arithnetic. |If the result is OXFFFF, it is
overwritten as zero. The choice of word is as specified in
Sections 3.4 or 3.5 as appropriate.

NPTv6e Transl ation, External Network to I nternal Network

When a dat agram passes through the NPTv6 Translator from an externa
to an internal network, its IPv6 Destination Address is changed in
two ways:

0 The external prefix is overwitten with the internal prefix, in
effect adding the difference between the two checksunms (the
adjustnent) to the pseudo-header’s checksum and

0 A 16-bit word of the address has the adjustnment subtracted fromit
(bitwi se inverted and added to it) using one's conpl enent
arithnmetic. |If the result is OxFFFF, it is overwitten as zero.
The choice of word is as specified in Section 3.4 or Section 3.5
as appropriate.

NPTve with a /48 or Shorter Prefix

When an NPTv6 Translator is configured with internal and externa
prefixes that are 48 bits in length (a /48) or shorter, the

adj ust nent MUST be added to or subtracted frombits 48..63 of the
addr ess.
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This mapping results in no nodification of the Interface Identifier
(I'1'D), which is held in the lower half of the |IPv6 address, so it
will not interfere with future protocols that may use unique 11Ds for
node identification

NPTv6 Transl ator inplenentations MJST inplenent the /48 mappi ng.
3.5. NPTv6 with a /49 or Longer Prefix

When an NPTv6 Translator is configured with internal and externa
prefixes that are longer than 48 bits in length (such as a /52, /56,
or /60), the adjustnent nust be added to or subtracted from one of
the words in bits 64..79, 80..95, 96..111, or 112..127 of the
address. Wiile the choice of word is immterial as long as it is
consi stent, these words MJST be inspected in that sequence and the
first that is not initially OxFFFF chosen, for consistency’s sake.

NPTv6 Transl ator inplenmentations SHOULD i npl enment the mappi ng for
| onger prefixes.

3.6. /48 Prefix Mppi ng Exampl e

For the network shown in Figure 1, the Internal Prefix is FDO1l:0203:
0405:/48, and the External Prefix is 2001: 0DB8: 0001:/ 48.

If a node with internal address FDO01: 0203: 0405: 0001: : 1234 sends an
out bound dat agram t hrough the NPTv6 Transl ator, the resulting
external address will be 2001: 0DB8: 0001: D550::1234. The resulting
address is obtained by calculating the checksum of both the interna
and external 48-bit prefixes, subtracting the internal prefix from
the external prefix using one’s conmplement arithnetic to calcul ate
the "adjustnent”, and adding the adjustnent to the 16-bit subnet
field (in this case, 0x0001).

To show t he worKk:

The one’ s conpl enent checksum of FDO1: 0203: 0405 is OxFCF5. The one’s
compl enent checksum of 2001: 0DB8: 0001 i s 0xD245. Using one’s

compl enent arithmetic, 0xD245 - OxFCF5 = OxD54F. The subnet in the
original datagramis 0x0001. Using one's conplenent arithnetic,
0x0001 + OxDb54F = 0xD550. Since 0xD550 != OxFFFF, it is not changed
to 0x0000.

So, the value OxD550 is witten in the 16-bit subnet area, resulting
in a mapped external address of 2001: 0DB8: 0001: D550: : 1234.
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When a response datagramis received, it will contain the destination
address 2001: 0DB8: 0001: D550: : 0001, which will be mapped back to FDO1
0203: 0405: 0001: : 1234 using the inverse mapping al gorithm

In this case, the difference between the two prefixes will be
cal cul ated as foll ows:

Usi ng one’s conplenent arithmetic, OxFCF5 - 0OxD245 = O0x2AB0. The
subnet in the original datagram = 0xD550. Using one’s conpl enent
arithnetic, OxD550 + Ox2ABO = 0x0001. Since 0x0001 != OxFFFF, it is
not changed to 0x0000.

So the value 0x0001 is witten into the subnet field, and the
i nternal value of the subnet field is properly restored.

3.7. Address Mapping for Longer Prefixes

If the prefix being nmapped is |longer than 48 bits, the algorithmis
slightly nore conplex. A commpn case will be that the internal and
external prefixes are of different lengths. In such a case, the
shorter prefix is zero-extended to the length of the |onger as
described in Section 3.1 for the purposes of overwiting the prefix.
Then, they are both zero-extended to 64 bits to facilitate one’'s
conmpl enent arithmetic. The "adjustnent" is cal cul ated using those
64-bit prefixes.

For exanple, if the internal prefix is a /48 ULA and the externa
prefix is a /56 provider-allocated prefix, the ULA becones a /56 with
zeros in bits 48..55. For purposes of one's conplenent arithnetic,
they are then both zero-extended to 64 bits. A side effect of this
is that a subset of the subnets possible in the shorter prefix is
untransl atable. While the security value of this is debatable, the
adm ni stration may choose to use them for subnets that it knows need
no external accessibility.

We then find the first word in the 11D that does not have the val ue
OXFFFF, trying bits 64..79, and then 80..95, 96..111, and finally
112..127. W performthe sane calculation (with the sane proof of
correctness) as in Section 3.6 but apply it to that word.

Al t hough any 16-bit portion of an IPv6 I1D could contain OxFFFF, an
11D of all-ones is a reserved anycast identifier that should not be
used on the network [ RFC2526]. |If an NPTv6 Transl ator discovers a
datagramwith an 11D of all-zeros while perforning address nmappi ng,
that datagram MJUST be dropped, and an | CVMPv6 Paraneter Problem error
SHOULD be generated [ RFC4443].

Wasser nan & Baker Experi ment al [ Page 14]



RFC 6296 NPTv6 June 2011

Not e: Thi s mechani sm does involve nodification of the IID;, it may not
be compatible with future nmechani snms that use unique |IDs for node
i dentification.

4. Inplications of Network Address Transl ator Behavi oral Requirenents
4.1. Prefix Configuration and Generation

NPTv6 Transl ators MJST support manual configuration of internal and
external prefixes and MUST NOT place any restrictions on those

prefi xes except that they be valid | Pv6 uni cast prefixes as descri bed
in [RFC4291]. They MAY al so support random generation of ULA
addresses on command. Since the npst common pl ace anticipated for
the inplementati on of an NPTv6 Translator is a Customer Prem ses

Equi pnrent (CPE) router, the reader is urged to consider the

requi renents of [RFC6204].

4.2. Subnet Nunbering

For reasons detailed in Appendix B, a network using NPTv6 Transl ation
and a /48 external prefix MJST NOT use the val ue OxFFFF to desi gnate
a subnet that it expects to be transl ated.

4.3. NAT Behavi oral Requirenents

NPTv6 Transl ators MJST support hairpinning behavior, as defined in
the NAT Behavi oral Requirenents for UDP docunment [RFC4787]. This
means that when an NPTv6 Transl ator receives a datagramon the
internal interface that has a destination address that matches the
site’s external prefix, it will translate the datagramand forward it
internally. This allows internal nodes to reach other internal nodes
using their external, global addresses when necessary.

Conceptual ly, the datagram | eaves the domain (is translated as
described in Section 3.2) and returns (is again translated as
described in Section 3.3). As a result, the datagram exchange wl |
be through the NPTv6 Translator in both directions for the lifetine
of the session. The alternative would be to require the NPTv6
Translator to drop the datagram forcing the sender to use the
correct internal prefix for its peer. Performng only the external -
to-internal translation results in the datagram being sent fromthe
untransl ated internal address of the source to the translated and
therefore internal address of its peer, which would enable the
session to bypass the NPTv6 Translator for future datagrams. It
woul d al so nean that the original sender would be unlikely to
recogni ze the response when it arrived.
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Because NPTv6 does not perform port nappi ng and uses a one-to-one,
reversi bl e-mappi ng al gorithm none of the other NAT behaviora
requi renents apply to NPTv6.

5. Inplications for Applications

NPTv6 Transl ati on does not create several of the problens known to
exi st with other kinds of NATs as discussed in [RFC2993]. In
particular, NPTv6 Translation is stateless, so a "reset” or brief
out age of an NPTv6 Transl ator does not break connections that
traverse the translation function, and if nultiple NPTv6e Translators
exi st between the sanme two networks, the load can shift or be

dynani cally | oad shared anong them Al so, an NPTv6 Transl ator does
not aggregate traffic for several hosts/interfaces behind a fewer
nunber of external addresses, so there is no inherent expectation for
an NPTv6 Translator to bl ock new inbound flows fromexternal hosts
and no issue with a filter or blacklist associated with one prefix
within the domain affecting another. A firewall can, of course, be
used in conjunction with an NPTv6 Translator; this would allow the
network administrator nmore flexibility to specify security policy
than woul d be possible with a traditional NAT.

However, NPTv6 Transl ati on does create difficulties for sone kinds of
applications. Sone exanples include:

0 An application instance "behind" an NPTv6 Translator will see a
different address for its connections than its peers "outside" the
NPTv6 Transl ator.

0 An application instance "outside" an NPTv6 Translator will see a
different address for its connections than any peer "inside" an
NPTv6 Transl at or.

0 An application instance wi shing to establish comunication with a
peer "behind" an NPTv6 Translator may need to use a different
address to reach that peer dependi ng on whether the instance is
behi nd the same NPTv6 Translator or external to it. Since an
NPTv6 Transl ator inplenments hairpinning (Section 4.3), it suffices
for applications to always use their external addresses. However,
this creates inefficiencies in the |Iocal network and nay al so
conplicate inplenentation of the NPTv6 Translator. [RFC3484] al so
woul d prefer the private address in such a case in order to reduce
those inefficiencies.

0 An application instance that noves froma real m"behind" an NPTv6
Translator to a realmthat is "outside" the network, or vice
versa, may find that it is no |longer able to reach its peers at
the sane addresses it was previously able to use.
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0 An application instance that is internmittently comunicating with
a peer that noves from behind an NPTv6 Transl ator to "outside" of
it, or vice versa, may find that it is no |onger able to reach
that peer at the sane address that it had previously used.

Many, but not all, of the applications that are adversely affected by
NPTv6 Transl ation are those that do "referral s" -- where an
application instance passes its own addresses, and/or addresses of
its peers, to other peers. (Some believe referrals are inherently
undesirabl e; others believe that they are necessary in sone
circunmstances. A discussion of the nmerits of referrals, or |ack
thereof, is beyond the scope of this docunent.)

To sonme extent, the incidence of these difficulties can be reduced by
DNS hacks that attenpt to expose addresses "behind" an NPTv6
Translator only to hosts that are al so behind the sane NPTv6

Transl ator and perhaps to al so expose only the "internal" addresses
of hosts behind the NPTv6 Translator to other hosts behind the sane
NPTv6 Transl ator. However, this cannot be a conplete solution. A
full discussion of these issues is out of scope for this docunent,
but briefly: (a) reliance on DNS to solve this probl em depends on
hosts al ways naking queries fromDNS servers in the sane real mas
they are (or on DNS interception proxies, which create their own
probl enms) and on nobil e hosts/applications not caching those results;
(b) reliance on DNS to solve this probl em depends on network

adm nistrators on all networks using such applications to reliably
and accurately maintain current DNS entries for every host using
those applications; and (c) reliance on DNS to solve this problem
depends on applications always using DNS nanes, even though they
often nust run in environments where DNS names are not reliably

mai ntai ned for every host. Oher issues are that there is often no
singl e di stingui shed name for a host and no reliable way for a host
to determ ne what DNS nanes are associated with it and whi ch nanes
are appropriate to use in which contexts.

5.1. Recommendation for Network Planners Considering Use of NPTv6
Transl ation

In light of the above, network planners considering the use of NPTv6
transl ation should carefully consider the kinds of applications that
they will need to run in the future and determ ne whet her the
address-stability and provider-independence benefits are consistent
with their application requiremnments.
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5.2. Recommendations for Application Witers

Several mechanisnms (e.g., STUN [ RFC5389], Traversal Using Rel ays
around NAT (TURN) [RFC5766], and Interactive Connectivity
Establ i shnent (I CE) [ RFC5245]) have been used with traditional |Pv4
NAT to circumvent sone of the limtations of such devices. Simlar
mechani sms coul d al so be applied to circunvent sone of the issues
with an NPTv6é Translator. However, all of these require the

assi stance of an external server or a function co-located with the
translator that can tell an "internal" host what its "external"
addr esses are.

5.3. Recommrendation for Future Wrk

It mght be desirable to define a general nechanismthat would all ow
hosts within a translation domain to determ ne their externa
addresses and/or request that inbound traffic be permtted. If such
a nmechanismwere to be defined, it would ideally be general enough to
al so acconmpdat e other types of NAT likely to be encountered by | PV6
applications, in particular 1Pv4/1Pv6 Translation [ RFC6144] [RFC6147]
[ RFC6145] [ RFC6146] [RFC6052]. For this and other reasons, such a
mechani smis beyond the scope of this docunent.

6. A Note on Port Mpping

In addition to overwiting | P addresses when datagrans are forwarded,
NAPT44 devi ces overwite the source port nunber in outbound traffic
and the destination port nunber in inbound traffic. This mechanism
is called "port mapping".

The maj or benefit of port mapping is that it allows multiple
computers to share a single I Pv4 address. A |large nunber of interna
| Pv4 addresses (typically fromone of the [RFC1918] private address
spaces) can be mapped into a single external, globally routable |IPv4
address, with the local port nunber used to identify which interna
node shoul d receive each i nbound datagram This address-
anplification feature is not generally foreseen as a necessity at
this tinme.

Since port mapping requires rewiting a portion of the transport

| ayer header, it requires NAPT44 devices to be aware of all of the
transport protocols that they forward, thus stifling the devel opnent
of new and i nproved transport protocols and preventing the use of

| Psec encryption. Modifying the transport |ayer header is
inconpatible with security mechani sns that encrypt the full IP

payl oad and restricts the NAPT44 to forwardi ng transport |ayers that
use weak checksumal gorithns that are easily recalculated in routers.
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Since there is significant detrinment caused by nodifying transport
| ayer headers and very little, if any, benefit to the use of port
mapping in 1 Pv6, NPTv6 Translators that comply with this
specification MUST NOT perform port mapping.

7. Security Considerations

VWhen NPTv6 is depl oyed using either of the two-way, algorithmc

mappi ngs defined in this docunent, it allows direct inbound
connections to internal nodes. Wile this can be viewed as a benefit
of NPTv6 versus NAPT44, it does open internal nodes to attacks that
woul d be nmore difficult in a NAPT44 network. Froma security
standpoi nt, although this situation is not substantially worse than
running 1Pv6 with no NAT, sone enterprises nmay assune that an NPTv6
Translator will offer simlar protection to a NAPT44 devi ce.

The port nappi ng nechani smin NAPT44 inpl enentations requires that
state be created in both directions. This has lead to an industry-
wi de perception that NAT functionality is the sane as a stateful
firewall. 1t is not. The translation function of the NAT only
creates dynamic state in one direction and has no policy. For this
reason, it is RECOMMENDED that NPTv6 Transl ators al so i npl enent
firewall functionality such as described in [ RFC6092], with
appropriate configuration options including turning it on or off.

When [ RFC4864] tal ks about randonizing the subnet identifier, the
idea is to make it harder for worns to guess a valid subnet
identifier at an advertised network prefix. This should not be
interpreted as endorsing conceal ment of the subnet identifier behind
the obfuscating function of a translator such as NPTv6. [ RFC4864]
specifically tal ks about how to obtain the desired properties of
conceal ment without using a translator. Topol ogy hiding when using
NAT is often ineffective in environments where the topology is
visible in application |ayer nessagi ng protocols such as DNS, SIP
SMIP, etc. |If the information were not avail abl e through the
application layer, [RFC2993] would not be valid.

Due to the potential interactions with | KEv2/1Psec NAT traversal, it
woul d be valuable to test interactions of NPTv6 with various aspects
of current-day | KEv2/|Psec NAT traversal
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Appendi x A. Wiy GSE?

For the purpose of this discussion, |let us oversinplify the
Internet’s structure by distinguishing between two broad cl asses of
networks: transit and edge. A "transit network", in this context, is
a network that provides connectivity services to other networks. |Its
Aut ononous System (AS) nunber may show up in a non-final position in
BGP AS paths, or in the case of nobile and residential broadband
networks, it may offer network services to smaller networks that
cannot justify RIR nenbership. An "edge network", in contrast, is
any network that is not a transit network; it is the ultimte
customer, and while it provides internal connectivity for its own
use, it is a consunmer of transit services in other respects. In
terns of routing, a network in the transit donmain generally needs
some way to make choices about how it routes to other networks; an
edge network is generally quite satisfied with a sinple default

route.

The [ GSE] proposal, and as a result this proposal (which is simlar
to GSE in nost respects and inspired by it), responds directly to
current concerns in the RIR conmunities. Edge networks are used to
an environnent in IPv4d in which their addressing is disjoint from
that of their upstreamtransit networks; it is either provider

i ndependent, or a network prefix translator nmakes their externa
address distinct fromtheir internal address, and they like the
distinction. In IPv6, there is a mantra that edge network addresses
shoul d be derived fromtheir upstream and if they have nultiple
upstreans, edge networks are expected to design their networks to use
all of those prefixes equivalently. They see this as unnecessary and
unwant ed operational conplexity and, as a result, are pushing very
hard in the RIR conmmunities for provider-independent addressing.

W despread use of provider-independent addressing has a natural and
per haps unavoi dabl e side effect that is likely to be very expensive
inthe long term Wth wi despread Pl addressing, the routing table
will enunerate the networks at the edge of the transit domain, the
edge networks, rather than enunerate the transit domain. Per the BGP
Update Report of 17 December 2010, there are currently over 36,000
Aut ononpbus Systens being advertised in BGP, of which over 15,000
advertise only one prefix. There are in the nei ghborhood of 5000 ASs
that show up in a non-final position in AS paths, and perhaps anot her
5000 networ ks whose AS nunbers are terminal in nore than one AS path.
In other words, we have prefixes for sone 36,000 transit and edge
networks in the route table now, nany of which arguably need an

Aut ononpbus System nunber only for nultihomng. The vast majority of
networks (2/3) having the tools necessary to nmultihome are not
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vi sibly doing so and woul d be well served by any solution that gives
t hem addr ess i ndependence without the overhead of RI R menbership and
BGP routi ng.

Current growmh estimates suggest that we could easily see that be on
the order of 10,000,000 within fifteen years. Tens of thousands of
entries in the route table are very survivable; while our protocols
and conputers will likely do quite well with tens of mllions of
routes, the heat produced and power consuned by those routers, and
the inevitable inpact on the cost of those routers, is not a good
outcone. To avoid having a massive and unscal able route table, we
need to find a way that is politically acceptable and returns us to
enunerating the transit domain, not the edge.

There have been a number of proposals. As described, Shinbt noves the
conplexity to the edge, and the edge is rebelling. Geographic
addressing in essence forces ISPs to "own" geographic territory from
a routing perspective, as otherwise there is no clue in the address
as to what network a datagram should be delivered to in order to
reach it. Metropolitan Addressing can inply regul atory authority
and, even if it is inplenented using internet exchange consorti a,
visits a great deal of conplexity on the transit networks that
directly serve the edge. The one that is likely to be nost
acceptable is any proposal that enabl es an edge network to be
operationally independent of its upstreans, with no obligation to
renunber when it adds, drops, or changes ISPs, and with no additiona
burden pl aced either on the ISP or the edge network as a result.
From an application perspective, an additional operationa
requirenent in the words of the Roadnap for the Snart Gid [NIST] is
t hat

"...the network should provide the capability to enable an
application in a particular domain to communi cate with an
application in any other domain over the information network, wth
proper nanagenment control as to who and where applications can be
i nter-connected. "

In other words, the structure of the network should allow for and
enabl e appropriate access control, but the structure of the network
should not inherently limt access.

The GSE nodel, by statelessly translating the prefix between an edge
network and its upstreamtransit network, acconplishes that with a

m ni mum of fuss and bother. Stated in the sinplest terms, it enables
the edge network to behave as if it has a provider-independent prefix
froma nmultihom ng and renunbering perspective w thout the overhead
of RI R menbership or mai ntenance of BGP connectivity, and it enables
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the transit networks to aggressively aggregate what are fromtheir
perspective provider-allocated custoner prefixes, to maintain a
rational -sized routing table.

Appendi x B. Verification Code

Thi s non-normative appendix is presented as a proof of concept; it is
in no sense optimzed. For exanple, one’s conplenent arithnetic is

i npl emented in portabl e subroutines, where operationa

i npl ementations might use one’'s conplenent arithnmetic instructions
through a pragma; such inplenentations probably need to explicitly
force OxFFFF to 0x0000, as the instruction will not. The origina

pur pose of the code was to verify whether or not it was necessary to
suppress OxFFFF by overwiting with zero and whether predicted issues
wi th subnet nunbering were real

The point is to

0 denonstrate that if one or the other representation of zero is not
used in the word in which the checksumis updated, the program
maps i nner and outer addresses in a manner that is,
mat hematically, 1:1 and onto (each inner address naps to a uni que
outer address, and that outer address maps back to exactly the
same i nner address), and

0 give guidance on the suppression of OxFFFF checksuns.

In short, in one's conplenent arithnmetic, x-x=0 but will take the
negative representation of zero. |f OxFFFF results are forced to the
val ue 0x0000, as is reconmmended in [RFC1071], the word the checksum
is adjusted in cannot be initially OxFFFF, as on the return it wll
be forced to 0. |If OxFFFF results are not forced to the val ue 0x0000
as is recoomended in [ RFC1071], the word the checksumis adjusted in
cannot be initially 0, as on the return it will be calculated as
0+(~0) = OxFFFF. W chose to follow [ RFC1071]'s reconmmendati ons,
which inplies a requirenment to not use OxFFFF as a subnet nunber in
networks with a /48 external prefix.

Copyright (c) 2011 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or without
modi fication, are permitted provided that the foll ow ng conditions
are net:

- Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the follow ng disclainer.

L T . T
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- Redistributions in binary form nust reproduce the above
copyright notice, this list of conditions and the foll ow ng
di sclaimer in the docunentation and/or other materials provided
with the distribution.

- Neither the name of Internet Society, |ETF or |ETF Trust, nor
the nanes of specific contributors, may be used to endorse or
pronote products derived fromthis software w thout specific
prior witten perm ssion.

TH S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS AND
CONTRI BUTORS "AS |'S' AND ANY EXPRESS OR | MPLI ED WARRANTI ES,
I NCLUDI NG, BUT NOT LIMTED TO, THE | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE ARE
DI SCLAIMED. | N NO EVENT SHALL THE COPYRI GHT OMNER OR CONTRI BUTORS
BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL,
EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG BUT NOT LI M TED
TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE
DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOMEVER CAUSED AND
ON ANY THEORY OF LI ABILITY, WHETHER | N CONTRACT, STRI CT LI ABILITY,
OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG | N ANY WAY
OQUT OF THE USE OF TH S SOFTWARE, EVEN | F ADVI SED OF THE
PGSSI BI LI TY OF SUCH DAMAGE

/

ncl ude "stdio.h"

ncl ude "assert.h"

programto verify the NPTv6 al gorithm

argunent :
Perform negative zero suppression: bool ean

met hod:

We specify an internal and an external prefix. The prefix
length is presuned to be the conmon | ength of both and, for
this, is a /48. W performthe three algorithnms specified.
The "datagrant address is in effect the source address
i nternal ->external and the destination address
ext ernal - >i nt er nal

/

unsi gned short inner_init[] = {

OxFDO1, 0x0203, 0x0405, 1, 2, 3, 4, 5};

unsi gned short outer_init[] = {

0x2001, 0x0db8, 0x0001, 1, 2, 3, 4, 5};

unsi gned short inner[8];
unsi gned short datagrani8];
unsi gned char checksuni 65536] = {0};
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unsi gned short outer[8];
unsi gned short adjustnent;
unsi gned short suppress;
/*
* One’s conpl enent sum
* return numberl + nunber?2
*/
unsi gned short
addl( nunberl, nunber?2)
unsi gned short nunber1il;
unsi gned short nunber2;

NPTv6

{
unsi gned i nt result;
result = nunberl
result += nunber2
if (suppress) {
while (OXFFFF <= result) {
result = result + 1 -
}
} else {
while (OXFFFF < result) {
result = result + 1 -
}
}
return result;
}
/*

* One's conpl enent difference
* return nunberl - nunber?2
*/
unsi gned short
subl(nunberl, nunber?2)
unsi gned short nunber1;
unsi gned short nunber2;

{

return addl(nunmber 1, ~nunber?2);

}
/*

* return one’s conpl ement sum of an array of

*/

unsi gned short

suml( nunbers, count)
unsi gned short *nunbers;
i nt count;

Wasser nan & Baker Experi nment a
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unsi gned i nt result;

result = *nunbers++
while (--count > 0) {
result += *nunbers++

if (suppress) {
whil e (OXFFFF <= result) {
result = result + 1 - 0x10000;

} else {
while (OxFFFF < result) {
result = result + 1 - 0x10000;

}
}
return result;
}
/*
* NPTv6 initialization: Section 3.1 assunming Section 3.4
*
* Create the /48, a source address in internal fornmat, and a
*

source address in external format. Calcul ate the adjustnent
* if one /48 is overwitten with the other

*/

voi d

nptve_initialization(subnet)

unsi gned short subnet;

L .
i nt i;
unsi gned short inner48;
unsi gned short outer48;
/[* Initialize the internal and external prefixes. */
for (i =0; i <8; i++) {
inner[i] = inner_init[i];
outer[i] = outer_init[i];
i nner[3] = subnet;
outer[3] = subnet;
/* Cal cul ate the checksum adj ustnent. */
i nner48 = suni(inner, 3);
outer48 = sunml(outer, 3);
adj ustnent = subl(inner48, outer48);
}
/*
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* NPTv6 datagram fromedge to transit: Section 3.2 assum ng
* Section 3.4
*
* QOverwite the prefix in the source address with the outer
* prefix and adjust the checksum
*/
voi d
nptve_inner_to_outer()
- .
i nt i;
/* Let's get the source address into the datagram */
for (i =0; i <8; i++) {
datagranii] = inner[i];
/[* Overwite the prefix with the outer prefix. */
for (i =0; i <3; i++) {
datagranfi] = outer[i];
/* Adjust the checksum */
datagrani 3] = addl(datagrani 3], adjustnent);
}
/*
* NPTv6 datagramfromtransit to edge: Section 3.3 assum ng
* Section 3.4

Overwite the prefix in the destination address with the
* inner prefix and adjust the checksum

*/
voi d
nptve_outer _to_inner()
- .
i nt i;
/[* Overwite the prefix with the outer prefix. */
for (i =0; i <3; i++) {
datagranfi] = inner[i];
/* Adjust the checksum */
dat agrani 3] = subl(datagrani3], adjustnent);
}
/*

* Main program

Wasser nan & Baker Experi nment a
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*/

mai n(argc, argv)
i nt argc;
char **argv;

{
unsi gned subnet ;
i nt i

if (argc < 2) {
fprintf(stderr, "usage: nptv6 supression\n");
assert (0);

suppress = atoi(argv[1]);
assert (suppress <= 1);

for (subnet = 0; subnet < 0x10000; subnet++) {
/* Section 3.1: initialize the system*/
nptv6_initialization(subnet);

/* Section 3.2: take a datagram frominside to outside */
nptve6_inner_to_outer();

/* The resulting checksum val ue shoul d be uni que. */
i f (checksunisubnet]) {
printf("inner->outer duplicated checksum

"inner: 9x: 9 9 9B O W WX (X))
"cal cul ated: 9: % 9 9 9B U W WX () \ n",
inner[0], inner[1], inner[2], inner[3],
inner[4], inner[5], inner[6], inner[7],
suml(i nner, 8), datagraniO], datagranil],
dat agrani 2], datagrani3], datagrani4],
dat agrani 5], datagrani6], datagrani7],
suml(dat agram 8))

}

checksuni subnet] = 1;

/*
* The resulting checksum shoul d be the same as the inner
* address’s checksum
*/
if (suml(datagram 8) != suml(inner, 8)) {
printf("inner->outer incorrect: "
"inner: 9x: 9 9 9B O W WX (X)) "
"cal cul ated: 9: % 9 9&: 9B U W WX () \ n",
inner[0], inner[1], inner[2], inner[3],
inner[4], inner[5], inner[6], inner[7],
sumi(i nner, 8),
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datagrani 0], datagranil], datagrani?2?], datagrani3],
dat agrani 4], datagrani5], datagrani6], datagrani7],
suml(dat agram 8));

}

/* Section 3.3: take a datagram from outside to inside */
nptve_outer_to_inner();

/*

* The returning datagram should have the sane checksumit
* left with.

*/

if (suml(datagram 8) != suml(inner, 8)) {
printf("outer->i nner checksumincorrect:

"cal cul ated: 9x: %: 9 9 9B WX U U ( UX)
"inner: 9: % % U 98 O WG WX () \ n",
datagrani 0], datagranil], datagrani?2], datagrani3],
datagrani 4], datagrani5], datagrani6], datagrani7],
suni(datagram 8), inner[0], inner[1], inner[2],
inner[3], inner[4], inner[5], inner[6], inner[7],
suml(i nner, 8));

}

/*

* And every octet should cal cul ate back to the sane inner
* val ue.

*/

for (i =0; i <8; i++) {
if (inner[i] !'= datagranfi]) {

printf("outer->inner different:
"cal cul ated: 9: : 9 U 9 O W X
"inner: 9x: 9% 9 9 O W WX I\ n",
dat agrani 0], datagranil], datagrani?],
dat agrani 3], datagrani4], datagrani5],
datagrani 6], datagrani7], inner[0], inner[1],
inner[2], inner[3], inner[4], inner[5],
inner[6], inner[7]);

br eak;
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Mar gar et WAsser man
Pai nl ess Security
North Andover, MA 01845

USA

Phone: +1 781 405 7464

EMai | : nrw@pai nl ess-security.com

URI : http://ww. pai nl ess-security.com
Fred Baker

Ci sco Systens
Santa Barbara, California 93117
USA

Phone: +1-408-526-4257
EMail : fred@i sco.com
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