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Abst r act

When an RTP receiver joins a nulticast session, it may need to
acquire and parse certain Reference Information before it can process
any data sent in the multicast session. Depending on the join tinmg,

I ength of the Reference Information repetition (or appearance)
interval, size of the Reference Information, and the application and
transport properties, the tinme |lag before an RTP receiver can
usefully consune the nulticast data, which we refer to as the

Acqui sition Delay, varies and can be large. This is an undesirable
phenonmenon for receivers that frequently switch anong different
mul ti cast sessions, such as video broadcasts.

In this docurment, we describe a nmethod using the existing RTP and RTP
Control Protocol (RTCP) nachinery that reduces the acquisition delay.
In this nmethod, an auxiliary unicast RTP session carrying the

Ref erence Information to the receiver precedes or acconpanies the

mul ticast stream This unicast RTP flow can be transmitted at a
faster than natural bitrate to further accelerate the acquisition

The notivating use case for this capability is multicast applications
that carry real-tinme conpressed audi o and vi deo. However, this

met hod can al so be used in other types of multicast applications
where the acquisition delay is | ong enough to be a probl em
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Internet Standards is available in Section 2 of RFC 5741
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1. Introduction

Most nulticast flows carry a streamof inter-related data. Receivers
need to acquire certain information to start processing any data sent
in the nulticast session. This docunent refers to this information
as Reference Information. The Reference Information is
conventionally sent periodically in the nulticast session (although
its content can change over tine) and usually consists of itenms such
as a description of the schema for the rest of the data, references
to which data to process, encryption information including keys, and
any other information required to process the data in the nulticast
stream [ |1 C2009] .

Real -tinme nmulticast applications require receivers to buffer data.
Receivers may have to buffer data to snooth out the network jitter
to allow | oss-repair nethods such as Forward Error Correction and
retransm ssion to recover the mssing packets, and to satisfy the
dat a- processi ng requi rements of the application |ayer.

When a receiver joins a nulticast session, it has no control over

what point in the flowis currently being transmtted. Sonetines the
receiver mght join the session right before the Reference
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Information is sent in the session. 1In this case, the required
waiting time is usually minimal. Oher tines, the receiver m ght
join the session right after the Reference Information has been
transmtted. |In this case, the receiver has to wait for the

Ref erence Information to appear again in the flow before it can start
processing any nulticast data. |n sonme other cases, the Reference
Information is not contiguous in the flow but dispersed over a |l arge
peri od, which forces the receiver to wait for the whol e Reference
Information to arrive before starting to process the rest of the

dat a.

The net effect of waiting for the Reference Information and waiting
for various buffers to fill up is that receivers can experience
significantly large delays in data processing. In this document, we
refer to the difference between the tine an RTP receiver wants to
join the nmulticast session and the tinme the RTP receiver acquires al
the necessary Reference Information as the Acquisition Delay. The
acqui sition delay mght not be the sane for different receivers; it
usual Iy varies depending on the join tinme, length of the Reference
Information repetition (or appearance) interval, and size of the

Ref erence Information, as well as the application and transport
properties.

The varying nature of the acquisition delay adversely affects the
receivers that frequently switch anmong nulticast sessions. Wile
this problemequally applies to both any-source nulticast (ASM and
source-specific multicast (SSM applications, in this specification
we address it for the SSM based applications by describing a nethod
that uses the fundanental tools offered by the existing RTP and RTCP
protocols [RFC3550]. In this nethod, either the nulticast source (or
the distribution source in an SSM session) retains the Reference
Information for a period after its transm ssion, or an internediary
network el ement (that we refer to as Retransm ssion Server) joins the
mul ti cast session and continuously caches the Reference Information
as it is sent in the session and acts as a feedback target (see

[ RFC5760]) for the session. Wen an RTP receiver wishes to join the
sane nulticast session, instead of sinply issuing a Source Filtering
G oup Managenent Protocol (SFGW) Join message, it sends a request to
the feedback target for the session and asks for the Reference
Information. The retransm ssion server starts a new uni cast RTP
(retransmi ssion) session and sends the Reference Infornmation to the
RTP receiver over that session. |If there is residual bandw dth, the
retransm ssion server mght burst the Reference Information faster
than its natural rate. As soon as the receiver acquires the

Ref erence Information, it can join the nulticast session and start
processing the nulticast data. A sinplified network diagram show ng
this nmethod through an internediary network elenent is depicted in

Fi gure 1.
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This nmethod potentially reduces the acquisition delay. W refer to
this method as Uni cast-Based Rapid Acquisition of Miulticast RTP
Sessions. A primary use case for this method is to reduce the
channel -change tines in | PTV networks where conpressed video streans
are nulticast in different SSM sessions and viewers randomy join

t hese sessi ons.

+--->| I nternedi ary |
| Net wor k El enent |
... | (Retransm ssion Server) |

| Multicast | | [---------- >| Joining |
| Source |------- > Router |.......... >| RTP |
| | | | | Receiver |
I
| __________
R LR >| Existing
| RTP |
| Receiver |

——————— > Mul ticast RTP Fl ow
....... > Uni cast RTP Fl ow

Figure 1: Rapid Acquisition through an Internediary Network El enent

A principle design goal in this solution is to use the existing tools
in the RTP/RTCP protocol family. This inproves the versatility of
the existing inplenentations and pronpotes faster deploynent and
better interoperability. To this effect, we use the unicast

retransm ssion support of RTP [ RFC4588] and the capabilities of RTCP
to handl e the signaling needed to acconplish the acquisition

A reasonabl e effort has been nade in this specification to design a
solution that reliably works in both engi neered and best-effort

net wor ks. However, a proper congestion control conbined with the
desired behavior of this solution is difficult to achieve. Rather,
this solution has been desi gned based on the assunption that the
retransm ssion server and the RTP receivers have sone know edge about
where the bottleneck between themis. This assunption does not
generally hold unless both the retransnission server and the RTP
receivers are in the sane edge network. Thus, this solution should
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not be used across any best-effort path of the Internet.

Furthernmore, this solution should only be used in networks that are
al ready carrying non-congestion-responsive nulticast traffic and have
throttling nechanisns in the retransm ssion servers to ensure the
(unicast) burst traffic is a known constant upper-bound nultiplier on
the mul ticast | oad.

1.1. Acquisition of RTP Streanms vs. RTP Sessions

In this nmeno, we describe a protocol that handles the rapid
acquisition of a single nulticast RTP session (called a primary
mul ti cast RTP session) carrying one or nore RTP streans (called
primary multicast streans). |f desired, nmultiple instances of this
protocol may be run in parallel to acquire nultiple RTP sessions

si mul t aneousl y.

When an RTP receiver requests the Reference Information fromthe
retransm ssion server, it can opt to rapidly acquire a specific
subset of the available RTP streanms in the primary nulticast RTP
session. Alternatively, the RTP receiver can request the rapid
acquisition of all of the RTP streans in that RTP session.
Regar dl ess of how nmany RTP streans are requested by the RTP receiver
or how many will be actually sent by the retransni ssion server, only
one uni cast RTP session will be established by the retransm ssion
server. This unicast RTP session is separate fromthe associated
primary multicast RTP session. As a result, there are always two
different RTP sessions in a single instance of the rapid acquisition
protocol: (i) the primary nmulticast RTP session with its associ ated
uni cast feedback and (ii) the unicast RTP session

If the RTP receiver wants to rapidly acquire multiple RTP sessions
si mul t aneously, separate unicast RTP sessions will be established for
each of them

1.2. Qutline

The rest of this specification is as follows. Section 3 provides a
list of the definitions frequently used in this docunment. In
Section 4, we describe the delay conponents in generic multicast
applications. Section 5 presents an overvi ew of the protocol design
considerations for rapid acquisition. W provide the protoco
details of the rapid acquisition method in Sections 6 and 7

Sections 8 and 9 discuss the Session Description Protocol (SDP)
signaling issues with exanpl es and NAT-rel ated i ssues, respectively.
Finally, Section 10 discusses the security considerations, and
Section 11 details the | ANA consi derati ons.
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2. Requirenents Notation

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Definitions
Thi s docunent uses the follow ng acronyns and definitions frequently:

(Primary) SSM Session: The nulticast session to which RTP receivers
can join at a randompoint in tine. A primary SSM session can carry
mul tiple RTP streans.

Primary Multicast RTP Session: The nulticast RTP session an RTP
receiver is interested in acquiring rapidly. Fromthe RTP receiver’'s
vi ewpoint, the primary multicast RTP session has one associ ated

uni cast RTCP feedback streamto a Feedback Target, in addition to the
primary multicast RTP strean(s).

Primary Multicast (RTP) Streams: The RTP strean(s) carried in the
primary nmulticast RTP session

Source Filtering G oup Managenent Protocol (SFGW): Follow ng the
definition in [ RFC4604], SFGW refers to the Internet G oup
Management Protocol (1GW) version 3 [RFC3376] and the Multicast

Li stener Discovery Protocol (MD) version 2 [ RFC3810] in the |IPv4 and
I Pv6 networks, respectively. However, the rapid acquisition nethod
introduced in this docunent does not depend on a specific version of
either of these group nanagement protocols. In the remainder of this
docunent, SFGW will refer to any group nanagenent protocol that has
Join and Leave functionalities.

Feedback Target (FT): Unicast RTCP feedback target as defined in
[ RFC5760]. FT_Ap denotes a specific feedback target running on a
particul ar address and port.

Retransm ssion (or Burst) Packet: An RTP packet that is formatted as
defined in Section 4 of [ RFC4588]. The payl oad of a retransm ssion
or burst packet conprises the retransm ssion payl oad header foll owed
by the payl oad of the original RTP packet.

Ref erence Information: The set of certain media content and netadata
information that is sufficient for an RTP receiver to start usefully
consum ng a nedia stream The meaning, format, and size of this
information are specific to the application and are out of the scope
of this docunent.
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Preanbl e Information: A nore conmpact form of the whole or a subset
of the Reference Information transmtted out-of - band.

(Uni cast) Burst (or Retransm ssion) RTP Session: The unicast RTP
session used to send one or nore unicast burst RTP streans and their
associ ated RTCP nessages. The terns "burst RTP session" and
"retransm ssi on RTP session" can be used interchangeably.

(Unicast) Burst (Stream: A unicast stream of RTP retransm ssion
packets that enable an RTP receiver to rapidly acquire the Reference
Informati on associated with a primary multicast stream Each burst
streamis identified by its Synchroni zati on Source (SSRC) identifier
that is unique in the primary multicast RTP session. Follow ng the
session-mul tipl exi ng gui delines in [ RFC4588], each unicast burst
streamw || use the sane SSRC and Canoni cal Nanme (CNAME) as its
primary nulticast RTP stream

Retransm ssion Server (RS): The RTP/ RTCP endpoint that can generate
the retransnmi ssion packets and the burst streans. The RS may al so
generate other non-retransm ssion packets to aid rapid acquisition

4. Elements of Delay in Milticast Applications

In a source-specific nulticast (SSM delivery system there are three
maj or el enents that contribute to the acquisition delay when an RTP
recei ver switches fromone multicast session to another one. These
are:

0 Milticast-swi tching del ay
0 Reference Information |atency
o Buffering del ays

Mul ticast-switching delay is the delay that is experienced when

| eaving the current nulticast session (if any) and joining the new
mul ticast session. In typical systens, the multicast join and | eave
operations are handl ed by a group managenent protocol. For exanple,
the receivers and routers participating in a nulticast session can
use the Internet G oup Managenent Protocol (IGwW) version 3 [ RFC3376]
or the Multicast Listener Discovery Protocol (M.D) version 2

[ RFC3810]. In either of these protocols, when a receiver wants to
join a nmulticast session, it sends a nmessage to its upstreamrouter
and the routing infrastructure sets up the nulticast forwarding state
to deliver the packets of the multicast session to the new receiver
The join tines vary depending on the proximty of the upstream
router, the current state of the nulticast tree, the load on the
system and the protocol inplenentation. Current systems provide
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join latencies, usually less than 200 nilliseconds (ns). |If the
recei ver had been participating in another nulticast session before
joining the new session, it needs to send a Leave message to its
upstreamrouter to |l eave the session. |In comon nulticast routing
protocols, the leave tinmes are usually smaller than the join tines;
however, it is possible that the Leave and Joi n nessages m ght get
lost, in which case the multicast-swi tching delay inevitably

i ncreases.

Ref erence Information latency is the tine it takes the receiver to

acquire the Reference Information. It is highly dependent on the
proximty of the actual tinme the receiver joined the session to the
next tine the Reference Information will be sent to the receivers in

the session, whether or not the Reference Information is sent
contiguously, and the size of the Reference Information. For sone
multicast flows, there is a little or no interdependency in the data,
in which case the Reference Infornation latency will be nil or
negligible. For other nulticast flows, there is a high degree of

i nterdependency. One exanple of interest is the nulticast flows that
carry conpressed audi o/video. For these flows, the Reference
Information | atency can becone quite | arge and be a nmmjor contri butor
to the overall delay.

The buffering conponent of the overall acquisition delay is driven by
the way the application | ayer processes the payload. |In many
mul ti cast applications, an unreliable transport protocol such as UDP
[ RFCO768] is often used to transmt the data packets, and the
reliability, if needed, is usually addressed through other neans such
as Forward Error Correction (e.g., [RFC6015]) and retransmi ssion
These | oss-repair nmethods require buffering at the receiver side to
function properly. |In many applications, it is also often necessary
to de-jitter the incom ng data packets before feeding themto the
application. The de-jittering process also increases the buffering
del ays. Besides these network-related buffering delays, there are

al so specific buffering needs that are required by the individua
applications. For exanple, standard video decoders typically require
a certain anount, sonetines up to a few seconds, of coded video data
to be available in the pre-decoding buffers prior to starting to
decode the video bitstream
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5

Prot ocol Design Considerations and Their Effect on Resource
Management for Rapid Acquisition

This section is for informational purposes and does not contain
requirenents for inplenentations

Rapi d acquisition is an optim zation of a systemthat is expected to
continue to work correctly and properly whether or not the
optimzation is effective or even fails due to |lost control and

f eedback messages, congestion, or other problens. This is
fundanental to the overall design requirenents surrounding the
protocol definition and to the resource managenent schenmes to be
enpl oyed together with the protocol (e.g., Quality of Service (QS)
machi nery, server | oad managenent, etc). |In particular, the system
needs to operate within a nunber of constraints:

o First, arapid acquisition operation nust fail gracefully. The
user experience nmust not be significantly worse for trying and
failing to conplete rapid acquisition conpared to sinply joining
the nulticast session.

0 Second, providing the rapid acquisition optimzations nmust not
cause col lateral danmage to either the multicast session being
joined or other multicast sessions sharing resources with the

rapid acquisition operation. |In particular, the rapid acquisition
operation must avoid interference with the nulticast session that
m ght be simultaneously being received by other hosts. In

addition, it nmust also avoid interference with other multicast and
non-nul ti cast sessions sharing the sanme network resources. These
properties are possible but are usually difficult to achieve.

One challenge is the existence of multiple bandw dth bottl enecks

bet ween the receiver and the server(s) in the network providing the
rapid acquisition service. In comercial |PTV deploynents, for
exanpl e, bottlenecks are often present in the aggregati on network
connecting the I PTV servers to the network edge, the access links
(e.g., DSL, Data Over Cable Service Interface Specification

(DCCsI S)), and the home network of the subscribers. Some of these
l'inks mght serve only a single subscriber, Iimting congestion
inmpact to the traffic of only that subscriber, but others can be
shared links carrying nulticast sessions of many subscribers. Also
note that the state of these links can vary over tine. The receiver
m ght have know edge of a portion of this network or night have
partial know edge of the entire network. The nethods enpl oyed by the
devices to acquire this network state information is out of the scope
of this docunent. The receiver should be able to signal the server
with the bandwidth that it believes it can handle. The server also
needs to be able to rate limt the flowin order to stay within the
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performance envel ope that it knows about. Both the server and
receiver need to be able to informthe other of changes in the
requested and delivered rates. However, the protocol nust be robust
in the presence of packet loss, so this signaling nust include the
appropri ate default behaviors.

A second challenge is that for some uses (e.g., high-bitrate video)
the unicast burst bitrate is high while the flow duration of the

uni cast burst is short. This is because the purpose of the unicast
burst is to allowthe RTP receiver to join the nulticast quickly and
thereby limt the overall resources consunmed by the burst. Such

hi gh-bitrate, short-duration flows are not anenable to conventiona
adm ssion-control techniques. For exanple, end-to-end per-flow

si gnal ed admi ssi on-control techni ques such as Resource Reservation
Prot ocol (RSVP) have too much | atency and control channel overhead to
be a good fit for rapid acquisition. Simlarly, using a TCP (or TCP-
i ke) approach with a 3-way handshake and slowstart to avoid

i nduci ng congestion woul d defeat the purpose of attenpting rapid
acquisition in the first place by introducing many round-trip tines
(RTTs) of del ay.

These observations |ead to certain unavoi dabl e requirenments and goal s
for a rapid acquisition protocol. These are:

0 The protocol nust be designed to allow a deterministic upper bound
on the extra bandwi dth used (conpared to just joining the
mul ti cast session). A reasonable size bound is e*B, where Bis
the nomi nal bandwi dth of the prinmary nulticast streans and e is an
excess-bandwi dth coefficient. The total duration of the unicast
burst must have a reasonabl e bound; |ong unicast bursts devolve to
the bandwi dth profile of nulti-unicast for the whole system

0 The schene should mninize (or better elimnate) the overlap of
the unicast burst and the primary nulticast stream This
m nimzes the wi ndow during which congestion could be induced on a
bottl eneck link conpared to just carrying the nulticast or unicast
packet s al one.

o0 The schene nust mnimze (or better elimnate) any gap between the
uni cast burst and the primary nulticast stream which has to be
repaired later or, in the absence of repair, will result in |oss
bei ng experienced by the application

In addition to the above, there are some other protocol design issues
to be considered. First, there is at |east one RTIT of "slop” in the
control loop. |In starting a rapid acquisition burst, this manifests
as the tine between the client requesting the unicast burst and the
burst description and/or the first unicast burst packets arriving at
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the receiver. For nmanaging and termninating the unicast burst, there
are two possi bl e approaches for the control loop. First, the

recei ver can adapt to the unicast burst as received, converge based
on observation, and explicitly terminate the unicast burst with a
second control | oop exchange (which takes a mininumof one RTT, just
as starting the unicast burst does). Alternatively, the server
generating the unicast burst can preconpute the burst paraneters
based on the information in the initial request and tell the receiver
the burst duration.

The protocol described in the next section allows either nmethod of
controlling the rapid acquisition unicast burst.

6. Rapid Acquisition of Milticast RTP Sessions (RAMS)

We start this section with an overview of the Rapid Acquisition of
Mul ticast RTP Sessions (RAVS) nethod.

6.1. Overview

[ RFC5760] specifies an extension to the RTP Control Protocol (RTCP)
to use unicast feedback in an SSM session. It defines an
architecture that introduces the concept of Distribution Source,
which, in an SSM context, distributes the RTP data and redistributes
RTCP information to all RTP receivers. This RTCP information is
retrieved fromthe Feedback Target, to which RTCP uni cast feedback
traffic is sent. One or nore entities different fromthe
Distribution Source MAY inplenent the feedback target functionality,
and different RTP receivers MAY use different feedback targets.

Thi s docunent builds further on these concepts to reduce the

acqui sition delay when an RTP receiver joins a multicast session at a
random point in time by introducing the concept of the Burst Source
and new RTCP feedback nessages. The Burst Source has a cache where
the nost recent packets fromthe primary nmulticast RTP session are
continuously stored. Wen an RTP receiver wants to receive a prinmary
mul ticast stream it can first request a unicast burst fromthe Burst
Source before it joins the SSM session. In this burst, the packets
are formatted as RTP retransm ssion packets [RFC4588] and carry

Ref erence Information. This information allows the RTP receiver to
start usefully consunmi ng the RTP packets sent in the primary
mul ti cast RTP sessi on.

Usi ng an accelerated bitrate (as conpared to the nomnal bitrate of
the primary multicast stream for the unicast burst inplies that at a
certain point in tinme, the payload transmtted in the unicast burst
is going to be the sane as the payload in the associated multicast
stream i.e., the unicast burst will catch up with the prinmary
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mul ticast stream At this point, the RTP receiver no | onger needs to
recei ve the unicast burst and can join the SSM session. This nethod
is referred to as the Rapid Acquisition of Milticast RTP Sessions
( RAMVS)
Thi s docunent defines extensions to [ RFC4585] for an RTP receiver to
request a unicast burst as well as for additional control messaging
that can be | everaged during the acquisition process.

6.2. Message Fl ows

As shown in Figure 2, the main entities involved in rapid acquisition
and the nmessage flows are:

o Milticast Source
0 Feedback Target (FT)
0 Burst/Retransni ssion Source (BRS)

0 RTP Receiver (RTP_Rx)
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| | I
RTP SESSI ON | | Retrans. | |......... >
| | Source (BRS)

| |- > |
| R R EIE PRI |
I I I I
| Multicast |  meeeemeaoaaa--- | |
| Source | | Retransm ssion | | |
I [-------- > Server (RS) | I I
I [.-.--->] I I I
| | | - | | |
——————————— | | Feedback | |<.=.===| |
| | Target (FT)| |<~~~~~~~~~ | RTP Receiver |
PRI MARY MULTI CAST [ | | (RTP_RX) |
RTP SESSION with | | | |
UNI CAST FEEDBACK | | | |
| | | |
I I I I
UNI CAST BURST I | | |
(or RETRANSM SSI ON) Bur st / | <~~~ >| |
I I
| |
I I
I I

------- > Multicast RTP Fl ow

.-.-.-.> Milticast RTCP Fl ow

.=.=.=.> Unicast RTCP Reports

~~~~~~~ > Uni cast RTCP Feedback Messages
....... > Uni cast RTP Fl ow

Figure 2: Fl ow Di agram for Uni cast-Based Rapid Acquisition

As defined in [ RFC5760], the feedback target (FT) is the entity to
which the RTP_Rx sends its RTCP feedback nessages indicating packet
| oss by nmeans of an RTCP NACK nessage or indicating RTP_Rx's desire
to rapidly acquire the primary multicast RTP session by neans of an
RTCP feedback nmessage defined in this docunent. While the Burst/

Ret ransm ssi on Source (BRS) is responsible for responding to these

messages and for further RTCP interaction with the RTP_Rx in the case

of a rapid acquisition process, it is assunmed in the renai nder of
this docunment that these two logical entities (FT and BRS) are
conmbined in a single physical entity and they share state. |In the
remai nder of the text, the term Retransm ssion Server (RS) is used
whenever appropriate, to refer to this single physical entity.
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The FT is involved in the primary nulticast RTP session and receives
uni cast feedback for that session as in [RFC5760]. The BRS is

invol ved in the unicast burst (or retransm ssion) RTP session and
transmits the unicast burst and retransm ssi on packets formatted as
RTP retransm ssion packets [RFC4588] in a single separate unicast RTP
session to each RTP_Rx. In the unicast burst RTP session, as in any
ot her RTP session, the BRS and RTP_Rx regularly send the periodic
sender and receiver reports, respectively.

The unicast burst is started by an RTCP feedback nmessage that is
defined in this docunment based on the common packet format provided
in [RFC4585]. An RTP retransmission is triggered by an RTCP NACK
message defined in [RFC4585]. Both of these nessages are sent to the
FT of the primary nulticast RTP session and can start the unicast
burst/retransm ssion RTP session.

In the extended RTP profile for RTCP-based feedback (RTP/ Audi o-Vi sua
Profile with Feedback (AVPF)), there are certain rules that apply to
schedul i ng of both of these messages sent to the FT in the primary
mul ti cast RTP session; these are detailed in Section 3.5 of

[ RFC4585]. One of the rules states that in a nulti-party session
such as the SSM sessions we are considering in this specification, an
RTP_Rx cannot send an RTCP feedback nessage for a mini mum of one
second after joining the session (i.e., Tmn=1.0 second). Wile this
rul e has the goal of avoiding probl ens associated with flash crowds
in typical multi-party sessions, it defeats the purpose of rapid
acquisition. Furthernore, when RTP receivers delay their nessages
requesting a burst by a determnistic or even a random anount, it
still does not nmake a difference since such nessages are not related
and their tinngs are independent fromeach other. Thus, in this
specification, we initialize Tnin to zero and all ow the RTP receivers
to send a burst request nessage right at the beginning. For the
subsequent nessages (e.g., updated requests) during rapid
acquisition, the timng rules of [RFC4585] still apply.

Figure 3 depicts an exanple of nessaging flow for rapid acquisition
The RTCP feedback nessages are expl ai ned below. The optiona

messages are indicated in parentheses, and they m ght or mght not be
present during rapid acquisition. In a scenario where rapid
acquisition is performed by a feedback target co-located with the
medi a sender, the sane nethod (with the identical nessage flows)

still applies.
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I
| Multicast | | | FT | | Burst/Ret. | | | | RTP |

| Source | | | | | Sour ce | | | Router | | Receiver |
| I T | | | (RTP_RX) |
----------- | | | |

......................... |

I I I

-- RTP Multicast ---------- R >|

-. RTCP Multicast

|********************************|
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|********************************|

I I I
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|********************************|
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|********************************|
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~~ (RTCP RAI\/B—I% >I

I
I
I I I
| | <= SFGWP Join ==
I

-- RTP Multicast --------mmmmmmme e >|
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for the unicast session
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------- > Multicast RTP Fl ow

.-.-.-.> Milticast RTCP Fl ow

.=.=.=.> Unicast RTCP Reports

~~~~~~~ > Uni cast RTCP Feedback Messages
=======> SFGW Messages

....... > Uni cast RTP Fl ow

Figure 3: Message Fl ows for Unicast-Based Rapid Acquisition

Thi s docunent defines the expected behaviors of the RS and RTP_Rx.

It is instructive to consider independently operating inplenentations
on the RS and RTP_Rx that request the burst, describe the burst,

start the burst, join the multicast session, and stop the burst.
These i nmpl enent ati ons send nessages to each other, but provisions are
needed for the cases where the control nessages get |ost, or
reordered, or are not being delivered to their destinations.

The foll owi ng steps describe rapid acquisition in detail:

1. Port Mapping Setup: For the primary multicast RTP session, the
RTP and RTCP destination ports are declaratively specified
(refer to Section 8 for exanples in SDP). However, the RTP_Rx
needs to choose its RTP and RTCP receive ports for the unicast
burst RTP session. Since this unicast session is established
after the RTP_Rx has sent a RAMS Request (RAMS-R) nessage as
uni cast feedback in the primary multicast RTP session, the
RTP_Rx MJST first set up the port nappings between the unicast
and nulticast sessions and send this mapping information to the
FT along with the RAMS-R nessage so that the BRS knows how to
communi cate with the RTP_Rx.

The details of this setup procedure are explained in [ RFC6284].
O her NAT-rel ated issues are left to Section 9 to keep the
present di scussion focused on the RAMS nessage fl ows.

2. Request: The RTP_Rx sends a rapid acquisition request (RAVS-R)
for the primary multicast RTP session to the unicast feedback
target of that session. The request contains the SSRC
identifier of the RTP_Rx (aka SSRC of packet sender) and can
contain the nmedia sender SSRC identifier(s) of the primary
mul ticast strean(s) of interest (aka SSRC of nedia source). The
RAMS- R nessage can contain paraneters that constrain the burst,
such as the buffer and bandwidth limts.

Bef ore joining the SSM session, the RTP_Rx | earns the addresses
for the nmulticast source, group, and RS by out-of -band neans.

If the RTP_Rx desires to rapidly acquire only a subset of the
primary multicast streans available in the primary nulticast RTP
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session, the RTP_Rx MJST also acquire the SSRC identifiers for
the desired RTP streans out-of-band. Based on this information,
the RTP_Rx popul ates the desired SSRC(s) in the RAMS-R nessage.

When the FT successfully receives the RAMS-R nessage, the BRS
responds to it by accepting or rejecting the request.

| medi ately before the BRS sends any RTP or RTCP packet (s)
described below, it establishes the unicast burst RTP session

3. Response: The BRS sends RAMS Infornmation (RAMS-1) nessage(s) to
the RTP_Rx to convey the status for the burst(s) requested by
the RTP_RX.

If the primary nulticast RTP session associated with the FT_Ap
(a specific feedback target running on a particul ar address and
port) on which the RAMS-R nessage was received contains only a
single primary multicast stream the BRS SHALL al ways use the
SSRC of the RTP stream associated with the FT_Ap in the RAMS-I
message(s) regardl ess of the nmedia sender SSRC requested in the
RAMS- R message. | n such cases the "ssrc’ attribute MAY be
omtted fromthe nedia description. |If the requested SSRC and
the actual nedia sender SSRC do not natch, the BRS MJST
explicitly populate the correct nedia sender SSRCin the initia
RAMS- | nessage (see Section 7.3).

The FT_Ap could also be associated with an RTP session that
carries two or nmore primary multicast streans. |If the RTP_Rx
wants to issue a collective request to receive the whole primary
mul ti cast RTP session, it does not need the 'ssrc’ attributes to
be described in the media description

If the FT_Ap is associated with two or nore RTP sessions,
RTP_Rx’s request will be anbiguous. To avoid any anbiguity,
each FT_Ap MJST be only associated with a single RTP session

If the RTP_Rx is willing to rapidly acquire only a subset of the
primary multicast streans, the RTP_Rx MJST list all the media
sender SSRC(s) denoting the stream(s) it wishes to acquire in
the RAMS-R nessage. Upon receiving such a nmessage, the BRS MAY
accept the request for all or a subset of the nmedia sender
SSRC(s) that match the RTP strean(s) it serves. The BRS MJST
reject all other requests with an appropriate response code.

* Reject Responses: The BRS MJST take into account any
limtations that may have been specified by the RTP_Rx in the
RAMS- R nessage when maki ng a deci sion regarding the request.
If the RTP_Rx has requested to acquire the whole prinmary
mul ti cast RTP session but the BRS cannot provide a rapid
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acquisition service for any of the primary nulticast streans,
the BRS MUST reject the request via a single RAMS-I nessage
with a collective reject response code, which is defined as
510 in Section 11.6 and whose nedia sender SSRC field is set
to one of SSRCs served by this FT_Ap. Upon receiving this
RAMS- | nessage, the RTP_Rx abandons the rapid acquisition
attenpt and can inmediately join the nmulticast session by
sendi ng an SFGWP Joi n nessage towards its upstream multicast
router.

In all other cases, the BRS MJST send a separate RAMS-|
message with the appropriate 5xx-1evel response code (as
defined in Section 11.6) for each primary multicast stream
that has been requested by the RTP_Rx but cannot be served by
the BRS. There could be multiple reasons why the BRS has
rejected the request; however, the BRS chooses the nost
appropriate response code to informthe RTP_RX.

Upon receiving a reject response indicating a transient
probl em such as insufficient BRS or network resources, if the
RTP_Rx wants to retry sending the sane request, the RTP_Rx
MUST follow the RTCP tiner rules of [RFC4585] to allow the
transient problens to go away. However, if the reject
response indicates a non-transient problem (such as the ones
reported by response codes 504, 505, and 506), the RTP_Rx
MUST NOT attenpt a retry. Different response codes have
different scopes. Refer to Section 7.3.1 for details.

The BRS can enpl oy a policing nechani sm agai nst the broken
RTP_Rx inplenentations that are not follow ng these rules.
See Section 10 for details.

Accept Responses: The BRS MJST send at | east one separate
RAMB- |1 nessage with the appropriate response code (either
zero indicating a private response or response code 200

i ndicating success as listed in Section 11.6) for each
primary multicast streamthat has been requested by the
RTP_Rx and will be served by the BRS. Such RAMS-I nessages
comprise fields that can be used to describe the individua
uni cast burst streans. Wen there is a RAMS-R request for
multiple primary nulticast streans, the BRS MJST include al
the individual RAMS-1 messages corresponding to that RAMS-R
request in the sane conpound RTCP packet if these nmessages
fit in the same packet. Note that if the BRS is sending only
the preanble informati on but not the whol e unicast burst
stream it will not accept the request but will send a
response code 511 instead, as defined in Section 11.6.
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The RAMS-1 nessage carries the RTP sequence nunber of the
first packet transmitted in the respective RTP streamto
all ow the RTP_Rx to detect any missing initial packet(s).
When the BRS accepts a request for a prinmary nulticast
stream this field MIST al ways be populated in the RAMS-I
message(s) sent for this particular primary multicast stream
It is RECOWENDED t hat the BRS sends a RAMS-1 nessage at the
start of the burst so that the RTP_Rx can quickly detect any
m ssing initial packet(s).

It is possible that the RAMS-1 nessage for a primary multicast
stream can get delayed or lost, and the RTP_Rx can start

recei ving RTP packets before receiving a RAM5-1 nessage. An
RTP_Rx inplementati on MJUST NOT assune it will quickly receive
the initial RAMS-1 nessage. For redundancy purposes, it is
RECOMVENDED t hat the BRS repeats the RAMS-1 nessages nultiple
times as long as it follows the RTCP tiner rules defined in

[ RFC4585] .

4. Uni cast Burst: For the primary multicast strean(s) for which
the request is accepted, the BRS starts sending the unicast
burst(s) that conprises one or nore RTP retransm ssion packets
sent in the unicast burst RTP session. |In sone applications,
the BRS can send preanble information data to the RTP_Rx in
addition to the requested burst to prine the nedia decoder(s).
However, for the BRS to send the preanmble information in a
particular format, explicit signaling fromthe RTP_Rx is
required. In other words, the BRS MJUST NOT send preanbl e
information in a particular format unless the RTP_Rx has
signal ed support for that format in the RAMS-R message through a
public or private extension as defined in Section 7.1

The format of this preanble data is RTP-payl oad specific and not
speci fied here.

5. Updat ed Request: The RTP_Rx MAY send an updated RAMS-R nessage
(as unicast feedback in the primary nulticast RTP session) with
a different value for one or nore fields of an earlier RAMS-R
message. The BRS MJST be able to detect whether a burst is
al ready planned for or being transmtted to this particular
RTP_Rx for this particular nedia sender SSRC. If there is an
exi sting burst planned for or being transmtted, the newy
arriving RAMS-R is an updated request; otherwise, it is a new
request. It is also possible that the RTP_Rx has sent an
i mproperly formatted RAMS-R nessage or used an invalid value in
the RAVS-R nessage. |If notified by the BRS using a 4xx-I|eve
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response code (as defined in Section 11.6) and only after
following the timng rules of [RFC4585], the RTP_Rx MAY resend
its corrected request.

The BRS determines the identity of the requesting RTP_Rx by

| ooking at its canonical nane identifier (CNAME itemin the
source description (SDES)). Thus, the RTP_Rx MJST choose a
met hod that ensures it uses a unique CNAME identifier. Such
met hods are provided in [RFC6222]. 1In addition to one or nore
fields with updated val ues, an updated RAMS-R nessage nmay al so
include the fields whose val ues did not change.

Upon receiving an updated request, the BRS can use the updated
val ues for sending/shaping the burst or refine the values and
use the refined val ues for sending/shaping the burst.
Subsequently, the BRS MAY send an updated RAMS-1 nessage in the
uni cast burst RTP session to indicate the changes it nade.

It is an inplenmentation-dependent decision for an RTP_RX whet her
and when to send an updated request. However, note that the
updat ed request nessages can get del ayed and arrive at the BRS
after the initial unicast burst was conpleted. |In this case,
the updated request nessage can trigger a new unicast burst, and
by then if the RTP_Rx has already started receiving multicast
data, a congestion is likely to occur. In this case, the RTP_Rx
can detect this only after a delay, and then it can try to

term nate the new burst. However, in the neantine, the RTP_Rx
can experience packet |oss or other problens. This and other
simlar corner cases SHOULD be carefully exam ned if updated
requests are to be used.

6. Updat ed Response: The BRS can send nore than one RAMS-1 nessage
in the unicast burst RTP session, e.g., to update the val ue of
one or nore fields in an earlier RAVMS-1 nessage. The updated
RAMB- | nessages might or might not be a direct response to a
RAMS- R nessage. The BRS can al so send updated RAMS-I nessages
to signal the RTP_Rx in real tinme to join the SSM sessi on when
the BRS had already sent an initial RAMS-1 message, e.g., at the
start of the burst. The RTP_Rx depends on the BRS to | earn the
join tinme, which can be conveyed by the first RAMS-1 nessage or
can be sent/revised in a later RAMS-1 nessage. |If the BRSis
not capable of determining the join tine in the initial RAMS-I
message, the BRS MJUST send anot her RAMS-1 nessage (with the join
time information) later.

7. Multicast Join Signaling: The RAMS-I nessage allows the BRS to

signal explicitly when the RTP_Rx needs to send the SFGW Join
message. The RTP_Rx SHOULD use this information fromthe nost
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recent RAMSB-1I nmessage unless it has nore accurate information.

If the request is accepted, this information MJST be conveyed in
at | east one RAMS-1 nessage, and its value MAY be updated by
subsequent RAMS-| nessages.

There can be missing packets if the RTP_Rx joins the multicast
session too early or too late. For example, if the RTP_Rx
starts receiving the primary multicast streamwhile it is stil
receiving the unicast burst at a high excess bitrate, this can
result in an increased risk of packet loss. O, if the RTP_Rx
joins the nmulticast session sone tine after the unicast burst is
finished, there can be a gap between the burst and multicast
data (a number of RTP packets night be missing). In both cases,
the RTP_Rx can issue retransm ssion requests (via RTCP NACK
messages sent as unicast feedback in the primary nulticast RTP
session) [ RFC4585] to the FT entity of the RSto fill the gap.
The BRS might or night not respond to such requests. Wen it
responds and the response causes significant changes in one or
nmore val ues reported earlier to the RTP_Rx, an updated RAMS-
SHOULD be sent to the RTP_Rx.

8. Mul ticast Receive: After the join, the RTP_Rx starts receiving
the primary nulticast strean(s).

9. Term nate: The BRS can know when it needs to ultimtely stop
the uni cast burst based on its parameters. However, the RTP_Rx
may need to ask the BRS to termnate the burst prematurely or at
a specific sequence nunber. For this purpose, the RTP_Rx uses
the RAVS Ternmination (RAVS-T) nessage sent as RTCP feedback in
the unicast burst RTP session. A separate RAMS-T nessage is
sent for each primary nulticast stream served by the BRS unl ess
an RTCP BYE nessage has been sent in the unicast burst RTP
session as described in Step 10. For the burst requests that
were rejected by the BRS, there is no need to send a RAMS-T
message

If the RTP_Rx wants to termi nate a burst prematurely, it MJST
send a RAMS-T nessage for the SSRC of the primary multicast
streamit wishes to termnate. This nessage is sent in the

uni cast burst RTP session. Upon receiving this nessage, the BRS
MUST ternminate the unicast burst. |f the RTP_Rx requested to
acquire the entire primary nulticast RTP session but wants to
term nate this request before it |learns the individual nedia
sender SSRC(s) via RAMS-1I nessage(s) or RTP packets, the RTP_Rx
cannot use RAMS-T nessage(s) and thus MJST send an RTCP BYE
message in the unicast burst RTP session to term nate the
request.
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O herwi se, the default behavior for the RTP_Rx is to send a
RAMS- T nessage in the unicast burst RTP session inmmrediately
after it joins the nulticast session and has started receiving
mul ti cast packets. In that case, the RTP_Rx MJST send a RAMG-T
message with the sequence nunber of the first RTP packet
received in the primary multicast stream Then, the BRS MJST
term nate the respective burst after it sends the unicast burst
packet whose Oiginal Sequence Nunber (CSN) field in the RTP
retransm ssi on payl oad header matches this nunber mnus one. |If
the BRS has already sent that unicast burst packet when the
RAMS- T nessage arrives, the BRS MJST terminate the respective
burst inmediately.

If an RTCP BYE nessage has not been issued yet as described in
Step 10, the RTP_Rx MUST send at | east one RAMS-T message for
each primary multicast stream served by the BRS. The RAVMS-T
nmessage(s) MJST be sent to the BRS in the unicast burst RTP
session. Against the possibility of a nessage loss, it is
RECOMVENDED t hat the RTP_Rx repeats the RAVMS-T nessages multiple
times as long as it follows the RTCP tinmer rules defined in

[ RFC4585] .

The bi ndi ng between RAMS-T and ongoi ng bursts is achieved
through RTP_Rx’s CNAME identifier and packet sender and nedi a
sender SSRCs. Choosing a globally uni que CNAME nakes sure that
the RAMS-T nessages are processed correctly.

10. Ternminate with RTCP BYE: Wen the RTP_Rx is receiving one or
nmore burst streans, if the RTP_Rx becones no | onger interested
in acquiring any of the primary multicast streans, the RTP_Rx
SHALL issue an RTCP BYE nessage for the unicast burst RTP
sessi on and another RTCP BYE nmessage for the primary nulticast
RTP session. These RTCP BYE nessages are sent to the BRS and FT
| ogical entities, respectively.

Upon receiving an RTCP BYE nmessage, the BRS MUST termi nate the
rapid acquisition operation and cease transmtting any further
burst packets and retransm ssion packets. |[|f support for

[ RFC5506] has been signal ed, the RTCP BYE nmessage MAY be sent in
a reduced-si ze RTCP packet. Oherw se, Section 6.1 of [RFC3550]
mandat es the RTCP BYE nessage al ways be sent with a sender or
receiver report in a conpound RTCP packet. |If no data has been
recei ved, an enpty receiver report MJST be still included. Wth
the informati on contained in the receiver report, the RS can
figure out how many duplicate RTP packets have been delivered to
the RTP_Rx (note that this will be an upper-bound estimte as
one or nore packets m ght have been | ost during the burst
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transm ssion). The inpact of duplicate packets and neasures
that can be taken to minimze the inpact of receiving duplicate
packets will be addressed in Section 6.4.

Since an RTCP BYE nessage issued for the unicast burst RTP
session term nates that session and ceases transnitting any
further packets in that session, there is no need for sending
explicit RAMS-T nmessages, which would only termnate their
respective bursts.

For the purpose of gathering detailed information about RTP_Rx's
rapid acquisition experience, [MILTICAST-ACQ defines an RTCP

Ext ended Report (XR) Block. This report is designed to be payl oad-
i ndependent; thus, it can be used by any nulticast application that
supports rapid acquisition

6.3. Synchronization of Primary Milticast Streans

When an RTP_RX acquires nultiple primary multicast streams, it night
need to synchroni ze them for playout. This synchronization is

achi eved by the help of the RTCP sender reports [ RFC3550]. If the
pl ayout will start before the RTP_Rx has joined the nmulticast
session, the RTP_Rx needs to receive the information reflecting the
synchroni zati on anong the primary multicast streanms early enough so
that it can play out the nmedia in a synchroni zed fashion

The suggested approach is to use the RTP header extension mechani sm
[ RFC5285] and convey the synchronization information in a header

extension as defined in [ RFC6051]. Per [RFC4588], "if the origina
RTP header carried an RTP header extension, the retransni ssion packet
SHOULD carry the sane header extension". Thus, as long as the

mul ticast source emts a header extension with the synchronization
informati on frequently enough, there is no additional task that needs
to be carried out by the BRS. The synchronization information wll
be sent to the RTP_Rx along with the burst packets. The frequent
header extensions sent in the primary nmulticast RTP sessions al so

al l ow rapid synchroni zati on of the RTP streans for the RTP receivers
that do not support RAMS or that directly join the multicast session
wi t hout running RAMS. Thus, in RAMS applications, it is RECOMVENDED
that the multicast sources frequently send synchroni zation

i nformati on by using header extensions followi ng the rules presented
in [ RFC6051]. The regular sender reports are still sent in the

uni cast session by follow ng the rules of [RFC3550].
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6.4. Burst Shaping and Congestion Control in RAMS

This section provides informative guidelines about how the BRS can
shape the transm ssion of the unicast burst and how congesti on can be
dealt with in the RAMS process. Wen the RTP_Rx detects that the

uni cast burst is causing severe congestion, it can prefer to send a
RAMS- T nessage i medi ately to stop the unicast burst.

A higher bitrate for the unicast burst naturally conveys the

Ref erence Information and nedia content to the RTP_Rx faster. This
way, the RTP_Rx can start consum ng the data sooner, which results in
a faster acquisition. A higher bitrate also represents a better
utilization of the BRS resources. As the burst may continue until it
catches up with the primary multicast stream the higher the bursting
bitrate, the |l ess data the BRS needs to transmit. However, a higher
bitrate for the burst also increases the chances for congesti on-
caused packet |oss. Thus, as discussed in Section 5, there has to be
an upper bound on the bandwi dth used by the burst.

When the BRS transmits the unicast burst, it is expected to take into
account all available information to prevent any packet |oss that

m ght take place during the bursting as a result of buffer overflow
on the path between the RS and RTP_Rx and at the RTP_Rx itself. The
bursting bitrate can be determined by taking into account the
follow ng information, when avail abl e:

(a) Information obtained via the RAMS-R nessage, such as Max RAMS
Buf fer Fill Requirenment and/or Max Receive Bitrate (see
Section 7.2).

(b) Information obtained via RTCP receiver reports provided by the
RTP_Rx in the retransmi ssion session, allow ng in-session
bitrate adaptations for the burst. Wen these receiver reports
i ndi cate packet loss, this can indicate a certain congestion
state in the path fromthe RS to the RTP_Rx.

(c) Information obtained via RTCP NACKs provided by the RTP_Rx in
the primary multicast RTP session, allow ng in-session bitrate
adaptations for the burst. Such RTCP NACKs are transmtted by
the RTP_Rx in response to packet |oss detection in the burst.
NACKs can indicate a certain congestion state on the path from
the RS to RTP_Rx.

(d) There can be other feedback received fromthe RTP_Rx, e.g., in
the formof Explicit Congestion Notification - Congestion
Experienced (ECN-CE) markings [ ECN-FOR-RTP] that can influence
i n-session bitrate adaptation
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(e) Information obtained via updated RAMS-R nmessages, allow ng in-
session bitrate adaptations, if supported by the BRS

(f) Transport protocol-specific information. For exanple, when
Dat agr am Congesti on Control Protocol (DCCP) is used to transport
the RTP burst, the ACKs fromthe DCCP client can be | everaged by
the BRS / DCCP server for burst shaping and congestion control

(g) Preconfigured settings for each RTP_Rx or a set of RTP_Rxs that
i ndi cate the upper-bound bursting bitrates for which no packet
loss will occur as a result of congestion along the path of the
RS to RTP_Rx. For exanple, in managed | PTV networks, where the
bottl eneck bandwi dth along the end-to-end path is known and
where the network between the RS and this link is provisioned
and dinensioned to carry the burst streans, the bursting bitrate
does not exceed the provisioned value. These settings can al so
be dynam cal | y adapted using application-aware know edge.

The BRS chooses the initial burst bitrate as foll ows:

0 \When using RAMS in environments as described in (g), the BRS MJST
transmt the burst packets at an initial bitrate higher than the
nonm nal bitrate but within the engi neered or reserved bandw dth
limt.

0 Wen the BRS cannot deternmine a reliable bitrate value for the
uni cast burst (using (a) through (g)), it is desirable for the BRS
to choose an appropriate initial bitrate not above the nom na
bitrate and increase it gradually unless a congestion is detected.

In both cases, during the burst transm ssion, the BRS MJST
continuously nonitor for packet |osses as a result of congestion by
means of one or nore of the nechani sns described in (b) through (f).
When the BRS relies on RTCP receiver reports, sufficient bandw dth
needs to be provided to RTP_Rx for RTCP transm ssion in the unicast
burst RTP session. To achieve a reasonable fast adaptation agai nst
congestion, it is reconended that the RTP_Rx sends a receiver report
at | east once every two RTTs between the RS and RTP_Rx. Although the
specific heuristics and algorithns that deduce a congestion state and
how t he BRS acts subsequently are outside the scope of this
specification, the following two nmethods are the best practices:

0 Upon detection of a significant amount of packet |oss, which the
BRS attributes to congestion, the BRS decreases the burst bitrate.
The rate by which the BRS increases and decreases the bitrate for
the burst can be determned by a TCP-friendly bitrate adaptation
algorithmfor RTP over UDP or, in the case of (f), by the
congestion control algorithms defined in DCCP [ RFC5762] .
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o |If the congestion is persistent and the BRS has to reduce the
burst bitrate to a point where the RTP_Rx buffer m ght underrun or
the burst will consume too many resources, the BRS term nates the
burst and transmts a RAMS-|I nessage to RTP_Rx with the
appropriate response code. It is then up to RTP_Rx to deci de when
to join the nmulticast session.

Even though there is no congestion experienced during the burst,
congesti on may anyway arise near the end of the burst as the RTP_Rx
eventually needs to join the multicast session. During this brief
period, both the burst packets and the multicast packets can be
simul taneously received by the RTP_Rx, thus enhancing the risk of
congesti on.

Since the BRS signals the RTP_Rx when the BRS expects the RTP_Rx to
send the SFGW Join nmessage, the BRS can have a rough estimate of
when the RTP_Rx will start receiving nulticast packets in the SSM
session. The BRS can keep on sendi ng burst packets but reduces the
bitrate accordingly at the appropriate instant by taking the bitrate
of the whole SSM session into account. |f the BRS ceases
transmtting the burst packets before the burst catches up, any gap
resulting fromthis inperfect switch-over by the RTP_Rx can be |ater
repaired by requesting retransm ssions for the missing packets from
the RS. The retransni ssions can be shaped by the BRS to make sure
that they do not cause collateral loss in the primary multicast RTP
session and the unicast burst RTP session

6.5. Failure Cases

In this section, we examine the inplications of |osing the RAMS-R
RAMS-1, or RAMS-T nessages and other failure cases.

VWhen the RTP_Rx sends a RAMS-R nessage to initiate a rapid

acqui sition but the nmessage gets | ost and the FT does not receive it,
the RTP_Rx will get neither a RAMS-1 nessage nor a unicast burst. In
this case, the RTP_Rx MAY resend the request when it is eligible to
do so based on the RTCP tinmer rules defined in [RFC4585]. O, after
a reasonabl e anount of tinme, the RTP_Rx can tine out (based on the
previ ous observed response times) and imediately join the SSM

sessi on.

In the case where RTP_Rx starts receiving a unicast burst but does
not receive a corresponding RAMS-1 message within a reasonabl e anobunt
of time, the RTP_Rx can either discard the burst data or decide not
to interrupt the unicast burst and be prepared to join the SSM
session at an appropriate tinme it determines or as indicated in a
subsequent RAMS-| nessage (if available). |If the network is subject
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to packet loss, it is RECOWENDED that the BRS repeats the RAMS-
messages multiple tines based on the RTCP tiner rules defined in
[ RFC4585] .

In the failure cases where the RAMS-|I nessage is |lost or the RAVS-R
message is lost and the RTP_Rx gives up, the RTP_Rx MJST stil

term nate the burst(s) it requested by follow ng the rul es described
in Section 6. 2.

In the case where a RAMS-T nessage sent by the RTP_Rx does not reach
its destination, the BRS can continue sendi ng burst packets even
though the RTP_Rx no |onger needs them |f an RTP_Rx is receiving
burst packets it no |onger needs after sending a RAMS-T nessage, it
i's RECOVWENDED t hat the RTP_Rx repeats the RAMS-T message multiple
times based on the RTCP tiner rules defined in [ RFC4585]. The BRS
MUST be provisioned to term nate the burst when it can no | onger send
the burst packets faster than it receives the primary multicast

st ream packets.

Section 6.3.5 of [ RFC3550] explains the rules pertaining to timnng
out an SSRC. When the BRS accepts to serve the requested burst(s)
and establishes the retransm ssion session, the BRS needs to check
the liveness of the RTP_Rx via the RTCP nessages and reports the
RTP_Rx sends. The default rules explained in [ RFC3550] apply in RAMB
as wel | .

7. Encoding of the Signaling Protocol in RTCP

This section defines the formats of the RTCP transport-layer feedback
messages that are exchanged between the retransni ssion server (RS)
and RTP receiver (RTP_Rx) during rapid acquisition. These nmessages
are referred to as the RAMS Messages. They are payl oad-i ndependent
and MJST be used by all RTP-based mnulticast applications that support
rapi d acquisition regardl ess of the payl oad they carry.

Payl oad- speci fi ¢ feedback nessages are not defined in this docunent.
However, further optional payl oad-independent and payl oad-specific
i nformati on can be included in the exchange.

The common packet format for the RTCP feedback nessages is defined in
Section 6.1 of [RFC4585] and is al so sketched in Figure 4.
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| V=2| P| FMT | PT | | ength |
I I S i S S i S S il S N DU SRS
| SSRC of packet sender |
I i I S i S S i S
| SSRC of medi a source |
e o I e e ol i I T T T S S e e e e i i ol it T R R

Feedback Control Information (FCl)

Fi gure 4: The Conmon Packet Format for the RTCP Feedback Messages

Each feedback message has a fixed-length field for version, padding,
f eedback nmessage type (FMI), packet type (PT), length, SSRC of packet
sender, SSRC of nedia source, and a variable-length field for

f eedback control information (FCl).

In the RAMS nessages, the PT field is set to RTPFB (205) and the FMI
field is set to RAMS (6). Individual RAMS nmessages are identified by
a sub-field called sub-feedback nessage type (SFMI). Any Reserved
field SHALL be set to zero and ignored.

Dependi ng on the specific scenario and tineliness/inportance of a
RAMS nessage, it can be desirable to send it in a reduced-size RTCP
packet [ RFC5506]. However, unless support for [RFC5506] has been
si gnal ed, conpound RTCP packets MJST be used by follow ng [ RFC3550]
rul es.

Fol I owi ng the rules specified in [RFC3550], all integer fields in the
messages defined below are carried in network-byte order, that is,
nmost significant byte (octet) first, also known as bi g-endi an

Unl ess ot herwi se stated, nuneric constants are in decinml (base 10).

7.1. Extensions

To inprove the functionality of the RAVMS nethod in certain
applications, it can be desirable to define new fields in the RAVS
Request, Information, and Term nation nessages. Such fields MJST be
encoded as Type-Length-Value (TLV) el enents as descri bed bel ow and
sketched in Figure 5:

o Type: A single-octet identifier that defines the type of the
paraneter represented in this TLV el enent.
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0 Length: A two-octet field that indicates the length (in octets)
of the TLV el enent excluding the Type and Length fields and the
8-bit Reserved field between them This | ength does not include
any padding that is required for alignnent.

o0 Value: Variable-size set of octets that contains the specific
val ue for the paraneter.

In the extensions, the Reserved field SHALL be set to zero and

ignored. If a TLV elenent does not fall on a 32-bit boundary, the
| ast word MJUST be padded to the boundary using further bits set to
zero.

An RTP_Rx or BRS MAY include vendor-neutral and private extensions in
any RAMS nessage. The RTP_Rx or BRS MJST pl ace such extensions after
the mandatory fields and mandatory TLV elenents (if any) and MAY

pl ace such extensions in any order. The RTP_Rx or BRS MJST NOT
include multiple TLV elenents with the sane Type value in a RAMVS
message

The support for extensions (unless specified otherwi se) is OPTI ONAL.
An RTP_Rx or BRS receiving a vendor-neutral or private extension that
it does not understand MJST ignore that extension

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Reserved | Lengt h |
e s o i e e th o i R S
: Val ue :
T e L o o o e i i s it NN R SR S B S

Figure 5: Structure of a TLV El enent
7.1.1. Vendor-Neutral Extensions
If the goal in defining new TLV elenents is to extend the
functionality in a vendor-neutral manner, they MJUST be registered

with [ ANA through the guidelines provided in Section 11.5.

The current docunent defines several vendor-neutral extensions in the
subsequent sections.

7.1.2. Private Extensions
It is desirable to allow vendors to use private extensions in a TLV

format. For interoperability, such extensions nust not collide with
each ot her.
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A certain range of TLV Types (between and including 128 and 254 ) is
reserved for private extensions (refer to Section 11.5). |ANA
managenent for these extensions is unnecessary, and they are the
responsi bility of individual vendors.

The structure that MJUST be used for the private extensions is
depicted in Figure 6. Here, the enterprise nunbers are as listed on
http://ww. iana.org. This will ensure the uni queness of the private
ext ensi ons and avoid any collision.

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Type | Reserved | Lengt h |
B i s T T i i o S o T Ji I
| Ent erpri se Number |
e L o i T e e th o i R S
: Val ue :
T e L o o o e i i s it NN R SR S B S

Figure 6: Structure of a Private Extension
7.2. RAMS Request

The RAMS Request (RAMS-R) nessage is identified by SFMI=1. This
message i s sent as unicast feedback in the primary nulticast RTP
session by the RTP_Rx to request rapid acquisition of a primary
mul ti cast RTP session or one or nore primary nulticast streans

bel onging to the sane primary nulticast RTP session. In the RAMS-R
message, the RTP_Rx MUST set both the packet sender SSRC and nedi a
sender SSRC fields to its own SSRC since the nmedia sender SSRC may
not be known. The RTP_Rx MJST provide explicit signaling as
described below to request strean(s). This mnimzes the chances of
accidentally requesting a wong prinary nulticast stream

The FCI field MJUST contain only one RAMS Request. The FCl field has
the structure depicted in Figure 7.

The semantics of the RAMS-R message is i ndependent of the payl oad
type carried in the primary multicast RTP session.
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| SFMT=1 | Reserved |
e L o i T e e th o i R S

Request ed Medi a Sender SSRC(Ss)
T e L o o T e i i o b NN B SR S S S
Optional TLV-encoded Fields (and Padding, if needed)
e o I e e ol i I T T T S S e e e e i i ol it T R R

Figure 7: FCl Field Syntax for the RAMS Request Message

0 Requested Media Sender SSRC(s): Mandatory TLV elenent that lists
the medi a sender SSRC(s) requested by the RTP_Rx. The BRS MJST
ignore the nmedi a sender SSRC specified in the header of the RAMS-R
nessage.

If the Length field is set to zero (i.e., no nmedia sender SSRCis
listed), it neans that the RTP_Rx is requesting to rapidly acquire
the entire primary nulticast RTP session. Oherw se, the RTP_Rx
lists the individual media sender SSRCs in this TLV el ement and
sets the Length field of the TLV elenent to 4*n, where n is the
number of SSRC entri es.

Type: 1

o0 Mn RAMS Buffer Fill Requirement (32 bits): Optional TLV el enent
that denotes the mninummlliseconds of data that the RTP_Rx
desires to have in its buffer before allowing the data to be
consumed by the application.

The RTP_Rx can have know edge of its buffering requirements

These requirenments can be application and/or device specific. For
instance, the RTP_Rx might need to have a certain anpbunt of data
inits application buffer to handle transm ssion jitter and/or to
be able to support error-control nethods. |If the BRSis told the
nmi ni mum buffering requirenment of the receiver, the BRS can tailor
the burst(s) nore precisely, e.g., by choosing an appropriate
starting point. The methods used by the RTP_Rx to determine this
val ue are application specific and thus out of the scope of this
docunent .
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If specified, the amount of backfill that will be provided by the
uni cast bursts and any payl oad-specific information MJST NOT be
smal l er than the specified value. Oherw se, the backfill wll

not be able to build up the desired | evel of buffer at the RTP_Rx
and can cause buffer underruns.

Type: 2

o Mux RAMS Buffer Fill Requirement (32 bits): Optional TLV el enent
that denotes the maximumnilliseconds of data that the RTP_Rx can
buffer without |osing the data due to buffer overfl ow

The RTP_Rx can have know edge of its buffering requirenents.
These requirenments can be application or device specific. For

i nstance, one particular RTP_Rx m ght have nore physical nenory
than another RTP_Rx and thus can buffer nore data. |[|f the BRS
knows the buffering ability of the receiver, the BRS can tail or
the burst(s) nore precisely. The nethods used by the receiver to
determine this value are application specific and thus out of the
scope of this docunent.

If specified, the amobunt of backfill that will be provided by the
uni cast bursts and any payl oad-specific information MJST NOT be
| arger than this value. Oherw se, the backfill may cause buffer

overflows at the RTP_Rx.
Type: 3

0 Mx Receive Bitrate (64 bits): Optional TLV el enent that denotes
the maximum bitrate (in bits per second) at which the RTP_Rx can
process the aggregation of the unicast burst(s) and any payl oad-
specific information that will be provided by the BRS. The limts
can include local receiver limts as well as network limts that
are known to the receiver.

If specified, the total bitrate of the unicast burst(s) plus any
payl oad-specific informati on MJST NOT be | arger than this val ue.
O herwi se, congestion and packet |oss are nmore likely to occur.

Type: 4

o0 Preanble-only Allowed (0 bits): Optional TLV el enent that
indicates that the RTP_Rx is willing to receive only the preanble
information for the desired primary nulticast strean(s) in case
the BRS cannot send the unicast burst stream(s). (In such cases,
the BRS will not accept the request, but will send a response code
511 in the RAMS-1 nessage as defined in Section 11.6.) Note that
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the RTP_Rx signals the particular preanble format(s) it supports
through a public or a private extension in the same RAMS-R
nmessage

If this TLV el enent does not exist in the RAMS-R nessage, the BRS
MUST NOT respond to the RAMS-R nessage by sending the preanbl e
information only. Since this TLV elenent does not carry a Val ue
field, the Length field MJST be set to zero.

Type: 5

0 Supported Enterprise Nunber(s): Optional TLV el enent that
i ndi cates the enterprise nunber(s) that the RTP_Rx inpl enentation
supports. Similar to the private extensions, the enterprise
nunbers here are as listed on http://ww.iana.org. This TLV
elenment, if exists, provides a hint to the BRS about which private
extensions the RTP_Rx can potentially support. Note that an
RTP_Rx does not necessarily support all the private extensions
under a particular enterprise nunmber. Unless the BRS explicitly
knows whi ch private extensions an RTP_Rx supports (through this or
some out - of - band neans), the BRS SHOULD NOT use private extensions
in the RAMS-|I nessages. The BRS SHOULD rat her use only vendor-
neutral extensions. The Length field of this TLV elenent is set
to 4*n, where n is the nunber of enterprise nunber entries

Type: 6
7.3. RAMS I nformation

The RAMS Information (RAMS-1) nessage is identified by SFMI=2. This
message i s used to describe the unicast burst that will be sent for
rapid acquisition. It also includes other useful information for the
RTP_Rx as descri bed bel ow.

A separate RAMS-1 nessage with the appropriate response code is sent
in the unicast burst RTP session by the BRS for each prinmary

mul ticast streamthat has been requested by the RTP_Rx. In each of
these RAMS-1 nessages, the nedia sender SSRC and packet sender SSRC
fields are both set to the SSRC of the BRS, which equals the SSRC of
the respective primary multicast stream

The FCI field MUST contain only one RAMS I nformati on nessage. The
FCl field has the structure depicted in Figure 8.

The semantics of the RAMS-1 message is independent of the payl oad
type carried in the primary multicast RTP session
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| SFMT=2 | VBN | Response |
i i i T i I S i e s o o i i
Optional TLV-encoded Fields (and Padding, if needed)

R et e s i o e s i i

Figure 8 FCl Field Syntax for the RAMS I nformati on Message

A RAMS-1 nessage has the follow ng fields:

(0]

Message Sequence Number (MSN) (8 bits) : Mandatory field that
denot es the sequence number of the RAMS-I nmessage for the
particul ar nmedi a sender SSRC specified in the nessage header. The
MBN val ue SHALL be set to zero when a new RAMS request is
received. During rapid acquisition, the sane RAMS-|I nessage MAY
be repeated for redundancy purposes w thout increnenting the MSN

value. |If an updated RAMS-1 nessage will be sent (either with new
i nformati on or updated information), the MSN val ue SHALL be
incremented by one. In the MSN field, the regular w apping rules

apply. Note that if the RTP_Rx has sent an updated request, it
MUST check every RAMS-1 nessage entirely, regardl ess of whether or
not the MSN val ue has changed.

Response (16 bits): Mandatory field that denotes the response
code for this RAMS-I nmessage. This docunent defines severa
initial response codes in Section 7.3.1 and registers themwth
IANA in Section 11.6. |If a new vendor-neutral response code wll
be defined, it MJUST be registered with I ANA through the guidelines
specified in Section 11.6. |If the new response code is intended
to be used privately by a vendor, there is no need for | ANA
managenent. Instead, the vendor MJST use the private extension
mechani sm (Section 7.1.2) to convey its nmessage and MJST indicate
this by putting zero in the Response field.

When the RTP_Rx receives a RAM5S-1 nessage with a response code
that it does not understand, the RTP_Rx MJST send a RAMS-T nessage
i medi ately to the BRS

The followi ng TLV el ements have been defined for the RAMS-I nessages:

(]

Medi a Sender SSRC (32 bits): Optional TLV el ement that specifies
the medi a sender SSRC of the unicast burst stream |If the FT_Ap
that received the RAMS-R nmessage is associated with a single
primary nulticast stream but the requested nedia sender SSRC does
not match the SSRC of the RTP stream associated with this FT_Ap,
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the BRS includes this TLV elenent in the initial RAMS-1 message to
|l et the RTP_Rx know that the media sender SSRC has changed. |If
the two SSRCs match, there is no need to include this TLV el enent.

Type: 31

0 RTP Segnum of the First Packet (16 bits): TLV elenent that
specifies the RTP sequence number of the first packet that will be
sent in the respective unicast RTP stream This allows the RTP_Rx
to know whet her one or nore packets sent by the BRS have been
dropped at the beginning of the stream |f the BRS accepts the
RAMS request, this elenent exists. |If the BRS rejects the RAMS
request, this elenment SHALL NOT exi st.

Type: 32

o Earliest Multicast Join Tinme (32 bits): TLV elenent that
specifies the delta tine (in nms) between the arrival of the first
RTP packet in the unicast RTP stream (which could be a burst
packet or a payl oad-specific packet) and the earliest tine instant
when an RTP_Rx MAY send an SFGWP Join nessage to join the
mul ti cast session. A zero value indicated in this el enent neans
that the RTP_Rx MAY send the SFGW Join nessage right away. |f
the RTP_Rx does not want to wait until the earliest nulticast join
time, it MAY send a RAMS-T nessage, and after a reasonabl e anount
of time, it MAY join the SSM session

If the RAMS request has been accepted, the BRS sends this el enent
at | east once so that the RTP_Rx knows when to join the nulticast
session. |f the burst request has been rejected as indicated in
the Response field, this element MJST indicate a zero value. In
that case, it is up to the RTP_Rx when or whether to join the
mul ti cast session

When the BRS serves two or nore bursts and sends a separate RAMS-|
message for each burst, the join tinmes specified in these RAVS-I
messages SHOULD correspond to nore or |less the sane tine instant,
and the RTP_Rx sends the SFGW Joi n message based on the earliest
join tine.
Type: 33

0 Burst Duration (32 bits): Optional TLV el enent that denotes the
time the burst will last (in ns), i.e., the difference between the
expected transm ssion times of the first and the | ast burst

packets that the BRS is planning to send in the respective unicast
RTP stream In the absence of additional stimulus, the BRS will
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7

3.

send a burst of this duration. However, the burst duration can be
nmodi fi ed by subsequent events, including changes in the primary
mul ti cast stream and reception of RAMS-T nessages.

The BRS MUST terminate the flowin the tinmeframe indicated by this
burst duration or the duration established by those subsequent
events even if it does not get a RAMS-T or a BYE nessage fromthe
RTP_Rx. It is OPTIONAL to send this element in a RAMS-1 nessage
when the burst request is accepted. |If the burst request has been
rejected as indicated in the Response field, this el ement MAY be
omitted or indicate a zero val ue

Type: 34

0o Mx Transnmit Bitrate (64 bits): Optional TLV el enent that denotes
the maximumbitrate (in bits per second) that will be used by the
BRS for the RTP stream associated with this RAMS-I nessage

Type: 35
1. Response Code Definitions

1xx- Level Response Codes: These response codes are sent for
i nformati onal purposes.

0 100: This is used when the BRS wants to update a val ue that was
sent earlier to the RTP_Rx.

2xx- Level Response Codes: These response codes are sent to indicate
success.

0 200: This is used when the server accepts the RAMS request.

0 201: This is used when the unicast burst has been conpl eted and
the BRS wants to notify the RTP_Rx.

4xx- Level Response Codes: These response codes are sent to indicate
that the message sent by the RTP_Rx is either inproperly formatted or
contains an invalid value. The rules the RTP_Rx needs to follow upon
recei ving one of these response codes are outlined in Step 5 in
Section 6.2. The 4xx-level response codes are al so used as status
codes in the Miulticast Acquisition Report Block [ MILTI CAST-ACQ in
order to collect RTP_Rx-based error conditions.

0 400: This is used when the RAMS-R nessage is inproperly
formatted.
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0 401: This is used when the minimum RAMS buffer fill requirenment
val ue indicated in the RAMS-R nmessage is invalid.

0 402: This is used when the maxi num RAMS buffer fill requirenent
val ue indicated in the RAMS-R nessage is invalid.

0 403: This is used when the nmaxi numreceive bitrate val ue
indicated in the RAMS-R nessage is insufficient.

0 404: This is used when the RAVMS-T nessage is inproperly
formatted.

5xx-Level Response Codes: These response codes are sent to indicate
an error on the BRS side. The rules the RTP_Rx needs to follow upon
recei ving one of these response codes are outlined in Step 3 in
Section 6.2. The 5xx-level response codes are al so used as status
codes in the Miulticast Acquisition Report Block [ MILTI CAST-ACQ in
order to collect BRS-based error conditions.

o 500: This is used when the BRS has experienced an internal error
and cannot accept the RAMS request.

0o 501: This is used when the BRS does not have enough bandw dth to
send the unicast burst stream

o 502: This is used when the BRS term nates the unicast burst
stream due to network congestion

0 503: This is used when the BRS does not have enough CPU resources
to send the unicast burst stream

0 504: This is used when the BRS does not support sending a unicast
burst stream

0 505: This is used when the requesting RTP_Rx is not eligible to
receive a unicast burst stream

0o 506: This is used when RAMS functionality is not enabled for the
requested multicast stream

o0 507: This is used when the BRS cannot find a valid starting point
for the unicast burst streamthat satisfies the RTP_Rx's
requirenents.

0o 508: This is used when the BRS cannot find the essential
reference information for the requested multicast stream
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0o 509: This is used when the BRS cannot match the requested SSRC to
any of the streanms it is serving.

o0 510: This is used when the BRS cannot serve the requested entire
sessi on.

0 511: This is used when the BRS sends only the preanble
informati on but not the whol e unicast burst stream

o0 512: This is used when the RAMS request is denied due to a policy
for the requested nulticast stream the RTP_Rx, or this particular
BRS.

7.4. RAMS Term nation
The RAMS Termi nation (RAMS-T) nessage is identified by SFMr=3.

The RAMS Ternination is used to assist the BRS in determnining when to
stop the burst. A separate RAMS-T nessage is sent in the unicast
burst RTP session by the RTP_Rx for each primary nulticast stream
that has been served by the BRS. Each of these RAMS-T nessage’s
medi a sender SSRC field SHALL BE popul ated with the SSRC of the nedia
streamto be terminated. |f the nmedia sender SSRC popul ated in the
RAMS- T nessage does not match the SSRC of the burst served by the
BRS, BRS SHALL ignore the RAMS-T nmessage.

If the RTP_Rx wants the BRS to stop a burst prematurely, it sends a
RAMS- T nessage as described below. Upon receiving this nessage, the
BRS stops the respective burst imediately. |If the RTP_Rx wants the
BRS to termnate all of the bursts, it needs to send all of the
respective RAMS-T nmessages in a single conpound RTCP packet .

The default behavior for the RTP_Rx is to send a RAMS-T nessage
imediately after it joined the multicast session and started
receiving nmulticast packets. |In that case, the RTP_Rx includes the
sequence nunber of the first RTP packet received in the primary

mul ticast streamin the RAMS-T nmessage. Wth this information, the
BRS can deci de when to term nate the unicast burst.

The FCI field MJUST contain only one RAMS Ternmination. The FCl field
has the structure depicted in Figure 9.

The semantics of the RAMS-T nmessage i s i ndependent of the payl oad
type carried in the primary multicast RTP session.
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| SFMT=3 | Reserved |
i i i T i I S i e s o o i i
Optional TLV-encoded Fields (and Padding, if needed)

R et e s i o e s i i

Figure 9: FCl field syntax for the RAMS Term nati on nessage

0 Extended RTP Segnum of First Milticast Packet (32 bits): Optiona
TLV el ement that specifies the extended RTP sequence number of the
first packet received fromthe SSM session for a particul ar
primary multicast stream The low 16 bits contain the sequence
nunber of the first packet received fromthe SSM session, and the
nost significant 16 bits extend that sequence nunber with the
correspondi ng count of sequence nunber cycles, which can be
mai nt ai ned according to the algorithmin Appendix A 1 of
[ RFC3550] .

Type: 61
8. SDP Signaling
8.1. Definitions

The syntax of the "rtcp-fb attribute has been defined in [ RFC4585].
Here we add the following syntax to the "rtcp-fb attribute (the
feedback type and optional paraneters are all case sensitive):

(I'n the followi ng ABNF [ RFC5234], rtcp-fb-nack-paramis used as
defined in [ RFC4585].)

rtcp-fb-nack-param=/ SP "rai"

The following paraneter is defined in this document for use with
"nack’ :

0 ’'rai’ stands for Rapid Acquisition Indication and indicates the
use of RAMS nessages as defined in Section 7.

Thi s docunment al so defines a new nedi a-1evel SDP attribute

(" rans-updates’) that indicates whether or not the BRS supports
updat ed request messages. This attribute is used in a declarative
manner and no O fer/ Answer Mbdel behavior is specified. |If the BRS
supports updated request messages and this attribute is included in
the SDP description, the RTP_Rx can send updated requests. The BRS
m ght or might not be able to accept value changes in every field in
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an updated RAMS-R nmessage. However, if the 'ranms-updates’ attribute
is not included in the SDP description, the RTP_Rx SHALL NOT send
updat ed requests. The RTP_Rx MAY still repeat its initial request
wi t hout changes, though.

8.2. Requirenents

The use of SDP to describe the RAMS entities normatively requires
support for:

o0 The SDP grouping framework and flow identification (FID) semantics
[ RFC5888]

o0 The RTP/ AVPF profile [ RFC4585]
0 The RTP retransnmi ssion payl oad formt [RFC4588]

o0 The RTCP extensions for SSM sessions wi th unicast feedback
[ RFC5760]

o The "multicast-rtcp’ attribute [ RFC6128]

o Miltiplexing RTP and RTCP on a single port on both endpoints in
t he uni cast session [ RFC5761]

o The ’'portmapping-req attribute [ RFC6284]
Support for the source-specific nmedia attributes [ RFC5576] can al so
be needed when the 'ssrc’ attribute is to be used for the nedia
descri ptions.

8.3. Exanpl e and Di scussi on
This section provides a declarative SDP [ RFC4566] exanple (for the

RTP_Rx side) for enabling rapid acquisition of nulticast RTP
sessi ons.

i 1122334455 1122334466 I N | P4 rans. exanpl e. com
pid Acquisition Exanple
0

Q —~+Ww o<
d85LL

roup: FID 1 2

a=rtcp-unicast:rs

mevi deo 41000 RTP/ AVPF 98

i =Primary Multicast Stream

c=I N | P4 233. 252. 0. 2/ 255

a=source-filter:incl INI1P4 233.252.0.2 198.51.100.1
a=rt prmap: 98 MP2T/ 90000
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a=mul ticast-rtcp: 42000

a=rtcp: 43000 INI1P4 192.0.2.1

a=rtcp-fb: 98 nack

a=rtcp-fb:98 nack ra

a=ssrc: 123321 cnane:i ptv-ch32@ ans. exanpl e. com
a=r ans- updat es

a=port mappi ng-req: 54000 IN I P4 192.0.2.1
a=md: 1

mevi deo 51000 RTP/ AVPF 99

i =Uni cast Retransm ssion Stream (Ret. and Rapid Acg. Support)
c=INIP4 192.0.2.1

a=sendonly

a=rtpmap: 99 rtx/ 90000

a=rtcp- mux

a=rtcp: 51500

a=fnm p: 99 apt =98;rtx-ti ne=5000

a=port mappi ng-r eq: 55000

a=m d: 2

Figure 10: Exanple SDP for a Single-Channel RAMS Scenario

In this exanple SDP description, we have a primary nulticast (source)
stream and a uni cast retransmni ssion stream The source streamis

mul ticast froma distribution source (with a source | P address of
198.51.100.1) to the multicast destination address of 233.252.0.2 and
port 41000. The corresponding RTCP traffic is multicast to the sane
mul ti cast destination address at port 42000. Here, we are assum ng
that the multicast RTP and RTCP ports are carefully chosen so that
different RTP and RTCP streans do not collide with each other

The feedback target (FT_Ap) residing on the RS (with an address of
192.0.2.1) at port 43000 is declared with the "a=rtcp" |ine

[ RFC3605]. The support for the conventional retransm ssion is

i ndi cated through the "a=rtcp-fb: 98 nack" line. The RTP receiver(s)
can report mssing packets on the source streamto the feedback
target and request retransm ssions. The SDP above includes the
"a=sendonly" line for the nmedia description of the retransm ssion
stream since the retransm ssions are sent in only one direction

The support for rapid acquisition is indicated through the "a=rtcp-
fb:98 nack rai" line. The paraneter 'rtx-tinme’ applies to both the
conventional retransnissions and rapid acquisition. However, when
rapid acquisition is enabled, the standard definition for the
paraneter 'rtx-tinme’ given in [RFC4588] is not followed. |nstead,
when rapid acquisition support is enabled, 'rtx-tine’ specifies the
time in mlliseconds that the BRS keeps an RTP packet in its cache
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avail abl e for retransm ssion (neasured fromthe tine the packet was
received by the BRS, not fromthe tine indicated in the packet
ti mest anp).

Once an RTP_Rx has acquired an SDP description, it can ask for rapid
acquisition before it joins a primary nulticast RTP session. To do
so, it sends a RAMS-R nessage to the feedback target of that primary
mul ticast RTP session. |If the FT_Ap is associated with only one RTP
stream the RTP_Rx does not need to learn the SSRC of that streamvia
an out-of-band method. |[|f the BRS accepts the rapid acquisition
request, it will send a RAMS-1 nmessage with the correct SSRC
identifier. |If the FT _Ap is associated with a multi-stream RTP
session and the RTP_Rx is willing to request rapid acquisition for
the entire session, the RTP_Rx again does not need to | earn the SSRCs
via an out-of-band nethod. However, if the RTP_Rx intends to request
a particular subset of the primary nulticast streans, it nust learn
their SSRC identifiers and list themin the RAMS-R nessage. Since
this RTP_Rx has not yet received any RTP packets for the primary

mul ticast strean(s), the RTP_Rx nmust in this case | earn the SSRC
value(s) fromthe ’"ssrc’ attribute of the nedia description

[ RFC5576]. In addition to the SSRC val ue, the ’'cnanme’ source
attribute nust also be present in the SDP description [ RFC5576].

Listing the SSRC values for the primary nulticast streans in the SDP
file does not create a problemin SSM sessions when an SSRC col | ision
occurs. This is because in SSM sessions, an RTP_Rx that observed an
SSRC collision with a nedi a sender nust change its own SSRC [ RFC5760]
by following the rules defined in [ RFC3550].

A feedback target that receives a RAMS-R nessage becones aware that
the RTP_Rx wants to rapidly catch up with a primary nulticast RTP
session. |If the necessary conditions are satisfied (as outlined in
Section 7 of [RFC4A585]) and avail abl e resources exist, the BRS can
react to the RAMS-R nessage by sending any transport-|ayer (and
optional payl oad-specific, when allowed) feedback nessage(s) and
starting the unicast burst.

In this section, we considered the sinplest scenario where the
primary multicast RTP session carried only one stream and the RTP_Rx
wanted to rapidly acquire this streamonly. Best practices for
scenarios where the primary nulticast RTP session carries two or nore
streans or the RTP_Rx wants to acquire one or nore streans from
multiple primary nulticast RTP sessions at the sanme tine are
presented in [ RAMS- SCENARI OS] .
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9

NAT Consi der ati ons

For a variety of reasons, one or nore Network Address Port

Transl ators (NAPT, hereafter sinply called NAT) can exist between the
RTP_Rx and RS. NATs have a variety of operating characteristics for
UDP traffic [ RFC4787]. For a NAT to permt traffic fromthe BRS to
arrive at the RTP_Rx, the NAT(s) nust first either:

a. See UDP (or DCCP) traffic sent fromthe RTP_Rx (which is on the
"inside’ of the NAT) to the BRS (which is on the ’outside of the
NAT). This traffic has the sane transport address as the
subsequent response traffic, or

b. Be configured to forward certain ports (e.g., using HTM
configuration or Universal Plug and Play (UPnP) Internet Gateway
Device (1GD) [UPNP-1GD]). Details of this are out of the scope
of this docunent.

For both (a) and (b), the RTP_Rx is responsible for naintaining the
NAT' s state if it wants to receive traffic fromthe BRS on that port.
For (a), the RTP_Rx MJST send UDP traffic to keep the NAT bi nding
alive, at least every 30 seconds [RFC4787]. While (a) is nore like
an automatic/dynanic configuration, (b) is nore |like a manual /static
configuration.

When the RTP_Rx sends a request (RAMS-R) nessage to the FT as unicast
feedback in the primary nulticast RTP session and the request is
received by the FT, a new unicast burst RTP session wll be

est abl i shed between the BRS and RTP_Rx.

Wiile the FT and BRS ports on the RS are already signal ed via out-of-
band nmeans (e.g., SDP), the RTP_Rx needs to convey the RTP and RTCP
ports it wants to use on its side for the new session. Since there
are two RTP sessions (one multicast and one unicast) involved during
this process and one of themis established upon a feedback nessage
sent in the other one, this requires an explicit port mapping nethod.

Appl i cations using RAMS MUST support the nmethod presented in

[ RFC6284] both on the RS and RTP_Rx side to allow RTP receivers to
use their desired ports and to support RAMS behi nd NAT devices. The
port mappi ng nmessage exchange needs to take place whenever the RTP_Rx
intends to make use of the RAMS protocol for rapidly acquiring a
specific nulticast RTP session prior to joining the associ ated SSM
sessi on.
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10. Security Considerations

Applications that are using RAMS nmake heavy use of the unicast

f eedback mechani sm described in [ RFC5760], the payload format defined
in [RFC4588], and the port mapping solution specified in [ RFC6284].
Thus, these applications are subject to the general security

consi derations discussed in those docunents. In particular, the
threats and risks discussed in [ RFC5760] need to be consi dered
carefully. 1In this section, we give an overvi ew of the guidelines

and suggestions described in these specifications froma RAVS
perspective. W also discuss the security considerations that
explicitly apply to applications using RAMS

First of all, much of the session description information is
available in the SDP descriptions that are distributed to the nmedia
senders, retransm ssion servers, and RTP receivers. Adequate
security neasures are RECOMVENDED to ensure the integrity and
authenticity of the SDP descriptions so that transport addresses of
the medi a senders, distribution sources, feedback targets, and other
session-specific informati on can be protected. See [RFC4566] for
detail s.

Conpared to an RTCP NACK nessage that triggers one or nore

retransm ssions, a RAMS Request (RAMS-R) nessage can trigger a new
burst streamto be sent by the retransm ssion server. Depending on
the application-specific requirenents and conditions existing at the
time of the RAMS-R reception by the retransm ssion server, the
resulting burst streamcan potentially contain a | arge nunber of
retransm ssi on packets. Since these packets are sent faster than the
nom nal rate, RAMS consumes nore resources on the retransni ssion
servers, RTP receivers, and the network. |In particular, this can
make deni al - of -service (DoS) attacks nore intense and hence nore
harnful than attacks that target ordinary retransm ssi on sessions.

As RAMS nessages are sent as RTCP nessages, counter-neasures SHOULD
be taken to prevent tanpered or spoofed RTCP packets, follow ng the
suggestions given in [ RFC4588]. Tanpered RAMS-R nmessages can trigger
i nappropriate burst streans or alter the existing burst streams in an
i nappropriate way. For exanple, if the Max Receive Bitrate field is
altered by a tanpered RAMS-R nessage, the updated burst can overfl ow
the buffer at the receiver side or, oppositely, can slow down the
burst to the point that it beconmes usel ess. Tanpered RAMS

Term nation (RAMS-T) nessages can terminate valid burst streans
prematurely resulting in gaps in the received RTP packets. RAMS
Informati on (RAMS-1) nessages contain fields that are critical for a
successful rapid acquisition. Any tanpered information in the RAMS-I
nmessage can easily cause an RTP receiver to nake w ong deci si ons.
Consequently, the RAMS operation can fail
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RTCP BYE messages are simlar to RAMS-T nessages in the sense that
they can be used to stop an existing burst. The CNAME of an RTP
receiver is used to bind the RTCP BYE nessage to an existing burst.
Thus, one should be careful if the CNAVES are reasonably easy to
guess and of f-path attacks can be perforned. Al so note that the
CNAMEs might be redistributed to all participants in the multicast
group (as in ASM or the sinple feedback nodel of [RFC5760]).

The retransm ssion server has to consider if values indicated in a
RAMS- R nessage are reasonable. For exanple, a request demanding a

| arge value of nany seconds in the Mn RAVS Buffer Fill Requirenent
el ement shoul d, unl ess special use cases exist, likely be rejected
since it is likely to be an attenpt to prolong a DoS attack on the
retransni ssion server, RTP receiver, and/or the network. The Max
Receive Bitrate could also be set to a very large value to try to get
the retransni ssion server to cause nmmssive congestion by bursting at
a bitrate that will not be supported by the network. An RTP_RX
shoul d al so consider if the values for the Earliest Milticast Join
Time and Burst Duration indicated by the retransm ssion server in a
RAMS- | nmessage are reasonable. For exanple, if the burst packets
stop arriving and the join time is still significantly far into the
future, this could be a sign of a man-in-the-nm ddl e attack where the
RAMS- | nessage has been mani pul ated by an attacker

A basic mtigation agai nst DoS attacks introduced by an attacker
injecting tanpered RAMS nessages i s source address validation

[ RFC2827]. Also, nost of the DoS attacks can be prevented by the
integrity and authenticity checks enabl ed by Secure RTP ( SRTP)

[ RFC3711]. However, an attack can still be started by legitimte
endpoi nts that send several valid RAMS-R nessages to a particul ar
feedback target in a synchronized fashion and in a very short anount
of time. Since a RAMS operation can tenporarily consume a | arge
anount of resources, a series of the RAMS-R nessages can tenmporarily
overload the retransm ssion server. |In these circunstances, the
retransm ssion server can, for exanple, reject incom ng RAMS requests
until its resources becone avail able again. One neans to aneliorate
this threat is to apply a per-endpoint policing mechani smon the

i ncom ng RAMS requests. A reasonabl e policing nmechani sm shoul d
consi der application-specific requirements and mnimze fal se

negati ves.

In addition to the DoS attacks, man-in-the-niddle and replay attacks
will also be harnful. RAMS-R nmessages do not carry any information
that allows the retransm ssion server to detect duplication or replay
attacks. Thus, the possibility of a replay attack using a captured
val id RAMS-R nessage exists unless a mtigation nethod such as Secure
RTCP (SRTCP) is used. Simlarly, RAMS-T nessages can be repl ayed.
The RAMS-1 has a sequence nunber that nakes replay attacks |ess
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likely but not inpossible. Mn-in-the-mddle attacks that are
capabl e of capturing, injecting, or nodifying the RAMS nessages can
easily acconplish the attacks described above. Thus, cryptographic
integrity and authentication is the only reliable protection. To
protect the RTCP nessages from man-in-the-niddle and replay attacks,
the RTP receivers and retransm ssion server SHOULD perform a Datagram
Transport Layer Security (DTLS)-SRTP handshake [ RFC5764] over the
RTCP channel. Because there is no integrity-protected signaling
channel between an RTP receiver and the retransm ssion server, the
retransm ssion server MIST maintain a |ist of certificates owned by
legitimate RTP receivers, or their certificates MJST be signed by a
trusted Certificate Authority. Once the DTLS-SRTP security is

est abl i shed, non- SRTCP-prot ected nessages received froma particul ar
RTP receiver are ignored by the retransm ssion server. To reduce the
i npact of DTLS- SRTP over head when conmunicating with different
feedback targets on the sane retransm ssion server, it is RECOWENDED
that RTP receivers and the retransm ssion server both support TLS
Sessi on Resunption wi thout Server-side State [ RFC5077]. To help
scal e SRTP to handl e many RTP receivers asking for retransni ssions of
i dentical data, inplementors may consider using the sane SRTP key for
SRTP data sent to the receivers [SRTP-EKT] and be aware that such key
sharing allows those receivers to inpersonate the sender. Thus,
source address validation remains inportant.

[ RFC4588] RECOMMENDS t hat crypt ography nechani sns be used for the
retransm ssi on payload format to provide protection agai nst known

pl ai n-text attacks. As discussed in [RFC4588], the retransm ssion
payl oad format sets the tinmestanp field in the RTP header to the
medi a timestanp of the original packet, and this does not conprom se
the confidentiality. Furthernore, if cryptography is used to provide
security services on the original stream then the sane services,
wi t h equi val ent cryptographic strength, MJST be provided on the
retransm ssion stream per [RFC4588].

Finally, a retransm ssion server that has becone subverted by an
attacker is alnpst inpossible to protect against as such a server can
performa | arge nunber of different actions to deny service to
receivers.

11. | ANA Consi derations

The following contact information is used for all registrations in
thi s docunent:

Al'i Begen
abegen@i sco. com
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Note that the "RAMS" (value 2) in the Milticast Acquisition Method
Registry refers to the nethod described in Section 6 of this
docunent .

11.1. Registration of SDP Attributes
Thi s docunent registers a new attribute name in SDP.

SDP Attribute ("att-field"):

Attribute nane: rans- updat es
Long form Support for Updated RAMS Request Messages
Type of nane: att-field

Type of attribute: Media |evel
Subj ect to charset: No

Pur pose: See this docunent
Ref er ence: [ RFC6285]
Val ues: None

11.2. Registration of SDP Attribute Val ues

Thi s docunent registers a new value for the "nack’ attribute to be
used with the "rtcp-fb’ attribute in SDP. For nore information about
the "rtcp-fb' attribute, refer to Section 4.2 of [RFC4585].

Val ue nane: r ai

Long nane: Rapi d Acquisition Indication
Usabl e with: nack

Ref er ence: [ RFC6285]

11.3. Registration of FMI Val ues

Wthin the RTPFB range, the following format (FMI) value is
regi stered:

Nane: RAMS

Long nane: Rapid Acquisition of Milticast Sessions
Val ue:

Ref er ence: [ RFC6285]

11.4. SFMr Val ues for RAMS Messages Registry

Thi s docunent creates a new sub-registry for the sub-feedback nessage
type (SFMI) values to be used with the FMI val ue regi stered for RAMS
messages. The registry is called the SFMI Val ues for RAMS Messages
Registry. This registry is managed by the | ANA according to the
Speci fication Required policy of [RFC5226].

Ver Steeg, et al. St andards Track [ Page 48]



RFC 6285 RANMB June 2011

The length of the SFMI field in the RAMS nessages is a single octet,
all owi ng 256 values. The registry is initialized with the foll ow ng

entries:

Val ue Nane Ref er ence
0 Reserved [ RFC6285]
1 RAMS Request [ RFC6285]
2 RAMS | nf or mati on [ RFC6285]
3 RAMS Ter mi nati on [ RFC6285]
4- 254 Unassi gned - Specification Required

255 Reserved [ RFC6285]

The SFMI val ues 0 and 255 are reserved for future use.

Any registration for an unassi gned SFMI val ue needs to contain the
foll owi ng i nformation:

0o Contact information of the one doing the registration, including
at | east nane, address, and email .

0 A detailed description of what the new SFMI represents and how it
shal |l be interpreted

New RAMS functionality is intended to be introduced by using the
ext ensi on mechani smw thin the existing RAMS nessage types not by
i ntroduci ng new nmessage types unless it is absolutely necessary.

11.5. RAMS TLV Space Registry

Thi s docunent creates a new | ANA TLV space registry for the RAMS
extensions. The registry is called the RAMS TLV Space Regi stry.
This registry is managed by the | ANA according to the Specification
Required policy of [RFC5226].

The length of the Type field in the TLV elements is a single octet,
all owi ng 256 values. The Type values 0 and 255 are reserved for
future use. The Type val ues between (and including) 128 and 254 are
reserved for private extensions.
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The registry is initialized with the follow ng entries:

Type Descri ption Ref er ence
0 Reserved [ RFC6285]
1 Request ed Medi a Sender SSRC(Ss) [ RFC6285]
2 M n RAMS Buffer Fill Requirenent [ RFC6285]
3 Max RAMS Buffer Fill Requirenent [ RFC6285]
4 Max Receive Bitrate [ RFC6285]
5 Request for Preanble Only [ RFC6285]
6 Supported Enterprise Nunber(s) [ RFC6285]
7-30 Unassi gned - Specification Required

31 Medi a Sender SSRC [ RFC6285]
32 RTP Segnum of the First Packet [ RFC6285]
33 Earliest Miulticast Join Tine [ RFC6285]
34 Burst Duration [ RFC6285]
35 Max Transmit Bitrate [ RFC6285]
36- 60 Unassi gned - Specification Required

61 Ext ended RTP Seqnum of First Muilticast Packet [ RFC6285]

62-127 Unassigned - Specification Required
128- 254 Reserved for Private Use
255 Reserved [ RFC6285]

Any registration for an unassi gned Type val ue needs to contain the
foll owi ng information:

0 Contact information of the one doing the registration, including
at | east name, address, and enuil.

0 A detailed description of what the new TLV el enent represents and
how it shall be interpreted.

11.6. RAMS Response Code Space Registry

Thi s docunent creates a new | ANA TLV space registry for the RAMS
response codes. The registry is called the RAMS Response Code Space
Registry. This registry is managed by the | ANA according to the
Speci fication Required policy of [RFC5226].

The I ength of the Response field is two octets, allow ng 65536 codes.
However, in this docunent, the response codes have been classified
and registered following an HTTP-styl e code nunbering. New response
codes should be classified foll ow ng the guidelines bel ow
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Code Level Purpose

1xx I nf or mati ona

2XX Success

3xXx Redi rection

AxX RTP Receiver (RTP_Rx) Error

5xx Bur st/ Ret ransm ssi on Source (BRS) Error

The Response code 65535 is reserved for future use.

The registry is initialized with the follow ng entries:

Code Description Ref erence
0  Aprivate response code is included in the nessage [RFC6285]
100 Par anet er update for RAMS session [ RFC6285]
200 RAMS request has been accepted [ RFC6285]
201 Uni cast burst has been conpl eted [ RFC6285]
400 I nval i d RAMS-R nessage syntax [ RFC6285]

401 Invalid mn buffer requirenent in RAMS-R nessage [ RFC6285]
402 Invalid max buffer requirenent in RAMS-R nessage [ RFC6285]

403 Insufficient max bitrate requirenent in RAMS-R

message [ RFC6285]
404 Invalid RAMS-T nessage syntax [ RFC6285]
500 An unspecified BRS internal error has occurred [ RFC6285]
501 BRS has insufficient bandwidth to start RAMS

sessi on [ RFC6285]
502 Burst is term nated due to network congestion [ RFC6285]
503 BRS has insufficient CPU cycles to start RAMS

sessi on [ RFC6285]
504 RAMS functionality is not available on BRS [ RFC6285]
505 RAMS functionality is not available for RTP_Rx [ RFC6285]
506 RAMS functionality is not available for

the requested nulticast stream [ RFC6285]
507 BRS has no valid starting point available for

the requested nmulticast stream [ RFC6285]
508 BRS has no reference information available for

the requested nmulticast stream [ RFC6285]

509 BRS has no RTP stream matching the requested SSRC [ RFC6285]
510 RAMS request to acquire the entire session

has been deni ed [ RFC6285]
511 Only the preanble infornmation is sent [ RFC6285]
512 RAMS request has been deni ed due to a policy [ RFC6285]
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Any registration for an unassigned Response code needs to contain the
foll owi ng information:

0 Contact information of the one doing the registration, including
at | east name, address, and enail.

0 A detailed description of what the new Response code describes and
how it shall be interpreted.
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