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1.

I nt roducti on

In (any-source or source-specific) multicast RTP applications,
destination ports (i.e., the ports on which the nulticast receivers
receive the RTP and RTP Control Protocol (RTCP) packets) are defined
declaratively. |In other words, the receivers cannot choose their
receive ports, and the sender(s) use the predefined ports.

In unicast RTP applications, the receiving end needs to choose its
ports for RTP and RTCP since these ports are |local resources and only
the receiving end can determ ne which ports are available to use. In
addi tion, Network Address Port Translation (NAPT, hereafter sinply
call ed NAT) devices are comonly depl oyed in networks; thus, static
port assignments cannot be used. The receiving end may convey its
request to the sending end through different ways, one of which is
the O fer/Answer Model [RFC3264] for the Session Description Protoco
(SDP) [ RFC4566]. However, the O fer/Answer Model requires offer/
answer exchange(s) between the endpoints, and the resulting delay may
not be desirable in delay-sensitive real-tine applications.
Furthernmore, the O fer/Answer Mdel may be burdensonme for the
endpoints that are concurrently running a | arge nunber of unicast
sessions with other endpoints.

In this specification, we consider an RTP application that uses one
or more unicast and nulticast RTP sessions together. Wile the

decl aration and selection of the ports are well defined and work well
for multicast and uni cast RTP applications, respectively, the usage
of the ports introduces conplications when a receiving end nixes

uni cast and nulticast RTP sessions within the sane RTP application

An exanpl e scenario is where the RTP packets are distributed through
source-specific multicast (SSM [RFC4607] and a receiver sends

uni cast RTCP NACK feedback [ RFC4585] to a local repair server (also
functioning as a unicast RTCP feedback target) [RFC5760] asking for a
retransm ssion of the packets it is nmissing, and the local repair
server sends the retransm ssion packets over a unicast RTP session

[ RETRANSM SSI ON- FOR- SSM .

Anot her scenario is where a receiver wants to rapidly acquire a new
primary mnulticast RTP session and receives one or nore RTP burst
packets over a unicast session before joining the SSM sessi on; see

[ RFC6285] regarding Rapid Acquisition of Multicast RTP Sessions
(RAMS). Similar scenarios exist in applications where sone part of
the content is distributed through multicast while the receivers get
additional and/or auxiliary content through one or nore unicast
connections, as illustrated in Figure 1.
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In this docurment, we discuss this problemand introduce a solution
that we refer to as port mapping. This solution allows receivers to
choose their desired UDP ports for RTP and RTCP in every unicast
sessi on when they are running RTP applications using both unicast and
mul ticast services and of fer/answer exchange is not available. The
solution includes a Token-based protecti on mechani sm agai nst deni al -
of -service (DoS) or packet anplification attacks that could be used
to cause one or nore RTP packets to be sent to a victimclient. This
solution is not applicable in cases where TCP is used as the
transport protocol in the unicast sessions. For such scenarios,
refer to [ RFC4145].

| Unicast |................
| Source PR :
| (Server) | :
VoV
| Multicast |------- > Router |---------- > Cdient RTP |
| Source | | [ oo >| Appl i cation
|
| e
| o > dient RTP
Fom - >| Appl i cation

------- > Multicast RTP Fl ow
....... > Uni cast RTP Fl ow

Figure 1: RTP Applications Simnultaneously Using Both Unicast and
Mul ticast Services

In the renai nder of this docunent, we refer to the RTP endpoints that
serve other RTP endpoints over a unicast session as the Servers. The
receiving RTP endpoints are referred to as dients. This term nol ogy
al so reflects the fact that when port mapping is used, the RTP
packets can only flowin one direction (fromthe server to the
client) in the unicast sessions.

2. Requirenents Notation
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and

"OPTIONAL" in this docunent are to be interpreted as described in
[ RFC2119] .
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3.

Token- Based Port Mapping

Token- based port mappi ng consists of the server providing the client
a Token that can be used to establish a unicast session wthout the
possibility of an attacker redirecting traffic to an unsuspecting
third party to create a DoS attack. The Token is essentially an
opaque encapsul ation that is based on the client’s |IP address (as
seen by the server), a tine-to-live value, and a random nonce

provi ded by the client.

Token- based port napping consists of two steps: (i) Token request and
retrieval, and (ii) unicast session establishnent.

When a Token request is received, the server creates a Token for this
particular client and sends it back to the client.

Once a Token is retrieved froma particular server, it can be used
for all the unicast sessions the client will be running with this
particul ar server until the Token expires. By default, Tokens are
server specific. However, the client can use the same Token to
communi cate with different servers if these servers are provided with
the sane secret key and al gorithmused to generate the Token and are
at | east |oosely clock-synchronized.

The Token becones invalid if the client’s | P address (as seen by the
server) changes (note that the client cannot necessarily detect this
inatinely manner) or if the server expires the Token. In these
cases, the client has to request a new Token.

As the second step, when the client wants to establish a unicast
session, the client includes the Token with its RTCP feedback
message. The server validates the Token, making sure that the IP
address information matches. This is effective against DoS attacks,
e.g., an attacker cannot sinply spoof another client’s |IP address and
start a unicast transm ssion towards randomclients. |If the

val i dation passes, the unicast session gets established. O herw se,
the server notifies the client that the validation has failed, and in
this case, the unicast session will not be established.

Upon successful validation and once the unicast session is
established, all the RTP and RTCP rul es specified in [ RFC3550] and
other relevant specifications also apply in this session until it is
terminated. During the lifetime of a unicast session, a client mght
need to send RTCP messages that require authorization. Since such
messages require a valid Token for authorization, the client needs to
i nclude the Token along with such RTCP nessages as explained in
detail in later sections of this docunent.
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Bel ow, we first present a notivating scenario for port mapping and
then describe the normative behavi or and requirenents.

3.1. Mdtivating Scenario

Consi der an SSM distribution network where a distribution source

mul ti casts RTP packets to a | arge number of clients, and one or nore
retransm ssion servers function as feedback targets to collect

uni cast RTCP feedback fromthese clients [ RFC5760]. The

retransm ssion servers also join the nulticast session to receive the
mul ti cast packets and cache themfor a certain tine period. Wen a
client detects mssing packets in the nulticast session, it requests
a retransm ssion fromone of the retransni ssion servers by using an
RTCP NACK nessage [ RFC4585]. The retransm ssion server pulls the
request ed packet(s) out of the cache and retransmits themto the
requesting client [ RETRANSM SSI ON- FOR- SSM .

The RTP and RTCP flows pertaining to the scenario described above are
illustrated in Figure 2. Between the client and server, we assune
there exists at | east one NAT device [RFC4787]. (If there are no NAT
devi ces between the server and client, the nethod still works in the
sanme fashion.) The multicast and unicast sessions are clearly
identified with their individual RTP and RTCP fl ows and port nunbers.
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Figure 2: Exanple Scenario Showi ng an SSM Di stribution with Support
for Retransmissions froma Server

In Figure 2, we have the follow ng nulticast and uni cast ports:

o0 Ports Pl and P2 denote the destination RTP and RTCP ports in the

mul ti cast session, respectively.

ports to receive the multicast RTP and RTCP packets.

P2 are defined declaratively.
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W

Port P3 denotes the RTCP port on the feedback target running on
the retransni ssion server to collect any RTCP packet sent by the
clients, including feedback messages and RTCP receiver and
extended reports. This is also the port that the retransm ssion
server uses to send the RTP packets and RTCP sender reports in the
uni cast session. Port P3 is defined declaratively.

Port P4 denotes the RTCP port on the retransm ssion server used to
coll ect the RTCP receiver and extended reports for the unicast
session. Port P4 is defined declaratively.

Ports *c0, *cl, and *c2 are chosen by the client. (Note: "*"

i ndi cates that the port can be chosen randomy; once chosen, the
"*" js no longer used.) *cO denotes the port on the client used to
send the RTCP reports for the nulticast session. *cl denotes the
port on the client used to send the unicast RTCP feedback nessages
in the nulticast session and to receive the RTP packets and RTCP
sender reports in the unicast session. *c2 denotes the port on the
client used to send the RTCP recei ver and extended reports in the
uni cast session. Ports c0O, cl1, and c2 could be the sane port or
different ports. There are two advantages of using the same port
for both cO and cl:

1. Some NATs only keep bindings active when a packet goes from
the inside to the outside of the NAT (see REQ 6 of Section 4.3
of [RFC4787]). \When the gap between the packets sent fromthe
client to the server is long, this can exceed the timeout
limt. |If cO=cl, the occasional (periodic) RTCP receiver
reports sent fromport cO (for the nmulticast session's RTCP
port P3) will ensure the NAT does not tinme out the public port
associ ated with the inconing unicast traffic to port cl.

2. Having cO=cl conserves NAT port bindings.

Ports PT and *cT denote the ports through which the Token request
and retrieval occur at the server and client sides, respectively.
Port PT is declared on a per-unicast-session basis, although the
same port could be used for two or nore unicast sessions sourced
by the server. A Token once requested and retrieved by a client
fromport PT remains valid until its expiration tine.

assune that the information declaratively defined is avail able as

part of the session description information and is provided to the

cli

ents. The Session Description Protocol (SDP) [RFCA566] and ot her

session description nmethods can be used for this purpose.

Begen,
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3.2. Normative Behavior and Requiremnments

In this section, we describe the normative behavi or and requirenents.
To sinplify the presentation, we refer to the port nunbers descri bed
in the exanple presented in Figure 2. However, the behavior and
requi renents described here are not specific to that particul ar
exanpl e and can be applied to any scenari o where anal ogous ports can
be identified.

First of all, a client conpliant with this specification MIJST be able
to include a Token with any type of RTCP nessage (as described bel ow)
when it is needed.

Second, the solution provided in this specification is not applicable
in cases where there is RTP traffic flowing fromthe client to the
server in the unicast session. |n other words, the direction of RTP
traffic MUST be only fromthe server to the client in the unicast
session. |If the client wants to send RTP traffic back to the server,
the regul ar session establishnent nethods such as [ RFC3264] need to
be used.

The foll owing steps sunmarize the Token-based sol ution

1. The client ascertains server address and port nunbers (P3, P4 and
PT) fromthe session description. Port P4 MJST be different from
port P3. Port PT MAY be equal to port P3

2. The client selects its local port nunbers (*cO, *cl, *c2 and
*¢T). It is strongly RECOWENDED that the client uses the sane
port for cO and cl1. Port cT MAY be equal to ports cO and cl

3. If the client does not have a Token (or the existing Token has
expired):

A. The client first sends a Port Mappi ng Request nessage
(Section 4.1) to port PT. This nessage is sent fromport cT
on the client side. The server learns the client’s IP
address fromthe received nmessage. The client can send this
message anytime it wants (e.g., during initialization) and
does not nornmally ever need to resend this nessage (see
Section 6).

B. The server generates an opaque encapsul ation (i.e., the

Token) based on certain information, including the client’s
| P addr ess.
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C. The server sends the Token back to the client using a Port
Mappi ng Response nmessage (Section 4.2). This nmessage MIST be
sent fromport PT towards port cT.

4. The client needs to provide the Token to the server using a Token
Verification Request nessage (Section 4.3) whenever the client
sends an RTCP feedback message for triggering or controlling a
uni cast session (see Section 4.3.1). |If the Token is invalid or
m ssing, the server sends a Token Verification Failure nmessage
(Section 4.4) to the client.

Note that the unicast session is only established after the
server has received a feedback nmessage (along with a valid Token)
fromthe client for which it needs to react by sending unicast
data. Until a unicast session is established, neither the server
nor the client needs to send RTCP reports for the unicast

sessi on.

5. Nornmal flows ensue as shown in Figure 2. It is strongly
RECOMVENDED t hat the client uses the sane port for both cO and
cl, as this causes the periodic RTCP reports to keep the NAT
mappi ng alive. However, if the client uses different ports for
c0 and cl1, the client MJUST keep its own NAT mapping alive for the
P3->cl session (see [ RFC6263] for additional information).

In the unicast session, traffic fromthe server to the client
(i.e., both the RTP and RTCP packets sent from port P3 towards
port cl) MJUST be nultiplexed on the sane port [ RFC5761].

The client sends the RTCP receiver and extended reports in the
uni cast session fromport c2 towards port P4. The server
correlates these reports with the reports received in the
mul ti cast session based on the client’s RTCP Canoni cal Nane
(CNAME). Thus, the client MJUST use the sanme RTCP CNAME in both
sessions, and its RTCP CNAME MUST be uni que [ RFC6222].

A uni cast session on a particular receive port cl can last as long as
the associated multicast session lasts. However, a client cannot
keep using the sane receive port cl for different subsequent unicast
sessions since there could be packet | eakage when switching from one
uni cast session to another unl ess each received unicast stream has
its own distinct Synchronization Source (SSRC) identifier to allow
the client to filter out the undesired packets. Unless this is
guaranteed (which is not often easy), a client SHOULD use separate
receive ports for subsequent unicast sessions. After a sufficient
time (two minutes is RECOWENDED, similar to one TCP Maxi mum Segnent
Lifetime specified in [RFC0793]), a previously used receive port can
be used agai n.
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The established uni cast session can be explicitly term nated by the
procedures specified by an application or extension using the port
mappi ng approach described in this document. In addition, the

uni cast session can also be term nated by the procedure defined

bel ow, which is based on timing all participants out follow ng the
timeout rules of [RFC3550]. Both the server and client periodically
check the liveness of the other peer, and if there is no RTCP traffic
fromthe other peer for a certain amount of time (Section 6.3.5 of

[ RFC3550] suggests five RTCP reporting intervals), the unicast
sessi on SHOULD be considered termnmi nated, and no further RTP and/or
RTCP packets SHOULD be sent in that session. The client can attenpt
to establish a new unicast session if needed. |If no explicit
procedure for session termnination exists, the client MAY stop sending
RTCP to the server to acconplish session term nation. However, the
server SHALL NOT stop sending RTCP until the unicast session is
termnated. |f Token-based authentication is also signaled to be

all owed in the unicast session, i.e., in the RTCP nessages sent from
port c2 towards port P4, the client SHOULD term nate the unicast
session by sending an RTCP BYE nessage for each SSRC it has used in
that uni cast session.

4. Message Formats

This section defines the formats of the RTCP nessages that are
exchanged between a server and a client for the purpose of port

mappi ng. A new RTCP control packet type is introduced, and four port
mappi ng messages using this control packet are defined:

1. Port Mappi ng Request

2. Port Mappi ng Response

3. Token Verification Request
4. Token Verification Failure

Each nessage has a fixed-length field for version (V), padding (P)
sub- nessage type (SMI), packet type (PT), length, and SSRC of packet
sender. Messages have other fields as defined below. In al

messages defined in this section, the PT field is set to TOKEN (210).
I ndi vi dual messages are identified by the SMIr field. The length
field indicates the nessage size in 32-bit words mnus one, including
the header and any padding. This definitionis inline with the
definition of the Length field used in RTCP sender and receiver
reports. 1In all nessages, any Reserved field SHALL be set to zero
and i gnor ed.
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Fol l owi ng the rules specified in [RFC3550], all integer fields in the
messages defined below are carried in network-byte order, that is,
nmost significant byte (octet) first, also known as bi g-endi an

Unl ess ot herwi se stated, nuneric constants are in deciml (base 10).

Note that RTCP is not a tinmely or reliable protocol. The RTCP
packets might get |ost or reordered in the network, and it is not
easy to detect these events. Wen sending a new Port Mappi ng Request
message, the scheduling rules that apply to sending initial RTCP
messages [ RFC4585] apply. Wien a client sends a Port Mappi ng Request
or Token Verification Request nessage but it does not receive a
response back fromthe server (either a Port Mappi ng Response or
Token Verification Failure nessage), it MAY resend its request by
following the tiner rules defined for RTCP feedback nessages in
Section 3.5 of [RFC4585] as a good practice. However,

i mpl ementations are advised to avoi d sendi ng spurious RTCP nessages
just because the timer rules (based on sonme RTCP configuration
paraneters) allow. Reasonably safe practices are to be used to
detect RTCP nessage | oss. Wien sending an RTCP (feedback) nessage
bundl ed with a Token Verification Request message, the tiner rules of
[ RFC4585] apply as usual

4.1. Port Mappi ng Request

The Port Mappi ng Request nmessage is identified by SMI=1. This
message is transmitted by the client to a dedicated server port (and
possi bly a dedi cated address) to request a Token. In the Port
Mappi ng Request nessage, the packet sender’s SSRC is set to the
client’s SSRC, which is chosen randomy by the client. The packet
format has the structure depicted in Figure 3.

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| V=2| P| SMI=1 | PT=TOKEN | Lengt h=3 |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| SSRC of Packet Sender |
i T s i o S i i S R I S I S S S M
| Random |
| Nonce |
R e s T o T S R El ok i R e e S S e o o s

Figure 3: Packet Format for the Port Mappi ng Request Message
o Random Nonce (64 bits): Field that contains a random val ue
generated by the client follow ng the procedures of [RFC4086].

This nonce is taken into account by the server when generating a
Token for the client to enable better security for clients that
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4. 2.

Th

share the sane | P address (such clients need to produce a random
val ue extrenely unlikely to collide with other clients sharing the
same | P address). |If the same Port Mappi ng Request nessage is
transmitted nmultiple times for redundancy reasons, the random
nonce value MJUST rermain the sane in these duplicated nessages.
However, the client MJUST generate a new random nonce for every new
Port Mappi ng Request nessage.

Port Mappi ng Response

e Port Mappi ng Response nessage is identified by SMI=2. This

message is sent by the server and delivers the Token to the client as

a

response to the Port Mapping Request nmessage. |n the Port Mapping

Response nmessage, the packet sender’s SSRCis set to the server’s
SSRC. The packet format has the structure depicted in Figure 4.

Begen,

0 1 2 3

01234567890123456789012345678901
R et e s i o e s i i
| V=2| P| SMI=2 | PT=TOKEN | Lengt h |
B i s T T i i o S o T Ji I
| SSRC of Packet Sender |
i i i T i I S i e s o o i i
| SSRC of Requesting dient |
R et e s i o e s i i
| Associ at ed |
| Nonce |
R o o e e i i e S S S s T S S S S e e ik i e R

Token El enment
o e e e e e e e e e e e e e e e e e e e e e e e e e e e A e e et
| Absol ut e |
| Expiration Tine |
B i s T T i i o S o T Ji I
| Rel ati ve Expiration Tinme |
R T e i e i i S L S s il o T SR R R S
Packet Types El enent
R i T i e i i S e S S e S

Figure 4: Packet Format for the Port Mappi ng Response Message

SSRC of Requesting Cient (32 bits): Field that contains the SSRC
of the client who sent the request.

Associ ated Nonce (64 bits): Field that contains the nonce received

in the Port Mappi ng Request nessage and used in Token
construction.
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Token El enent (variable size): Elenment that is used to carry the
Token generated by the server. This elenent is a 32-bit aligned
Lengt h-Val ue el enent. The Length field, which is 16 bits,
indicates the length (in octets) of the Value field that foll ows
the Length field. Wiile a 16-bit length allow for Tokens with a
size of up to 65535 bytes, using Tokens of sizes that nake the
RTCP conpound packet larger than the MIU mi ght have a negative

i mpact on functionality because of IP fragmentation. Some NATs or
ot her m ddl eboxes do not pass IP fragnents; thus, a |arge Token
can cause the whole nmechanismto fail. |In addition, fragnmentation
increases the risk for packet |oss.

The I ength does not include any padding that is required for
alignment. The Value field carries the Token (or nore accurately,
the out put of the encoding process on the server). [If the Token
el ement does not fall on a 32-bit boundary, the |ast word MJST be
padded to the boundary using further bits set to zero.

Absol ute Expiration Time (64 bits): Field that contains the
absolute expiration tine of the Token. The absolute expiration
time is expressed as a Network Tinme Protocol (NTP) tinmestanp val ue
in seconds since the year 1900 [ RFC5905]. The client does not
need to use this elenent directly and thus does not need to
synchroni ze its clock with the server. However, the client needs
to send this elenent back to the server along with the associ ated
nonce in the Token Verification Request nmessage and thus needs to
keep it associated with the Token

Rel ative Expiration Tinme (32 bits): Field that contains the
relative expiration time of the Token. The relative expiration
time is expressed in seconds fromthe tine the Token was
generated. Wenever a server decides to not grant a Token to a
requesting client, the relative expiration tinme will be set to
zero (and hence, the acconpanying Token will be invalid).

The server conveys the relative expiration tine in the clear to
the client to allowthe client to request a new Token well before
the expiration tinmne.

Packet Types El ement (variable size): Elenent that is used to

si gnal which RTCP packet types require Token-based authentication
This elenment is a 32-bit aligned Length-Value elenment. The Length
field, which is 8 bits, indicates the length (in octets) of the
Value field that follows the Length field. This |ength does not

i nclude any padding that is required for alignnent. The Val ue
field carries zero or nore 8-bit sub-fields, each carrying an RTCP
packet type. |f the Packet Types el enent does not fall on a
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32-bit boundary, the last word MJST be padded to the boundary
using further bits set to zero. An exanple Packet Types el enent
is shown in Figure 5.

A server MAY change its policy on which RTCP packet types woul d
requi re Token-based authentication based on observati ons,
configuration, or other policies. However, upon such a change,
the server SHALL NOT send a new Port Mappi hg Response nessage to
the clients who requested a Token earlier. A client |earns about
this change when and if it gets a Token Verification Failure
message

0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Length=4 | 205 | 206 | 203 |
i i i T i I S i e s o o i i
| 204 | Paddi ng |

R et e s i o e s i i
Figure 5: Exanpl e Packet Types El enent
4.3. Token Verification Request

The Token Verification Request nessage is identified by SMI=3. This
message contai ns the Token and acconpani es any RTCP nessage t hat
woul d trigger a new unicast session or control an existing unicast
session. For a list of such nessages, see Section 4.3.1

In the Token Verification Request nessage, the packet sender’s SSRC
is set to the client’s SSRC. The client MUST NOT send a Token
Verification Request nessage with a Token that has expired. The
packet format has the structure depicted in Figure 6
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4. 3.

Beg

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| V=2| P] SMI=3 | PT=TOKEN | Lengt h |
I I S i S S i S S il S N DU SRS
| SSRC of Packet Sender |
I e I S i S i i S
| Associ at ed |
| Nonce |
B T S i T s i i e e SEI S
: Token El enent :
i I s I i i S SR S S S
| Associ at ed Absol ute |
| Expiration Tinme |
B i s T T i i o S o T Ji I

Figure 6: Packet Format for the Token Verification Request Message

0 Associated Nonce (64 bits): Field that contains the nonce
associated with the Token bel ow.

0 Token El ement (variable size): Token el enent that was previously
received in the Port Mappi ng Response nessage.

0 Associated Absolute Expiration Time (64 bits): Field that contains
the absolute expiration time associated with the Token above.

1. Were to Include Token

Thi s section provides guidelines about which RTCP packet types would
need to be acconpani ed by a Token Verification Request nessage.
However, since a server mght determine in real time that other RTCP
messages al so need to be authenticated by a Token, a client MJST act
according to the up-to-date list provided to the client in the Port
Mappi ng Response nessage (in the Packet Types elenent). dients need
to support the use of Token-based authentication with any necessary
RTCP nessage (see Section 3.2).

As a general rule, when the Token capability is declared in the
session description, the RTCP nessages that trigger transm ssion of
RTP packets in a port mapped uni cast session are REQU RED to be

aut henticated by using a Token. Such nessages include but are not
limted to:

0 NACK nessages [ RFC4585]

0 RAMS Request (RAMS-R) nessages [ RFC6285]
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Addi tionally, sone RTCP nessages might directly or indirectly control
an existing unicast session associated with a nulticast session.

Unl ess anot her authentication nmethod as described in their respective
specifications is used, inplenentations MJUST support authenticating
such RTCP nessages by using a Token.

Exanpl es are:

0 BYE messages [ RFC3550]

0 RAMS Term nation (RAMS-T) nessages [ RFC6285]
0 Codec Control Messages (CCMs) [ RFC5104]

Note that even if a packet type is listed to require Token-based

aut hentication, it does not need to be authenticated when it does not
control the unicast session. For exanple, if BYE (203) is listed in
the Port Mappi ng Response nessage as one of the packet types that
requires authentication, the client does not need to bundle the RTCP
BYE nmessage with a Token when it is sending it for the multicast
sessi on.

The Token Verification Request nessage might also be bundled with
packets carrying RTCP receiver and/or extended reports. Wile such
packets do not have a strong security inpact, a specific application
m ght desire to have a nore controlled reporting scheme fromthe
clients. In this case, the server lists the packet types for the
recei ver (201) and/or extended reports (207) in the Port Mapping
Response nessage.

4.4. Token Verification Failure

The Token Verification Failure nmessage is identified by SMi=4. This
message is sent by the server and notifies the client that the Token
was invalid or that the client did not include a Token Verification
Request nessage in the RTCP packet although it was supposed to (the
message is sent fromport P3 towards port cl). The packet fornmat has
the structure depicted in Figure 7
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| V=2| P| SMI=4 | PT=TOKEN | Lengt h=5 |
e L o i T e ik o i R S S
| SSRC of Packet Sender |
i e e R e o o e i ol S N B S
| SSRC of Requesting dient |
B i s T T i i o S o T Ji I
| Failed PT | FMT | Reserved |
e L i i T e i s it it NI S SR S
| Associ at ed |
| Nonce |
i T s i o S i i S R I S I S S S M

Figure 7: Packet Format for the Token Verification Failure Message

0 SSRC of Packet Sender: This is the server’s SSRC, which equals the
SSRC of the respective nulticast stream Note that this SSRC
value is froma different SSRC space than the one used in the
uni cast session.

0 SSRC of Requesting Cient (32 bits): Field that contains the SSRC
of the client.

o Failed PT (8 bits): Field that indicates the type of the RTCP
packet that caused this failure nmessage.

o FMI (5 bits): Field that indicates the feedback nessage type (FMI)
val ue of the RTCP packet that caused this failure. Together with
the field above, the client can infer which RTCP nessage it had
previously sent caused this failure nmessage to be sent by the
server. For exanple, if the client did not include a valid Token
with an RTCP NACK nessage, the Failed PT field will indicate 205
(RTPFB) and the FMTI field will indicate 1 (Generic NACK). |If the
RTCP message did not have an associ ated FMI value (such as an RTCP
BYE nessage), the FMI field SHALL be set to zero.

0 Associated Nonce (64 bits): Field that contains the nonce received
in the Token Verification Request nessage. |If there was no Token
Verification Request nessage included by the client, this field is
set to zero.

5. Procedures for Token Construction
The Token encoding is known to the server but opaque to the client.

| mpl enent ati ons MJUST encode the following infornation into the Token
as a mininum in order to provide adequate security:
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o Cdient’s IP address as seen by the server (32/128 bits for |Pv4/
| Pv6 addresses)

0 The nonce generated and inserted in the Port Mappi ng Request
message by the client (64 bits)

0 The absolute expiration time chosen by the server indicated as an
NTP timestanp val ue in seconds since the year 1900 [ RFC5905] (64
bits, to protect against replay attacks)

The RECOMMENDED way for constructing Tokens is to perform HVAC SHAL
[ RFC2104] on the concatenated values of the information |isted above
(i npl erentati ons m ght adopt different approaches). |f HVAC SHAl is
used, the Hashed Message Aut hentication Code (HVMAC) key MUST be at

| east 160 bits | ong and generated using a cryptographically secure
random sour ce [ RFC4086] .

In addition to the information |isted above, inplenentations are
encouraged to encode whatever additional information is deenmed
necessary or useful. For example, key rollover is sinplified by
encoding a key-id into the Token. As another exanple, a cluster of
anycast servers could find advantage by encoding a server identifier
into the Token. As another exanple, while HVAC- SHAL provides a | eve
of security that is widely regarded as being nore than sufficient for
provi di ng nessage authentication and it is secure against all known
cryptanal ytic attacks that use computational resources that are
currently economcally feasible, a replacenment HVAC al gorithm (e.qg.,
HVAC- SHA256) coul d be used instead if HVMAC SHA1 has been conproni sed.

To protect fromoffline attacks, the server SHOULD occasionally
choose a new HVAC key. To ease inplenentation, a key-id can be
assigned to each HVAC key. This can be encoded as sinply as one bit
(where the new key is X (e.g., 1) and the old key is the inverted
value of X (e.g., 0)), or if several keys are supported at once, the
key-id could be encoded into several bits. As the encoding of the
Token is entirely private to the server and opaque to the clients,
any encodi ng can be used. By encoding the key-id into the Token

el ement, the server can reject an old key without bothering to do
HVAC val i dation (saving CPU cycles). The key-id can be encoded into
the Value field of the Token el enent by sinply concatenating the
(plaintext) key-id with the hashed information (i.e., the Token
itself).

For exanple, the Value field in the Token el ement can be conputed as:

key-id || mac-alg (client-ip | nonce | abs-expiration)
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During Token construction, the expiration tine has to be chosen
carefully based on the intended service duration. Tokens that are
valid for an unnecessarily long period of tine (e.g., several hours)
m ght inpose security risks. Depending on the application and use
cases, a reasonable value needs to be chosen by the server. Note
that using shorter lifetinmes requires the clients to acquire Tokens
more frequently. However, since a client can acquire a new Token
well before it will need to use it, the client will not necessarily
be penalized for the acquisition del ay.

Finally, be aware that NTP tinestanps will wap around in the year
2036. Refer to Section 6 of [RFC5905] for further details.

6. Validating Tokens

The server MUST validate the Token upon recei pt of an RTCP feedback
message along with the Token Verification Request nessage that
contai ns a Token, nonce, and absolute expiration tine.

The server first applies its own procedure for constructing the
Tokens by using the client’s I P address fromthe recei ved Token
Verification Request nessage and the nonce and absol ute expiration
time values reported in the received Token Verification Request
message. The server then conpares the resulting output with the
Token sent by the client in the Token Verification Request message.
If they match and the absolute expiration tine has not passed yet,
the server declares that the Token is valid.

Note that if the client’s |IP address changes, the Token will not
validate. Simlarly, if the client inserts an incorrect nonce or
absolute expiration tine value in the Token Verification Request
message, validation will fail. It is also possible that the server
wants to expire the Token prematurely. 1In these cases, the server
MUST reply back to the client with a Token Verification Failure
message (that goes fromport P3 on the server towards port cl on the
client).

In addition to the Token Verification Failure nmessage, it is
RECOMVENDED t hat applications define an application-specific error
response to be sent by the server when the server detects that the
Token is invalid. For applications using [RFC6285], this docunent
defines a new 4xx-1evel response code in the RAMS Response Code Space
Registry. A client that receives a Token Verification Failure
message can request a new Token fromthe server.

If a client receives a Port Mappi ng Response nessage with an invalid

Token (i.e., the relative expiration tine is set to zero) two or nore
times for a particular Port Mapping Request nmessage or the client
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7

7

.1

1.

receives a Token Verification Failure nessage two or nore times for
the sane Token Verification Request nmessage, the client SHOULD do the
fol | owi ng:

1. Check whether or not the session description has been updated.
If it was updated, act according to the new session description

2. Exponentially back off for the third and subsequent attenpts.
Exponenti al back-of f does not apply when the client sends a Port
Mappi ng Request or Token Verification Request nessage to a new
address and/or port.

SDP Si gnal i ng
The ' portmapping-req Attribute

This attribute is used declaratively in any nedia bl ock that

descri bes an RTP session that uses Token-based authentication for one
or nmore RTCP nessages relating to that session. It indicates the
port and optionally the address for obtaining a Token

The presence of the 'portmapping-req attribute indicates that (i) a
Token MUST be included in certain RTCP nessages sent to the server
triggering or controlling a unicast session (see Section 4.3.1) and
(ii) the client MJST receive the unicast session’s RTP and RTCP
packets fromthe server on the port fromwhich it sent the RTCP
message triggering the unicast session

Note: This does not inply that Token Verification Request nessages
al ways need to be sent in the unicast session. Token Verification
Request nessages acconpany RTCP nessages that trigger or contro
this unicast session and are sent either in the nulticast session
or the unicast session, depending on the RTCP nessage (see

Section 4.3.1).

1. ABNF Definition of 'portnmapping-req

The formal description of the 'portmapping-req attribute is defined
by the foll owi ng ABNF [ RFC5234] synt ax:

portmappi ng-reqg-attr = "a=portnmappi ng-req:" port [SP nettype SP
addrtype SP connecti on-address] CRLF

Here, ’'port’, 'nettype', 'addrtype’, and 'connection-address’ are
defined as specified in Section 9 of [RFC4566].

The 'portnapping-req attribute SHALL only be used as a nedia-| eve
attribute.
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In the optional address value, only unicast addresses SHOULD be used
unl ess one wants to use a multicast address after evaluating the
additional security risks such as non-legit servers generating fake
Tokens. |If the address is not specified, the (source) address in the
"c" line applicable to the nedia description SHALL be used.

7.1.2. O fer/Answer ©Mdel Considerations

When using the 'portmapping-req attribute in SDP offer/answer
exchanges [ RFC3264], the foll owi ng considerations apply. Wen an
of ferer sends an answerer an offer of an SDP description maki ng use
of the Token approach described in this specification, the
"portmapping-req’ attribute is included declaratively. There wll
not be offer/answer exchanges between the answerer and the actua
server providing the unicast service(s).

When the answerer supports the Token approach, it MJST echo in its
answer back to the offerer the 'portmapping-req attribute fromthe
of fer including the sane port nunber and address (if any). |If the
answerer does not inplement this specification, it follow normal SDP
parsi ng of unknown attributes (they are ignored and are not sent in
the answer). This neans that the answerer can still join the

mul ticast session but will not be able to use the unicast service(s)
that require the use of Tokens.

7.2. Requirements

The use of SDP for the port mapping solution normatively requires
support for:

0 The SDP grouping framework and flow identification (FID) semantics
[ RFC5888]

0 The RTP/ Audi o-Visual Profile with Feedback (AVPF) profile
[ RFCA585]

0 The 'rtcp-nmux’ attribute (to nmultiplex RTP and RTCP on a single
port on both endpoints in the unicast session [ RFC5761])
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7.3. Exanple and Di scussion

The decl arative SDP describing the scenario given in Figure 2 is
witten as:

v=0

o=ali 1122334455 1122334466 | N | P4 nack. exanpl e. com
s=Local Retransm ssions

t=0 0

a=group:FID 1 2

a=rtcp-unicast:rs

mevi deo 41000 RTP/ AVPF 98

i=Multicast Stream

c=I N | P4 233. 252. 0. 2/ 255

a=source-filter:incl IN P4 233.252.0.2 198.51.100.1 ; Note 1
a=rt prmap: 98 MP2T/ 90000

a=nul ticast-rtcp: 41500 ; Note 1
a=rtcp: 42000 INI1P4 192.0.2.1 ;. Note 2
a=rtcp-fb: 98 nack ; Note 2
a=port mappi ng-req: 30000 IN I P4 192.0.2.1 ; Note 3
a=md: 1

mevi deo 42000 RTP/ AVPF 99 ; Note 4
i =Uni cast Retransni ssion Stream

c=INIP4 192.0.2.1

a=sendonly

a=rtpmap: 99 rtx/ 90000

a=rt cp- mux ; Note 5
a=rtcp: 42500 ; Note 6
a=fmp: 99 apt=98; rtx-ti ne=5000

a=port mappi ng-req: 30001 ; Note 3
a=m d: 2

Figure 8: SDP Describing an SSM Di stribution with Support for
Ret ransm ssions froma Local Server

In this description, we highlight the foll owi ng notes:

Note 1: The source streamis nulticast froma distribution source
with a source | P address of 198.51.100.1 to the nmulticast destination
address of 233.252.0.2 and port 41000 (Pl1). The associ ated RTCP
packets are nulticast in the same group to port 41500 (P2).

Note 2: A retransm ssion server including feedback target
functionality with an I P address of 192.0.2.1 and port of 42000 (P3)
is specified with the "rtcp’ attribute. The feedback functionality
is enabled for the RTP streamwi th payl oad type 98 through the
"rtcp-fb' attribute [ RFC4585].
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Note 3: The "a=portmapping-req" line indicates that one or nore RTCP
messages relating to the RTP session described in this nmedia bl ock
uses Token-based authentication, and a Token needs to be retrieved
first fromthe designated port (PT) before the unicast session can be
established. In the first appearance, an explicit address is
provided. |In the second appearance, there is no address indicated in
this line and the client needs to send the Token request to the
address specified in the "c" line in the unicast medi a bl ock.

Note 4: The port specified in the second "ni' line (for the unicast
stream does not nean anything in this scenario as the client does
not send any RTP traffic back to the server

Note 5: The server multiplexes RTP and RTCP packets sent towards cl
on the sane port.

Note 6: The server uses port 42500 (P4) for the unicast session
Addr ess Pool i ng NATs

Large-scal e NAT devi ces have a pool of public |IPv4 addresses and nap
internal hosts to one of those public IPv4 addresses. As long as an
internal host maintains an active mapping in the NAT, the same | Pv4
address is assigned to new connections. However, once all of the
host’ s mappi ngs have been deleted (e.g., because of timeout), it is
possi bl e that a new connection fromthat same host will be assigned a
different 1 Pv4 address fromthe pool. Wen that occurs, the Token
will be considered invalid by the server, causing an additional round
trip for the client to acquire a fresh Token

Any traffic fromthe host that traverses the NAT will prevent this
problem As the host is sending RTCP receiver reports at |east every
5 seconds (Section 6.2 of [RFC3550]) for the nulticast session it is
recei ving, those RTCP nessages will be sufficient to prevent this
probl em

Security Considerations
1. Tokens

The Token, which is generated based on a client’s |P address and
expiration date, provides protection against off-path denial-of-
service (DoS) attacks. An attacker using a certain |IP address cannot
cause one or nore RTP packets to be sent to a victimclient who has a
different I P address. However, if the attacker acquires a valid
Token for a victimand can spoof the victims source address, this

Begen, et al. St andards Track [ Page 24]



RFC 6284 Port Mappi ng June 2011

approach beconmes vul nerable to replay attacks. This is especially
easy if the attacker and victimare behind a | arge-scal e NAT and
share the sane | P address.

Mul ticast is deployed on managed networks, not the Internet. These
managed networks wi |l choose whether or not to enable network ingress
filtering [RFC2827]. If ingress filtering is enabled on a network,
an attacker cannot spoof a victinmis IP address to use a Token to
initiate an attack against a victim However, if ingress filtering
is not enabled on a network, an attacker could obtain a Token and
spoof the victims address, causing traffic to flood the victim On
such a network, the server can reduce the tinme period for such an

attack by expiring a Token in a short period of tine. In the extrene
case, the server can expire the Token in such a short period of tine
that the client will have to acquire a new Token inmedi ately before

using it in a Token Verification Request nessage. One shoul d,
however, note that such a behavior might have an adverse effect on
the delay in establishing or controlling a unicast session

RTCP nessages coul d be subject to on-path or man-in-the-mddle
attacks. For exanple, an attacker can nodify a value in one or nore
fields in the Port Mappi ng Response or the Token Verification Request
nmessage that are used in Token construction. This will result in
Token validation failure. Consequently, the client ends up asking
the server to generate a new Token. The resulting delay and extra
processing on the server is undesirable.

Al ternatively, the attacker can nodify a value in a field that is not
used in Token construction. For exanple, the attacker can reduce the
value in the Relative Expiration Time field in the Port Mpping
Response nmessage fromtwo hours to two nminutes. Wile the Token will
still validate, this attack will result in nore frequent requests to
the server for a new Token. (Oppositely, the attacker can increase
the value in the Relative Expiration Tinme field and make the client
think the Token will be valid for a longer tine. This attack can be
only detected by nmonitoring the activity on the server. Note that
using the relative expiration time in Token constructi on does not
necessarily nmake this attack easier to detect since the attacker

m ght revert the nodified value back to its original value in the
Token Verification Request nessage. This allows the Token to stil
validate on the server. |In this case, the attack is still only
detectable by nonitoring the server activity.

If there is a risk or concern for on-path or man-in-the-mddle

attacks, RTCP nessages SHOULD be protected by Secure RTCP ( SRTCP)
[ RFC3711] .
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10.

To minimze the risk of cross-protocol attacks, a server MJST NOT use
the sane secret key it used for Token construction for other
pur poses.

2. The 'portmapping-req Attribute

The 'portnmapping-req attribute is not believed to introduce any
significant security risk to multimedia applications. A mal evol ent
third party could use this attribute to redirect the Port Mapping
Request nessages by altering the port nunber or cause the unicast
session establishnent to fail by renobving it fromthe SDP
description. However, this requires intercepting and rewiting the
packets carrying the SDP description, and if an interceptor can do
that, many nore attacks are possible, including a whol esal e change of
the addresses and port numbers at which the nmedia will be sent.

In order to avoid attacks of this sort, the SDP description needs to
be integrity protected and provided with source authentication. This
can, for exanple, be achieved on an end-to-end basis using Secure/

Mul ti purpose Internet Mail Extensions (S/M M) [ RFC5652] [ RFC5751]
when SDP is used in a signaling packet using M ME types (application/
sdp). Alternatively, HITPS [ RFC2818] or the authentication nmethod in
t he Sessi on Announcenent Protocol (SAP) [ RFC2974] coul d be used as
wel | .

| ANA Consi der ati ons

The followi ng contact information is used for all registrations in
thi s docunent:

Al'i Begen
abegen@i sco. com

1. Registration of SDP Attributes
Thi s docunent registers one new attribute name in SDP

SDP Attribute ("att-field"):

Attribute name: port mappi ng-r eq
Long form Port and address for requesting Token
Type of nane: att-field

Type of attribute: Media |leve
Subj ect to charset: No

Pur pose: See this docunent
Ref er ence: [ RFC6284]
Val ues: See this document
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10.

10.

2. Registration of RTCP Control Packet Types

In accordance with Section 15 of [RFC3550], this specification adds
the following value to the RTCP Control Packet types sub-registry in
the Real -Tine Transport Protocol (RTP) Parameters registry:

Val ue Abbr ev. Nane Ref er ence

210 TOKEN Port Mappi ng [ RFC6284]
3. SMI Values for TOKEN Packet Type Registry

Thi s docunent creates a new sub-registry for the sub-nessage type
(SMr) values to be used with the TOKEN packet type. The registry is
called the SMIr Val ues for TOKEN Packet Type Registry. This registry
is managed by the I ANA according to the | ETF Revi ew policy of

[ RFC5226] .

The length of the SMI field is five bits, allowi ng 32 values. The
registry is initialized with the follow ng entries:

Val ue Nane Ref er ence
0 Reserved [ RFC6284]
1 Port Mappi ng Request [ RFC6284]
2 Port Mappi hg Response [ RFC6284]
3 Token Verificati on Request [ RFC6284]
4 Token Verification Failure [ RFC6284]
5-30 Unassi gned | ETF Revi ew
31 Reserved [ RFC6284]

The SMI values 0 and 31 are reserved for future use.
4. RAMS Response Code Space Registry

Thi s docunent adds the following entry to the RAMS Response Code
Space Regi stry.

Code Description Ref er ence

405 I nvalid Token [ RFC6284]

Thi s response code is used when the Token included by the RTP_Rx in
the RAMS-R nessage is invalid.
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