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Abst ract

One aspect of network nmobility support is the assignment of a prefix
or prefixes to a nobile router for use on the links in the nobile
networ k. This docunment specifies how DHCPv6 prefix del egati on can be
used for this configuration task. The nobile router plays the role
of requesting router, while the hone agent assunes the role of

del egating router. Wen the nobile router is outside its hone
network, the nmobile router also assunes the role of DHCPv6 rel ay
agent, co-located with the requesting router function.

Status of This Meno

This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc6276

Copyri ght Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
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include Sinplified BSD License text as described in Section 4.e of
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1. Introduction

One aspect of network nobility support is the assignment of a prefix
or prefixes to a nobile router for use on the Iinks in Network
Mobility (NEMO). DHCPv6 prefix del egati on (DHCPv6PD) [ RFC3633] can
be used for this configuration task

The nodel of operation of DHCPv6PD for prefix delegation is as
follows [ RFC3633]. A delegating router is provided |Pv6e prefixes to
be del egated to requesting routers. A requesting router requests
prefix(es) fromthe delegating router. The del egating router chooses
prefix(es) for delegation, and responds with prefix(es) to the
requesting router. The requesting router is then responsible for the
del egated prefix(es). Note that DHCPv6 options for prefix del egation
defined in [ RFC3633] have been defined for general use across
routers, and not only for nmobile routers running the NEMO Basic
Support protocol [RFC3963].

To use DHCPv6PD as a prefix assignnment nechani smin nobile networks,

when the nobile router is |located at hone, the hone agent assunes the
role of the delegating router and the nobile router assumes the role
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of the requesting router. However, when the nobile router is away
fromhome, in addition to the roles when the nobile router is |ocated
at home, the nobile router also assumes the role of a DHCPv6 rel ay
agent co-located with the requesting router function.
The DHCPv6PD server running at the home agent is provisioned with
prefixes to be assigned using any of the prefix assignnent nechani sns
described in the DHCPv6PD specification [ RFC3633].

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

The following terns used in this docunent are defined in the |IPv6
Addressing Architecture docunment [RFC4291]:

Li nk- Local Uni cast address
Li nk- Local Scope Milticast address

The following terns used in this docunent are defined in the Mbile
| Pv6 specification [ RFC6275]:

Honme Agent (HA)

Home Li nk

Hone Address (HoA)

Car e- of Address (CoA)

Bi ndi ng Update (BU)

Bi ndi ng Acknow edgenent (BA)

The following terns used in this document are defined in the Mbile
Net wor k t erm nol ogy document [ RFC4885]:

Mobi | e Router (MR
Mobi | e Networ k ( NEMO)

Mobi |l e Network Prefix (MP)
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The following terns used in this docunent are defined in the DHCPv6
[ RFC3315] and DHCPv6 prefix del egation [ RFC3633] specifications:

Del egating Router (DR, acts as a DHCPv6 server)
Requesting Router (RR, acts as a DHCPv6 client)
DHCPv6 Rel ay Agent (DRA)
The following acronymis used in this docunent:
DHCPv6PD: DHCPv6 Prefix Del egation
3. DHCPv6 Prefix Del egation of Mbile Network Prefixes

The NEMO Basi ¢ Support protocol [RFC3963] extends the Mobile | Pv6
protocol [RFC6275] to enable network nobility. Wth the NEMO Basic
Support protocol, a nobile router uses Mobile I Pv6 to establish and
mai ntain a session with its hone agent and uses bidirectiona
tunnel i ng between the mobile router and the home agent to provide a
pat h t hrough which nodes attached to links in the nobile network can
mai ntain connectivity with nodes not in the NEMO

The requirenents for Network Mbility [ RFC4885] include the ability
of the nmobile router to receive del egated prefixes that can then be
assigned to links in the nobile network. DHCPv6PD can be used to
meet this requirenent for prefix del egation

To use DHCPv6PD for nobile networks, when the nobile router is

| ocated at honme, the hone agent assunmes the role of the del egating
router and the nobile router assunes the role of the requesting
router. However, when the nobile router is away from hone, in
addition to the roles when the nmobile router is |ocated at hone, the
nmobil e router also assunes the role of a DHCPv6 rel ay agent
co-located with the requesting router function

When the nmobile router is not at home, the hone agent and the nobile
rout er exchange DHCPv6PD protocol messages as specified in [ RFC6275].
This nmeans that the nmessages sent by the nobile router MJST include
the Hone Address destination option and nessages sent by the hone
agent MUST nake use of a Routing Header type 2. See Figure 1 for the
depl oynent topol ogi es when the MRis at hone and when it is visiting
a foreign network.
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I I
| (RR)| (hone network) | (DR)|

(visited network)

Fi gure 1: Depl oynent topol ogi es of the use of DHCPv6PD for del egation
of Mbbil e Network Prefixes

The DHCPv6PD server is provisioned with prefixes to be assigned using
any of the prefix assignnment nmechani snms described in the DHCPv6PD
specifications. Qher updates to the hone agent data structures
required as a side effect of prefix delegation are specified by the
particul ar network nmobility protocol. For exanple, in the case of
NEMO Basi c Network Mobility Support [RFC3963], the HA would add an
entry in its binding cache registering the delegated prefix to the
nmobil e router to which the prefix was del egat ed.

3.1. Exchangi ng DHCPv6 Messages Wen the Mbile Router |Is Not at Hone

The case when the nobile router is away fromhonme is described in
this section. Section 3.2 describes the protocol operation for the
case when the nobile router is attached to its hone |ink.

The nobile router MJST register at the home agent (i.e., by sending a
Bi ndi ng Update to the home agent) before initiating a DHCPv6 nessage
exchange for prefix delegation. The nobile router MJUST use inplicit
BU signaling, since the nobile router may not have yet requested any
prefixes.

If the nobile router does not have any active del egated prefixes
(with unexpired | eases), the nmobile router MIST initiate a DHCPv6
message exchange with a DHCPv6 Solicit message as described in
Section 17 of [RFC3315] and Section 11.1 of [RFC3633]. The

del egating router at the hone agent responds with an Adverti se
message. Then, the nobile router MJUST request a set of prefixes by
sendi ng a Request nessage. The delegating router includes the

del egated prefixes in a Reply nessage. Note that in this case, the
mobi |l e router has previously sent a Binding Update to the home agent
wi t hout knowi ng yet the set of prefixes that it can use as nobile
network prefixes. The hone agent, upon reception of the inplicit

Bi nding Update fromthe nobile router, MJST select (in case this was
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not pre-configured already) the prefixes that would then be del egated
to the nobile router via DHCPv6PD. The hone agent, once the DHCPv6
signaling has been conpl eted, MJST add an entry in its binding cache
i ncluding the del egated prefixes.

In case the nobile router has one or nore active del egated prefixes
-- for exanple, as if the nobile router reboots or the nobile network
prefix(es) currently used by the nobile router is about to expire --
the mobile router MIST initiate a DHCPv6 nessage exchange with a
DHCPv6 Rebi nd nessage as described in Section 18.1.2 of [RFC3315] and
Section 12.1 of [RFC3633].

A DHPCv6 relay agent function [RFC3315] MJST be used at the nobile
router. This relay agent function is co-located in the nobile router
with the DHCPv6 client function (see Figure 2). The DHCPv6 signaling
bet ween the nobile router and the honme agent is exchanged between the
DHCPv6 relay agent in the nobile router and the DHCPv6 server on the
hone agent. DHCPv6 nessages fromthe nobile router to the home agent
are uni cast packets sent fromthe uni cast home address of the nobile
router to the global unicast address of the hone agent, and therefore
the Hone Address destination option MJST be used. DHCPv6 replies
fromthe hone agent to the nobile router MUST be sent using the
Routi ng Header type 2, as specified in [ RFC6275]. The DHCPv6 client
in the nobile router MJUST hand any outbound DHCPv6 nessages to the
co-located relay agent. Responses fromthe DHCPv6 server are
delivered to the relay agent function in the nobile router, which
MJST extract the encapsul ated nessage and deliver it to the DHCPv6
client in the nobile router
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| MR | HA |
I (RR) (DRA) | | (DR |

| | Bi ndi ng Update |
| EETRRRTO A >
I I (HoA, CoA) I
| | Bi ndi ng Ack |
| A |
| DHCPv6 Solicit |  DHCPv6 Solicit |
I __________________ >I - - S====—=—=—==—=—=—==—=—=—=—=====. >I
| DHCPv6 Advertise | DHCPv6 Adverti se
I T I <- =========—=—===—========- - I
| DHCPv6 Request | DHCPv6 Request |
| __________________ >I e D===—==——=—=——=———=—=——=—=—=—=. >I
DHCPV6 Reply | DHCPV6 Repl y |
| <- =========—==—=—=—==—==—====- - |

3.

Dr ons,

1.

| (Mobile Network Prefix) |

Figure 2: Signaling sequence when the nmobile router is not at hone

Note that a nobile router using DHCPv6PD to obtain the set of
prefixes to be used as nobile network prefixes cannot derive its hone

address from one of

its nobile network prefix(es) (as the nobile

router does not know them before registering to the honme agent).

Therefore, the nobile router
prefix on its Home Link

1. Relay Agent Configuration

MJST assign its hone address fromthe

The use of the relay agent function in the nobile router allows the

mobil e router to unicast DHCPv6 nmessages to the DHCPv6 server.

The

rel ay agent MJST be configured with the address of the DHCPv6 server

For the purposes of this specification,
the hone agent for the nobile router
Therefore, the nobile router
forward DHCPv6 nessages to the honme agent.

the relay agent assunes that
hosts the DHCPv6 server
MUST configure the DHCPv6 rel ay agent to

The DHCPv6 specification supports in certain scenarios the use of

uni cast between the client and the server

sone difficulties, as the client has to first

Uni cast option (Section 22.12 of [RFC3315]) fromthe server,

et al. St andards Track
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its use presents
receive a Server
whi ch
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means that a Solicit/Advertise nessage exchange is required in
advance. That signaling exchange would require the presence of a
relay agent on the nobile router, and therefore little gain would be
achieved in this case fromthe use of the Server Unicast option

3.1.2. Transm ssion of DHCPv6 Messages

When the DHCPv6 client in the nmobile router sends a nmessage, it MJST
hand the nmessage to the DHCPv6 relay agent in the nobile router. The
way in which the nmessage is passed to the DHCP rel ay agent is beyond
the scope of this docunment. The relay agent encapsul ates the nessage
fromthe client according to [ RFC3315] in a Relay-forward nessage and
sends the resulting DHCPv6 message to the home agent. The relay
agent sets the fields in the Relay-forward nessage as foll ows:

nmsg-type RELAY- FORW

hop- count 1

| i nk- addr ess The hone address of the nobile router
peer - addr ess The hone address of the nobile router

options MUST include a "Rel ay Message option" [RFC3315]; MAY
i nclude ot her options added by the relay agent.

3.1.3. Receipt of DHCPv6 Messages

Messages fromthe DHCPv6 server will be returned to the DHCPv6 rel ay
agent, with the nmessage for the DHCPv6 client encapsulated in the
Rel ay Message option [RFC3315] in a Relay-reply nmessage. The relay
agent function MJST extract the nessage for the client fromthe Rel ay
Message option and hand the nessage to the DHCPv6 client in the
mobil e router. The way in which the nessage is passed to the client

i s beyond the scope of this docunent.

3.2. Exchangi ng DHCPv6 Messages \Wen the Mbile Router |Is at Hone

VWhen the nmobile router is on its home link, the hone agent MJST use
the honme link to exchange DHCPv6PD nmessages with the nobile router
(Figure 3). In this case, the DHCPv6 co-located relay functi on MJST
be disabled. It is the responsibility of the inplenentation to
determi ne when the mobile router is on its hone link. The Hone Link
Det ecti on nechanismis described in Section 11.5.2 of [RFC6275].
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| DHCPV6 Sol i ci t |

[ conmrmene e >|
| DHCPv6 Advertise |
| mmrmne e |
| DHCPv6 Request |
R EEEEEEEEE >

DHCPv6 Reply |

(Mobil e Network Prefix) |
I

Figure 3: Signaling sequence for the case the honme agent is at hone
3.3. Selecting a Home Agent That Provi des DHCPv6PD

Not all nodes that are willing to act as a home agent are required to
provi de DHCPv6PD. Therefore, when selecting a honme agent, a nobile
router that requires DHCPv6PD service MJUST identify a home agent that
will provide the service. The nobile router can determne if a hone
agent provides DHCPv6PD by initiating a DHCPv6 nessage exchange
(i.e., sending a Solicit nessage) in which the nobile router requests
del egated prefix(es). |f the hone agent does not respond or responds
but does not del egate any prefix(es) in its response, the nobile
router assumes that the home agent does not provi de DHCPv6PD service
The nobile router continues to query all candi date hone agents unti

it finds one that provides DHCPv6PD. Note that in this particular
case and if the nobile router is away from hone, the nobile router
has to have already perforned a Mbile |IPv6 registration with the
home agent it queries.

Querying a home agent to determine if it provides DHCPv6PD requires
different operational variables than those recommended by the DHCPv6
specification. [RFC3315] reconmends that under normal circunstances,
a host will continue to send DHCPv6 Solicit messages until it
receives a response (see Section 17 of [RFC3315]), i.e., the Maxi mum
Retransm ssi on Duration (MRD) and Maxi mum Retransm ssi on Count (MRC)
are both set to zero. However, a home agent may not respond to the
Solicit nmessages fromthe nobile router because the hone agent does
not support DHCPv6 prefix del egation. Therefore, when querying a
hone agent to deternmine if the honme agent provi des DHCPv6PD servi ce,
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it is RECOWENDED that MRD and MRC be set to non-zero val ues so that
the mobil e router discontinues sending Solicit nessages to the homne
agent after sending 6 Solicit nessages, and conclude that the hone
agent will not provide DHCPv6PD service. Sending 6 queries provides
enough reliability for scenarios in which the wirel ess connectivity
is lost for a short period after sending the first Binding Update
message

It is RECOWENDED that the mobile router uses a sequential probing of
the hone agents for DHCPv6PD servi ce.

3.4. Mnimzing DHCPv6PD Messages

The use DHCPv6PD in a nobile network can be combined with the Rapid
Conmit option [ RFC3315] to provide DHCPv6 prefix del egation with a
t wo- nessage exchange between the nobile router and the DHCPv6PD

del egating router.

3.5. O her DHCPv6 Functions

The DHCPv6 nessages exchanged between the nobile router and the hone
agent MAY al so be used for other DHCPv6 functions in addition to
DHCPv6PD. For exanple, the home agent MAY assign gl obal addresses to
the nobile router and MAY pass ot her configuration information such
as a list of available DNS recursive name servers [ RFC3646] to the
mobi |l e router using the same DHCPv6 nessages as used for DHCPv6PD.

The hone agent MAY act as a DHCPv6 relay agent for nobile nodes while
it acts as a delegating router for nobile routers.

4. Security Considerations

Thi s docunent describes the use of DHCPv6 for prefix delegation in
mobil e networks. In addition to the security considerations for
DHCPv6 described in the "Security Considerations" section of the
DHCPv6 base specification [ RFC3315] and the "Security Consi derations"
of the DHCPv6 Prefix Del egation specification [RFC3633], there are
two aspects that need to be considered.

First, the NEMO Basi c Support specification requires the hone agent
to prevent a nobile router fromclaimng nobile network prefixes

bel onging to another nobile router. Upon reception of an inplicit
Bi nding Update froma nobile router, the hone agent MJST only add
prefixes into the nmobile router’s Binding Cache Entry if the nobile
router has a valid DHCPv6 Prefix Del egation | ease for said prefixes.
If the nobile router does not have a valid DHCPv6 Prefix Del egation
| ease, the home agent MJUST NOT add any prefixes into the nobile
router’s Binding Cache Entry. Upon the nobile router obtaining a
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valid DHCPv6 Prefix Delegation |lease for a given set of prefixes, the
honme agent MJST add these prefixes to the nobile router’s Binding
Cache Entry. This avoids the honme agent forwarding traffic addressed
to prefixes that have not been yet delegated to the nobile router

The use of DHCPv6, as described in this docunent, requires nessage
integrity protection and source authentication. Wen the nobile
router is at hone, normal DHCPv6 operation is used between the nobile
router and the hone agent and therefore this specification does not
add any new security issue. Wiile the nobile router is away from
hone, the I Psec security mechani sm nmandated by Mbile | Pv6 [ RFC3776]
MJUST be used to secure the DHCPv6 signaling. In the follow ng, we
describe the Security Policy Database (SPD) and Security Association
Dat abase (SAD) entries necessary to protect the DHCPv6 signaling. W
use the same format used by [RFC4877]. The SPD and SAD entries are
only exanple configurations. A particular nobile router

i npl ementation and a hone agent inplenentation could configure
different SPD and SAD entries as long as they provide the required
security of the DHCPv6 signaling nessages.

For the examples described in this docunent, a nobile router with
hone address "honme_address_1", and a hone agent w th address
"honme_agent 1" are assuned. |f the hone address of the nobile router
changes, the SPD and SAD entries need to be re-created or updated for
the new honme address.

mobi |l e router SPD-S:

- IF local _address = honme_address_1 &
renote_address = hone_agent 1 & proto = UDP &
| ocal _port = any & renpte_port = DHCP

Then use SA1 (QUT) and SA2 (IN)

mobi | e router SAD:

- SAL(QUT, spi_a, home_agent 1, ESP, TRANSPORT):
| ocal _address = honme_address_1 &
renote_address = honme_agent 1 &
proto = UDP & renote_port = DHCP

- SA2(IN, spi_b, hone_address_1, ESP, TRANSPORT):
| ocal _address = home_agent 1 &
renote_address = hone_address_1 &
proto = UDP & |l ocal port = DHCP

hone agent SPD- S:
- IF local _address = home_agent _1 &
renote_address = honma_address_1 & proto = UDP &
| ocal _port = DHCP & renpte_port = any
Then use SA2 (QUT) and SALl (IN)
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6.

6.

hone agent SAD:

- SA2(QUT, spi_b, home_address_1, ESP, TRANSPORT):
| ocal _address = home_agent 1 &
renot e_address = hone_address_1 &
proto = UDP & |l ocal port = DHCP

- SAL(IN, spi_a, home_agent _1, ESP, TRANSPORT):
| ocal _address = home_address_1 &
renot e_address = home_agent_1 &
proto = UDP & renote_port = DHCP
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