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I ssues with | P Address Sharing
Abst ract

The conpl etion of | Pv4 address allocations from| ANA and the Regiona
Internet Registries (RIRs) is causing service providers around the
world to question how they will continue providing |IPv4 connectivity
service to their subscribers when there are no |longer sufficient |Pv4
addresses to all ocate them one per subscriber. Several possible
solutions to this problemare now energi ng based around the idea of
shared | Pv4 addressing. These solutions give rise to a nunmber of

i ssues, and this neno identifies those conmmon to all such address
shari ng approaches. Such issues include application failures,

addi tional service nonitoring conplexity, new security

vul nerabilities, and so on. Sol ution-specific discussions are out of
scope.

Deploying IPv6 is the only perennial way to ease pressure on the
public | Pv4 address pool wi thout the need for address sharing
mechani sns that give rise to the issues identified herein.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741
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I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6269

Copyri ght Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.
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1.

I nt roducti on

Al'l ocations of |IPv4 addresses fromthe Internet Assigned Numbers
Authority (1 ANA) were conpl eted on February 3, 2011 [IPv4 Pool].

Al'l ocations from Regional Internet Registries (RIRs) are anticipated
to be conplete around a year |ater, although the exact date will vary
fromregistry to registry. This is causing service providers around
the world to start to question how they will continue providing | Pv4d
connectivity service to their subscribers when there are no | onger
sufficient IPv4 addresses to allocate them one per subscriber

Several possible solutions to this problemare now energi ng based
around the idea of shared | Pv4 addressing. These solutions give rise
to a nunber of issues, and this meno identifies those comon to al
such address sharing approaches and collects themin a single
docunent .

Deploying IPv6 is the only perennial way to ease pressure on the
public | Pv4 address pool wi thout the need for address sharing
mechani sms that give rise to the issues identified herein. 1In the
short term maintaining growh of |Pv4 services in the presence of

| Pv4 address depletion will require address sharing. Address sharing
wi || cause issues for end-users, service providers, and third parties
such as | aw enforcenent agencies and content providers. This nmeno is
intended to highlight and briefly discuss these issues.

I ncreased | Pv6 depl oynent should reduce the burden being placed on an
address sharing solution, and should reduce the costs of operating
that solution. |Increasing |IPv6 deploynment should cause a reduction
in the nunber of concurrent |Pv4 sessions per subscriber. |If the
percentage of end-to-end IPv6 traffic significantly increases, so
that the volune of |IPv4 traffic begins decreasing, then the nunber of
| Pv4 sessions will decrease. The smaller the nunber of concurrent

| Pv4 sessions per subscriber, the higher the nunber of subscribers
abl e to share the same | Pv4 public address, and consequently, the

| ower the nunber of |Pv4 public addresses required. However, this
effect will only occur for subscribers who have both an | Pv6 access
and a shared | Pv4 access. This notivates a strategy to
systematically bind a shared | Pv4 access to an | Pv6 access. It is
difficult to foresee to what extent growing IPv6 traffic will reduce
the nunber of concurrent |Pv4 sessions, but in any event, |Pv6

depl oynent and use shoul d reduce the pressure on the avail able public
| Pv4 address pool

Shared Addressing Sol utions
In many networks today, a subscriber is provided with a single public

| Pv4 address at their hone or small business. For instance, in fixed
br oadband access, an | Pv4 public address is assigned to each CPE
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(Customer Prem ses Equi prment). CPEs enbed a NAT function that is
responsible for translating private | Pv4 addresses ([ RFC1918]
addresses) assigned to hosts within the |ocal network, to the public
| Pv4 address assigned by the service provider (and vice versa).
Therefore, devices |located with the LAN share the single public |IPv4
address and they are all associated with a single subscriber account
and a single network operator.

A nunber of proposals currently under consideration in the I1ETF rely
upon the nmechanismof nultiplexing multiple subscribers’ connections
over a smaller nunmber of shared | Pv4 addresses. This is a
significant change. These proposals include Carrier G ade NAT ( CGN
a.k.a. LSN for Large Scale NAT) [LSN-REQS], Dual-Stack Lite
[DS-Lite], NAT64 [ RFC6145] [RFC6146], Address+Port (A+P) proposals

[ A+P] [ PORT- RANGE], and Statel ess Address Mapping [ SAM. Appendi x A
and Appendi x B provide a classification of these different types of
solutions and di scuss sone of the design considerations to be borne
in mnd when depl oying | arge-scal e address sharing. Wether we're
tal ki ng about DS-Lite, A+P, NAT64, or CGN isn't especially inportant
-- it’s the view fromthe outside that matters, and given that, npst
of the issues identified bel ow apply regardl ess of the specific
address sharing scenario in question

In these new proposals, a single public | Pv4 address woul d be shared
by multiple homes or small businesses (i.e., multiple subscribers),
so the operational paradigmdescribed above would no | onger apply.
In this docunment, we refer to this new paradi gmas | arge-scale
address sharing. Al these proposals extend the address space by
addi ng port information; they differ in the way they nanage the port
val ue.

Security issues associated with NAT have | ong been docunmented (see
[ RFC2663] and [RFC2993]). However, sharing | Pv4 addresses across
mul ti pl e subscribers by any neans, either noving the NAT
functionality fromthe honme gateway to the core of the service
provider network or restricting the port choice in the subscriber’s
NAT, creates additional issues for subscribers, content providers,
and network operators. Many of these issues are created today by
public W-Fi hotspot deploynents. As such |arge-scal e address
sharing solutions becone nore wi despread in the face of |Pv4 address
depl etion, these issues will becone both nore severe and nore
commonly felt. NAT issues in the past typically only applied to a
single legal entity; as |large-scal e address sharing becones nore
preval ent, these issues will increasingly span across nultiple |ega
entities simultaneously.
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Al'l large-scal e address sharing proposals share technical and
operational issues, and these are addressed in the sections that
follow These issues are commopn to any service-provider NAT,
enterprise NAT, and al so non-NAT sol utions that share individual |Pv4
addresses across nultiple subscribers. This docunent is intended to
bring all of these issues together in one place.

3. Analysis of Issues as They Relate to First and Third Parties

In this section, we present an anal ysis of whether the issues
identified in the remai nder of this docunent are applicable to the
organi zati on depl oying the shared addressi ng nechani sm (and by
extension their subscribers) and/or whether these issues inpact third
parties (e.g., content providers, |aw enforcenment agencies, etc.).

In this analysis, issues that affect end-users are deened to affect
first parties, as end-users can be expected to conplain to their
service provider when problens arise. Wiere issues can expect to be
foreseen and addressed by the party depl oying the shared addressing
solution, they are not attributed.

In Figure 1, we have also tried to indicate (with 'xx') where issues
are newy created in addition to what could be expected fromthe
introduction of a traditional NAT device. |Issues marked with a
single 'x' are already present today in the case of typical CPE NAT
however, they can be expected to be nore severe and wi despread in the
case of l|arge-scal e address sharing.

oo mm e e e e e e e e e e e e e e e e e e e e oo oo S SRR R +
| | ssue | Ist | 3rd |
| | party | parties

T T T Fommmaa - S T +
| Restricted allocations of outgoing | X | |
| ports will inpact performance for end-users | | |
I I I I
| I'ncomi ng port negotiation nmechanisnms may fail | XX | |
I I I I
| I'ncom ng connections to Assigned Ports will | X | |
| not work | | |
I I I I
| Port discovery mechanisnms will not work | X | |
I I I I
| Sore applications will fail to operate | X | X |
I I I I
| Assumptions about parallel/serial connections | X | X |
| may fail | | |
I I I I
Fe o m e e e e iiiiieaiediaeaacceiasssssaaaaaaas S I S TRy +
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e m m e e e e e e e e e e e e e e e e e e e e e ee— oo - R S +
| | ssue | Ist | 3rd |
| | party | parties |
oo mm e e e e e e e e e e e e e e e e e e e e oo oo S SRR R +
| TCP control block sharing will be affected | X | X |
I I I I
| Reverse DNS will be affected | X | X |
I I I I
| I'nbound ICVP will fail in many cases | X | X |
I I I I
| Amplification of security issues will occur | XX | XX |
I I I I
| Fragmentation will require special handling | X | |
I I I I
| Single points of failure and increased | X | |
| network instability may occur | | |
I I I I
| Port random zation will be affected | X | |
I I I I
| Service usage nonitoring and abuse | oggi ng | XX | XX |
| will be inpacted for all elements in the chain | | |
| between service provider and content provider | | |
I I I I
| Penalty boxes will no | onger work | XX | XX |
I I I I
| Spam bl acklisting will be affected | XX | XX |
| | | |
| Geo-location services will be inpacted | XX | XX |
I I I I
| Geo-proximty nmechanisns will be inpacted | XX | XX |
I I I I
| Load bal ancing al gorithnms may be inpacted | | XX |
| | | |
| Authentication mechani sns may be inpacted | | X |
I I I I
| Traceability of network usage and abusage will | | XX |
| be affected | | |
I I I I
| I'Pv6 transition nechanisns will be affected | XX | |
I I I I
| Frequent keep-alives will reduce battery life | X | |
I I I I
e m m e e e e e e e e e e e e e e e e e e e e e ee— oo - R S +

Figure 1: Shared addressing issues for first and third parties

Ford, et al. I nf or mat i onal [ Page 7]



RFC 6269 I ssues with | P Address Sharing June 2011

As can be seen from Figure 1, deploynment of |arge-scal e address
sharing will create alnpst as many problems for third parties as it
does for the service provider deploying the address sharing
mechani sm Several of these issues are specific to the introduction
of large-scale address sharing as well. Al of these issues are

di scussed in further detail bel ow.

4. Content Provider Exanple

Taking a content provider as an exanple of a third party, and
focusing on the issues that are created specifically by the presence
of large-scale address sharing, we identify the followi ng issues as
bei ng of particular concern

0 Degraded geo-location for targeted advertising and |icensed
content restrictions (see Section 7).

0 Additional |atency due to indirect routing and degraded geo-
proximty (see Section 7).

0 Exposure to new anplification attacks (see Section 13).
0 Service usage nonitoring is nade nore conplicated (see Section 8).
0 Incoming port negotiation nechanisns may fail (see Section 5.2.1).

o |P blocking for abuse/spamw || cause collateral damage (see
Section 13).

0 Load balancing algorithnms may be inpacted (see Section 16).

o0 Traceability of network usage and abuse will be inpacted (see
Section 12).

5. Port Allocation

When we tal k about port nunbers, we need to nmake a distinction

bet ween out goi ng connections and i ncom ng connections. For outgoing
connections, the actual source port nunber used is usually
irrelevant. (While this is true today, in a port-range solution, it
is necessary for the source port to be within the allocated range.)
But for incomng connections, the specific port nunbers allocated to
subscri bers matter because they are part of external referrals (used
by third parties to contact services run by the subscribers).

The total nunber of subscribers able to share a single |Pv4 address

wi || depend upon assunptions about the average nunber of ports
required per active subscriber, and the average nunber of
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5

1.

simul taneously active subscribers. It is inportant to realize that
the TCP design makes it undesirable for clients to re-use ports while
they remain in the TIME-WAIT state (typically 4 mnutes after the
connection has concluded). TIME-WAIT state renoves the hazard of old
duplicates for "fast" or "long" connections, in which clock-driven
Initial Sequence Number selection is unable to prevent overlap of the
ol d and new sequence spaces. The TIME-WAIT delay allows all old
duplicate segnments time enough to die in the Internet before the
connection is reopened [RFC1337]. Therefore, ports in this state
must be included in cal cul ati ons concerning port usage per

subscri ber.

Most of the tinme the source port selected by a client application
will be translated (unless there is direct know edge of a port-range
restriction in the client’s stack), either by a NAT in the
subscriber’s device, or by a CPE NAT, or by a CPE NAT and a CGN

[ RFC1700] (which was replaced by an online database, as described by
[ RFC3232]) defines the Assigned Ports (both Systemand User). |ANA
has further classified the whole port space into three categories, as
defined in [I ANA Ports]:

o0 The Well-Known Ports are those fromO through 1023.
0 The Registered Ports are those from 1024 through 49151

o The Dynamic and/or Private Ports are those from 49152 t hrough
65535.

[ RFC4787] notes that current NATs have different policies with regard
to this classification; some NATs restrict their translations to the
use of dynamic ports, sonme also include registered ports, some
preserve the port if it is in the well-known range. [RFC4A787] makes
it clear that the use of port space (1024-65535) is safe: "mapping a
source port to a source port that is already registered is unlikely
to have any bad effects". Therefore, for all address sharing
solutions, there is no reason to only consider a subset of the port
space (1024-65535) for outgoing source ports.

Qut goi ng Ports

Accordi ng to neasurenents, the average nunber of outgoing ports
consurmed per active subscriber is rmuch, nuch smaller than the maxi num
nunber of ports a subscriber can use at any given time. However, the
distribution is heavy-tailed, so there are typically a small nunber

of subscribers who use a very high nunber of ports [CGN Viability].
This neans that an algorithmthat dynanmically allocates outgoing port
nunbers froma central pool will typically allow nore subscribers to
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share a single I Pv4 address than algorithnms that statically divide
the resource by pre-allocating a fixed nunber of ports to each
subscriber. Simlarly, such an algorithm should be nore able to
acconmodat e subscribers wishing to use a relatively high nunber of
ports.

It is inportant to note here that the desire to dynanmically allocate
out goi ng port numbers will nmake a service provider’s job of

mai nt ai ni ng records of subscriber port nunber allocations

consi derably nore onerous (see Section 12). The nunber of records
per subscriber will increase from1l in a schene where ports are
statically allocated, to a nuch | arger number equivalent to the tota
nunber of outgoing ports consuned by that subscriber during the tine
period for which detailed | ogs nust be kept.

A potential problemw th dynam c all ocation occurs when one of the
subscri ber devices behind such a port-shared | Pv4 address becones
infected with a worm which then quickly sets about openi ng nmany

out bound connections in order to propagate itself. Such an infection
could rapidly exhaust the shared resource of the single |Pv4d address
for all connected subscribers. It is therefore necessary to inpose
limts on the total nunber of ports available to an individua
subscriber to ensure that the shared resource (the |Pv4 address)
remai ns available in sone capacity to all the subscribers using it.
However, static schenmes for ports assignment may introduce security

i ssues [ RFC6056] when small contiguous port ranges are statically
assigned to subscribers. Another way to mtigate this issue is to
kill off (randomly) established connections when the port space runs
out. A user with many connections will be proportionally nore likely
to get inpacted

Session failure due to NAT state overflow or timeout (when the NAT
di scards session state because it’s run out of resource) can be
experienced when the configured quota per user is reached or if the
NAT is out of resources.

5.2. Incomng Ports

It is desirable to ensure that incomng ports remain stable over
time. This is challenging as the network doesn’t know anything in
particul ar about the applications that it is supporting, and
therefore has no real notion of how |long an application/service
session is still ongoing and therefore requiring port stability.

Early measurenents [CGN Viability] also seemto indicate that, on
average, only very few ports are used by subscribers for incom ng
connections. However, a najority of subscribers accept at |east one
i nbound connecti on
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This nmeans that it is not necessary to pre-allocate a | arge nunber of
incom ng ports to each subscriber. It is possible to either pre-

all ocate a small nunber of ports for incom ng connections or do port
al | ocati on on demand when the application wishing to receive a
connection is initiated. The bulk of incom ng ports can be reserved
as a centralized resource shared by all subscribers using a given
public | Pv4 address.

5.2.1. Port Negotiation

In current depl oynents, one inportant and wi dely used feature of nany
CPE devices is the ability to open incom ng ports (port forwarding)
either manually, or with a protocol such as the Universal Plug and
Play Internet Gateway Device (UPnP IGD) [UPnP-1GD]. If a CONis
present, the port mnust also be opened in the CGN. CGN makes

subscri bers dependent on their service provider for this
functionality.

CPE and CGN will need to cooperate in order for port forwarding
functionality to work. UPnP, or NAT-PMP proxy could be a solution if
there is a direct link (or tunnel) between the CPE and the CGN. An
alternative solution is a web interface to configure the incom ng
port mapping on the CG\. Protocol devel opnent is underway in the

| ETF to provide a generalized, autonated solution via the Port
Control Protocol [PCP].

Note that such an interface effectively makes public what was
previously a private nmanagenent interface and this raises security
concerns that nust be addressed.

For port-range solutions, port forwarding capabilities may still be
present at the CPE, with the limtation that the open incom ng port
must be within the allocated port range (for instance, it is not
possi bl e to open port 5002 for incom ng connections if port 5002 is
not within the allocated port range).

5.2.1.1. Universal Plug and Play (UPnP)

Using the UPnP semantic, an application asks "I want to use port
nunber X, is that OK?", and the answer is yes or no. |If the answer
is no, the application will typically try the next port in sequence,
until it either finds one that works or gives up after alimted

number of attenpts. UPnNP IGD 1.0 has no way to redirect the
application to use another port number. UPnP ICGD 2.0 inproves this
situation and allows for allocation of any avail able port.
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5.2.1.2. NAT Port Mapping Protocol (NAT-PM)

NAT- PMP enabl es the NAT to redirect the requesting application to a
port deened to be available for use by the NAT state mappi ng table.

5.2.2. Connection to a Wll-Known Port Nunber

Once an | Pv4-address sharing mechanismis in place, inbound
connections to well-known port numbers will not work in the genera
case. Any application that is not port-agile cannot be expected to
wor k. Some wor karound (e.g., redirects to a port-specific URI) could
be depl oyed given sufficient incentives. There exist severa
proposal s for 'application service location” protocols that woul d
provi de a neans of addressing this problem but historically these
proposal s have not gai ned nmuch depl oyment traction

For exanple, the use of DNS SRV records [RFC2782] provides a
potential solution for subscribers wi shing to host services in the
presence of a shared-addressing schene. SRV records make it possible
to specify a port value related to a service, thereby maki ng services

accessible on ports other than the well-known ports. It is worth
noting that this nechanismis not applicable to HTTP and nany ot her
pr ot ocol s.

5.2.3. Port Discovery Mechani sns

Port di scovery using a UDP port to discover a service available on a
correspondi ng TCP port, either through broadcast, nulticast, or

uni cast, is a commonly depl oyed nmechanism Unsolicited i nbound UDP
wi |l be dropped by address sharing nmechani snms as they have no live
mappi ng to enable themto forward the packet to the appropriate host.
Address sharing thereby breaks this service discovery technique.

6. Inpact on Applications

Address sharing solutions will have an inpact on the foll owi ng types
of applications:

o Applications that establish i nbound comruni cati ons - These
applications will have to ensure that ports selected for inbound
conmuni cations are either within the allocated range (for port-
range solutions) or are forwarded appropriately by the CGN (for
CGON- based solutions). See Section 5.2 for nore discussion

o Applications that carry address and/or port information in their
payl oad - Where translation of port and/or address information is
performed at the IP and transport |ayers by the address sharing
solution, an ALGwill also be required to ensure application-|ayer
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data is appropriately nodified. Note that ALGs are required in
some cases, and in nmany ot her cases end-to-end protocol nechani sns
have devel oped to work around a | ack of ALGs in address
translators, to the point of it being preferable to avoid any
support in the NAT.

Applications that use fixed ports - See Section 5.2.2 for nore
di scussi on.

Applications that do not use any port (e.g., |ICWP echo) - Such
applications will require special handling -- see Section 9 for
nmor e di scussi on.

Applications that assume the uni queness of source addresses (e.g.,
I P address as identifier) - Such applications will fail to operate
correctly in the presence of multiple, discrete, sinultaneous
connections fromthe same source |P address.

Applications that explicitly prohibit concurrent connections from
the sane address - Such applications will fail when multiple
subscribers sharing an I P address attenpt to use them

si mul t aneousl y.

Applications that do not use TCP or UDP for transport - Al |P-
address sharing nmechani sns proposed to date are limted to TCP
UDP, and | CMP, thereby preventing end-users fromfully utilizing
the Internet (e.g., SCTP, DCCP, RSVP, protocol 41 (1Pv6-over-

I Pv4), protocol 50 (IPsec ESP)).

Applications already frequently inplenent mechanisnms in order to
circunmvent the presence of NATs (typically CPE NATS):

(0]

Ford,

Application Layer Gateways (ALGs): Many CPE devi ces today enbed
ALGs that allow applications to behave correctly despite the
presence of NAT on the CPE. Wen the NAT belongs to the

subscri ber, the subscriber has flexibility to tailor the device to
his or her needs. For CGNs, subscribers will be dependent on the
set of ALGs that their service provider nmakes avail able. For
port-range solutions, ALGs will require nodification to deal with
the port-range restriction, but will otherw se have the sane
capabilities as today. Note that ALGs are required in sonme cases,
and in many other cases end-to-end protocol mechanisnms have

devel oped to work around a lack of ALGs, to the point of it being
preferable to avoid any support in the NAT.

NAT Traversal Techni ques: There are several comonly depl oyed

mechani sns that support operating servers behind a NAT by
forwardi ng specific TCP or UDP ports to specific internal hosts
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([UPnP-1GD], [NAT-PMP], and nanual configuration). Al of these
mechani sms assune the NAT's WAN address is a publicly routable IP
address, and fail to work normally when that assunption is w ong.
There have been attenpts to avoid that problem by automatically

di sabling the NAT function and bridging traffic instead upon
assignnent of a private IP address to the WAN interface (as is
required for [Wndows-Logo] certification). Bridging (rather than
NATti ng) has other side effects (DHCP requests are served by an
upstream DHCP server that can increase conplexity of in-home

net wor ki ng) .

Geo- | ocation and Geo-proximnty

| P addresses are frequently used to indicate, with some |evel of
granularity and sonme | evel of confidence, where a host is physically
| ocated. Using IP addresses in this fashion is a heuristic at best,
and is already chall enged today by other deployed capabilities, e.g.,
tunnels. Ceo-location services are used by content providers to
allow themto conformw th regional content |icensing restrictions,
to target advertising at specific geographic areas, or to provide
custom zed content. Ceo-location services are also necessary for
enmergency services provision. |n sone deploynent contexts (e.g.,
centralized CGN), shared addressing will reduce the |evel of
confidence and | evel of location granularity that |P-based geo-

| ocation services can provide. Viewed fromthe content provider, a
subscri ber behind a CGN geo-locates to wherever the prefix of the CGN
appears to be; very often that will be in a different city than the
subscri ber.

| P addresses are al so used as input to geo-location services that
resolve an | P address to a physical location using information from
the network infrastructure. Current systens rely on resources such
as RADI US dat abases and DHCP | ease tables. The use of address
sharing will prevent these systens fromresolving the | ocation of a
host based on I P address alone. It will be necessary for users of
such systens to provide nore information (e.g., TCP or UDP port
nunbers), and for the systems to use this information to query

addi tional network resources (e.g., Network Address Translation -
Protocol Translation (NAT-PT) binding tables). Since these new data
el ements tend to be nore epheneral than those currently used for geo-
| ocation, their use by geo-location systens nay require themto be
cached for sone period of tine.

O her fornms of geo-location will still work as usual
A slightly different use of an IP address is to calculate the

proximty of a connecting host to a particular service delivery
point. This use of |IP address information inpacts the efficient
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delivery of content to an end-user. |If a CG\is introduced in
communi cations and it is far froman end-user connected to it,
application performance may be degraded insofar as |P-based geo-
proximty is a factor.

8. Tracking Service Usage

As | arge-scal e address sharing becones nore comonpl ace, nonitoring
the nunber of unique users of a service will beconme nore conpl ex than
sinmply counting the nunber of connections fromunique |IP addresses.
Wiile this is a somewhat inexact nethodol ogy today due to the

wi despread use of CPE NAT, it will beconme a much | ess useful approach
in the presence of w despread | arge-scal e address sharing sol utions.
In general, all elements that nonitor usage or abusage in the chain
bet ween a service provider that has depl oyed address sharing and a
content provider will need to be upgraded to take account of the port
value in addition to | P addresses.

9. ICW

| CMP does not include a port field and is consequently problematic
for address sharing nechani sns. Sone | CVMP nessage types include a
fragment of the datagramthat triggered the signal to be sent, which
is assuned to include port nunbers. For sone | CVMP nessage types, the
Identifier field has to be used as a de-nultiplexing token. Sourcing
| CMP echo nessages from hosts behind an address sharing sol ution does
not pose probl ens, although responses to outgoing | CMP echo nmessages
will require special handling, such as making use of the | CW
Identifier value to route the response appropriately.

For inbound ICMP there are two cases. The first case is that of | CW
sourced fromoutside the network of the address sharing sol ution
provider. Were |ICVWP nessages include a fragnment of an outgoing
packet including port nunbers, it nmay be possible to forward the
packet appropriately. 1In addition to these network signaling
messages, several applications (e.g., peer-to-peer applications) make
use of | CMP echo nessages that include no hints that could be used to
route the packet correctly. Measurenents derived by such
applications in the presence of an address sharing solution will be
erroneous or fail altogether. The second case is that of |ICW
sourced fromwi thin the network of the address sharing solution
provider (e.g., for network nmanagenent, signaling, and diagnostic
purposes). In this case, ICVW can be routed normally for CG\ based
solutions owing to the presence of locally unique private IP
addresses for each CPE device. For port-range solutions, |CVWP echo
messages will not be routable without special handling, e.g., placing
a port nunber in the ICVMP ldentifier field, and having port-range
routers nmake routing decisions based upon that field.
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10.

11.

Consi derations related to | CVP nmessage handling i n NAT-based
environments are specified in [ RFC5508].

MU

In applications where the end hosts are attenpting to use path MIuU

Di scovery [RFC1191] to optimize transmtted packet size with
under|yi ng network MIU, shared addressing has a nunber of items that
must be considered. As covered in Section 9, |ICW "Packet Too Bi g"
nmessages nust be properly translated through the address sharing
solution in both directions. However, even when this is done
correctly, MIU can be a concern. Many end hosts cache information
that was received via Path MrU Di scovery (PMIUD) for a certain period
of time. |If the MIU behind the address sharing solution is
inconsistent, the public end host may have the incorrect MIU val ue
cached. This may cause it to send packets that are too |arge,
causing themto be dropped if the DF (Don't Fragnent) bit is set, or
causing themto be fragnmented by the network, increasing | oad and
overhead. Because the host eventually will reduce MU to the | owest
common value for all hosts behind a given public address, it may al so
send packets that are bel ow optinmal size for the specific connection,
i ncreasi ng overhead and reduci ng throughput.

This issue also generates a potential attack vector -- a nal evol ent
user could send an | CMP "Packet Too Big" (Type 3, Code 4) nessage

i ndi cating a Next-Hop MIU of anything down to 68 octets. This value
will be cached by the off-net server for all subscribers sharing the
address of the malevolent user. This could lead to a denial of
service (DoS) against both the renpte server and the | arge-scal e NAT
device itself (as they will both have to handl e nany nore packets per
second) .

Fragment ati on

When a packet is fragnented, transport-layer port information (either
UDP or TCP) is only present in the first fragment. Subsequent
fragments will not carry the port information and so will require
special handling. |In addition, the IP lIdentifier may no | onger be
uni que as required by the receiver to aid in assenbling the fragnents
of a datagram
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Traceability

In many jurisdictions, service providers are legally obliged to
provide the identity of a subscriber upon request to the appropriate
authorities. Such |egal requests have traditionally included the
source | Pv4 address and date (and usually the tine), which is
sufficient information when subscribers are assigned | Pv4 addresses
for a long duration.

However, where one public I Pv4 address is shared between severa
subscribers, the |1 Pv4 address no | onger uniquely identifies a
subscriber. There are two solutions to this problem

o The first solution is for servers to additionally |log the source
port of incom ng connections and for the | egal request to include
the source port. The |egal request should include the
information: [Source |IP address, Source Port, Tinestanp] (and
possi bly other information). Accurate tinme-keeping (e.g., use of
NTP or Sinple NTP) is vital because port assignnents are dynanmic.
A densely popul ated CGN coul d nmean even very small anounts of
cl ock skew between a third party’s server and the CGN operator
will result in anbiguity about which custoner was using a specific
port at a given tine.

0 The second solution considers it unrealistic to expect all servers
to log the source port number of incom ng connections. To dea
with this, service providers using |IPv4 address sharing may need
to log I P destination addresses.

Destination logging is inperfect if nmultiple subscribers are
accessing the sanme (popular) server at nearly the sanme tinme; it can
be inpossible to di sambi guate whi ch subscri ber accessed the server,
especially with protocols that involve several connections (e.g.,
HTTP). Thus, |ogging the destination address on the NAT is inferior
to logging the source port at the server

If neither solution is used (that is, the server is not |ogging
source port nunbers and the NAT is not |ogging destination IP
addresses), the service provider cannot trace a particular activity
to a specific subscriber. 1In this circunstance, the service provider
woul d need to disclose the identity of all subscribers who had active
sessions on the NAT during the tine period in question. This may be
a | arge nunmber of subscri bers.

Address sharing solutions nmust record and store all mappings
(typically during 6-12 nonths, depending on the local jurisdiction)
that they create. |If we consider one mapping per session, a service
provi der should record and retain traces of all sessions created by
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13.

13.

all subscribers during one year (if the |egal storage duration is one
year). This may be chal l enging due to the volune of data requiring
storage, the volune of data to repeatedly transfer to the storage

| ocation, and the volune of data to search in response to a query.

Address sharing solutions may nmitigate these issues to sone extent by
pre-allocating groups of ports. Then only the allocation of the
group needs to be recorded, and not the creation of every session
binding within that group. There are trade-offs to be nmade between
the sizes of these port groups, the ratio of public addresses to
subscri bers, whether or not these groups tineout, and the inpact on

| oggi ng requirenents and port random zation security [RFC6056].

Security

Bef ore noting some specific security-related issues caused by |arge-
scal e address sharing, it is perhaps worth noting that, in general,
address sharing creates a vector for attack anplification in nunmerous
ways. See Section 10 for one exanple.

1. Abuse Logging and Penalty Boxes

When an abuse is reported today, it is usually done in the form |Pv4
address X has done sonething bad at tine TO. This is not enough
information to uniquely identify the subscriber responsible for the
abuse when that |Pv4 address is shared by nore than one subscri ber.
Law enforcement authorities may be particularly inpacted because of
this. This particular issue can be fixed by |ogging port nunbers,

al though this will increase |ogging data storage requirenents.

A nunber of services on the network today |og the | Pv4 source
addresses used in connection attenpts to protect thenselves from
certain attacks. For exanple, if a server sees too many requests
fromthe sane I Pv4 address in a short period of tine, it may decide
to put that address in a penalty box for a certain tine during which
requests are denied, or it may require conpletion of a CAPTCHA

(Conpl etely Automated Public Turing test to tell Conputers and Humans
Apart) for future requests. |If an IPv4 address is shared by nultiple
subscribers, this would have uni nt ended consequences in a couple of
ways. First it nmay becone the natural behavior to see many |ogin
attenpts fromthe same address because it is now shared across a
potentially | arge nunber of subscribers. Second and nore likely is
that one user who fails a nunber of login attenpts may bl ock out

ot her users who have not nmade any previous attenpts but who will now
fail on their first attenpt. 1In the presence of w despread | arge-
scal e address sharing, penalty box solutions to service abuse sinply
will not work.

Ford, et al. I nf or mat i onal [ Page 18]



RFC 6269 I ssues with | P Address Sharing June 2011

13.

13.

13.

In addition, there are web tie-ins into different blacklists that web
adm ni strators subscribe to in order to redirect users with infected
machi nes (e.g., detect the presence of a wornm) to a URL that says
"Hey, your machine is infected!". Wth address sharing, sonmeone
else’s wormcan interfere with the ability to access the service for
ot her subscribers sharing the sanme | P address.

2. Authentication

Si npl e address-based identification nechanisns that are used to

popul ate access control lists will fail when an | P address is no
| onger sufficient to identify a particular subscriber. |[|ncluding
port nunbers in access control list definitions my be possible at

the cost of extra conplexity, and may al so require the service
provider to nmake static port assignments, which conflicts with the
requirenent for dynam c assignnments discussed in Section 5.1

Addr ess or DNS- name-based sighatures (e.g., sonme X 509 signatures)
may al so be affected by address sharing as the address itself is now
a shared token, and the name to address nmappihg may not be current.

3. Spam

Anot her case of identifying abusers has to do with spam bl ackl i sti ng.
When a spamer is behind a CGN or using a port-shared address,

bl acklisting of their IP address will result in all other subscribers
sharing that address having their ability to source SMIP packets
restricted to sone extent.

4., Port Random zati on

A blind attack that can be performed against TCP relies on the
attacker’s ability to guess the 5-tuple (Protocol, Source Address,
Destination Address, Source Port, Destination Port) that identifies
the transport protocol instance to be attacked. [RFC6056] describes
a nunber of nethods for the random sel ecti on of the source port
nunber, such that the ability of an attacker to correctly guess the
5-tuple is reduced. Wth shared | Pv4 addresses, the port selection
space is reduced. Preserving port random zation is inportant and may
be nore or less difficult depending on the address sharing sol ution
and the size of the port space that is being manipulated. Allocation
of non-contiguous port ranges could help to nmitigate this issue.

It should be noted that guessing the port information may not be
sufficient to carry out a successful blind attack. An in-w ndow TCP
Sequence Nunber (SN) shoul d al so be known or guessed. A TCP segnent
is processed only if all previous segnents have been received, except
for sone Reset segnment inplenentations that inmediately process the
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Reset as long as it is within the Wndow. |If SN is randomy chosen,
it wll be difficult to guess it (SNis 32 bits long); port

random zation is one protection anong others against blind attacks.
There is nore detail ed discussion of inproving TCP' s robustness to
Blind I n-Wndow Attacks in [ RFC5961].

5. | Psec

The inpact of |arge-scale |IP address sharing for | Psec operation
shoul d be eval uated and assessed. [RFC3947] proposes a solution to
sol ve issues docunented in [ RFC3715]. [RFC5996] specifies Internet
Key Exchange (I KE) Protocol Version 2, which includes NAT traversa
mechani sms that are now widely used to enable IPsec to work in the
presence of NATs in nmany cases. Neverthel ess, service providers may
wi sh to ensure that CGN depl oyments do not inadvertently bl ock NAT
traversal for security protocols such as IKE (refer to [ NAT-SEC] for
nore i nfornmation).

6. Policing Forwardi ng Behavi or

[ RFC2827] notivates and di scusses a sinple, effective, and
straightforward method for using ingress traffic filtering to

prohi bit DoS attacks that use forged | P addresses. Following this
recomrendati on, service providers operating shared-addressing
mechani sms shoul d ensure that source addresses, or source ports in
the case of port-range schenes, are set correctly in outgoing packets
fromtheir subscribers or they should drop the packets.

If sone formof IPv6 ingress filtering is deployed in the broadband
network and DS-Lite service is restricted to those subscribers, then
tunnel s term nating at the CGN and comi ng fromregistered subscriber
| Pv6 addresses cannot be spoofed. Thus, a sinple access control |ist
on the tunnel transport source address is all that is required to
accept traffic on the internal interface of a CGN

Transport |ssues
1. Parallel Connections
One issue is systens that assune that nultiple sinultaneous
connections to a single IP address inplies connectivity to a single
host -- such systens nay experience unexpected results.
2. Serial Connections
Anot her issue is systens that assune that returning to a given IP

address neans returning to the sane physical host, as with statefu
transactions. This may al so affect cooki e-based systens.
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3. TCP Control Block Sharing

[ RFC2140] defines a performance optim zation for TCP based on sharing
state between TCP control blocks that pertain to connections to the
sanme host, as opposed to naintaining state for each discrete
connection. This optim zation assunes that an address says sonething
about the properties of the path between two hosts, which is clearly
not the case if the address in question is shared by multiple hosts
at different physical network locations. While CPE NAT today causes
probl enms for sharing TCP control block state across nultiple
connections to a given | P address, |arge-scale address sharing will
make these issues nore severe and nore w despread.

Rever se DNS

Many service providers populate forward and reverse DNS zones for the
public | Pv4 addresses that they allocate to their subscribers. In
the case where public addresses are shared across nultiple
subscribers, such strings are, by definition, no |longer sufficient to
identify an individual subscriber w thout additional information

Load Bal anci ng

Al gorithns used to balance traffic |oad for popul ar destinations may
be affected by the introduction of address sharing. Were bal ancing
is achieved by deterministically routing traffic fromspecific source
| P addresses to specific servers, inbalances in |oad may be
experienced as address sharing is enabled for sone of those source IP
addresses. This will require re-evaluation of the algorithns used in
t he | oad- bal anci ng design. In general, as the scale of address
sharing grows, |oad-bal ancing designs will need to be re-eval uated
and any assunptions about average |oad per source |P address
revisited.

IPv6 Transition |ssues

| Pv4 address sharing solutions nmay interfere with existing IPv4 to

I Pv6 transition mechani sms, which were not designed with | Pv4
shortage considerations in mnd. Wth port-range solutions, for

i nstance, incom ng 6to4 packets should be able to find their way from
a 6tod relay to the appropriate 6to4 CPE router, despite the | ack of
direct port-range information (UDP/TCP initial source port did not
pass through the CPE port range translation process). One solution
woul d be for a 6to4 | Pv6 address to enbed not only an | Pv4 address
but also a port range val ue.
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Subscribers allocated with private addresses will not be able to
utilize 6tod4 [RFC3056] to access | Pv6, but may be able to utilize
Ter edo [ RFC4380].

Sone routers enable 6to4 on their WAN | ink. 6to4 requires a publicly
routabl e | Pv4 address. Enabling 6to4 when the apparently public | Pv4
WAN address is in fact behind a NAT creates a di sconnected | Pv6

i sl and.

Introduction of Single Points of Failure

In common with all depl oyments of new network functionality, the

i ntroducti on of new nodes or functions to handl e the multiplexing of
mul tiple subscribers across shared | Pv4 addresses could create single
points of failure in the network. Any |IP address sharing solution
shoul d consi der the opportunity to add redundancy features in order
to alleviate the inpact on the robustness of the offered IP
connectivity service. The ability of the solution to allow hot
swappi hg from one machine to another should be considered. This is
especially inportant where the address sharing solution in question
requires the creation of per-flow state in the network.

St ate Mai nt enance Reduces Battery Life

In order for hosts to maintain network state in the presence of NAT
keep-alive nmessages have to be sent at frequent intervals. For
battery-powered devices, sending these keep-alive nmessages can result
in significantly reduced battery performance than woul d ot herw se be
the case [Mbil e _Energy_ Consunption].

Support of Milticast

[ RFC5135] specifies requirements for a NAT that supports Any Source
IP Multicast or Source-Specific IP Miulticast. Port-range routers
that formpart of port-range solutions will need to support simlar
requirenents if multicast support is required.

Support of Mobile-1P

| P address sharing within the context of Mbile |IP deploynents (in
the hone network and/or in the visited network) will require Hone
Agents and/ or Foreign Agents to be updated so as to take into account
the relevant port information. There may al so be issues rai sed when
an additional |ayer of encapsulation is required thereby causing, or
increasing the need for, fragnmentation and reassenbly.

I ssues for Mobile-I1P in the presence of NAT are discussed in
[ NAT64- MOBI LI TY] .
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Security Considerations

This meno does not define any protocol and therefore creates no new
security issues. Section 13 discusses sonme of the security and
identity-related inplications of |IP address sharing.
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Appendi x A. O asses of Address Sharing Sol ution

| P address sharing solutions fall into two classes. Either a

servi ce-provi der-operated NAT function is introduced and subscribers
are allocated addresses from[RFCL918] space, or public |IPv4
addresses are shared across multiple subscribers by restricting the
range of ports available to each subscriber. These classes of
solution are described in a bit nore detail bel ow

0 CG\-based solutions: These sol utions propose the introduction of a
NAPT function in the service provider’'s network, denoted al so as
Carrier Grade NAT (CAN), or Large Scal e NAT (LSN) [LSN REQS], or
Provider NAT. The CGN is responsible for translating private
addresses to publicly routabl e addresses. Private addresses are
assigned to subscribers, a pool of public addresses is assigned to
the CGN, and the nunber of public addresses is snaller than the
nunber of subscribers. A public IPv4 address in the CGN pool is
shared by several subscribers at the same tinme. Solutions naking
use of a service provider-based NAT include [NAT444] (two | ayers
of NAT) and [DS-Lite] (a single layer of NAT).

0 Port-range solutions: These solutions avoid the presence of a CGN
function. A single public IPv4 address is assigned to severa
subscribers at the same tinme. A restricted port range is also
assigned to each subscriber so that two subscribers with the sane
| Pv4 address have two different port ranges that do not overl ap
These sol utions are called Address+Port [A+P], or Port Range
[ PORT- RANGE], or Statel ess Address Mapping [ SAM.

Appendi x B. Address Space Multiplicative Factor

The purpose of sharing public I Pv4 addresses is to increase the
addressi ng space. A key paraneter is the factor by which service
providers want or need to nmultiply their 1Pv4 public address space,
and t he consequence is the nunmber of subscribers sharing the sane
public I Pv4 address. W refer to this paraneter as the address space
mul tiplicative factor; the inverse is called the conpression ratio.

The nmultiplicative factor can only be applied to the subset of
subscribers that are eligible for a shared address. The reasons a
subscri ber cannot have a shared address can be:

o It would not be conpatible with the service to which they are
currently subscribed (for exanple, business subscriber).
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0 Subscriber CPE is not conpatible with the address sharing sol ution
sel ected by the service provider (for example, it does not handl e
port restriction for port-range solutions or it does not allow
IPv4 in I Pv6 encapsulation for the DS-Lite solution), and its
repl acenent is not easy.

Different service providers may have very different needs. A |ong-
lived service provider, whose nunmber of subscribers is rather stable,
may have an exi sting address pool that will only need a snal
extension to cope with the next few years, assumng that this address
pool can be re-purposed for an address sharing solution (snall

mul tiplicative factor, less than 10). A new entrant or a new |line of
business will need a nuch bigger nultiplicative factor (e.g., 1000).
A nobil e operator may see its addressing needs grow dramatically as
the |1 P-enabl ed nobil e handset market grows.

When the nmultiplicative factor is |arge, the average nunber of ports
per subscriber is small. Gven the |arge neasured disparity between
average and peak port consunption [CGN Viability], this will create
service problens in the event that ports are allocated statically.

In this case, it is essential for port allocation to map to need as
closely as possible, and to avoid allocating ports for |onger than
necessary. Therefore, the larger the nmultiplicative factor, the nore
dynani ¢ the port assignnment has to be
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