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Abst ract

Thi s docunent describes a key management protocol variant for the

Mul tinmedia Internet KEYing (MKEY) protocol that relies on a trusted
key managenent service. |In particular, this variant utilizes
Identity-Based Authenticated Key Exchange (IBAKE) franmework that
allows the participating clients to perform nutual authentication and
derive a session key in an asynmetric ldentity-Based Encryption (IBE)
framework. This protocol, in addition to providing mutua

aut hentication, elimnates the key escrow problemthat is comon in
standard | BE and provides perfect forward and backward secrecy.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publi shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the IESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww.rfc-editor.org/info/rfc6267

Copyright Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
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include Sinplified BSD Li cense text as described in Section 4.e of

the Trust Legal Provisions and are provided without warranty as

described in the Sinplified BSD License.
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1. Introduction

The Multinedia Internet Keying (MKEY) [RFC3830] specification

descri bes several nodes of key distribution solution that address

mul ti medi a scenari os using pre-shared keys, Public Keys, and
optionally a Diffie-Hell man key exchange. Miltiple extensions of

M KEY have been specified, such as HVAC Aut henticated (Hashed Message
Aut hentication Code) Diffie-Hell man [ RFC4650] and M KEY- RSA-R

[ RFC4738] .

To address depl oynent scenarios in which security systens serve a

| arge nunber of users, a key managenent service is often preferred
Wth such a service in place, it would be possible for a user to
request credentials for any other user when they are needed. Sone
proposed sol utions [RFC6043] rely on Key Management Services (KMSs)
in the network that create, distribute, and nmanage keys in a rea
time. Due to this broad functionality, key managenent services woul d
have to be online, maintain high availability, and be networked
across operator boundari es.

Thi s docunent describes a solution in which KM5s are | owavailability
servers that communicate with end-user clients periodically (e.qg.,
once a nonth). The online transactions between the end-user clients
(for media plane security) are based on ldentity-Based Encryption
(IBE) [BF]. These online transactions between the end-user clients
all ow themto perform nutual authentication and derive a session key
not known to any external entity (including KMss). This protocol, in
addition to providing keys not known to any external entity and
allowing for end-user clients to nmutually authenticate each other (at
the nmedia plane | ayer), provides perfect forward and backward
secrecy. |In this protocol, the KM5-to-client exchange is used
sparingly (e.g., once a nonth); hence, the KM5 is no | onger required
to be a high-availability server, and in particular different KMss
don’t have to comunicate with each other (across operator
boundaries). Mdreover, given that an IBE is used, the need for
costly Public Key Infrastructure (PKI) and all the operational costs
of certificate managenent and revocation are elimnated. This is
achi eved by concatenating Public Keys with a date field, thereby
ensuring corresponding Private Keys change with the date and, nore
importantly, limting the danage due to loss of a Private Key to just
that date while not requiring endpoints involved in communication to
be time synchronized. The granularity in the date field is a matter
of security policy and depl oynent scenario. For instance, an
operator may choose to use one key per day and hence the KM5 nmay

i ssue Private Keys for a whole subscription cycle at the begi nning of
a subscription cycle. Therefore, unlike in the PKI systens, where

i ssued certificate is typically valid for period of tine thereby
requiring revocation procedures to limt their validity, the schene
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described in this docunent uses time-bound public identities, which
automatically expire at the end of a time span indicated in the
identity itself. Wth the self-expiration of the public identities,
the traditional real-tinme validity verification and revocation is not
required. For example, if the public identity is bound to one day,
then, at the end of the day, the Public/Private Key pair issued to
this peer will sinmply not be valid anynore. Nevertheless, just |ike
wi th Public-Key-based certificate systens, if there is a need to
revoke keys before the designated expiry tinme, conmunication with a
third party will be needed.

Additionally, various call scenarios are securely supported -- this
i ncl udes secure forking, retargeting, deferred delivery and pre-
encoded content.

MKEY is widely used in the 3GPP community. This specification is
intended primarily for use with 3GPP nedia security, but it may al so
be applicable in Internet applications.

Ter m nol ogy
1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. Definitions and Notation

| BE Encryption: ldentity-Based Encryption (IBE) is a Public-Key
encryption technology that allows a Public Key to be cal culated from
an identity, and the corresponding Private Key to be cal cul ated from
the Public Key. [RFC5091], [RFC5408], and [ RFC5409] descri be
algorithms required to inplenment the |BE

(Medi a) session: The conmuni cation session intended to be secured by
the M KEY-1BAKE provi ded key(s).

E(k, x) Encryption of x with the key k

[x]P Point multiplication on an elliptic curve, i.e., adding
a point Pto itself total of x tines

K_PUBx Public Key of x

[ X] X is optiona
{x} Zero or nore occurrences of x
(x) One or nore occurrences of x

| Concat enati on
| OR (sel ection operator)
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2.3. Abbreviations

EC Elliptic Curve

ESK Encrypted Secret Key

HVAC Hashed Message Aut hentication Code

| BE I dentity-Based Encryption

I Initiator

| BAKE I dentity-Based Authenticated Key Exchange

| DRi Initiator’s ldentity

| DRr Responder’s ldentity

KMS Key Managenent Service

K PR Private Key

K_PUB Publ i c Key

K_SESSI ON Sessi on Key

MAC Message Aut henticati on Code

M KEY Mul tinmedia |Internet KEYing

MKI Master Key ldentifier

MPK M KEY Protection Key

PKI Public Key Infrastructure

PRF Pseudor andom Functi on

R Responder

SK Secret Key

SIP Session Initiation Protoco

SPI Security Parameter |ndex
Cakul ev & Sundar am I nfor mati onal
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3.

3.

1.

2

SRTP Secure Realtime Transport Protoco
TEK Traffic Encryption Key
TAK TEK Generation Key

Use Case Scenari os

Thi s section describes sone of the use case scenarios supported by
M KEY-1 BAKE, in addition to regular two-party communication

For ki ng

Forking is the delivery of a request (e.g., SIP INVITE nessage) to
mul tiple endpoints. This happens when a single user is registered
nore than once. An exanple of forking is when a user has a desk
phone, PC client, and nobile handset all registered with the sane
public identity.

+---+ Hom e - - + +---+ +---+

| Al | PROXY | | B | C|

+---+ e + +---+ +---+
Request

Fi gure 1: Forking
Ret argeti ng

Retargeting is a scenario in which a functional elenent decides to
redirect the session to a different destination. This decision to
redirect a session may be made for different reasons by a nunber of
different functional elenents and at different points in the
establi shment of the session.

There are two basic scenarios of session redirection. |In scenario
one, a functional elenment (e.g., Proxy) decides to redirect the
session by passing the new destination information to the originator
As a result, the originator initiates a new session to the redirected
destination provided by the Proxy. For the case of MKEY-IBAKE, this
means that the originator will initiate a new session with the
identity of the redirected destination. This scenario is depicted in
Fi gure 2 bel ow.
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3.

4.

4.

oo -+ S + oo -+ oo -+
| Al | PROXY | | B | C|
+---+ S + +---+ +---+
Request
____________________ >
Request
.................... >
Redi r ect
K e e e e — -
Redi r ect
Lo e e e e e e e e e e m =
Request
.......................................................... >

Figure 2: Retargeting

In the second scenario, a proxy decides to redirect the session
without informng the originator. This is a conmpn scenario
specified in SIP [ RFC3261] .

3. Deferred Delivery

Deferred delivery is a type of service such that the session content
cannot be delivered to the destination at the tinme that it is being
sent (e.g., the destination user is not currently online).
Nevert hel ess, the sender expects the network to deliver the nessage
as soon as the recipient becones available. A typical exanple of
deferred delivery is voicenil

M KEY- | BAKE Protocol Description
1. Overview

Most of the previously defined MKEY nodes consist of a single (or
hal f) roundtrip between two peers. M KEY-I1BAKE consists of up to
three roundtrips. 1In the first roundtrip, users (Initiator and
Responder) obtain their Private Key(s) (K PR) fromthe KM5. This
roundtrip can be perforned at anytime and, as expl ained earlier,
takes place, for exanple, once a nonth (or once per subscription
cycle). The second and the third roundtrips are between the
Initiator and the Responder. (bserve that the Key Managenent Service
is only involved in the first roundtrip. |In Figure 3, a conceptua
signaling diagram for the M KEY-1BAKE node is depicted.
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+-- -+ N N + N N + +-- -+
[ 1] | KMB1 | | KMS2 | | R
S Fomm oo - + Fomm oo - + S
REQUEST_KEY_INI T REQUEST_KEY_INI T
__________________ > € oo e e e e e e mmmoo---
REQUEST KEY_RESP REQUEST KEY_RESP
i >
| MESSAGE_1
___________________________________________________________ >
R_MESSAGE_1
€ o o o o e o o o o e e e e e e e e e e e e e e mmmoo - -
| MESSAGE 2
........................................................... >
R_MESSAGE 2
o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e e e e m e e e e m = -

Fi gure 3: Exanpl e Message Exchange

The Initiator (1) wants to establish a secure nedia session with the
Responder (R). The Initiator and the Responder trust a third party,
the Key Managenent Service (KMs5), with which they both have, or can
establish, shared credentials. These pre-established trust relations
are used by a user (i.e., Initiator and Responder) to obtain Private
Keys. Rather than a single KVMS, several different KMSs nmay be

i nvol ved, e.g., one for the Initiator and one for the Responder as
shown in Figure 3. The Initiator and the Responder do not share any
credentials; however, the Initiator knows the Responder’s public

identity. The assunmed trust nodel is illustrated in Figure 4.
+---+ Fomo - - - + Fomo - - - + +---+
[ 1] | KMB1 | | KMS2 | | R
+---+ +ommmm - + +ommmm - + +---+
Pr e- est abl i shed Pr e- est abl i shed
trust relation trust relation
Cemm e e e e e > Comm e e e ee o s >

Security association based on nutual authentication
performed during M KEY-1BAKE exchange

Figure 4: Trust Model
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Bel ow, a description of how Private Keys are obtai ned using M KEY
messages is provided. An alternative way for obtaining Private Keys
using HTTP is described in [ RFC5408] .

The Initiator obtains Private Key(s) fromthe KM5 by sending a
REQUEST KEY INIT nessage. The REQUEST KEY I NI T nessage incl udes
Initiator’s public identity(s) (if the Initiator has nore than one
public identity, it may request Private Keys for every identity
registered) and is protected via a MAC based on a pre-shared key or
via a signature (sinmlar to the MKEY-PSK and M KEY- RSA nodes). |f
the request is authorized, the KVS generates the requested keys,
encodes them and returns themin a REQUEST_KEY_RESP nessage. This
exchange takes place periodically and does not need to be perforned
every time an Initiator needs to establish a secure connection with a
Responder .

The Initiator next chooses a random x and conputes [x]P, where Pis a
point on elliptic curve E known to all users. The Initiator uses the
Responder’s public identity to generate the Responder’s Public Key
(e.g., KPUBr=H1(IDRr||date)), where H is hash function known to al
users, and the granularity in date is a matter of security policy and
known publicly. Then the Initiator uses this generated Public Key to
encrypt [x]P, IDRi and IDRr and includes this encrypted infornation
in an | _MESSAGE 1 nessage, which is sent to the Responder. The
encryption is ldentity-Based Encryption (IBE) as specified in

[ RFC5091] and [RFC5408]. In turn, the Responder |BE-decrypts the
recei ved nessage using its Private Key for that date, chooses random
y and conputes [y]P. Next, the Responder uses Initiator’s identity
obtained fromI| MESSACGE 1 to generate Initiator’s Public Key (e.g.,

K _PUBi =H1(I DRi | | date)) and |IBE-encrypts (IDRi, IDRr, [X]P, [Y]P)
using K PUBi, and includes it in R MESSACE 1 nessage sent to the
Initiator. At this point, the Responder is able to generate the
session key as [x][y]P. This session key is then used to generate
TGK as specified in Section 5.1

Upon receiving and | BE-decrypting an R MESSAGE 1 nessage, the
Initiator verifies the received [x]P. At this point, the Initiator
is able to generate the same session key as [x][y]P. Upon successfu
verification, the Initiator sends | _MESSAGE 2 nmessage to the
Responder, including IBE-encrypted IDRi, IDRr and previously received
[y]P. The Responder sends a R MESSAGE 2 nessage to the Initiator as
verification.

The above described is the nost typical use case; in Section 3, sone
alternative use cases are discussed.
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M KEY- | BAKE i s based on [ RFC3830]; therefore, the sane termn nol ogy,
processing, and considerations still apply unless otherw se stat ed.
Payl oads containing EC Diffie-Hell man val ues and keys exchanged in

| MESSAGE/ R MESSACE are | BE encrypted as specified in [ RFC5091] and

[ RFC5408], while the keys exchanged in KEY _REQUES I N T/

KEY REQUEST RESPONSE are encrypted as specified in [RFC3830]. 1In all
exchanges, encryption is only applied to the payl oads contai ni ng keys
and EC Diffie-Hellman values and not to the entire messages.

4.2. Message Exchanges and Processing
4.2.1. REQUEST _KEY_I NI T/ REQUEST_KEY_ RESP Message Exchange

Thi s exchange is used by a user (e.g., lnitiator or Responder) to
request Private Keys froma trusted Key Managenent Service, with

whi ch the user has pre-shared credentials. A full roundtrip is
required for a user to receive keys. As this nessage nust ensure the
identity of the user to the KM5, it is protected via a MAC based on a
pre-shared key or via a signature. The initiation nessage

REQUEST KEY INIT comes in two variants corresponding to the pre-
shared key (PSK) and Public-Key encryption (PKE) nethods of

[ RFC3830]. The response nessage REQUEST KEY RESP is the sanme for the
two variants and SHALL be protected by using the pre-shared/ envel ope
key indicated in the REQUEST KEY I N T nessage.

Initiator/Responder KMS
REQUEST_KEY_I NI T_PSK = ---->
HDR, T, RAND, (IDRi/r),
| DRkns, [1DRpsk], [KEMAC], V <---- REQUEST_KEY_RESP =
HOR, T, [IDRi/r], [I|DRkms],
KEMAC, V
REQUEST_KEY_I NI T_PKE = -3
HDR, T, RAND, (IDRi/r),
{CERTi /r}, |DRkms, <---- REQUEST_KEY_RESP =
[ KEMAC], [CHASH, HDR, T, [IDRi/r], [|DRkms],
PKE, SIGNi/r KEMAC, V

4.2.1.1. Conponents of the REQUEST KEY IN T Message

The main objective of the REQUEST KEY_ INT nessage is for a user to
request one or nore Private Keys (K PR) fromthe KM5. The user nay
request a K PR for each public identity it possesses, as well as for
mul ti pl e dates.
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The REQUEST KEY_ INIT nmessage MJUST al ways include the Header (HDR),
Timestanmp (T), and RAND payl oads. The CSB ID (Crypto Session Bundl e
I D) SHALL be assigned as in [RFC3830]. The user SHALL include it in
the CSB ID field of the Header. The user SHALL set the #CS field to
0" since CS (Crypto Session(s)) SHALL NOT be handled. The CS |ID map
type SHALL be the "Enpty map" as defined in [ RFC4563].

IDRi/r contains the identity of the user. Since the user may have
multiple identities, multiple IDRi/r fields may appear in the
nessage.

| DRkms SHALL be i ncl uded.

The KEMAC payl oad SHALL be used only when the user needs to use
specific keys. Qherw se, this payload SHALL NOT be used.

4.2.1.1.1. Conponents of the REQUEST KEY |IN T_PSK Message
The | DRpsk payl oad MAY be used to indicate the pre-shared key used.

The | ast payl oad SHALL be a Verification (V) payl oad where the
aut hentication key (auth_key) is derived fromthe pre-shared key (see
Section 4.1.4 of [RFC3830] for key derivation specification).

4.2.1.1.2. Conponents of the REQUEST KEY | NI T_PKE Message

The certificate (CERT) payl oad SHOULD be included. |If a certificate
chain is to be provided, each certificate in the chain MJIST be
included in a separate CERT payl oad.

The PKE payl oad contains the encrypted envel ope key: PKE = E(PKkns,
env_key). It is encrypted using the KM s Public Key (PKkms). |If
the KM5 possesses several Public Keys, the user can indicate the key
used in the CHASH payl oad.

SICGNi/r is a signature covering the entire MKEY nessage, using the
Initiator’s signature key.

4.2.1.2. Processing of the REQUEST_KEY IN T Message

If the KMS can verify the integrity of the received nessage and the
message can be correctly parsed, the KMs MUST check the Initiator’s
aut horization. |If the Initiator is authorized to receive the
requested Private Key(s), the KM5 MIUST send a REQUEST KEY_ RESP
message. Unexpected payl oads in the REQUEST _KEY_IN T nessage SHOULD
be ignored. Errors are handl ed as described in [ RFC3830].
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4.2.1.3. Conponents of the REQUEST_KEY_ RESP Message

The version, PRF func and CSB ID, #CS, and CS ID map type fields in
the HDR payl oad SHALL be identical to the corresponding fields in the
REQUEST KEY INIT nmessage. The KMS SHALL set the V flag to 0 and the
user receiving it SHALL ignore it as it has no nmeaning in this

cont ext .

The Tinestanp type and val ue SHALL be identical to the one used in
the REQUEST_KEY_ I NI T nessage.

KEMAC = E(encr_key, (ID || K_PR))

The KEMAC payl oad SHOULD use the NULL authentication algorithm as a
MAC is included in the V payl oad. Depending on the type of
REQUEST KEY INIT nessage, either the pre-shared key or the envel ope
key SHALL be used to derive the encr_key.

The | ast payl oad SHALL be a Verification (V) payload. Depending on
the type of REQUEST _KEY_IN T nessage, either the pre-shared key or
the envel ope key SHALL be used to derive the auth_key.

4.2.1.4. Processing of the REQUEST_KEY RESP Message

If the Initiator/Responder can correctly parse the received nessage,
the received session informti on SHOULD be stored. O herw se, the
Initiator/Responder SHOULD silently discard the message and abort the
pr ot ocol .

4.2.2. | _MESSAGE/ R_MESSAGE Message Exchanges

Thi s exchange is used for Initiator and Responder to nutually

aut henti cate each other and to exchange EC Diffie-Hell man val ues used
to generate TGK. These exchanges are nodel ed after the pre-shared
key node, with the exception that the Elliptic Curve Diffie-Hellnman
val ues and Secret Keys (SKs) are encoded in | BAKE and ESK payl oads

i nstead of a KEMAC payload. Two full roundtrips are required for
this exchange to successfully conplete. The nessages are preferably
included in the session setup signaling (e.g., SIP INVITE).
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Initiator Responder
| _MESSACE 1 = -
HDR, T, RAND, IDRi, |DRr,
| BAKE, [ ESK] <---- R_MESSAGE 1 =
HDR, T, IDRi,
I DRr, | BAKE
| _MESSACE 2 = -
HDR, T, RAND, IDRi, |DRr,
| BAKE, [ ESK] <---- R _MESSAGE 2 =
HDR, T, [IDR], [IDR],
[ 1 BAKE], V

4.2.2.1. Conponents of the | _MESSAGE 1 Message

The | _MESSAGE 1 nessage MUST al ways include the Header (HDR),
Timestanmp (T), and RAND payl oads. The CSB ID (Crypto Session Bundl e
ID) SHALL be randomy selected by the Initiator. As the R MESSACE 1
message is mandatory, the Initiator indicates with the V flag that a
verification nessage i s expected.

The IDRi and | DRr payl oads SHALL be i ncl uded.

The | BAKE payl oad contains Initiator’s ldentity and EC Diffie-Hell man
val ues (ECCPTi), and Responder’s ldentity all encrypted using
Responder’s Public Key (i.e., encr_key = K PUBr) as foll ows:

| BAKE = E(encr_key, IDR || ECCPTi || IDRr)

Optionally, Encrypted Secret Key (ESK) payl oad MAY be included. |If
i ncluded, ESK contains an identity and a Secret Key (SK) encrypted
usi ng i ntended Responder’s Public Key (i.e., encr_key = K PUBr).

ESK = E(encr_key, ID || SK)
4.2.2.2. Processing of the | _MESSAGE 1 Message

The parsing of | _MESSAGE 1 nessage SHALL be done as in [RFC3830]. |If
the received nessage is correctly parsed, the Responder SHALL use the
Private Key (K PRr) corresponding to the received IDRr to decrypt the
| BAKE payl oad. |f the nessage contains ESK payl oad, the Responder
SHALL decrypt the SK and use it to decrypt the received | BAKE

payl oad. Oherwise, if the Responder is not able to decrypt the
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| BAKE payl oad, the Responder SHALL indicate it to the Initiator by
including only its own EC Diffie-Hellman value (ECCPTr) in the next
message (i.e., R MESSACGE 1) it sends to the Initiator

If the received nessage cannot be correctly parsed, the Responder
SHOULD silently discard the nessage and abort the protocol

4.2.2.3. Conponents of the R MESSAGE 1 Message

The version, PRF func, CSB ID, #CS, and CS ID nap type fields in the
HDR payl oad SHALL be identical to the corresponding fields in the

| MESSACGE 1 nessage. The V flag SHALL be set to 1 as | _MESSAGE 2
message i s mandatory.

The Tinestanp type and val ue SHALL be identical to the one used in
the | _MESSAGE 1 nessage.

The IDRi and | DRr payl oads SHALL be included. The IDR payload SHALL
be as received in the I _MESSAGE_ 1. 1In the |IDRr payload, the
Responder SHALL include its own identity. Note that this identity

m ght be different fromthe identity contained in the | DR payl oad
received in | _MESSAGE 1 nessage. The |IDRr payl oads of | _MESSAGE 1
and R MESSAGE 1 will be different in the case of forking,

retargeting, and deferred delivery.

The Responder’s | BAKE payl oad contains the Initiator’s EC Diffi e-
Hel | man val ue (ECCPTi) received in | _MESSAGE 1 (if successfully
decrypted), and the Initiator’s EC Diffie-Hell man val ue generated by
the Responder (ECCPTr), as well as corresponding Initiator and
Responder’s identities. |If the Responder is unable to decrypt the

| BAKE payl oad received in | _MESSACE 1 (e.g., the nessage is received
by the intended Responder’s nail box), the Responder SHALL i ncl ude
only its owmm EC Diffie-Hellman value (ECCPTr). The |BAKE payload in
R MESSAGE 1 is encrypted using Initiator’s Public Key (i.e., encr_key
= P_PUBi) as follows:

| BAKE = E(encr_key, IDR || {ECCPTi} || IDRr || ECCPTr)
4.2.2.4. Processing of the R MESSAGE 1 Message

The parsing of R MESSAGE 1 nessage SHALL be done as in [RFC3830]. |If
the received nessage is correctly parsed, the Initiator shall use the
Private Key corresponding to the received IDRi to decrypt the |BAKE
payl oad. If the ECCPTi sent in |_MESSAGE 1 is not present in the
recei ved | BAKE payl oad (e.g., the Responder is currently offline and
the R MESSAGE 1 is received from Responder’s nail box), the Initiator
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SHALL include ECCPTi again in the next nmessage, | _MESSAGE 2. In this
case, | _MESSACE 2 SHALL al so contain an ESK payl oad encrypted using
the intended recipient’s K PUB

If the received nessage cannot be correctly parsed, the Initiator
SHOULD silently discard the nessage and abort the protocol

4.2.2.5. Conponents of the |I_MESSAGE 2 Message

The | _MESSAGE 2 nmessage MUST al ways include the Header (HDR),
Timestanp (T), and RAND payl oads. The version, PRF func, CSB |ID,
#CS, and CS ID map type fields in the HDR payl oad SHALL be identica
to the corresponding fields in the R MESSAGE 2 nessage. As the

R MESSACGE 2 nessage is mandatory, the Initiator indicates with the V
flag that a verification message i s expected.

The IDRi and | DRr payl oads SHALL be included. The |IDRr payl oad SHALL
be the sanme as the |IDRr payload received in the R MESSAGE 1.

The Initiator’s | BAKE payl oad SHALL contain the Initiator’s EC
Diffie-Hell man value (ECCPTi) if the ECCPTi was not received in

R _ MESSACE 1. O herw se, ECCPTi SHALL NOT be included. The |BAKE
payload in | _MESSAGE 2 SHALL contain the Initiator’'s and Responder’s
identities as well as Responder’'s EC Diffie-Hell man value received in
message R MESSAGE 1. | BAKE payl oad SHALL be encrypted using
Responder’s Public Key (i.e., encr_key = K PUBr) as foll ows:

| BAKE = E(encr_key, IDR || {ECCPTi} || IDR || ECCPTr)

Optionally, Encrypted Secret Key (ESK) payl oad can be included. ESK
SHALL be included in case R MESSAGE_ 1 did not contain Initiator’'s EC
Diffie-Hell man value (ECCPTi) (e.g., in the case of deferred
delivery). If included, it contains an Initiator’s identity and
Initiator-generated Secret Key (SK) encrypted using intended

reci pient Public Key (i.e., encr_key = K PUB) as foll ows:

ESK = E(encr_key, ID|] SK)
4.2.2.6. Processing of the | _MESSAGE 2 Message

The parsing of the | _MESSAGE 2 nessage SHALL be done as in [ RFC3830].
If the received nmessage is correctly parsed, the Responder shall use
the K PRr corresponding to the received IDRr to decrypt the | BAKE
payl oad. If an ESK is received, the Responder SHALL store it for
future use (e.g., the Responder is a mailbox and will forward the key
to the user once the user is online).
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If the received nessage cannot be correctly parsed, the Responder
SHOULD silently discard the nessage and abort the protocol.

4.2.2.7. Conponents of the R MESSAGE 2 Message

The version, PRF func, CSB ID, #CS, and CS ID nap type fields in the
HDR payl oad SHALL be identical to the corresponding fields in the

| _MESSAGE 2 nmessage. The V flag SHALL be set to O by the Responder
and ignored by the Initiator.

The Tinestanp type and val ue SHALL be identical to the one used in
the | _MESSAGE 2 nessage.

The IDRi and | DRr payl oads SHOULD be i ncl uded.

If Initiator’s EC Diffie-Hell man value (ECCPTi) was received in

| MESSACGE 2, the Responder SHALL al so include the | BAKE payl oad. |If
i ncluded, the |IBAKE payl oad SHALL contain Initiator’'s EC Diffie-

Hel | man val ue (ECCPTi), and the Initiator’s identity previously
received in | _MESSACGE 2, encrypted using Initiator’s Public Key
(i.e., encr_key = K PUBi) as follows:

| BAKE = E(encr_key, IDR || ECCPTi)

The | ast payl oad SHALL be a Verification (V) payl oad where the
aut henti cation key (auth_key) is derived as specified in Section 5. 2.

4.2.2.8. Processing of the R MESSAGE 2 Message

The parsing of R MESSAGE 2 nessage SHALL be done as in [RFC3830]. |If
the received nessage is correctly parsed, and if it contains the

| BAKE payl oad, the Initiator SHALL use the K PRI corresponding to the
received IDRi to decrypt the |BAKE payl oad.

If the received nessage cannot be correctly parsed, the Initiator
SHOULD silently discard the nessage and abort the protocol.

5. Key Managenent

The keys used in REQUEST KEY_ | N T/ REQUEST KEY_RESP exchange are
derived fromthe pre-shared key or the envel ope key as specified in
[ RFC3830]. As crypto sessions are not handled in this exchange,
further keying material (i.e., TEKsS) for this message exchange SHALL
NOT be deri ved.

Cakul ev & Sundaram I nf or mat i onal [ Page 16]



RFC 6267 M KEY- | BAKE June 2011

5.1. Cenerating Keys fromthe Session Key

As stated above, the session key [x][y]P is generated using exchanged
EC Diffie-Hell man val ues, where x and y are randomy chosen by the
Initiator and Responder. The session key, as a point on an elliptic
curve, is then converted into octet string as specified in [ SECL].
This octet string K SESSION is then used to generate MPK and T&K
Finally, the traffic encryption keys (e.g., TEK) are generated from
TAK as specified in [ RFC3830].

The MPK and TCGK are generated from K SESSI ON as fol | ows.

i nkey : K_SESSI ON
inkey len : bit length of the MPK
| abel . constant || OxFF || OxFFFFFFFF || RAND

outkey len : desired bit Iength of the output key (MPK or TGK)

The constant depends on the derived key type as summari zed bel ow.

o e e e e oo o S +
| Derived Key | Constant |
S Fom e m oo - - +
| MPK | Ox220E99A2 |
| T | Ox1F4D675B

- . +

Table 1: Constants for Key Derivation

The constants are taken fromthe decimal digits of e as described in
[ RFC3830] .

5.2. Cenerating Keys for MKEY Messages

The keys for M KEY nessages are used to protect the M KEY nessages
exchanged between the Initiator and Responder (i.e., |_MESSAGE and
R MESSACE). In the REQUEST_KEY_I NI T/ REQUEST_KEY_RESP exchange, the
key derivation SHALL be done exactly as in [ RFC3830].

M KEY Protection Key (MPK) for |I_MESSAGE/ R_MESSAGE exchange is
generated as described in Section 5.1. This MPK is then used to
derive keys to protect R MESSAGE 2 nessage

i nkey : MPK
inkey len : bit length of the MPK
| abel : constant || OxFF || csb_id || RAND

outkey len : desired bit Iength of the output key

where the constants are as defined in [ RFC3830].
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5.3. CSB Update

Simlar to [ RFC3830], M KEY-I1BAKE provi des neans for updating the CSB
(Crypto Session Bundle), e.g., transporting new EC Diffe-Hell man

val ues or addi ng new crypto sessions. The CSB updating is done by
executing the exchange of |_MESSAGE 1/ R MESSAGE 1. The CSB updating
MAY be started by either the Initiator or the Responder.

Initiator Responder
| _MESSACE_1 = -3
HDR, T, [IDRi], [IDRr],
[ | BAKE] <---- R _MESSACE 1 =
HDR, T, [IDR], [IDRr],
[ 1 BAKE], V
Responder Initiator
| _MESSACE 1 = >
HDR, T, [IDR], [IDRI],
[ | BAKE] <---- R_MESSACE_1 =
HDR, T, [IDRI], [IDR],
[ 1 BAKE], V

The new nmessage exchange MJST use the sane CSB ID as the initial
exchange, but MJST use a new Ti mestanp. O her payl oads that were
provided in the initial exchange SHOULD NOT be included. New RANDs
MUST NOT be included in the nessage exchange (the RANDs will only
have effect in the initial exchange).

| BAKE payl oad with new EC Diffie-Hell man val ues SHOULD be i ncl uded.

If new EC Diffie-Hell man val ues are bei ng exchanged during CSB

updati ng, nmessages SHALL be protected with keys derived fromEC
Diffie-Hell man val ues exchanged as specified in Section 5. 2.

O herwise, if new EC Diffie-Hell man val ues are not bei ng exchanged
during CSB update exchange, messages SHALL be protected with the keys
that protected the | _MESSAGE/ R MESSACE nessages in the initial
exchange.

5.4. GCenerating MAC and Verification Message

The authentication tag in all M KEY-1BAKE nessages i s generated as
described in [RFC3830]. As described above, the MPK is used to
derive the auth_key. The MAC/Signature in the V/SIGN payl oads covers
the entire M KEY nessage, except the MAC/ Signature field itself and
if there is an ESK payload in the nassage it SHALL be onmitted from
MAC/ Si gnature calculation. The identities (not whol e payl oads) of
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the involved parties MIST directly follow the MKEY nessage in the
Verification MAC/ Signature calculation. Note that in the |I_MESSAGE
R _MESSACGE exchange, IDRr in R MESSAGE 1 MAY not be the sane as that
appearing in | _MESSAGE 1.

6. Payl oad Encodi ng

Thi s section does not describe all the payloads that are used in the
new nessage types. It describes in detail the new | BAKE and ESK
payl oads and in |less detail the payloads for which changes has been
made conpared to [ RFC3830]. For a detailed description of the MKEY
payl oads (e.g., Timestanp (T) payl oad, RAND payl oad, etc.), see

[ RFC3830]. For the description of IDR payload as well as for the
definition of additional PRF functions and encryption al gorithms not
defined in [ RFC3830], see [RFC6043].

6.1. Common Header Payl oad (HDR)

For the Common Header Payl oad, new val ues are added to the data type
and t he next payl oad namespaces.

o Data type (8 bits): describes the type of nessage.

REQUEST_KEY_PSK | 19 Request Private Keys nessage (PSK)
REQUEST_KEY_PKE Request Private Keys nessage (PKE)
REQUEST _KEY_RESP Response Private Keys nessage

I I I
I I I I
I I I I
| | MESSACE 1 | 22 | First Initiator’s nessage |
I I I I
I I I I
I I I I

R_MESSACE_1 23 Fi rst Responder’s nessage
| MESSAGE 2 24 Second Initiator’s nmessage
R_MESSACE 2 25 Second Responder’s nessage

o e e e e oo oo AR, o e m e e e e e e e e e e +

Table 2: Data Type (Additions)

0 Next payload (8 bits): identifies the payload that is added after
thi s payl oad.
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e T Hommmm e R +
| Next Payload | Value | Secti on |
o e e - R, T +
| | BAKE | 22 | Section 6.1.1 |
| ESK | 23 | Section 6.1.2 |
| SK | 24 | Section 6.1.5 |
| ECCPT | 25 | Section 6.1.4 |
S N o m e e e oo - +

Tabl e 3: Next Payl oad (Additions)

o V(1 bits): flag to indicate whether or not a response nessage is
expected (this only has neaning when it is set in an initiation
message). |If a response is required, the V flag SHALL al ways be
set to 1 in the initiation nessages and the receiver of the
initiation nessage (Responder or KMS) SHALL ignore it.

0 #CS (8 bits): indicates the nunber of crypto sessions that will be
handled within the CSB. It SHALL be set to 0 in the Request Key
exchange, as crypto sessions SHALL NOT be handl ed.

0 CSIDnmap type (8 bits): specifies the nethod of uni quely napping
crypto sessions to the security protocol sessions. |n the Request
Key exchange, the CS ID map type SHALL be the "Enpty map" (defined
in [ RFC4563]) as crypto sessions SHALL NOT be handl ed.

6.1.1. |BAKE Payl oad

The | BAKE payl oad contains | BE encrypted (see [ RFC5091] and [ RFC5408]
for details about IBE) Initiator and Responder’s ldentities and EC
Diffie-Hellman Sub-Payl oads (see Section 6.1.4 for the definition of
EC Diffie-Hell man Sub-Payload). It may contain one or nore EC
Diffie-Hell man Sub-Payl oads and their associated identities. The
|last EC Diffie-Hellman or ldentity Sub-Payl oad has its Next payl oad
field set to Last payl oad.

1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

! Next payload ! Encr data |len ! Encr data !
i i i T i I S i e s o o i i
I Encr data -

e T S S S e i i S DU S S S S R S T S S

0 Next payload (8 bits): identifies the payload that is added after
thi s payl oad.
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o0 Encr data len (16 bits): length of Encr data (in bytes).

o0 Encr data (variable length): the IBE encrypted EC Diffie-Hell man
Sub- Payl oads (see Section 6.1.4) and their associated Identity
payl oads.

6.1.2. Encrypted Secret Key (ESK) Payl oad

The Encrypted Secret Key payl oad contains |BE encrypted (see

[ RFC5091] and [ RFC5408] for details about I1BE) Secret Key Sub-Payl oad
and its associated identity (see Section 6.1.5 for the definition of
the Secret Key Sub-Payl oad).

1 2 3
01234567890123456789012345678901
e i S T S S T T S i S S S S

! Next payload ! Encr data |len ! Encr data !
I S i o T s S S S e s s T
| Encr data -

T T T o T i S S i oI S SEp S S S

0 Next payload (8 bits): identifies the payload that is added after
thi s payl oad.

o0 Encr data len (16 bits): length of Encr data (in bytes).

o0 Encr data (variable length): the encrypted secret key Sub-Payl oads
(see Section 6.1.5).

6.1.3. Key Data Sub-Payl oad
For the key data Sub-Payl oad, a new type of key is defined. The
Private Key (K PR) is used to decrypt the content encrypted using the
correspondi ng Public Key (K PUB). KEMAC in the REQUEST KEY_ RESP
SHALL contain one or nore Private Keys.

0 Type (4 bits): indicates the type of key included in the payl oad.

R R, S +
| Type | Val ue | Coment s

Femmm o - Fomm o - Fom e o - +
| KPR | 7 | Private Key |
S S R +

Table 4: Key Data Type (Additions)
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The EC Diffie-Hell man (ECCPT) Sub-Payl oad uses the format defined

bel ow.
included in clear,

1

2

The EC Diffie-Hell man Sub-Payl oad in M KEY-1BAKE i s never
but as an encrypted part of the | BAKE payl oad.

3

01234567890123456789012345678901
i T o T i e S S S i S e S

ECC Poi nt

e b T S i i S S S S e e s S i T T i S S

Next payload !

ECC Curve

TXK | en

Reser v!

KV !

T o S i e S S e i o S SR
KV data (optional)
i T o T i e S S S i S e S

+-
!

+-

! Auth alg !
+-

!

+-

0 Next payload (8 bits):

t hi s payl oad.

0o ECC curve (8 hits):

ECPRGF192Random / P-192
EC2NGF163Random / B-163
EC2NGF163Koblitz / K-163
EC2NGF163Randon? / none
ECPRG-224Random /
EC2NGF233Random /
EC2NG-233Kobl itz /
ECPRGF256Random /

EC2NGF283Kobl itz /
ECPRG-384Random /
EC2NGF409Random /

EC2NG-409Kobl itz /
ECPRGF521Random /
EC2NGF571Random /

EC2NGF571Kobl itz /

o0 ECC point (variable length):

32-bit boundary,

Cakul ev & Sundar am

I
I
I
I
I
I
|
| EC2NGF283Random /
I
I
I
I
I
I
I

Tabl e 5:

encoded in

P-224
B- 233
K- 233
P- 256
B- 283
K- 283
P- 384
B- 409
K- 409
P-521
B-571
K-571

secpl9z2ri
sect 163r2
sect 163k1
sect 163r1l
secp224rl
sect 233r1
sect 233k1
secp256r1
sect 283r1
sect 283k1
secp384rl
sect 409r1
sect 409k1
secp521r1
sect571r1
sect 571k1

Elliptic Curves

i dentifies the payl oad that
See Section 6.1 of [RFC3830] for val ues.

identifies the ECC curve used.

is added after

ECC point data, padded to end on a

octet string representation

I nf or mat i onal
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6.

(0]

1.

5.

Auth alg (8 bits): specifies the MAC al gorithmused for the
verification nmessage. For MKEY-1BAKE this field is ignored.

TGK len (16 bits): the length of the T&K (in bytes). For M KEY-
I BAKE this field is ignored.

KV (4 bits): indicates the type of key validity period specified.
This may be done by using an SPI (alternatively an MKI in SRTP) or
by providing an interval in which the key is valid (e.g., in the
|atter case, for SRTP this will be the index range where the key
is valid). See Section 6.13 of [RFC3830] for pre-defined val ues.

KV data (variable length): This includes either the SPI/MI or an
interval (see Section 6.14 of [RFC3830]). |If KV is NULL, this
field is not included.

Secret Key Sub- Payl oad

Secret Key payload is included as a Sub-Payl oad in Encrypted Secret
Key payload. Simlar to EC Diffie-Hellnmn Sub-Payload, it is never
included in clear, but as an encrypted part of the ESK payl oad.

1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
! Next Payload ! Type ! KV ! Key data |l en !
B i s T T i i o S o T Ji I
! Key data ~
i s T S i T i TR S ek o i H o
! KV data (optional) ~
e e L o e T e Tl S e e s

Next payload (8 bits): identifies the payload that is added after
thi s payl oad.

Type (4 bits): indicates the type of the key included in the
payl oad.

R R, +
| Type | Val ue |
Femmm o - Fomm o - +
| Sk | 1 |
S S +

Table 6: Secret Key Types
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0 KV (4 bits): indicates the type of key validity period specified.
This may be done by using an SPI (or MKI in the case of [RFC3711])
or by providing an interval in which the key is valid (e.g., in
the latter case, for SRTP this will be the index range where the
key is valid). KV values are the sane as in Section 6.13 of
[ RFC3830]

0 Key data len (16 bits): the length of the Key data field (in
byt es).

0 Key data (variable length): The SK dat a.

0 KV data (variable length): This includes either the SPI or an
interval. If KVis NULL, this field is not included.

7. Security Considerations

Unl ess explicitly stated, the security properties of the MKEY
protocol as described in [RFC3830] apply to MKEY-IBAKE as well. In
addition, MKEY-IBAKE is based on the basic ldentity-Based Encryption
protocol, as specified in [RFC5091], [RFC5408], and [ RFC5409], and as
such inherits sonme properties of that protocol. For instance, by
concatenating the "date" with the identity (to derive the Public
Key), the need for any key revocation mechanisms is virtually
elimnated. Moreover, by allowing the participants to acquire
multiple Private Keys (e.g., for duration of contract) the
availability requirements on the KMS are al so reduced w t hout any
reduction in security.

7.1. Ceneral Security Considerations

The M KEY-1BAKE protocol relies on the use of ldentity-Based
Encryption. [RFC5091] describes attacks on the cryptographic
algorithms used in Identity-Based Encryption. |In addition, [RFC5091]
provi des recommendati ons for security paranmeters for described | BE
al gorithns.

It is assuned that the Key Managenent Services are secure, not
comprom sed, trusted, and will not engage in |aunching active attacks
i ndependently or in a collaborative environnent. However, any
mal i ci ous insider could potentially |aunch passive attacks (by
decryption of one or nore nessage exchanges offline). While it is in
the best interest of administrators to prevent such attacks, it is
hard to elimnate this problem Hence, it is assuned that such
problenms will persist, and hence the protocols are designed to
protect participants from passive adversaries
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7.2. | BAKE Protocol Security Considerations

For the basic | BAKE protocol, froma cryptographic perspective, the
foll owi ng security considerations apply.

In every step, ldentity-Based Encryption (IBE) is used with the
recipient’s Public Key. This guarantees that only the intended
reci pi ent of the nessage can decrypt the nessage [ BF].

Next, the use of identities within the encrypted payload is intended
to elinmnate sone basic reflection attacks. For instance, suppose
identities were not used as part of the encrypted payload, in the
first step of the I BAKE protocol (i.e., |I_MESSAGE 1 of Figure 3 in
Section 4.1). Furthernore, assume an adversary who has access to the
conversation between Initiator and Responder and can actively snoop
into packets and drop/nodify them before routing themto the
destination. For instance, assume that the | P source address and
destination address can be nodified by the adversary. After the
first nmessage is sent by the Initiator (to the Responder), the
adversary can take over and trap the packet. Next, the adversary can
modify the I P source address to include adversary’s | P address,
before routing it onto the Responder. The Responder will assune the
request for an | BAKE session canme fromthe adversary and will execute
step 2 of the I BAKE protocol (i.e., R MESSAGE 1 of Figure 3 in
Section 4.1) but encrypt it using the adversary’s Public Key. The
above nessage can be decrypted by the adversary (and only by the
adversary). |In particular, since the second nessage includes the
chal l enge sent by the Initiator to the Responder, the adversary will
now | earn the challenge sent by the Initiator. Following this, the
adversary can carry on a conversation with the Initiator "pretendi ng"
to be the Responder. This attack will be elimnated if identities
are used as part of the encrypted payload. |In summary, at the end of
the exchange both Initiator and Responder can nutually authenticate
each other and agree on a session key.

Recal | that ldentity-Based Encryption guarantees that only the
reci pi ent of the nessage can decrypt the nessage using the Private
Key. The caveat being, the KMS that generated the Private Key of
reci pi ent of message can decrypt the nessage as well. However, the
KMS cannot | earn the session key [x][y]P given [x]P and [y] P based on
the Elliptic Curve Diffie-Hell man problem This property of

resi stance to passive key escrow fromthe KM5 is not applicable to
the basic | BE protocols proposed in [ RFC5091], [RFC5408], and

[ RFC5409] .

observe that the protocol works even if the Initiator and Responder

belong to two different Key Managenent Services. |n particular, the
paraneters used for encryption to the Responder and paraneters used

Cakul ev & Sundaram I nf or mat i onal [ Page 25]



RFC 6267 M KEY- | BAKE June 2011

for encryption to the Initiator can be conpletely different and

i ndependent of each other. Mreover, the Elliptic Curve used to
generate the session key [x][y]P can be conpletely different. |If
such flexibility is desired, then it would be advantageous to add
optional extra data to the protocol to exchange the al gebraic
primtives used in deriving the session key.

In addition to nutual authentication, and resistance to passive
escrow, the Diffie-Hellman property of the session key exchange
guar ant ees perfect secrecy of keys. In others, accidental |eakage of
one session key does not conproni se past or future session keys
between the sane Initiator and Responder

7.3. Forking

In the Forking feature, given that there are nultiple potentia
Responders, it is inportant to observe that there is one "conmmon
Responder" identity (and corresponding Public and Private Keys) and
each Responder has a unique identity (and correspondi ng Public and
Private Keys). Observe that, in this framework, if one Responder
responds to the invite fromthe Initiator, it uses its unique
identity such that the protocol guarantees that no ot her Responder

| earns the session key.

7.4. Retargeting

In the Retargeting feature, the forwarding server does not learn the
Private Key of the intended Responder since it is encrypted using the
retargeted Responder’s Public Key. Additionally, the Initiator will

| earn that the retargeted Responder answered the phone (and not the

i nt ended Responder) since the retargeted Responder includes its own
identity in the message sent to the Initiator. This will allow the
Initiator to decide whether or not to carry on the conversation
Finally, the session key cannot be discovered by the intended
Responder since the random nunber chosen by the retargeted Responder
is not known to the intended Responder

7.5. Deferred Delivery

In the Deferred Delivery feature, the Initiator and the Responder’s
mai | box will mutually authenticate each other thereby preventing
server side "phishing" attacks and conversely guarantees to the
server (and eventually to the Responder) the identity of the
Initiator. Mreover, the key used by Initiator to encrypt the
contents of the nmessage is conpletely independent fromthe session
key derived between the Initiator and the server. Finally, the key
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used to encrypt the nessage is encrypted using the Responder’s Public
Key, which allows the contents of the message to remain unknown to
the mail box server.

8. | ANA Consi derati ons

Thi s docunent defines several new values for the nanespaces Data
Type, Next Payl oad, and Key Data Type defined in [RFC3830]. The
foll owi ng | ANA assi gnnents have been added to the M KEY Payl oad
registry (in bracket is a reference to the table containing the
regi stered val ues):

o Data Type (see Table 2)
0 Next Payload (see Table 3)
0 Key Data Type (see Table 4)

The ECCPT payl oad defines an 8-bit ECC Curve field for which | ANA has
created and will maintain a new namespace in the MKEY Payl oad
registry. Assignnents consist of an ECC curve and its associ ated
value. Values in the range 1-239 SHOULD be approved by the process
of Specification Required, values in the range 240-254 are for
Private Use, and the values 0 and 255 are Reserved according to

[ RFC5226]. The initial contents of the registry are as follows:

Val ue ECC curve

0 Reser ved

1 ECPRGF192Random / P-192 / secpl92r1l
2 EC2NG-163Random / B-163 / sect163r2
3 EC2NGF163Koblitz / K-163 / sect 163kl
4 EC2NGF163Randon? / none / sect163rl
5 ECPRGF224Random / P-224 | secp224rl
6 EC2NG-233Random / B-233 / sect233r1l
7 EC2NG-233Kobl itz / K-233 / sect233kl
8 ECPRGF256Random / P-256 / secp256r1
9 EC2NG-283Random / B-283 / sect283r1l
10 EC2NG-283Kobl itz / K-283 / sect283kl
11 ECPRGF384Random / P-384 / secp384rl
12 EC2NG-F409Random / B-409 / sect409r1
13 EC2NG-409Kobl itz / K-409 / sect 409kl
14 ECPRGF521Random / P-521 / secp521rl
15 EC2NGF571Random / B-571 / sect571r1l
16 EC2NG-571Koblitz / K-571 / sect571k1l

17- 239 Unassi gned
240-254 Private Use
255 Reser ved
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9.

9.

1.

The SK Sub- Payl oad defines a 4-bit Type field for which | ANA has
created and will maintain a new namespace in the MKEY Payl oad
registry. Assignnents consist of a type of key and its associ ated
value. Values in the range 2-15 SHOULD be approved by the process of
Specification Required. The initial contents of the registry are as
fol |l ows:

0 Reserved
1 Secret Key (SK)
2-15 Unassi gned
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