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Abst ract

RFC 2616 defines the Content-Disposition response header field, but
points out that it is not part of the HTTP/1.1 Standard. This
specification takes over the definition and registration of Content-
Di sposition, as used in HITP, and clarifies internationalization
aspects.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6266

Copyri ght Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Reschke St andards Track [ Page 1]



RFC 6266 Content-Disposition in HITP June 2011

Tabl e of Contents

1. IntroduCti On ... 2
2. Notational Conventions . .......... ..t 3
3. Conformance and Error Handling ......... ... ... . . . . . . ... 3
4. Header Field Definition ....... ... . . . . . . . . 3
4.1, G aAMYBE .. e e 4
4.2. DisSpoSition TYPe ... 5
4.3. Disposition Paranmeter: 'Filenane’ ............ .. .. ... ....... 5
4.4. Disposition Parameter: EXtensions ....................0..... 6
4.5, Extensibility ... 7
D EXANPl BS o 7
6. Internationalization Considerations ............... .. .. ... ....... 8
7. Security Considerati ONS . ... ... . 8
8. TANA Considerati ONS . ... ... e e 8
8.1. Registry for Disposition Values and Paraneters ............. 8
8.2. Header Field Registration .......... ... ... . . . .. 8
9. AcknOW edgemBent S . . .. ... 9
10. References ... ... 9
10.1. Normative References ....... ... ... .. 9
10. 2. Informative References ....... ... . . . .. ... 9
Appendi x A. Changes fromthe RFC 2616 Definition .................. 11
Appendi x B. Differences Conpared to RFC 2183 ...................... 11
Appendi x C. Alternative Approaches to Internationalization ........ 11
C. 1. RFC 2047 ENCOAi NG . . oottt e e e e e 12
C. 2. Percent ENCOdi NG . ... .. e 12
C. 3. Encoding Sniffing ....... ... 12
Appendi x D. Advice on Generating Content-Di sposition Header
Fields ..o 13

1. Introduction

RFC 2616 defines the Content-Disposition response header field
(Section 19.5.1 of [RFC2616]) but points out that it is not part of
the HTTP/ 1.1 Standard (Section 15.5):

Content-Disposition is not part of the HITP standard, but since it
is widely inplenented, we are docunmenting its use and risks for
i npl ement ers.

Thi s specification takes over the definition and registration of
Content-Di sposition, as used in HTTP. Based on interoperability
testing with existing user agents (UAs), it fully defines a profile
of the features defined in the Miltipurpose Internet Ml Extensions
(M ME) variant ([RFC2183]) of the header field, and also clarifies

i nternationalization aspects.
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Not e: This docunent does not apply to Content-Di sposition header
fields appearing in payload bodies transnmtted over HITP, such as
when using the nmedia type "nultipart/formdata"” ([RFC2388])

Not ati onal Conventi ons

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Thi s specification uses the augnented BNF (ABNF) notation defined in
Section 2.1 of [RFC2616], including its rules for inplied |inear
whi t espace (LW5).

Conf or mance and Error Handling

Thi s specification defines conformance criteria for both senders
(usually, HTTP origin servers) and recipients (usually, HTTP user
agents) of the Content-Disposition header field. An inplenentation
is considered conformant if it conplies with all of the requirements
associated with its role.

This specification also defines certain forns of the header field
value to be invalid, using both ABNF and prose requirenments

(Section 4), but it does not define special handling of these invalid
field val ues.

Senders MJST NOT generate Content-Di sposition header fields that are
i nval id.

Reci pi ents MAY take steps to recover a usable field value from an
invalid header field, but SHOULD NOT reject the message outright,
unless this is explicitly desirable behavior (e.g., the
inplementation is a validator). As such, the default handling of
invalid fields is to ignore them

Header Field Definition

The Content-Di sposition response header field is used to convey
additional information about how to process the response payl oad, and
al so can be used to attach additional netadata, such as the fil enane
to use when saving the response payl oad | ocally.
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4.

1.

G ammar

cont ent-di sposition " Cont ent - Di sposi tion"

di sposition-type *( ";

di sposition-parm)

di sposition-type = "inline" | "attachnent" | disp-ext-type
; case-insensitive
di sp-ext-type = token

di sposition-parm fil ename-parm | disp-ext-parm

fil ename- parm = "filename" "=" val ue

| "filename*" "=" ext-val ue
di sp-ext-parm = token "=" val ue

| ext-token "=" ext-val ue

ext -t oken <the characters in token, followed by "*">

Defined in [ RFC2616]:

t oken = <t oken, defined in [RFC2616], Section 2.2>
quot ed-string = <quoted-string, defined in [ RFC2616], Section 2.2>
val ue = <val ue, defined in [RFC2616], Section 3.6>

; token | quoted-string
Defined in [ RFC5987]:
ext -val ue = <ext-value, defined in [ RFC5987], Section 3.2>

Content - Di sposition header field values with nmultiple instances of
the sane paraneter nane are invalid

Note that due to the rules for inmplied |inear whitespace (Section 2.1
of [RFC2616]), OPTI ONAL whitespace can appear between words (token or
quot ed-string) and separator characters

Furthernore, note that the format used for ext-value allows
speci fying a natural |anguage (e.g., "en"); this is of limted use
for filenames and is likely to be ignored by recipients.
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4.2. Disposition Type

If the disposition type matches "attachnent" (case-insensitively),
this indicates that the recipient should pronpt the user to save the
response locally, rather than process it nornmally (as per its nedia

type).

On the other hand, if it matches "inline" (case-insensitively), this
implies default processing. Therefore, the disposition type "inline"
is only useful when it is augnented with additional paraneters, such
as the filenane (see bel ow).

Unknown or unhandl ed di sposition types SHOULD be handl ed by
reci pients the sane way as "attachment" (see al so [ RFC2183],
Section 2.8).

4.3. Disposition Paraneter: ’'Fil enange’

The paraneters "filenane" and "fil enane*", to be matched case-
insensitively, provide information on howto construct a fil enanme for
storing the nmessage payl oad.

Dependi ng on the disposition type, this information night be used
right away (in the "save as..." interaction caused for the
"attachment" disposition type), or later on (for instance, when the
user decides to save the contents of the current page being

di spl ayed) .

The paraneters "filenane" and "fil enane*" differ only in that
"filename*" uses the encoding defined in [ RFC5987], allow ng the use
of characters not present in the |1 SO 8859-1 character set
([1SO8859-1]).

Many user agent inplenentations predating this specification do not
understand the "fil enane*" paranmeter. Therefore, when both
"filename" and "filenane*" are present in a single header field

val ue, recipients SHOULD pick "filenane*" and ignore "fil enane".

This way, senders can avoid special -casing specific user agents by
sendi ng both the nore expressive "fil enane*" parameter, and the
"filename" paraneter as fallback for |egacy recipients (see Section 5
for an exanple).
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It

is essential that recipients treat the specified fil ename as

advi sory only, and thus be very careful in extracting the desired
information. In particular

(o]

4. 4.

Reci pi ents MJST NOT be able to wite into any |location other than
one to which they are specifically entitled. To illustrate the
probl em consider the consequences of being able to overwite

wel | - known system | ocations (such as "/etc/passwd"). One strategy
to achieve this is to never trust folder name information in the
filename paraneter, for instance by stripping all but the Iast
pat h segnent and only considering the actual filenane (where 'path
segnents’ are the conmponents of the field value delimted by the
pat h separator characters "\" and "/").

Many platforms do not use Internet Media Types ([RFC2046]) to hold
type information in the file system but rely on filenane
extensions instead. Trusting the server-provided file extension
could introduce a privilege escal ation when the saved file is

| ater opened (consider ".exe"). Thus, recipients that nake use of
file extensions to deternmine the nmedia type MIST ensure that a
file extension is used that is safe, optimally matching the nedia
type of the received payl oad.

Reci pi ents SHOULD strip or replace character sequences that are
known to cause confusion both in user interfaces and in fil enanes,
such as control characters and | eading and trailing whitespace.

O her aspects recipients need to be aware of are nanes that have a
special nmeaning in the file systemor in shell commands, such as
“."and "..", "~", "|", and al so device nanes. Recipients SHOULD
i gnore or substitute nanes |ike these

Not e: Many user agents do not properly handl e the escape character
"\'" when using the quoted-string form Furthernore, sone user
agents erroneously try to perform unescapi ng of "percent" escapes
(see Appendix C. 2), and thus might misinterpret fil enanes

contai ning the percent character followed by two hex digits.

Di sposition Paraneter: Extensions

To enabl e future extensions, recipients SHOULD i gnore unrecogni zed
paraneters (see al so [ RFC2183], Section 2.8).
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4.5. Extensibility

Note that Section 9 of [RFC2183] defines | ANA registries both for

di sposition types and disposition paraneters. This registry is
shared by different protocols using Content-Di sposition, such as MM
and HTTP. Therefore, not all registered values nay nmake sense in the
context of HTTP.

5. Exanpl es

Direct the UA to show "save as" dialog, with a fil enane of
"exanple.htm":

Content-Di sposition: Attachment; fil ename=exanple. htm

Direct the UA to behave as if the Content-Disposition header field
wasn't present, but to renenber the filenane "an exanple.htm" for a
subsequent save operation:

Content-Di sposition: |INLINE FILENAME= "an exanple.htm"

Note: This uses the quoted-string formso that the space character
can be incl uded.

Direct the UA to show "save as" dialog, with a filename containing
t he Uni code character U+20AC ( EURO SI GN):

Content-Di sposition: attachnent;
filename*= UTF-8'" %2%82%ac%20r at es

Here, the encoding defined in [RFC5987] is also used to encode the
non-1 SO 8859-1 character.

This exanple is the sane as the one above, but adding the "fil enane"
paraneter for conpatibility with user agents not inplenenting

RFC 5987:

Content-Di sposition: attachment;
filenane="EURO r at es";
filenane*=utf-8 "’ %2%B2%c%0r at es

Not e: Those user agents that do not support the RFC 5987 encoding
ignore "filename*" when it occurs after "fil enanme".
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6. Internationalization Considerations
The "fil enane*" parameter (Section 4.3), using the encoding defined
in [RFC5987], allows the server to transmt characters outside the
| SO-8859-1 character set, and also to optionally specify the |Ianguage
in use.

Future parameters m ght also require internationalization, in which
case the sane encodi ng can be used.

7. Security Considerations

Using server-supplied information for constructing |ocal filenanes
i ntroduces many risks. These are sunmmarized in Section 4. 3.

Furthernore, inplenenters ought to be aware of the security
consi derations applying to HTTP (see Section 15 of [RFC2616]), and
al so the paraneter encoding defined in [ RFC5987] (see Section 5).

8. | ANA Consi derations

8.1. Registry for Disposition Values and Paraneters
Thi s specification does not introduce any changes to the registration
procedures for disposition values and paranmeters that are defined in
Section 9 of [RFC2183].

8.2. Header Field Registration
Thi s docunent updates the definition of the Content-D sposition HITP
header field in the permanent HTTP header field registry (see
[ RFC3864] ).
Header field nane: Content-Disposition
Applicable protocol: http
Status: standard
Aut hor/ Change controller: |1ETF

Speci fication document: this specification (Section 4)

Rel ated i nfornation: none
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Appendi x A.  Changes fromthe RFC 2616 Definition

Conpared to Section 19.5.1 of [RFC2616], the follow ng normative
changes reflecting actual inplenentations have been nmde:

0 According to RFC 2616, the disposition type "attachment" only
applies to content of type "application/octet-streant. This
restriction has been renoved, because recipients in practice do
not check the content type, and it al so discourages properly
decl aring the nedia type.

0 RFC 2616 only allows "quoted-string" for the fil enanme paraneter.
This woul d be an exceptional paraneter syntax, and al so doesn’t
refl ect actual use.

0 The definition for the disposition type "inline" ([RFC2183],
Section 2.1) has been re-added with a suggestion for its
processi ng.

o This specification requires support for the extended paraneter
encodi ng defined in [ RFC5987].

Appendi x B. Differences Conpared to RFC 2183

Section 2 of [RFC2183] defines several additional disposition
paraneters: "creation-date", "nodification-date", "quoted-date-timnme",
and "size". The majority of user agents do not inplenent these;
thus, they have been omtted fromthis specification

Appendix C. Alternative Approaches to Internationalization

By default, HTTP header field paraneters cannot carry characters
outside the 1 SO 8859-1 ([1SO 8859-1]) character encodi ng (see

[ RFC2616], Section 2.2). For the "filenanme" paraneter, this of
course i s an unacceptable restriction

Unfortunately, user agent inplenenters have not managed to come up
with an interoperabl e approach, although the | ETF Standards Track
specifies exactly one solution ([RFC2231], clarified and profiled for
HTTP in [ RFC5987]).

For conpl et eness, the sections bel ow describe the various approaches

that have been tried, and explain how they are inferior to the
RFC 5987 encoding used in this specification
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C. 1. RFC 2047 Encodi ng

RFC 2047 defines an encodi ng nechani smfor header fields, but this
encoding is not supposed to be used for header field paraneters --
see Section 5 of [RFC2047]:

An ' encoded-word’ MJST NOT appear within a ’'quoted-string’

An ' encoded-word’ MJUST NOT be used in paraneter of a M ME Content-
Type or Content-Disposition field, or in any structured field body
except within a 'coment’ or ’'phrase’

In practice, sone user agents inplenment the encoding, sonme do not
(exposing the encoded string to the user), and sone get confused by
it.

C. 2. Percent Encoding

Sone user agents accept percent-encoded ([ RFC3986], Section 2.1)
sequences of characters. The character encoding being used for
decodi ng depends on various factors, including the encoding of the
referring page, the user agent’'s locale, its configuration, and al so
the actual value of the paraneter.

In practice, this is hard to use because those user agents that do
not support it will display the escaped character sequence to the
user. For those user agents that do inplenent this, it is difficult
to predict what character encoding they actually expect.

C.3. Encoding Sniffing
Sone user agents inspect the value (which defaults to |1 SO 8859-1 for
the quoted-string forn) and switch to UTF-8 when it seens to be nore
likely to be the correct interpretation

As with the approaches above, this is not interoperable and,
furthernore, risks misinterpreting the actual val ue.
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Appendi x D. Advice on Cenerating Content-Disposition Header Fields

To successfully interoperate with existing and future user agents,
senders of the Content-Di sposition header field are advised to:

(o]

Include a "fil enane" paraneter when US-ASCI| ([US-ASCII]) is
sufficiently expressive.

Use the 'token’ formof the filenane paraneter only when it does
not contain disallowed characters (e.g., spaces); in such cases,
the quoted-string formshould be used.

Avoi d including the percent character followed by two hexadeci ma
characters (e.g., %A\9) in the fil ename paraneter, since sone

exi sting inplenentations consider it to be an escape character,
while others will pass it through unchanged

Avoid including the "\" character in the quoted-string formof the
filenane paraneter, as escaping is not inplenmented by sone user
agents, and "\" can be considered an illegal path character.

Avoi d using non-ASCI| characters in the fil enane paraneter.

Al t hough nost existing inplenentations will decode them as

| SO-8859-1, sone will apply heuristics to detect UTF-8, and thus
mght fail on certain names.

Include a "filename*" paraneter where the desired fil ename cannot
be expressed faithfully using the "filenane" form Note that

| egacy user agents will not process this, and will fall back to
using the "fil enane" paraneter’s content.

VWhen a "filename*" paranmeter is sent, to also generate a
"filename" parameter as a fallback for user agents that do not
support the "filename*" form if possible. This can be done by
substituting characters with US-ASCI| sequences (e.g., Unicode
character point WOOE4 (LATIN SMALL LETTER A WTH DI ARESI S) by
"ae"). Note that this may not be possible in sone |ocales.

VWhen a "filename” parameter is included as a fallback (as per
above), "filename" should occur first, due to parsing problens in
sonme exi sting inplenentations.

Use UTF-8 as the encoding of the "fil ename*" paraneter, when
present, because at | east one existing inplenentation only
i npl ements that encodi ng.
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Note that this advice is based upon UA behavior at the tine of
witing, and m ght be superseded. At the time of publication of this
docunent, <http://purl.org/ NET/http/content-disposition-tests>

provi des an overvi ew of current |evels of support in various

i npl enent ati ons.
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