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1. Introduction

[ RFC4787] and [ RFC5382] descri be Network Address Transl ator (NAT)
behavi ors and point out that two key aspects of NAT are nappi ngs

(a. k.a. bindings) and keeping themrefreshed. This introduces a
derived requirenent for applications engaged in a nultinedia session
i nvol ving NAT traversal: they need to generate a m ni mum of flow
activity in order to create NAT nmappi ngs and nmaintain them

When applied to applications using the Real -time Transport Protoco
(RTP) [RFC3550], the RTP nedia stream packets thenselves normally
fulfill this requirenent. However, there exi st sone cases where RTP
does not generate the mninmumrequired flow activity.

The exanpl es are:

0 In some RTP usages, such as the Session Initiation Protocol (SIP)
[ RFC3261], agents can negotiate a unidirectional nedia stream by
usi ng the Session Description Protocol (SDP) [RFC4566] "recvonly"
attribute on one agent and "sendonly" on the peer, as defined in
[ RFC3264]. [RFC3264] directs inplenmentations not to transnit
medi a on the receiving agent. |If the agent receiving the nmedia is
| ocated on the private side of a NAT, it will never receive RTP
packets fromthe public peer if the NAT mappi ng has not been
creat ed.
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o Simlarly, a bidirectional nedia streamcan be "put on hol d".
This is acconplished by using the SDP "sendonly" or "inactive"
attributes. Again, [RFC3264] directs inplenentations to cease
transm ssion of nedia in these cases. However, doing so may cause
NAT bindings to tine out, and nedia won't be able to cone off
hol d.

0 Sonme RTP payl oad formats, such as the payl oad format for text
conversation [ RFC4103], may send packets so infrequently that the
i nterval exceeds the NAT binding tinmeouts.

To sol ve these problenms, an agent therefore needs to periodically
send keepalive data within the outgoi ng RTP session of an RTP nedi a
streamregardl ess of whether the nedia streamis currently inactive,
sendonly, recvonly, or sendrecv, and regardl ess of the presence or
val ue of the bandwi dth attribute.

It is inmportant to note that NAT traversal constraints al so usually
require that the agents use Symetric RTP / RTP Control Protoco
(RTCP) [RFC4961] in addition to RTP keepalive.

This docunent first states the requirements that nust be supported to
perform RTP keepalives (Section 3). 1In a second step, the docunent
reports the different mechani sms to overcome this problem

(Section 4). Section 5 finally states the recomended sol ution for
RTP keepalive. Section 6 discusses sonme nedia format exceptions.
Section 7 adds details about timng and transport considerations.
Section 8 docunents how to mai ntain NAT bindi ngs for RTCP

Thi s docunent is not applicable to Interactive Connectivity
Establ i shnent (I CE) [ RFC5245] agents. Indeed, the |ICE protocol,
together with Session Traversal Utilities for NAT (STUN) [ RFC5389]
and Traversal Using Rel ays around NAT (TURN) [ RFC5766], solves the
overall Network Address Translator (NAT) traversal nechani smof nedia
streans. |In the context of RTP nedia streans, sonme agents nay not
require all I1CE functionalities and may only need a keepalive
mechani sm This docunment thus applies to such agents, and does not
apply to agents inplenmenting | CE

Note that if a given nedia uses a codec that already integrates a
keepal i ve nechani sm no additional keepalive nmechanismis required at
the RTP | evel

As nentioned in Section 3.5 of [RFC5405], "It is inportant to note
that keepalive nmessages are NOT RECOMVENDED for general use -- they
are unnecessary for many applications and can consune significant
anmounts of system and network resources".
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2.

4.

Ter mi nol ogy

In this docunment, the key words "MJST", "MJST NOT", "REQUI RED',
"SHALL", "SHALL NOr", "SHOULD', "SHOULD NOT", "RECOMMENDED', " MAY",
and "OPTIONAL" are to be interpreted as described in RFC 2119

[ RFC2119] .

Requi renment s

This section outlines the key requirenents that need to be satisfied
in order to provide RTP nedi a keepal i ve.

REQ 1 Sone data is sent periodically within the outgoing RTP session
for the whole duration of the RTP nedia stream

REQ 2 Any type of transport (e.g., UDP, TCP) MJUST be support ed.
REQ 3 Any nedia type (e.g., audio, video, text) MJST be supported.
REQ 4 Any nmedia format (e.g., G 711, H 263) MJST be support ed.
REQ- 5 Session signaling protocols SHOULD NOT be i npact ed.

REQ 6 |npacts on existing software SHOULD be mininized.

REQ- 7 The renote peer SHOULD NOT be i nmpact ed.

REQ- 8 The support for RTP keepalive SHOULD be described in the SDP.
REQ 9 The solution SHOULD cover the integration with RTCP.

List of Alternatives for Perform ng RTP Keepalive

This section lists, in no particular order, sone alternatives that
can be used to performa keepalive nessage within RTP nedi a streans.

Empty (0-Byte) Transport Packet

The application sends an enpty transport packet (e.g., UDP packet,
Dat agr am Congesti on Control Protocol (DCCP) packet).

Con:

o This alternative is specific to each transport protocol.
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4. 2.

RTP Packet with Confort Noise Payl oad

The application sends an RTP packet with a confort noi se payl oad

[ RFC3389] .

Cons:

o This alternative is linmted to audio formats only.

0 Confort noise needs to be supported by the renote peer

0 Confort noise needs to be signaled in SDP of fer/answer.

o0 The peer is likely to render confort noise at the other side, so
the content of the payload (the noise |level) needs to be carefully
chosen.

RTCP Packets Miltipl exed with RTP Packets

The application sends RTCP packets in the RTP nedia path itself
(i.e., the same tuples for both RTP and RTCP packets) [RFC5761].
RTCP packets therefore keep the NAT mappi ngs open as |ong as the
requirenents for paraneter selection are fulfilled as discussed in
Section 8.

Note: The "on hol d" procedures of [RFC3264] do not inpact RTCP
transm ssions.

Cons:
o Miltiplexing RTP and RTCP nust be supported by the renote peer
0 Some RTCP nonitoring tools expect that RTCP packets are not
mul ti pl exed.
0 RTCP nmust be configured so that the Tm n value [ RFC3550] is |ess

than or equal to the Tr interval
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4. 4.

4.5.

Mar

STUN | ndi cati on Packet

The application sends a STUN [ RFC5389] Bi ndi ng I ndi cati on packet as
specified in | CE [ RFC5245].

Thanks to the RTP validity check, STUN packets will be ignored by the
RTP st ack.

Con:
0 The sendi ng agent needs to support STUN
RTP Packet with Incorrect Version Nunber

The application sends an RTP packet with a version nunber set to zero
(i.e., an incorrect version nunber).

Based on the RTP specification [ RFC3550], the peer should performa
header validity check and therefore ignore these types of packets.

Cons:

0 Only four version nunbers are possible. Using one of themfor RTP
keepal i ve woul d be wast ef ul

0 |[RFC4566] and [ RFC3264] nandate that nedia with inactive and
recvonly attributes not be sent; however, this is mtigated, as no
real media is sent with this mechani sm

RTP Packet with Unknown Payl oad Type

The application sends an RTP packet of 0 Iength with a dynanic
payl oad type that has not been negotiated by the peers (e.g., not
negotiated within the SDP of fer/answer, and thus not mapped to any
medi a format).

The sequence numnber is incremented by one for each packet, as it is
sent within the same RTP session as the actual nmedia. The tinestanp
contains the same value that a nmedi a packet would have at this tine.
The marker bit is not significant for the keepalive packets and is
thus set to zero

The synchroni zation source (SSRC) is the sane as for the nmedia for
whi ch keepalive is sent.

Normal |y, the peer will ignore this packet, as RTP [ RFC3550] states

that "a receiver MJST ignore packets with payload types that it does
not understand".
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Cons:

0 |[RFC4566] and [ RFC3264] nandate that nedia with inactive and
recvonly attributes not be sent; however, this is mtigated, as no
real nmedia is sent with this mechani sm

0 [RFC3550] does not preclude exam nation of received packets by the
peer in an attenpt to determine if it is under attack

0 The statement "a receiver MJST ignore packets with payl oad types
that it does not understand" of [RFC3550] is not always observed
inreal life.

o There is no RTCP reporting for the keepalive packets, as [RFC3550]
mandat es that RTP packets with payl oad types that the receiver
does not understand be ignored.

0 Sone RTP payl oad formats do not handl e gaps in RTP sequence numnber
wel | .

5. Recommended Sol ution for Keepalive Mechani sm
The RECOWMMENDED nechani smis that discussed in "RTCP Packets
Mul tiplexed with RTP Packets" (Section 4.3). This nmechanismis
desirabl e because it reduces the nunber of ports when RTP and RTCP
are used. It also has the advantage of taking into account RTCP
aspects, which is not the case with other mechani sns.

O her nmechanisms (Sections 4.1, 4.2, 4.4, 4.5, and 4.6) are NOT
RECOMVENDED.

6. Media Format Exceptions
When a given nedia format does not allow the keepalive sol ution
recommended in Section 5, an alternative mechani sm SHOULD be defi ned
in the payload format specification for this media format.

7. Timng and Transport Considerations
An application supporting this specification MIST transmt either
keepal i ve packets or nedia packets at | east once every Tr seconds
during the whol e duration of the nedia session

Tr has different value according to the transport protocol

For UDP, the m ni mum RECOWENDED Tr val ue is 15 seconds, and Tr
SHOULD be configurable to | arger val ues.
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For TCP, the recommended Tr value is 7200 seconds.

When using the "RTCP packets nultiplexed with RTP packets" solution
(Section 4.3) for keepalive, Tr MJST conply with the RTCP tim ng
rul es of [ RFC3550].

Keepal i ve packets within a particular RTP session MJST use the tuple
(source | P address, source TCP/UDP port, target |IP address, target
TCP/ UDP port) of the regular RTP packets.

The agent SHOULD only send RTP keepalive when it does not send
regul ar RTP packets.

8. RTCP Fl ow Keepal i ve

RTCP packets are sent periodically and can thus nornally keep the NAT
mappi ngs open as long as they are sent frequently enough. There are
two conditions for that. First, RTCP needs to be used
bidirectionally and in a symetric fashion, as described in

[ RFC4961]. Secondly, RTCP needs to be sent frequently enough.
However, there are certain configurations that can break this latter
assunpti on.

There are two factors that need to be considered to ensure that RTCP
is sent frequently enough. First, the RTCP bandw dth needs to be
sufficiently large so that transm ssion will occur nore frequently
than the | ongest acceptabl e packet transmission interval (Tr). The
wor st -case RTCP interval (Twc) can be calculated using this fornula
by inserting the max val ue of the follow ng paraneters:

0 Maxi mum RTCP packet size (avg_rtcp_size_max)
0 Maxi mum nunber of participants (nenbers_max)
0 RTCP receiver bandwidth (rtcp_bw)

The RTCP bandwi dth value to use here is for a worst case, which wll
be the receiver proportion when all nenbers except one are not
senders. This can be approximted to be all nenbers. Thus, for
sessions where RR and RS val ues [ RFC3556] are used, then rtcp_bw
shall be set to RR For sessions where the [ RFC3550] -defi ned
proportions of RTCP bandwi dth are used (i.e., 1/4 of the bandwi dth
for senders and 3/4 of the bandwi dth for receivers), then rtcp_bw
will be 5%of 3/4 of the AS value [ RFC4566] in bits per second.

Twe = 1.5/ 1.21828 * nenbers_nax * rtcp_bw/ avg rtcp_size nmax * 8
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10.

The second factor is the minimum RTCP interval Tnin defined in

[ RFC3550]. |Its base value is 5 seconds, but it might also be scal ed
to 360 divided by the session bandwi dth in kbps. The Extended RTP
Profile for Real-time Transport Control Protocol (RTCP)-Based
Feedback (RTP/ AVPF) [RFC4585] also allows for the setting of a
trr-int paranmeter, which is a miniml RTCP interval for regular RTCP
packets. It is also used as the Tnmin value in the regular Td
calculation. An analysis of the algorithmshows that the |ongest
possi bl e regul ar RTCP interval is:

RTCP_int _max = trr-int * 1.5 + Td * 1.5/ 1.21828

And as long as there is sufficient bandw dth according to criteria 1
bel ow, then the algorithmcan be sinplified by setting Td = trr-int,

gi ving
RTCP_int _max = trr-int * (1.5 + 1.5/ 1.21828) = 2.73123 * trr-int

Thus, the requirements for the RTCP paraneters are as follows for
functioning keepalive:

1. Ensure that sufficient RTCP bandwi dth is provided by cal cul ating
Twe, and ensure that the resulting value is |l ess than or equa
to Tr.

2. If AVP or SAVP [RFC3711] is used, the Tm n value can’t be greater
than Tr divided by 1.5/ (e-3/2).

3. If AVPF or SAVPF [RFC5124] is to be used, trr-mn nmust not be set
to a value greater than Tr / 3.

Security Considerations

The RTP keepal ive packets are sent on the sanme path as regular RTP
medi a packets and may be perceived as an attack by a peer. However,
[ RFC3550] nandates that a peer "ignore packets with payl oad types
that it does not understand". A peer that does not understand the
keepal i ve nessage will thus appropriately drop the received packets.
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