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1. Introduction

Host Identity Protocol (H P) [ RFC5201] signaling nessages can be
exchanged over plain I P using the protocol nunber reserved for this
pur pose, or over UDP using the UDP port reserved for H P NAT
traversal [RFC5770]. Wen two hosts performa H P base exchange,
they set up an encrypted connection between themfor data traffic,
but continue to use plain IP or UDP for H P signaling nessages.

Thi s docunent defines how the encrypted connection can be used al so
for H P signaling nmessages. Two different nmodes are defined: H P
over Encapsul ating Security Payload (ESP) and H P over TCP. The
benefit of sending H P nessages over ESP is that all signaling
traffic (including H P headers) will be encrypted. |If H P nessages
are sent over TCP (which in turn is transported over ESP), TCP can
handl e al so nmessage fragnentati on where needed.

2. Term nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].
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3. Transport Mde Negotiation

This section defines how support for different H P signaling nessage
transport nodes is indicated and how the use of different nodes is
negot i at ed.

3.1. Mdde Negotiation in the H P Base Exchange

A H P host inplenenting this specification SHOULD indicate the nopdes
it supports, and is willing to use, in the base exchange. The HP
signaling nessage transport node negotiation is simlar to H P NAT
traversal node negotiation: first the Responder lists the supported
modes in a H P_TRANSPORT _MODE parameter (see Figure 1) in the Rl
packet. The nmodes are listed in priority order, the nore preferred
mode(s) first. If the Initiator supports, and is willing to use, any
of the nodes proposed by the Responder, it selects one of the nodes
by addi ng a H P_TRANSPORT_ MODE paraneter containing the sel ected node
to the 12 packet. Finally, if the Initiator selected one of the
nmodes and t he base exchange succeeds, hosts MJST use the sel ected
mode for the followi ng H P signaling messages sent between them for
the duration of the H P association or until another node is
negot i at ed.

If the Initiator cannot, or will not, use any of the npdes proposed
by the Responder, the Initiator SHOULD i nclude an enpty

H P_TRANSPORT_MODE paraneter to the |2 packet to signal that it
supports this extension but will not use any of the proposed nodes.
Dependi ng on local policy, the Responder MAY either abort the base
exchange or continue H P signaling wthout using an encrypted
connection, if there was no H P_TRANSPORT MODE paraneter in |2 or the

paraneter was enpty. |If the Initiator selects a node that the
Responder does not support (and hence was not included in Rl), the
Responder MUST abort the base exchange. |[If the base exchange is

aborted due to (possibly lack of) H P_TRANSPORT PARAMETER, the
Responder SHOULD send a NO VALI D H P_TRANSPORT _MODE notification (see
Section 3.3) to the Initiator
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| Type | Length |
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I Port | Mode | D #1 |
i e e R e s o i e e b i S I N S T
| Mbde | D #2 | Mbde | D #3 |
B i s T T i i o S o T Ji I
| Mode | D #n | Paddi ng |
e s o i e e R th o i SR SR S
Type 7680

Por t transport layer port number (or zero if not used)

Length length in octets, excluding Type, Length, and Paddi ng
Mode I D defines the proposed or selected transport nopde(s)

The following H P Transport Mde | Ds are defined:

I D nane Val ue
RESERVED 0
DEFAULT 1
ESP 2
ESP- TCP 3
Figure 1: Format of the H P_TRANSPORT_MODE Par anet er

The node DEFAULT indicates that the same transport node (e.g., plain
I P or UDP) that was used for the base exchange should be used for

subsequent HI P signaling nmessages. |n the ESP node, the nessages are
sent as such on the encrypted ESP connection; in the ESP-TCP node,
TCP is used within the ESP tunnel. |f a npode that uses a transport

| ayer connection within the ESP tunnel (e.g., ESP-TCP) is offered,
the Port field MUST contain the local port nunber the host will use
for the connection. |If none of the nodes utilize a transport |ayer
protocol, the Port field SHOULD be set to zero when the parameter is
sent and ignored when received. The Port and Mbde ID fields are
encoded as unsigned integers using network byte order.

The H P_TRANSPORT_MODE par aneter resides on the signed part of the

H P packets, and hence it is covered by the signatures of the Rl, 12,
and UPDATE packets.
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3.2. Mdde Negotiation after the H P Base Exchange

If a HP host wants to change to a different transport node (or start
using a transport node) sonme tine after the base exchange, it sends a
H P UPDATE packet with a H P_TRANSPORT MODE paraneter containing the
mode(s) it would prefer to use. The host receiving the UPDATE SHOULD
respond with an UPDATE packet containing the node that is selected as
in the negotiation during the base exchange. |If the receiving host
does not support, or is not willing to use, any of the |listed nodes,
it SHOULD respond with an UPDATE packet where the H P_TRANSPORT MODE
paraneter contains only the currently used transport node (even if
that was not included in the previous UPDATE packet) and continue
usi ng that node.

Since the H P_TRANSPORT_MODE paraneter’s type is not critical (as
defined in Section 5.2.1 of [RFC5201]), a host not supporting this
extension would sinply reply with an acknow edgenent UPDATE packet

wi t hout a H P_TRANSPORT MODE paraneter. |n such a case, depending on
I ocal policy as in node negotiation during the base exchange, the
host that requested the new transport node MAY close the H P
association. |If the association is closed, the host closing the
associ ation SHOULD send a NO VALI D H P_TRANSPORT MODE NOTI FY packet
to the other host before closing the association

3.3. Error Notifications

During a H P signaling transport node negotiation, if a

H P_TRANSPORT _MODE par aneter does not contain any node that the
receiving host is willing to use, or a H P_TRANSPORT MODE par anet er
does not exist in a H P packet where the receiving host expected to
see it, the receiving host MAY send back a NOTI FY packet with a
NOTI FI CATI ON par anet er [ RFC5201] error type

NO VALI D_HI P_TRANSPORT_MODE (val ue 100). The Notification Data field
for the error notifications SHOULD contain the H P header of the

rej ected packet.

4. H P Messages on Encrypted Connections

This specification defines two different transport nodes for sending
H P packets over encrypted ESP connections. These nodes require that
the ESP transport format [RFC5202] is negotiated to be used between
the hosts. |If the ESP transport format is not used, these nodes MJUST
NOT be offered in the H P_TRANSPORT_MODE parameter. If a

H P_TRANSPORT_MODE par aneter containing an ESP transport node is
received but the ESP transport format is not used, a host MJST NOT
sel ect such a npde but act as specified in Section 3.1 (if performng
a base exchange) or Section 3.2 (if perform ng an UPDATE) when no
valid nmode is offered
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4.
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The ESP node provides sinple protection for all the signaling traffic
and can be used as a generic replacenment for the DEFAULT node in
cases where all signaling traffic should be encrypted. |If the HP
messages may becone so large that they would need to be fragnented,
e.g., because of H P certificates [ RFC6253] or DATA nessages

[ RFC6078], it is RECOMMENDED to use the ESP-TCP node that can handl e
message fragmentation at the TCP | evel instead of relying on |P-1eve
fragment ati on.

When HI P NAT traversal [RFC5770] is used, the ESP and H P packets are
sent UDP encapsul ated. The use of different NAT traversal nobdes, and
in particular UDP encapsul ation, is independent of the transport node
(as specified in this docunent) of H P packets. However, when H P
packets are sent over an ESP connection, no additional UDP

encapsul ation (i.e., within the ESP connection) for the H P packets

i s needed and MJUST NOT be used since the ESP packets are already UDP
encapsul ated, if needed for NAT traversal. For exanple, if UDP
encapsul ation is used as defined in [RFC5770], and the ESP-TCP
transport nmode is used as defined in this docunment, the H P packets
are sent over |IP, UDP, ESP, and TCP (in that order).

H P nmessages that result in changing or generating new keying
material, i.e., the base exchange and re-keyi ng UPDATE nessages, MJST
NOT be sent over the encrypted connection that is created using the
keying material that is being changed, nor over an encrypted
connection using the newWy created keying material

It should be noted that when H P nessages are sent using an encrypted
connection, on-path network elenents (e.g., firewalls and H P-aware
NATs) that would normally see the HI P headers and contents of the
unencrypted paraneters, cannot see any part of the nessages unless

they have access to the encryption keying material. The original HP
design made an explicit decision to expose sone of this information
to HHP-aware NATs. |f an encrypted transport node is used, only the

base exchange or update wi thout encryption is visible to such NATs.
ESP Mode

If the ESP node is selected in the base exchange, both hosts MJST
listen for incom ng H P signaling nmessages and send out goi ng nessages
on the encrypted connection. The ESP header’'s next header val ue for
H P nessages sent over ESP MJST be set to H P (139).

ESP- TCP Mbde
If the ESP-TCP node is selected, the host with the larger HT

(calcul ated as defined in Section 6.5 of [RFC5201]) MJST start to
listen for an inconming TCP connection on the encrypted connection
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(i.e., tothe HT of the host) on the port it used in the Port field
of the transport node paraneter. The other host MJST create a TCP
connection to that port and the host MAY use the port it sent in the
transport node paraneter as the source port for the connection. Once
the TCP connection is established, both hosts MJST listen for
incom ng H P signaling nessages and send the outgoi nhg nessages using
the TCP connection. The ESP next header val ue for messages sent
usi ng the ESP-TCP node TCP connecti ons MJST be set to TCP (6).

If the hosts are unable to create the TCP connection, the host that
initiated the node negotiation MJST restart the negotiation with the
UPDATE nessage and SHOULD NOT propose the ESP-TCP node. |If | ocal
policy does not allow use of any node other than ESP-TCP, the H P
associ ation SHOULD be cl osed. The UPDATE or CLOSE nessage MJST be
sent using the sane transport node that was used for negotiating the
use of the ESP-TCP node

Since TCP provides reliable transport, the H P nessages sent over TCP
MUST NOT be retransmitted. Instead, a host SHOULD wait to detect

that the TCP connection has failed to retransnmit the packet
successfully in a timely manner (such detection is platform and
policy-specific) before concluding that there is no response.

5. Recovering from Fail ed Encrypted Connecti ons

If the encrypted connection fails for some reason, it can no | onger
be used for H P signaling and the hosts SHOULD re-establish the
connection using H P nessages that are sent outside of the encrypted
connection. Hence, while listening for incom ng H P nessages on the
encrypted connection, hosts MJST still accept incom ng H P nessages
usi ng the sane transport nethod (e.g., UDP or plain IP) that was used
for the base exchange. Wen responding to a H P nessage sent outside
of the encrypted connection, the response MIST be sent using the same
transport nmethod as the original nessage used. |If encryption was
previously used, hosts SHOULD send outside of the encrypted
connection only H P nmessages that are used to re-establish the
encrypted connection. |In particular, when the policy requires that
only encrypted messages (e.g., DATA messages using an encrypted
transport node) be sent, they MJST be sent using an encrypted
connection. Note that a policy MJUST NOT prevent sending unencrypted
UPDATE nessages used for re-establishing the encrypted connection,
since that woul d prevent recovering fromfailed encrypted

connecti ons.

The UPDATE nessages used for re-establishing the encrypted connection

MUST contain a H P_TRANSPCRT MODE paraneter and the negoti ation
proceeds as described in Section 3.2.
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6

Host Mobility and Miltihom ng

If a host obtains a new address, a new Security Association (SA) pair
may be created for (or an existing SA pair may be noved to) the new
address, as described in [RFC5206]. |If the ESP or ESP-TCP transport
nmode is used, H P signaling continues using the (new) SA pair and the
same transport node as before

Wth the ESP node, the first nobility UPDATE nessage SHOULD be sent
using the old SA, and the follow ng nmessages, including the response
to the first UPDATE, SHOULD be sent using the new SAs.

Ret ransm ssi ons of the UPDATE nessages use the sane SA as the
original message. |If the ESP-TCP node is used, the H P signaling TCP
connection is noved to the new SA pair |ike any other TCP connecti on.
However, the nobility UPDATE nessages SHOULD NOT be sent over the TCP
connection, but using plain ESP as in the ESP node, and consequently
hosts MJST be prepared to recei ve UPDATE nessages over plain ESP even
if the ESP-TCP node is used.

In sone cases, the host may not be able to send the nobility UPDATE
messages using the encrypted connection before it breaks. This
results in a simlar situation as if the encrypted connecti on had
failed and the hosts need to renegotiate the new addresses using
unencrypt ed UPDATE nessages and possi bly rendezvous [ RFC5204] or H P
relay [RFC5770] servers. Also, these UPDATE nmessages MJST contain
the H P_TRANSPORT_MODE paraneter and performthe transport node
negoti ati on.

Exanpl es of the signaling flows with nobility and nulti hom ng are
shown in Appendi x A

Security Considerations

By exchanging the H P nessages over an ESP connection, all H P
signaling data (after the base exchange but excludi ng keyi ng materi al
(re)negotiation and sone of the nobility UPDATE nessages) will be
encrypted, but only if NULL encryption is not used. Thus, a host
requiring confidentiality for the H P signaling nmessages must check
that encryption is negotiated for use on the ESP connection

Moreover, the level of protection provided by the ESP transport nodes
depends on the selected ESP transform see [ RFC5202] and [ RFC4303]
for security considerations of the different ESP transforns.

VWhile this extension to H P allows for negotiation of security
features, there is no risk of downgrade attacks since the node
negoti ati on happens using signed (Rl/12 or UPDATE) packets and only
after both hosts have been securely identified in the base exchange.
If an attacker would attenpt to change the nodes listed in the
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10.

10.

HI P_TRANSPORT_MCDE par aneter, that woul d break the signatures and the
base exchange (or update) would not conplete. Furthernore, since
both "secure" nodes (ESP and ESP-TCP) defined in this document are
equal Iy secure, the only possible downgrade attack would be to make
bot h hosts accept the DEFAULT node. |f the local policy (of either
host) requires using a secure node, the base exchange or update woul d
again sinmply fail (as described in Section 3.1).
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| ANA Consi derati ons
This section is to be interpreted according to [ RFC5226].

Thi s document updates the | ANA mai ntai ned "Host ldentity Protocol

(H P) Paraneters" registry [ RFC5201] by assigning a new H P Paraneter
Type value (7680) for the H P_TRANSPORT_MODE paraneter (defined in
Section 3.1).

The H P_TRANSPORT _MODE par aneter has 16-bit unsigned integer fields
for different nmodes, for which | ANA has created and now nmintains a
new sub-registry entitled "H P Transport Mdes" under the "Host
ldentity Protocol (H P) Paraneters" registry. |Initial values for the
transport node registry are given in Section 3.1; future assignnents
are to be nmade through | ETF Revi ew or | ESG Approval [RFC5226].

Assi gnnents consist of a transport node identifier nanme and its
associ at ed val ue.

Thi s docunent al so defines a new H P NOTI FI CATI ON nessage type
[ RFC5201] NO_VALI D_H P_TRANSPORT_MODE (100) in Section 3.3.
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Appendi x A.  Mbility and Miltihom ng Exanpl es

VWhen changing interfaces due to nobility or multihom ng, the hosts
use H P nessages to notify the other host about the new address and
to check that the host with the new address is still reachable. The
fol |l owi ng exanpl es show the signaling performed during the address
change in tw different scenarios. Note that not all H P paraneters
nor all the content of the paraneters is shown in the exanples. This
section and the exanples are not normative; for normative behavior,
see previous sections.

In the exanpl es, host A uses two different addresses (al and a2)

whil e host B has just a single address (bl). 1In the first exanple,
"Make before Break" (Figure 2), host A starts to use the new address
but can still use the old address (due to multihom ng) for signaling.

In the second exanple, "Break before Make" (Figure 3), host A |oses
the first address before obtaining the second address (e.g., due to
mobility), and the nobility H P signaling is done without the
encrypted connecti on.

The followi ng notations are used in the exanpl es:

0 ESPx(y): data y sent encapsulated in ESP with SA x; if ESP-
encapsul ation is not used, the data is sent over plain IP or UDP

o UPDATE(x,y, z): H P UPDATE message [ RFC5201] with paraneters Xx,y,z
0 LOCATOR(x): H P LOCATOR paraneter [RFC5206] with |ocator x

0 ESP_INFQ(x,y): H P ESP_I NFO parameter [RFC5202] with "old SPI"
value x and "new SPI" value y

o0 ACK, ECHO REQ and ECHO RSP: HI P ACK, ECHO REQUEST, and
ECHO RESPONSE par aneters [ RFC5201]

Ker anen Experi ment al [ Page 11]



RFC 6261 H P Encrypted Signaling Transport Mdes May 2011

ESP1( UPDATE( LOCATOR(a2), ESP_I NFO(0, SPI 2a)))

(A and B create SAs a2 <-> bl (ESP2)
retransm ssions of the first UPDATE
happen over ESP1)

ESP2( UPDATE( ACK, ESP_I NFO(0, SPI 2b), ECHO REQ)))

A e e b1l
ESP2( UPDATE( ACK, ECHO _RSP))
A e R > bl
ESP2( )
YA e P P > bl

= N e e > bl
(A noves fromal to a2)

UPDATE( LOCATOR(a2), ESP_I NFQ( SPI 1a, SPI la))
A > bl

A e T T bl

A > bl

A e T T P R > bl

Fi gure 3: Break Before Mke

When the ESP-TCP nmode is used, the signaling flows are simlar since
TCP is not used for the nobility UPDATE nessages as described in
Section 6.
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