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"On a Possible Lockup Condition in the
| MP Subnet Due to Message Sequenci ng”

Lockup or deadl ock conditions are one of the npbst serious system nal functions
that can occur in a conmputer systemor network. Communication protocols have
to be designed very carefully to avoid the occurrence of these |ockups. Their
common characteristic is that they occur only under unusual circumnmstances which
were not foreseen or deened too unlikely to occur by the protocol designers.
(However, these designers often are not the ones in a position to eval uate

such likelihoods quantitatively.)

The best known | ockup that has occurred in the ARPANET is the reassenbly

|l ockup [1]. The store-and-forward | ockup, also described in Reference 1, has
been avoi ded in the new | MPSYS by careful |y observing Kahn's heuristics [1].
The last lockup in the subnet we know of occurred on Decenber 21, 1973
(Christnmas | ockup"). This dormant |ockup conditions was brought to Iight

by coll ecting snapshot neasurenent nessages fromall sites sinultaneously.
The Christmas | ockup happened when snapshot nessages arrived at ther UCLA | MP
whi ch had all ocated reassenbly storage for them and no reassenbly bl ocks were
free. (A reassenbly block is a piece of storage used in the actual process
of reassenbling packets back into nmessages) [2].

Deadl ock conditions have not only been observed in the subnet but also in

hi gher | evel protocols. The original design of the ICP, for exanple, had a
flaw that was discovered only after a few nonths of use [3,4]. More recently
BBN reported a deadl ock probl eminvol ving the exchange of HOST status

i nformati on by the RSEXEC server (RSSER) prograns [5].

As long as it is not possible to design practical comunication protocols

whi ch guar ant ee deadl ock-free operation it is vital to continually check those
protocols that are currently in use for any such failures - even if they appear
"very unlikely"” to occur. In this RFC we comment on a possi bl e deadl ock
condition in the | MP subnet which, to our know edge, has not yet occurred,
neither has it been identified. Though we have never seen this probl em
actually happen it may occur in the future if no precautions are taken. This
possi bl e I ockup condition is due to the sequenci ng of nessages in the subset.

To avoid the occurrence of reassenbly | ockup, the flow control nechanismin
the subnet was nodified in sone significant ways. Currently thereis a limt
of four nmessages that can simultaneously be in transni ssion between any pair of
source and destination IMPs. As a result of renoving the |ink-handling from
the old I MPSYS, it becanme necessary to introduce a nmessage sequenci ng
mechani sm
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Messages | eave the destination IMP in the sane order as they entered the source
IMP. (Note that the sequencing is done on an | MP-to-1MP basis, not a HOST-to-
Host basis. This may introduce undesirable "sequencing delay" if two HOSTs
attached to the same destination |IMP receive nessages fromthe same source

| MP) .

Sequenci ng of nmessages has, in general, the potential of introducing deadl ock
conditions. The reason for this is that any nessage, say nessage (n+1), which
is out of order (and therefore cannot be delivered to its destination HOST)
may use up resources that are required by message (n) which nmust be delivered
next. Therefore, message (n) cannot reach its destination I MP which, in turn,
prevents the other nessages (n+l), etc) that are out of order from being
delivered to their destination HOST(s). For this reason one has to be very
careful not to allocate too many resources (e.g., buffers) to nessages that
are out of order.

To avoid | ockup conditions the current | MPSYS takes the foll owing two
precauti ons:

1. Requests for buffer allocation are always services in order
of message nunber; i.e., no 'ALLOCATE is returned for
message (n+l1) if nessage (n) (or a request for buffer
al l ocation for message (n)) has not yet been received and
servi ced

2. Single packet messages (regular and priority) that arrive
at the destination | MP out of order are not accepted unl ess
they were retransmitted in response to a previous buffer
al | ocati on. These nessages are treated rather as a request
for the allocation of one buffer (according to 1 above) and
t hen di scar ded.

Wth these two precautions a deadl ock condition appears to be inpossible to
occur. However, there is a second buffer allocation nechanismthat is not
tried to the nessage sequencing, nanely the ' ALLOCATE that is piggy-backed
on the RFNM for a nultipl e- packet nessage. The piggy-backed ALLOCATE
represents a buffer allocation for the next nultiple-packet nmessage, and NOT
for the next nessage in sequence. Thus, if the next nmessage in sequence is
a singl e-packet nmessage, the piggy-backed ALLOCATE in effect allocates
buffers to a message that is out of order.

Let us see how this situation can |lead to a deadl ock condition. Assune there
is a maxi mum nunber of 24 reassenbly buffers in each | MP
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Let IMPs A, B, and C continually transmt 8-packet nessages to the sane
destination IMP D such that all 24 reassenbly buffers in IMP D are used up by
this transm ssion of nultiple packet nessages. |If now, in the stream of

8- packet nessages, | MP A sends a singl e-packet nmessage it will generally not
be accepted by destination IMP D since there is no reassenbly buffer space
available. (There may be a free reassenbly buffer if the single-packet nessage
happens to arrive during the tine one of the three 8-packet nessages is being
transmtted to its HOST). The single-packet nessage will therefore be treated
as a request for buffer allocation. This request will not be serviced before
the RFNM of the previous multiple-packet nmessage is sent. At this tinme,
however, all the free reassenbly buffers have al ready been allocated to the
next multipl e-packet nessage via the piggy-backed ALLOCATE nechanism The
only chance for the single-packet nessage to get its allocation request
satisfied is to grab a reassenbly buffer fromone of the other two 8-packet
messages. This attenpt may be unsuccessful because it depends on the timng
of events in the | MP. A deadl ock condition can occur if IMP B and IMP C

al so send a singl e-packet nmessage in their stream of 8-packet measures which
cannot be serviced for the sane reason. |In this case, the three 8-packet
messages that will arrive later at | MP D cannot be delivered to their
destination HOST(s) because they are out of order. The three single-packet
messages that should be delivered next, however, will never reach the
destination I MP since there is no reassenbly space avail abl e.

A possi bl e sequence of event that |eads to a deadl ock condition can be
descri bed as foll ows:

Exanpl es for Notation:

event: A8 arrives -> all 8 packets of the 8-packet nessage
from!lIMP A have arrived at | MP D

event: Cl arrives -> a single packet nessage fromI|MP C has
arrived at IMP D (and is treated as a
request for buffer allocation)

event: B8 conplete -> the | ast packet of the 8-packet
nmessage from | MP B has been received
by its destination HOST

event: A8 RFNM ALL -> a RFNM wi t h t he piggy-backed ALLOCATE
is sent to IMP A
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# of All ocated # of Reassenbly # of Free
Reassenbl y Buffers Reassenbl y
Buffers in Use Buffers
Initially 24 0 0
1. A8 arrives 16 8 0
2. B8 arrives 8 16 0
3. (C8 arrives 0 24 0
4. Al arrives 0 24 0
5. Bl arrives 0 24 0
6. Cl arrives 0 24 0
7. A8 conplete 0 16 8
8. B8 conplete 0 8 16
9. CB8 conplete 0 0 24
10. A8 RFNM ALL 8 0 16
11. B8 RFNM ALL 16 0 8
12. C8 RFNM ALL 24 0 0
13. A8 arrives 16 8 0
14. B8 arrives 8 16 0
15. C8 arrives 0 24 0
16. - deadl ock -

Not e that an ALLOCATE for one of the single-packet nessages Al, Bl and Cl can
only be returned to source IMP A, B, and C, respectively, after the RFNM
(with its piggy-backed ALLOCATE) for the previous 8-packet nessage has been
sent. |If these RFNMs are sent in sequence, i.e., without an ALLOCATE for

one of the single-packet nessages in between, the tenporarily freed reassenbly
storage (events (7) through (9) is inmplicitly allocated to the next multiple-
packet nessages (events (10) through (12) and not to any of the single-packet
messages. The next 8-packet nessages are, however, out of order and

cannot be delivered to their destination HOST(S).

Right nowit l|ooks as if such a | ockup can only occur if the number of
reassenbly buffers is a multiple of eight. Indeed, the probability of a

|l ockup in this latter case is nuch higher. However, deadl ocks can al so occur
if the nunber of reassenbly buffers is not a multiple of eight.

Let us assume there are 26 instead of 24 reassenbly buffers. Assune also that,
due to alternate paths, line failure, or retransm ssion, the second packet of
a 2-packet nessage arrives at | MP D before a single-packet nessage fromthe
same source | MP A The single-packet nessage has a snall er sequence nunber
and nust therefore be delivered to its destination HOST before the 2-packet
message. When the second packet of the 2-packet nessage arrives at IMP D the
IMP realizes that only 2 of the allocated 8 buffers will be needed. Therefore
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6 buffers are returned to the pool of free reassenbly buffers. |[If there were
26-3x8=2 buffers in the pool before, the pool size is increased by 6 to 8
buffers. These 8 buffers, however, are just enough to send out another

pi ggy- backed ALLOCATE. The singl e-packet message will therefore find the poo
of free reassenbly buffers enpty although the total nunber of reassenbly
buffers is not a nultiple of eight. The 2-packet nessage cannot be delivered
to its destination HOST because it is out of order. Therefore the deadl ock
condition we described before may occur again.

We agree that the above nentioned sequence of events is unlikely to occur

(ot herwi se one woul d have observed it already). This is particularly true
since the current nmaxi mum nunber of reassenbly buffers (58) is rmuch |arger
than 24. Judgi ng from past experience with conputer systens and networks,
however, we know that even very unlikely events have a tendency to occur in the
long run. Also, the probability of this deadl ock condition increases with
increasing traffic in the net. Therefore, it is certainly worthwhile to

modi fy the 1 MPSYS in such a way that this deadl ock cannot occur. It turns out
that a minor nodification already achieves the desired effect. Recall that
that described deadl ock can only occur because single- and mnul tipl e-packet
messages use the sanme pool of reassenbly buffers. |If we set aside a single
reassenbly buffer (or one for each destination HOST) that can be used only by
si ngl e- packet nessages this | ockup condition due to nmessage sequenci hg cannot
occur.

Anot her solution to this problemis, of course, to nore the nessage sequencing
fromthe IMP to the HOST level. This does not nean that similar |ockup

probl ems cannot occur on the HOST level. Also, it is currently nuch easier

to resolve this problemby a slight nodification of the I MPSYS rather than
having to coordinate all the various HOSTs. Another alternative is to

di scontinue the use of nultiple-packet nessages. However, this also involves
much nore drastic changes which require careful consideration
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