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Abst ract

Thi s docunent describes Medi a-i ndependent Pre-Authentication (MPA), a
new handover optim zation nmechani smthat addresses the issues on

exi sting nobility managenent protocols and nobility optim zation
mechani sns to support inter-domain handover. MPA is a nobile-

assi sted, secure handover optinization schene that works over any
link layer and with any nobility nanagenent protocol, and is nost
applicable to supporting optimzation during inter-domai n handover
MPA' s pre-authentication, pre-configuration, and proactive handover
techni ques all ow many of the handoff-rel ated operations to take place
before the nobile node has noved to the new network. W describe the
details of all the associated techniques and their applicability for
di fferent scenarios involving various nobility protocols during

i nter-domai n handover. W have inplenmented the MPA nmechani sm for
various network-|ayer and application-layer nmobility protocols, and
we report a summary of experinental performance results in this
docunent .

Thi s docunent is a product of the IP Mbility Optim zations ( MOBOPTS)
Research G oup.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Research Task Force
(IRTF). The I RTF publishes the results of Internet-related research
and devel opnent activities. These results m ght not be suitable for
depl oynent. This RFC represents the consensus of the MOBOPTS
Research Group of the Internet Research Task Force (I RTF). Docunents
approved for publication by the | RSG are not a candidate for any

| evel of Internet Standard; see Section 2 of RFC 5741
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1. Introduction

As w rel ess technol ogies, including cellular and wireless LANs, are
becom ng popul ar, supporting term nal handovers across different
types of access networks, such as froma wireless LANto CDVA or to
General Packet Radio Service (GPRS), is considered a clear challenge.
On the other hand, supporting seam ess term nal handovers between
access networks of the sanme type is still nore chall enging,

especi ally when the handovers are across | P subnets or administrative
domai ns. To address those challenges, it is inportant to provide
termnal mobility that is agnostic to link-layer technologies in an
optim zed and secure fashion wi thout incurring unreasonable
complexity. In this docunent, we discuss a framework to support
termnal nmobility that provides seam ess handovers with | ow | atency
and | ow | oss. Seam ess handovers are characterized in terns of
performance requirements as described in Section 1.2. [ MPA-W RELESS]
i s an acconpanyi ng docunent that describes inplenmentation of a few
MPA- based systens, including performance results to show how existing
protocols could be leveraged to realize the functionalities of MPA

Terminal nobility is acconplished by a nobility nanagenment protoco
that maintains a binding between a | ocator and an identifier of a
mobi | e node, where the binding is referred to as the nmobility

bi nding. The locator of the nobile node nay dynanical |y change when
there is a novenent of the nobile node. The novenent that causes a
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change of the |ocator nay occur when there is a change in attachnent
poi nt due to physical novement or network change. A mobility
managenent protocol may be defined at any layer. 1In the rest of this
docunent, the term"nobility managenent protocol" refers to a
mobi | ity managenent protocol that operates at the network |ayer or

hi gher.

There are several nobility nanagenment protocols at different |ayers.
Mobile | P [ RFC5944] and Mobile | Pv6 [ RFC3775] are nobility managenent
protocols that operate at the network layer. Simlarly, MBIKE
(IKEv2 Mobility and Multihom ng) [ RFC4555] is an extension to the

I nternet Key Exchange Protocol (IKEv2) that provides the ability to
deal with a change of an |IP address of an | KEv2 end-point. There are
several ongoing activities in the IETF to define nmobility nmanagenent
protocol s at |ayers higher than the network layer. H P (Host
Identity Protocol) [RFC5201] defines a new protocol |ayer between the
network |ayer and transport |ayer to provide terminal nobility in a
way that is transparent to both the network |layer and transport

layer. Also, SIP-based nobility is an extension to SIP to naintain
the mobility binding of a SIP user agent [SIPW.

Wil e nobility managenent protocols maintain nobility bindings, these
cannot provi de seanl ess handover if used in their current form An
addi tional optimnzation mechanismis needed to prevent the | oss of
in-flight packets transnitted during the nobile node’s binding update
procedure and to achi eve seanl ess handovers. Such a mechanismis
referred to as a nobility optim zation nmechanism For exanpl e,
mobility optim zation nechanisns for Mbile | Pv4 [ RFC4881] and Mobil e
| Pv6 [ RFC5568] are defined to all ow nei ghboring access routers to
communi cate and carry information about nobile terminals. There are
protocols that are considered as "hel pers” of nmobility optim zation
mechani sms.  The CARD (Candi date Access Router Discovery) protoco

[ RFC4066] is designed to discover neighboring access routers. CXTP
(Context Transfer Protocol) [RFC4067] is designed to carry state that
is associated with the services provided for the nobile node, or
context, anmong access routers. In Section 4, we describe sonme of the
fast - handover schenmes that attenpt to reduce the handover del ay.

There are several issues in existing nobility optimzation

mechani sns. First, existing nobility optim zati on nechanisns are
tightly coupled with specific nobility nmanagenent protocols. For
exanple, it is not possible to use nobility optim zation nmechani sns
designed for Mbile IPv4 or Mobile IPv6 with MOBIKE. Wat is
strongly desired is a single, unified mobility optimn zation mechani sm
that works with any nobility nanagement protocol. Second, there is
no existing nobility optim zation nechanismthat easily supports
handovers across administrative donains without assum ng a
pre-established security association between admi nistrative donains.
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A mobility optinization mechani smshoul d work across administrative
domains in a secure manner only based on a trust relationship between
a mobil e node and each adnministrative domain. Third, a nobility
optim zation nmechani sm needs to support not only termnals with
multiple interfaces where sinultaneous connectivity through nultiple
interfaces or connectivity through a single interface can be
expected, but also terminals with a single interface.

Thi s docunent describes a framework of Medi a-i ndependent

Pre- Aut henti cation (MPA), a new handover optim zation mechani smt hat
addresses all those issues. MA is a nobil e-assisted, secure
handover optimn zation scheme that works over any link layer and with
any nobility managenment protocol, including Mbile |IPv4, Mbile |Pv6,
MBI KE, HH P, and SIP nobility. 1In cases of nmultiple operators

wi thout a roaming relationship or without an agreenent to participate
in a key managenent schene, MPA provides a framework that can perform
pre-authentication to establish the security nmechani sns without
assuning a common source of trust. |In MPA the notion of |EEE

802. 11i pre-authentication is extended to work at a higher |ayer,
with additional nechanisns to performearly acquisition of an IP
address froma network where the nobile node may nove, as well as
proactive handover to the network while the nobile node is stil
attached to the current network. Since this docunment focuses on the
MPA framework, it is left to future work to choose the protocols for
MPA and define detail ed operations. The acconpanyi ng docunent

[ MPA- W RELESS] provi des one nethod that describes usage and

i nteracti ons between existing protocols to acconplish MPA
functionality.

Thi s docunent represents the consensus of the IP Mbility
Optim zations (MOBOPTS) Research Goup. It has been reviewed by
Research Group nenbers active in the specific area of work.

1.1. Specification of Requirenents

In this docunment, several words are used to signify the requirenents
of the specification. These words are often capitalized. The key
words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOr", "SHOULD',
"SHOULD NOT", "RECOWENDED', "MAY", and "OPTIONAL" in this docunent
are to be interpreted as described in [ RFC2119].

1.2. Performance Requirenents

In order to provide desirable quality of service for interactive
Voi ce over IP (VolP) and streamng traffic, one needs to limt the
val ue of end-to-end delay, jitter, and packet loss to a certain
threshold level. [ITU-T and | TU-E standards define the acceptabl e
val ues for these paraneters. For exanple, for one-way delay, ITUT
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G 114 [RE8] reconmends 150 ms as the upper limt for nost of the
applications, and 400 ns as generally unacceptabl e delay. One-way
del ay tol erance for video conferencing is in the range of 200 to
300 ns [ITW98B]. Also, if an out-of-order packet is received after a
certain threshold, it is considered |ost. According to ETSI TR 101
[ETSI], a normal voice conversation can tolerate up to 2% packet
loss. But this is the nean packet |oss probability and may be
applicable to a scenario when the nobile node is subjected to
repeat ed handoff during a normal conversation. Measurenent
techniques for delay and jitter are described in [ RFC2679],

[ RFC2680], and [ RFC2681].

In the case of interactive VolP traffic, end-to-end delay affects the
jitter value, and thus is an inportant issue to consider. An end-to-
end del ay consi sts of several conponents, such as network del ay,
operating system (OS) del ay, codec delay, and application delay. A
conpl ete anal ysis of these delays can be found in [VENYU]. During a
nmobi | e node’ s handover, in-flight transient traffic cannot reach the
mobi | e node because of the associ ated handover delay. These
in-flight packets could either be |l ost or buffered. |If the in-flight
packets are lost, this packet loss will contribute to jitter between
the | ast packet before handoff and the first packet after handoff.

If these packets are buffered, packet loss is mnimzed, but there is
additional jitter for the in-flight packets when these are flushed
after the handoff. Buffering during handoff avoids the packet |oss,
but at the cost of additional one-way delay. A tradeoff between one-
way del ay and packet |oss is desired based on the type of

application. For exanple, for a stream ng application, packet |oss
can be reduced by increasing the playout buffer, resulting in |onger
one-way packet del ay.

The handover delay is attributed to several factors, such as

di scovery, configuration, authentication, binding update, and medi a

delivery. WMany of the security-related procedures, such as handover
keying and re-authentication procedures, deal with cases where there
is a single source of trust at the top, and the underlying

Aut henti cation, Authorization, and Accounting (AAA) domain el enents

trust the top source of trust and the keys it generates and

distributes. In this scenario, there is an appreciable delay in
re-establishing |link-security-related paranmeters, such as
aut hentication, link key managenent, and access authori zation during

i nter-domai n handover. The focus of this docunent is the design of a
framework that can reduce the delay due to authentication and ot her
handof f -rel at ed operati ons such as configurati on and bi ndi ng update.
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2

Ter mi nol ogy

Mobility Binding: A binding between a |ocator and an identifier of a
nobi |l e term nal

Mobi lity Managenent Protocol (MWP): A protocol that operates at the
network | ayer or above to maintain a binding between a | ocator and
an identifier of a nobile node.

Bi nding Update (BU): A procedure to update a nobility binding.
Medi a-i ndependent Pre-Aut hentication Mbile Node (MN): A nobile node

usi ng Medi a-i ndependent Pre-Authentication (MPA). MPAis a
mobi | e- assi sted, secure handover optim zati on scheme that works

over any link layer and with any nobility managenent protocol. An
MPA nobile node is an P node. In this docunment, the term "nobile
node" or "MN' without a nodifier refers to "MPA nobil e node". An

MPA nobi |l e node usually has a functionality of a nobile node of a
mobi | ity managenent protocol as well.

Candi date Target Network (CTN): A network to which the nobile node
may nove in the near future

Target Network (TN): The network to which the nobile node has
decided to nove. The target network is selected fromone or nore
candi dat e target networks

Proactive Handover Tunnel (PHT): A bidirectional |IP tunnel [RFC2003]
[ RFC2473] that is established between the MPA nobil e node and an

access router of a candidate target network. |In this docunent,
the term"tunnel"” without a nodifier refers to "proactive handover
tunnel .

Poi nt of Attachnent (PoA): A link-layer device (e.g., a switch, an
access point, or a base station) that functions as a |ink-I|ayer
attachnent point for the MPA nobile node to a network

Care-of Address (CoA): An |IP address used by a nobility managenent
protocol as a locator of the MPA nobile node.

Handover Taxonony

Based on the type of novenent, type of access network, and underlying
mobil ity support, one can primarily define the handover as inter-
technol ogy, intra-technol ogy, inter-domain, and intra-domain. W
describe briefly each of these handover processes. However, our
focus of the discussion is on inter-domain handover
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Inter-technol ogy: A nobile node may be equipped with multiple
interfaces, where each interface can support a different access
technol ogy (e.g., 802.11, CDMA). A nobile node may communi cate
with one interface at any tinme in order to conserve power. During
t he handover, the nobile node may nove out of the footprint of one
access technology (e.g., 802.11) and nove into the footprint of a
different access technology (e.g., COMA). This will warrant
swi tching of the conmmunicating interface on the nobile node as
well. This type of inter-technol ogy handover is often called
"vertical handover", since the nobile node noves between two
different cell sizes.

Intra-technol ogy: An intra-technol ogy handover is defined as when a
mobi | e node noves within the sane type of access technol ogy, such
as between 802.11[a, b,n] and 802.11 [a, b,n] or between CDVALXRTT
and CDMALEVDO. In this scenario, a nobile node nay be equi pped
with a single interface (with nmultiple PHY types of the sane
technology) or with nmultiple interfaces. An intra-technol ogy
handover may invol ve intra-subnet or inter-subnet novenent and
thus may need to change its L3 | ocator, dependi ng upon the type of
novenent .

Inter-domain: A domain can be defined in several ways. But for the
pur poses of roam ng, we define "domain" as an administrative
domai n that consists of networks managed by a single
adm nistrative entity that authenticates and authorizes a nobile
node for accessing the networks. An administrative entity may be
a service provider, an enterprise, or any organization. Thus, an
i nter-domai n handover will by default be subjected to inter-subnet
handover, and in addition it nmay be subjected to either inter-
technol ogy or intra-technol ogy handover. A nobile node is
subj ected to inter-subnet handover when it noves from one subnet
(broadcast dommin) to another subnet (broadcast domain). Inter-
domai n handover will be subjected to all the transition steps a
subnet handover goes through, and it will be subjected to
aut henti cation and authorization processes as well. It is also
likely that the type of mobility support in each adm nistrative
domain will be different. For exanple, administrative domain A
may have Mbile IP version 6 (MPv6) support, while adm nistrative
domain B nay use Proxy M Pv6 [ RFC5213].

Intra-domain: When a nobile node’s novenent is confined to novenent
within an administrative domain, it is called "intra-domain
movenent”. An intra-domain noverment may invol ve intra-subnet,

i nter-subnet, intra-technol ogy, and inter-technol ogy as well.
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Both inter-domain and intra-domai n handovers can be subjected to
either inter-technology or intra-technol ogy handover based on the
networ k access characteristics. Inter-domain handover requires

aut hori zation for acquisition or nodification of resources assigned
to a nobile node, and the authorization needs interaction with a
central authority in a domain. In nany cases, an authorization
procedure during inter-domai n handover foll ows an authentication
procedure that also requires interaction with a central authority in
a domain. Thus, security associations between the network entities,
such as routers in the neighboring adm nistrative domai ns, need to be
establ i shed before any interaction takes place between these
entities. Simlarly, an inter-domain nobility may invol ve different
mobil ity protocols, such as M Pv6 and Proxy M Pv6, in each of its
domains. In that case, one needs a generalized franmework to achieve
the optim zation during inter-domai n handover. Figure 1 shows a
typical exanple of inter-domain nobility involving two donmi ns,
domain A and domain B. It illustrates several inportant conponents,
such as a AAA Hone server (AAAH); AAA visited servers (e.g., AAAVL
and AAAV2); an Authentication Agent (AA); a layer 3 point of
attachnent, such as an Access Router (AR); and a |l ayer 2 point of
attachnent, such as an Access Point (AP). Any nobile node may be
using a specific nobility protocol and associated nmobility
optinization technique during intra-donmain novenent in either donain.
But the sane optim zation technique nmay not be suitable to support

i nter-domai n handover, independent of whether it uses the same or a
different mobility protocol in either domain.
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4.

Rel ated Wrk

VWi | e basic nmobility managenent protocols such as Mbile IP

[ RFC5944], Mbile I Pv6 [RFC3775], and SIP-Mbility [SIPMM provide
continuity to TCP and RTP traffic, these are not optim zed to reduce
t he handover |atency during a nobil e node’s novenent between subnets
and domains. In general, these nobility managenent protocols

i ntroduce handover del ays incurred at several |ayers, such as layer 3
and the application layer, for updating the mobile node’s mobility

bi nding. These protocols are affected by underlying |layer 2 delay as
well. As a result, applications using these nobility protocols
suffer from performance degradation

There have been several optimzation techniques that apply to current
mobi | ity managenent schemes that try to reduce handover del ay and
packet | oss during a nobile node’s novenent between cells, subnets,
and domains. Mcro-nobility managenent schenes such as [ CELLIP] and
[HAWAI 1], and intra-domain nmobility managenent schenes such as
[I1DVP], [MOBIP-REG, and [RFC5380], provide fast handover by liniting
the signaling updates within a domain. Fast Mbile IP protocols for

I Pv4 and | Pv6 networks [ RFC4881] [ RFC5568] utilize nmobility

i nformati on nade avail able by link-layer triggers. Yokota et

al . [ YOKOTA] propose the joint use of an access point and a dedi cated
Medi a Access Control (MAC) bridge to provide fast handover without
altering the MPv4 specification. Shin et al. [MACD propose a
schene that reduces the delay due to MAC-| ayer handoff by providing a
cache-based algorithm In this scheme, the nobil e node caches the
nei ghboring channels that it has already visited and thus uses a

sel ective scanning nethod. This helps to reduce the associated
scanni ng tine.

Sone mobility managenent schemes use dual interfaces, thus providing
make- before-break [SUM. 1In a nmake-before-break situation

conmuni cation usually continues with one interface when the secondary
interface is in the process of getting connected. The |EEE 802.21
wor ki ng group is discussing these scenarios in detail [802.21].
Provi di ng fast handover using a single interface needs nore careful
design than for a client with nultiple interfaces. Dutta et

al . [SI PFAST] provide an optim zed handover schene for SIP-based
mobi | ity managenent, where the transient traffic is forwarded from
the old subnet to the new one by using an application-|ayer
forwardi ng scheme. [MTH provides a fast-handover schene for the
single-interface case that uses nobile-initiated tunneling between
the ol d Foreign Agent and a new Foreign Agent. [MTH] defines two
types of handover schemes: Pre-MT (Mbile Initiated Tunneling) and
Post-M T (Media Initiated Tunneling). The proposed MPA schene is
very simlar to Mobile Initiated Tunneling Handoff's (M TH s)

predi ctive schene, where the nobil e node comruni cates with the
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Forei gn Agent before actually noving to the new network. However,
the MPA schenme is not linmited to MP; this schene takes care of
movenent between domai ns and perfornms pre-authentication in addition
to proactive handover. Thus, MPA reduces the overall delay to a
period close to that of |ink-1ayer handover delay. Most of the
mobi l ity optinization techniques devel oped so far are restricted to a
specific type of nobility protocol only. While supporting
optimization for inter-domain nobility, these protocols assume that
there is a pre-established security arrangenment between two

adm nistrative domains. But this assunption may not al ways be
viabl e. Thus, there is a need to devel op an optim zati on nechani sm
that can support inter-domain nmobility w thout any underlying
constraints or security-related assunptions.

Recently, the HOKEY working group within the | ETF has been defining
ways to expedite the authentication process. |In particular, it has
defined pre-authentication [ RFC5836] and fast re-authentication

[ RFC5169] nechanisns to expedite the authentication and security
associ ati on process.

5. Applicability of MPA

MPA is nore applicable where an accurate prediction of novenent can
be easily nmade. For other environnments, special care nust be taken
to deal with issues such as pre-authentication to nultiple CTNs
(Candi date Target Networks), and failed sw tching and sw tchi ng back
as described in [ MPA-W RELESS]. However, addressing those issues in
actual depl oynents may not be easier. Some of the depl oynent issues
are described in Appendi x C

The authors of the accompanyi ng document [ MPA-W RELESS] have cited
several use cases of how MPA can be used to optim ze several network-
| ayer and application-layer nobility protocols. The effectiveness of
MPA may be relatively reduced if the network enploys network-
controlled localized nobility nanagenent in which the MN does not
need to change its I P address while moving within the network. The
effectiveness of MPA may al so be relatively reduced if signaling for
networ k access authentication is already optimzed for novenents
within the network, e.g., when sinultaneous use of multiple
interfaces during handover is allowed. In other words, MPA is nore
viabl e as a solution for inter-administrative donain predictive
handover w thout the sinultaneous use of nultiple interfaces. Since
MPA is not tied to a specific nobility protocol, it is also
applicable to support optimzation for inter-domai n handover where
each domain may be equipped with a different nobility protocol
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6

6

Figure 1 shows an example of inter-domain nobility where MPA coul d be
applied. For exanple, domain A may support just Proxy M Pv6, whereas
domain B may support Client Mbile IPv6. MA s different functiona
conponents can provide the desired optim zation techni ques
proactively.

MPA Fr anewor k
1. Overview

Medi a-i ndependent Pre-Authentication (MPA) is a npbil e-assisted,
secure handover optimzation schenme that works over any |ink |ayer
and with any nobility nanagenent protocol. Wth MPA, a nobile node
is not only able to securely obtain an I P address and ot her
configuration paraneters for a CIN, but also able to send and receive
| P packets using the | P address obtained before it actually attaches
to the CTIN. This nmakes it possible for the nobile node to conplete
the bi ndi ng update of any nobility managenent protocol and use the
new CoA before perform ng a handover at the link |ayer.

MPA adopts the foll owi ng basic procedures to provide this
functionality. The first procedure is referred to as
"pre-authentication", the second procedure is referred to as
"pre-configuration", and the conbination of the third and fourth
procedures is referred to as "secure proactive handover". The
security association established through pre-authentication is
referred to as an "MPA- SA".

This functionality is provided by allowing a nobil e node that has
connectivity to the current network, but is not yet attached to a
CIN, to

(i) establish a security association with the CIN to secure the
subsequent protocol signaling, then

(ii) securely execute a configuration protocol to obtain an IP
address and other paraneters fromthe CIN as well as execute a
tunnel managenent protocol to establish a Proactive Handover
Tunnel (PHT) [RFC2003] between the nobile node and an access
router of the CTN, then

(iii) send and receive | P packets, including signaling nessages
for the binding update of an MW and data packets transnitted
after conpletion of the binding update, over the PHT, using the
obtained | P address as the tunnel inner address, and finally
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(iv) delete or disable the PHT i medi ately before attaching to the
CTN when it becones the target network, and then re-assign the

i nner address of the deleted or disabled tunnel to its physica
interface immediately after the nobile node is attached to the
target network through the interface. Instead of deleting or

di sabling the tunnel before attaching to the target network, the
tunnel may be del eted or disabled imediately after being attached
to the target network.

Step (iii) above (i.e., the binding update procedure), in particular,
makes it possible for the nobile node to conplete the higher-I|ayer
handover before starting a link-layer handover. This nmeans that the
mobil e node is able to send and receive data packets transnmitted
after conpleting the binding update over the tunnel, while data
packets transmtted before conpletion of the binding update do not
use the tunnel

6.2. Functional Elenents

In the MPA framework, the followi ng functional elenments are expected
to reside in each CTN to conmuni cate with a nobil e node: an

Aut hentication Agent (AA), a Configuration Agent (CA), and an Access
Router (AR). These elenents can reside in one or nore network

devi ces.

An aut hentication agent is responsible for pre-authentication. An
aut henti cation protocol is executed between the nobile node and the
aut hentication agent to establish an MPA-SA. The authentication
protocol MJUST be able to establish a shared key between the nobile
node and the authentication agent and SHOULD be able to provide

mut ual authentication. The authentication protocol SHOULD be able to
interact with a AAA protocol, such as RADIUS or Dianeter, to carry
aut hentication credentials to an appropriate authentication server in
the AAA infrastructure. This interaction happens through the

aut henti cation agent, such as the PANA Aut hentication Agent (PAA).

In turn, the derived key is used to derive additional keys that wll
be applied to protecting nessage exchanges used for pre-configuration
and secure proactive handover. Oher keys that are used for
boot st rappi ng |ink-1ayer and/or network-|ayer ciphers MAY al so be
derived fromthe MPA-SA. A protocol that can carry the Extensible
Aut henti cation Protocol (EAP) [RFC3748] woul d be suitable as an

aut henti cation protocol for MPA
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A configuration agent is responsible for one part of
pre-configuration, namely securely executing a configuration protocol
to deliver an |IP address and other configuration paraneters to the
mobi | e node. The signaling nessages of the configuration protoco
(e.g., DHCP) MJST be protected using a key derived fromthe key
correspondi ng to the MPA-SA

An access router in the MPA framework is a router that is responsible
for the other part of pre-configuration, i.e., securely executing a
tunnel nmanagenent protocol to establish a proactive handover tunne

to the nobile node. |P packets transmtted over the proactive
handover tunnel SHOULD be protected using a key derived fromthe key
corresponding to the MPA-SA. Details of this procedure are described
in Section 6. 3.
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Figure 2 shows the basic functional conmponents of MPA.
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Figure 2: MPA Functional Conponents
6.3. Basic Comuni cation Fl ow

Assume that the nobile node is already connected to a point of
attachnent, say oPoA (old point of attachment), and assigned a
care-of address, say 0CoA (old care-of address). The conmunication
flow of MPA is described as follows. Throughout the comruni cation
flow, data packet |oss should not occur except for the period during
the switching procedure in Step 5 below, and it is the responsibility
of link-layer handover to minimze packet |oss during this period.
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Step 1 (pre-authentication phase): The nobile node finds a CTN
t hrough some di scovery process, such as | EEE 802.21, and obtains
the I P addresses of an authentication agent, a configuration
agent, and an access router in the CIN (Candi date Target Networ k)
by some neans. Details about discovery nmechani snms are di scussed
in Section 7.1. The npobile node perforns pre-authentication with
the authentication agent. As discussed in Section 7.2, the nobile
node may need to pre-authenticate with nultiple candidate target
networ ks. The deci sion regarding with which candi date network the
nmobi | e node needs to pre-authenticate will depend upon severa
factors, such as signaling overhead, bandw dth requirenent
(Quality of Service (QS)), the nobile node’'s |ocation
conmuni cati on cost, handover robustness, etc. Deternining the
policy that decides the target network with which the nobile node
shoul d pre-authenticate is out of scope for this docunent.

If the pre-authentication is successful, an MPA-SA is created

bet ween the nobil e node and the authentication agent. Two keys
are derived fromthe MPA-SA, namely an MN-CA key and an M\- AR key,
whi ch are used to protect subsequent signaling nessages of a
configuration protocol and a tunnel managenent protocol,
respectively. The M\-CA key and the M\-AR key are then securely
delivered to the configuration agent and the access router,
respectively.

Step 2 (pre-configuration phase): The nobile node realizes that its
poi nt of attachnent is likely to change fromthe oPoA to a new
one, say nPoA (new point of attachnent). It then perforns
pre-configuration with the configuration agent, using the
configuration protocol to obtain several configuration paraneters
such as an | P address, say nCoA (new care-of address), and a
default router fromthe CIN. The nobile node then conmmuni cates
with the access router using the tunnel nmanagement protocol to
establish a proactive handover tunnel. In the tunnel managenent
protocol, the nobile node registers the oCoA and the nCoA as the
tunnel outer address and the tunnel inner address, respectively.
The signaling nessages of the pre-configuration protocol are
protected using the MN-CA key and the M\-AR key. Wen the
configuration agent and the access router are co-located in the
sanme device, the two protocols may be integrated into a single
protocol, such as | KEv2. After conpletion of the tunne
establishment, the mobile node is able to comunicate using both
the oCoA and the nCoA by the end of Step 4. A configuration
protocol and a tunnel managenent protocol may be conbined in a
single protocol or executed in different orders depending on the
actual protocol (s) used for configuration and tunnel nmanagenent.
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Step 3 (secure proactive handover mmin phase): The nobil e node
decides to switch to the new point of attachment by some means.
Bef ore the nmobil e node switches to the new point of attachment, it
starts secure proactive handover by executing the binding update
operation of a nobility managenent protocol and transmitting
subsequent data traffic over the tunnel (main phase). This
proactive binding update could be triggered based on certain | oca
policy at the nobile node end, after the pre-configuration phase
is over. This local policy could be Signal-to-Noise Ratio,
| ocation of the nobile node, etc. |In sone cases, it may cache
mul ti pl e nCoA addresses and perform si nul taneous binding with the
Correspondent Node (CN) or Home Agent (HA)

Step 4 (secure proactive handover pre-sw tching phase): The nobile
node conpl etes the binding update and becomes ready to switch to
the new point of attachment. The nobil e node nmay execute the
tunnel managenent protocol to delete or disable the proactive
handover tunnel and cache the nCoA after deletion or disabling of
the tunnel. This transient tunnel can be deleted prior to or
after the handover. The buffering nodule at the next access
router buffers the packets once the tunnel interface is deleted.
The decision as to when the nobile node is ready to switch to the
new poi nt of attachnment depends on the handover policy.

Step 5 (switching): It is expected that a link-layer handover occurs
in this step.

Step 6 (secure proactive handover post-switching phase): The nobile
node executes the switching procedure. Upon successful conpletion
of the switching procedure, the nobile node i mediately restores
the cached nCoA and assigns it to the physical interface attached
to the new point of attachnent. |f the proactive handover tunne
was not deleted or disabled in Step 4, the tunnel is deleted or
disabled as well. After this, direct transm ssion of data packets
usi ng the nCoA is possible without using a proactive handover
t unnel

Call flow for MPA is shown in Figures 3 and 4.
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7. MPA Qperations

In order to provide an optim zed handover for a nobile node
experiencing rapid novement between subnets and/or donmai ns, one needs
to look into several operations. These issues include:

i) discovery of neighboring networking el enents,

ii) connecting to the right network based on certain policy,

iii) changing the layer 2 point of attachnent,

iv) obtaining an I P address froma DHCP or PPP server,

v) confirm ng the uni queness of the IP address,

vi) pre-authenticating with the authenticati on agent,

vii) sending the binding update to the Correspondent Host (CH),
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viii) obtaining the redirected streaming traffic to the new point
of attachnent,

i X) ping-pong effect, and

x) probability of noving to nore than one network and associ ating
with nultiple target networks.

We describe these issues in detail in the follow ng paragraphs and
descri be how we have optim zed these issues in the case of MPA-based
secure proactive handover.

7.1. Discovery

Di scovery of nei ghboring networking el enents such as access points,
access routers, and authentication servers hel ps expedite the
handover process during a nobile node’s novenent between networks.
After discovering the network neighborhood with a desired set of
coordi nates, capabilities, and paraneters, the nobile node can
perform many of the operations, such as pre-authentication, proactive
| P address acquisition, proactive address resol ution, and bi nding
update, while in the previous network

There are several ways a nobile node can di scover neighboring
networks. The Candi date Access Router Discovery protocol [RFCA066]
hel ps di scover the candi date access routers in the nei ghboring
networks. G ven a certain network domain, SLP (Service Location
Protocol) [ RFC2608] and DNS hel p provi de addresses of the networking
conmponents for a given set of services in the specific domain. |In
sonme cases, many of the network-layer and upper-|ayer paraneters may
be sent over |ink-Ilayer managenent franes, such as beacons, when the
mobi | e node approaches the vicinity of the neighboring networks.

| EEE 802. 11u is considering issues such as discovering the

nei ghbor hood using information contained in the link |ayer. However,
if the link-layer managenent frames are encrypted by sone |ink-Iayer
security nechanism then the nobile node may not be able to obtain
the requisite informati on before establishing link-1layer connectivity
to the access point. 1In addition, this may add burden to the
bandwi dt h-constrai ned wirel ess medium In such cases, a higher-|ayer
protocol is preferred to obtain the information regarding the

nei ghbori ng el enents. Sone proposals, such as [802.21], help obtain
i nformati on about the neighboring networks froma nobility server
When the nmovenent is imminent, the nobile node starts the di scovery
process by querying a specific server and obtains the required
paraneters, such as the |IP address of the access point, its
characteristics, routers, SIP servers, or authentication servers of

t he nei ghboring networks. 1In the event of nultiple networks, it may
obtain the required paraneters fromnore than one nei ghboring network
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and keep these in a cache. At sone point, the nobile node finds
several CTNs out of many probable networks and starts the pre-

aut henti cati on process by comrunicating with the required entities in
the CTNs. Further details of this scenario are in Section 7.2.

7.2. Pre-Authentication in Miltiple-CTN Environnent

In sone cases, although a nobile node selects a specific network to
be the target network, it may actually end up noving into a

nei ghbori ng network other than the target network, due to factors
that are beyond the nobile node’s control. Thus, it nay be useful to
performthe pre-authentication with a few probabl e candi date target
networ ks and establish tinme-bound transient tunnels with the
respective access routers in those networks. Thus, in the event of a
mobi | e node noving to a candi date target network other than that
chosen as the target network, it will not be subjected to packet |oss
due to authentication and | P address acquisition delay that could
occur if the nobile node did not pre-authenticate with that candidate
target network. It may appear that by pre-authenticating with a
nunber of candi date target networks and reserving the | P addresses,
the mobil e node is reserving resources that could be used otherwi se.
But since this happens for a tine-limted period, it should not be a
big problem it depends upon the nobility pattern and duration. The
mobi | e node uses a pre-authentication procedure to obtain an IP
address proactively and to set up the tine-bound tunnels with the
access routers of the candidate target networks. Also, the MN may
retain sone or all of the nCoAs for future novenent.

The nobil e node may choose one of these addresses as the binding
updat e address and send it to the CN (Correspondent Node) or HA (Hone
Agent), and will thus receive the tunneled traffic via the target
network while in the previous network. But in sone instances, the
mobi | e node may eventually end up nmoving to a network that is other
than the target network. Thus, there will be a disruption in traffic
as the nobil e node noves to the new network, since the nobil e node
has to go through the process of assigning the new | P address and
sendi ng the binding update again. There are two solutions to this
problem As one solution to the problem the nobile node can take
advant age of the sinultaneous nobility binding and send nultiple

bi ndi ng updates to the Correspondent Host or HA. Thus, the
Correspondent Host or HA forwards the traffic to nmultiple IP
addresses assigned to the virtual interfaces for a specific period of
time. This binding update gets refreshed at the CH after the nobile
node noves to the new network, thus stopping the flow to the other
candi date networks. RFC 5648 [ RFC5648] discusses different scenarios
of mobility binding with nmultiple care-of-addresses. As the second
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solution, in case simultaneous binding is not supported in a specific
mobility scheme, forwarding of traffic fromthe previous target
network will help take care of the transient traffic until the new

bi ndi ng update is sent fromthe new network

7.3. Proactive | P Address Acquisition

In general, a mobility nmanagenent protocol works in conjunction with
the Foreign Agent or in the co-located address node. The MPA
approach can use both the co-located address node and the Foreign
Agent address nobde. W discuss here the address assi gnnent conponent
that is used in the co-located address node. There are several ways
a mobil e node can obtain an I P address and configure itself. |In some
cases, a nobile node can configure itself statically in the absence
of any configuration elenent such as a server or router in the
network. In a LAN environnent, the nobil e node can obtain an IP
address from DHCP servers. |n the case of | Pv6 networks, a nobile
node has the option of obtaining the | P address using statel ess

aut oconfiguration or DHCPv6. In some w de-area networking
environments, the nobile node uses PPP (Point-to-Point Protocol) to
obtain the I P address by conmmunicating with a NAS ( Network Access
Server).

Each of these processes takes on the order of few hundred
mlliseconds to a few seconds, dependi ng upon the type of |P address
acqui sition process and operating systemof the clients and servers.
Since | P address acquisition is part of the handover process, it adds
to the handover delay, and thus it is desirable to reduce this delay
as nmuch as possible. There are a few optim zed techni ques avail abl e,
such as DHCP Rapid Commit [RFC4039] and GPS-coordi nate-based | P
address [GPSIP], that attenpt to reduce the handover delay due to IP
address acquisition tine. However, in all these cases, the nobile
node al so obtains the IP address after it noves to the new subnet and
i ncurs sone del ay because of the signaling handshake between the
nmobi | e node and the DHCP server

In Fast M Pv6e [ RFC5568], through the Rt Sol Pr and PrRt Adv nessages,
the MN al so formul ates a prospective new CoA (nCoA) when it is still
present on the Previous Access Router’s (pAR s) link. Hence, the

| at ency due to new prefix discovery subsequent to handover is
elimnated. However, in this case, both the pAR and the Next Access
Router (nAR) need to cooperate with each other to be able to retrieve
the prefix fromthe target network.

In the follow ng paragraph, we describe a few ways that a nobil e node
can obtain the I P address proactively fromthe CIN, and the

associ ated tunnel setup procedure. These can broadly be divided into
four categories: PANA-assisted proactive |P address acquisition,
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| KE- assi sted proactive | P address acquisition, proactive |IP address
acqui sition using DHCP only, and statel ess autoconfiguration. Wen
DHCP is used for address configuration, a DHCP server is assunmed to
be serving one subnet.

7.3.1. PANA-Assisted Proactive | P Address Acquisition

In the case of PANA-assisted proactive |P address acquisition, the
mobi | e node obtains an I P address proactively froma CIN. The nobile
node makes use of PANA [ RFC5191] nessages to trigger the |IP address
acqui sition process via a DHCP client that is co-located with the
PANA aut hentication agent in the access router in the CIN acting on
behal f of the nobile node. Upon receiving a PANA nessage fromthe
mobi | e node, the DHCP client on the authenticati on agent perforns
nor mal DHCP nessage exchanges to obtain the I P address fromthe DHCP
server in the CIN. This address is piggy-backed in a PANA nessage
and is delivered to the nobile node. In the case of IPv6, a Router
Advertisement (RA) is carried as part of the PANA nessage. In the
case of statel ess autoconfiguration, the nobile node uses the
prefix(es) obtained as part of the RA and its MAC address to
construct the unique |Pv6 address(es) as it would have done in the
new network. In the case of stateful address autoconfiguration, a
procedure simlar to DHCPv4 can be appli ed.

7.3.2. |1 KEv2-Assisted Proactive | P Address Acquisition

| KEv2-assisted proactive | P address acquisition works when an | Psec
gateway and a DHCP rel ay agent [RFC3046] are resident wthin each
access router in the CIN. In this case, the |Psec gateway and DHCP
relay agent in a CIN help the nobil e node acquire the |IP address from
the DHCP server in the CIN. The M\-AR key established during the
pre-aut hentication phase is used as the | KEv2 pre-shared secret
needed to run | KEv2 between the nobile node and the access router

The I P address fromthe CIN is obtained as part of the standard | KEv2
procedure, using the co-located DHCP relay agent for obtaining the IP
address fromthe DHCP server in the target network using standard
DHCP. The obtained I P address is sent back to the client in the

| KEv2 Configuration Payl oad exchange. 1In this case, IKEv2 is also
used as the tunnel managenent protocol for a proactive handover

tunnel (see Section 7.4). Alternatively, a VPN gateway can di spense
the I P address fromits | P address pool

7.3.3. Proactive |IP Address Acquisition Using DHCPv4 Only
As anot her alternative, DHCP nmay be used for proactively obtaining an
I P address froma CTN wi thout relying on PANA or | KEv2-based

approaches by allow ng direct DHCP comuni cati on between the nobile
node and the DHCP rel ay agent or DHCP server in the CIN. The
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mechani sm described in this section is applicable to DHCPv4 only.
The nobil e node sends a uni cast DHCP nessage to the DHCP rel ay agent
or DHCP server in the CIN requesting an address, while using the
address associated with the current physical interface as the source
address of the request.

When the nmessage is sent to the DHCP rel ay agent, the DHCP rel ay
agent relays the DHCP nessages back and forth between the nobile node
and the DHCP server. In the absence of a DHCP rel ay agent, the
nmobi | e node can also directly comunicate with the DHCP server in the
target network. The broadcast option in the client’s unicast

DI SCOVER nessage should be set to 0 so that the relay agent or the
DHCP server can send the reply directly back to the nobil e node using
the mobil e node’ s source address.

In order to prevent malicious nodes fromobtaining an | P address from
t he DHCP server, DHCP authentication should be used, or the access
router should be configured with a filter to bl ock uni cast DHCP
messages sent to the renote DHCP server from nobile nodes that are
not pre-authenticated. Wen DHCP authentication is used, the DHCP
aut henti cati on key may be derived fromthe MPA-SA established between
the nobil e node and the authentication agent in the candi date target
net wor k.

The proactively obtained IP address is not assigned to the nobile
node’ s physical interface until the nobile node has noved to the new
network. The |P address thus obtained proactively fromthe target
net wor k shoul d not be assigned to the physical interface but rather
to a virtual interface of the client. Thus, such a proactively
acquired | P address via direct DHCP conmuni cation between the nobile
node and the DHCP rel ay agent or the DHCP server in the CITN may be
carried with additional information that is used to distinguish it
from ot her addresses as assigned to the physical interface.

Upon the nobile node’s entry to the new network, the nobile node can
perform DHCP over the physical interface to the new network to get
other configuration paraneters, such as the SIP server or DNS server
by using DHCP I NFORM This should not affect the ongoing

communi cati on between the nobil e node and Correspondent Host. Al so,
the nobil e node can perform DHCP over the physical interface to the
new network to extend the | ease of the address that was proactively
obt ai ned before entering the new network.

In order to maintain the DHCP binding for the nobile node and keep

track of the dispensed | P address before and after the secure
proactive handover, the same DHCP client identifier needs to be used
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for the nobile node for both DHCP for proactive |IP address
acquisition and for DHCP performed after the nobile node enters the
target network. The DHCP client identifier my be the MAC address of
the nobil e node or some other identifier

7.3.4. Proactive |IP Address Acquisition Using Statel ess
Aut oconfi gurati on

For 1 Pv6, a network address is configured either using DHCPv6 or
statel ess autoconfiguration. 1In order to obtain the new | P address
proactively, the router advertisenent of the next-hop router can be
sent over the established tunnel, and a new | Pv6 address is generated
based on the prefix and MAC address of the nobile node. Generating a
CoA fromthe new network will avoid the time needed to obtain an IP
address and perform Duplicate Address Detection

Duplicate Address Detection and address resolution are part of the IP
address acquisition process. As part of the proactive configuration,
these two processes can be done ahead of tinme. Details of how these

two processes can be done proactively are described in Appendi x A and
Appendi x B, respectively.

In the case of statel ess autoconfiguration, the nobile node checks to
see the prefix of the router advertisenent in the new network and
matches it with the prefix of the newy assigned |P address. |[f
these turn out to be the sane, then the nobile node does not go
through the I P address acquisition phase again.

7.4. Tunnel Managenent

After an I P address is proactively acquired fromthe DHCP server in a
CTN, or via stateless autoconfiguration in the case of IPv6, a
proactive handover tunnel is established between the nobile node and
the access router in the CIN. The nobile node uses the acquired IP
address as the tunnel’s inner address.

There are several reasons why this transient tunnel is established
between the nAR and the nobile node in the old PoA, unlike the
transient tunnel in FMPv6 (Fast M Pv6) [ RFC5568], where it is set up
bet ween the nobil e node’s new point of attachnent and the ol d access
router.

In the case of inter-domain handoff, it is inportant that any

si gnal i ng message between the nPoA and the nobile node needs to be
secured. This transient secured tunnel provides the desired
functionality, including securing the proactive binding update and
transi ent data between the end-points before the handover has taken
place. Unlike the proactive node of FM Pv6, transient handover

Dutta, et al. I nf or mat i onal [ Page 26]



RFC 6252 MPA Fr amewor k June 2011

packets are not sent to the pAR and thus a tunnel between the nobile
node’ s new point of attachment and the old access router is not
needed.

In the case of inter-domain handoff, the pAR and nAR could logically
be far fromeach other. Thus, the signaling and data during the
pre-authentication period will take a |onger route, and thus may be
subj ected to | onger one-way delay. Hence, MPA provides a tradeoff
bet ween | arger packet |oss or |arger one-way packet delay for a
transi ent period, when the nobile node is preparing for handoff.

The proactive handover tunnel is established using a tunne
managenment protocol. Wien IKEv2 is used for proactive | P address
acquisition, IKEv2 is also used as the tunnel nanagement protocol
Al ternatively, when PANA is used for proactive |IP address

acqui sition, PANA nmay be used as the secure tunnel managenent

pr ot ocol

Once the proactive handover tunnel is established between the nobile
node and the access router in the candidate target network, the
access router also needs to perform proxy address resolution (Proxy
ARP) on behal f of the nobile node so that it can capture any packets
destined to the nobile node’s new address.

Since the nobile node needs to be able to communicate with the
Correspondent Node while in the previous network, some or all parts
of the binding update and data fromthe Correspondent Node to the
nmobi | e node need to be sent back to the nobil e node over a proactive
handover tunnel. Details of these binding update procedures are
described in Section 7.5.

In order for the traffic to be directed to the nobile node after the
mobi | e node attaches to the target network, the proactive handover
tunnel needs to be deleted or disabled. The tunnel nmanagenent
protocol used for establishing the tunnel is used for this purpose.
Alternatively, when PANA is used as the authentication protocol, the
tunnel deletion or disabling at the access router can be triggered by
means of the PANA update nechani sm as soon as the nobil e node noves
to the target network. A link-layer trigger ensures that the nobile
node is indeed connected to the target network and can al so be used
as the trigger to delete or disable the tunnel. A tunnel nanagenent
protocol also triggers the router advertisenent (RA) fromthe next
access router to be sent over the tunnel, as soon as the tunne
creation is conplete
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7.5. Binding Update

There are several kinds of binding update mechani snms for different
nmobi | ity managenent schenes.

In the case of Mbile |IPv4 and Mbile | Pv6, the nobile node perforns
a binding update with the Home Agent only, if route optinization is
not used. Oherw se, the nmobile node perforns the binding update
with both the Hone Agent (HA) and Correspondent Node (CN).

In the case of SIP-based terminal nobility, the nobile node sends a
bi ndi ng update using an INVITE to the Correspondent Node and a

REG STER message to the Registrar. Based on the distance between the
mobi | e node and the Correspondent Node, the binding update nmay
contribute to the handover delay. SIP-fast handover [ S| PFAST]

provi des several ways of reducing the handover delay due to binding

update. In the case of secure proactive handover using Sl P-based
mobi | ity managenent, we do not encounter the delay due to the binding
update at all, as it takes place in the previous network.

Thus, this proactive binding update schene | ooks nore attractive when
the Correspondent Node is too far fromthe conmuni cati ng nobil e node.
Simlarly, in the case of Mbile |IPv6, the nobil e node sends the
newy acquired CoA fromthe target network as the binding update to
the HA and CN. Al so, all signaling nessages between the MN and HA
and between the MN and CN are passed through this proactive tunne
that is set up. These nmessages include Binding Update (BU); Binding
Acknowl edgenent (BA); and the associated return routability nmessages,
such as Hone Test Init (HoTl), Honme Test (HoT), Care-of Test Init
(CoTl), and Care-of Test (CoT). |In Mbile IPv6, since the receipt of
an on-link router advertisenent is nandatory for the nobile node to
detect the novement and trigger the binding update, a router

adverti senent fromthe next access router needs to be advertised over
the tunnel. By proper configuration on the nAR, the router

adverti senent can be sent over the tunnel interface to trigger the
proactive binding update. The nobile node al so needs to nake the
tunnel interface the active interface, so that it can send the

bi ndi ng update using this interface as soon as it receives the router
adverti senent.

If the proactive handover tunnel is realized as an | Psec tunnel, it
will also protect these signaling nessages between the tunnel end-
points and will make the return routability test secured as well.
Any subsequent data will also be tunneled through, as long as the
mobil e node is in the previous network. The acconpanyi ng docunent
[ MPA- W RELESS] tal ks about the details of how bindi ng updates and
signaling for return routability are sent over the secured tunnel
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7.6. Preventing Packet Loss

In the MPA case, packet |oss due to I P address acquisition, secured
aut henti cation, and bindi ng update does not occur. However,
transi ent packets during |ink-1ayer handover can be lost. Possible
scenarios of packet loss and its prevention are described bel ow.

7.6.1. Packet Loss Prevention in Single-Interface MPA

For single-interface MPA, there may be sone transi ent packets during
i nk-1ayer handover that are directed to the nobile node at the old
poi nt of attachnent before the nobile node is able to attach to the
target network. Those transient packets can be lost. Buffering
these packets at the access router of the old point of attachment can
el i m nate packet loss. Dynamc buffering signals fromthe MN can
tenmporarily hold transient traffic during handover, and then these
packets can be forwarded to the MN once it attaches to the target
network. A detailed analysis of the buffering technique can be found
in [Pl MRCO6] .

An alternative nmethod is to use bicasting. Bicasting helps to
forward the traffic to two destinations at the sane tinme. However,
it does not elimnate packet loss if link-1ayer handover is not

seam essly perforned. On the other hand, buffering does not reduce
packet delay. Wile packet delay can be conpensated by a pl ayout
buffer at the receiver side for a stream ng application, a playout
buffer does not help much for interactive VolP applications that
cannot tolerate large delay jitters. Thus, it is still inportant to
optinmize the link-layer handover anyway.

7.6.2. Preventing Packet Losses for Multiple Interfaces

MPA usage in nulti-interface handover scenarios involves preparing
the second interface for use via the current active interface. This
preparation invol ves pre-authentication and provisioning at a target
net work where the second interface would be the eventual active
interface. For exanple, during inter-technol ogy handover froma W Fi
to a CDVA network, pre-authentication at the CDMA network can be
performed via the WFi interface. The actual handover occurs when
the CDVA interface becones the active interface for the MN

I'n such scenarios, if handover occurs while both interfaces are
active, there is generally no packet |oss, since transient packets
directed towards the old interface will still reach the MN. However,
i f sudden di sconnection of the current active interface is used to
initiate handover to the prepared interface, then transi ent packets
for the disconnected interface will be lost while the MN attenpts to
be reachable at the prepared interface. In such cases, a specialized
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formof buffering can be used to elimnate packet |oss where packets
are nerely copied at an access router in the current active network
prior to disconnection. |If sudden disconnection does occur, copied
packets can be forwarded to the MN once the prepared interface
becones the active reachable interface. The copy-and-forward
mechanismis not limted to multi-interface handover

A notable side-effect of this process is the possible duplication of
packets during forwarding to the new active interface. Severa
approaches can be enployed to ninimze this effect. Relying on
upper -1l ayer protocols such as TCP to detect and elimnate duplicates
is the nbost commopn approach. Custom zed duplicate detection and
handl i ng techni ques can al so be used. In general, packet duplication
is a well-known issue that can al so be handled locally by the W

If the nobile node takes a | onger anount of tinme to detect the

di sconnection event of the current active interface, this can also
have an adverse effect on the length of the handover process. Thus,
it becones necessary to use an optim zed schenme of detecting

i nterface disconnection in such scenarios. Use of the current
interface to perform pre-authentication instead of the new interface
is desirable in certain circunstances, such as to save battery power,
or in cases where the adjacent cells (e.g., WFi or CDVA) are
non-overl appi ng, or in cases when the carrier does not allowthe

si nul t aneous use of both interfaces. However, in certain

ci rcunst ances, dependi ng upon the type of target network, only parts
of MPA operations can be performed (e.g., pre-authentication,
pre-configuration, or proactive binding update). 1In a specific
scenari o involving handof f between WFi and CDVA networ ks, sone of
the PPP context can be set up during the pre-authentication period,
thus reducing the time for PPP activation

7.6.3. Reachability Test

In addition to previous techniques, the MN may al so want to ensure
reachability of the new point of attachment before switching fromthe
old one. This can be done by exchangi ng |ink-Iayer managenent franes
with the new point of attachment. This reachability check shoul d be
performed as quickly as possible. In order to prevent packet |oss
during this reachability check, transm ssion of packets over the link
between the MN and the old point of attachnment shoul d be suspended by
buffering the packets at both ends of the link during the
reachability check. How to performthis buffering is out of scope of
this docunment. Some of the results of using this buffering scheme
are expl ained in the acconpanyi ng docunent [ MPA-W RELESS]
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7.7. Security and Mbility

Thi s section describes how MPA can hel p establish layer 2 and | ayer 3
security association in the target networks while the nobile node is
in the previous network.

7.7.1. Link-Layer Security and Mbility

Usi ng the MPA-SA established between the nobil e node and the

aut hentication agent for a CIN, during the pre-authentication phase,
it is possible to bootstrap |ink-layer security in the CIN while the
nmobil e node is in the current network, as described in the follow ng
steps. Figure 5 shows the sequence of operation

(1) The authentication agent and the nobil e node derive a PW (Pair-
wi se Master Key) [RFC5247] using the MPA-SA that is established
as a result of successful pre-authentication. Successfu
operation of EAP and a AAA protocol may be involved during
pre-authentication to establish the MPA-SA. Fromthe PMK
distinct TSKs (Transient Session Keys) [RFC5247] for the nobile
node are directly or indirectly derived for each point of
attachnent of the CTN

(2) The authentication agent may install the keys derived fromthe
PMK and used for secure association to points of attachnent.
The derived keys may be TSKs or intermedi ary keys from which
TSKs are derived

(3) After the nobile node chooses a CTN as the target network and
switches to a point of attachment in the target network (which
now beconmes the new network for the nobile node), it executes a
secure associ ation protocol such as the | EEE 802. 11i 4-way
handshake [802.11], using the PMK in order to establish PTKs
(Pair-wi se Transi ent Keys) and group keys [ RFC5247] used for
protecting |ink-layer packets between the nobile node and the
poi nt of attachnent. No additional execution of EAP
aut hentication is needed here.

(4) Wiile the nobile node is roaming in the new network, the nobile
node only needs to performa secure association protocol wth
its point of attachnment, and no additional execution of EAP
aut hentication is needed either. Integration of MPAwith Iink-
| ayer handover optim zation mechani snms such as 802. 11r can be
archived this way.

The nobile node may need to know the link-layer identities of the
poi nts of attachnent in the CIN to derive TSKs.
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Fi gure 5: Bootstrappi ng Link-Layer Security
7.7.2. | P-Layer Security and Mbility

| P-layer security is typically maintai ned between the nobil e node and
the first-hop router, or any other network el ement such as SIP proxy
by means of IPsec. This IPsec SA can be set up either in tunnel node
or in ESP node. However, as the nobile node noves, the |IP address of
the router and outbound proxy will change in the new network. The
nmobi | e node’s | P address may or nmay not change, dependi ng upon the
mobility protocol being used. This will warrant re-establishing a
new security association between the nobile node and the desired
network entity. In some cases, such as in a 3GPP/3GPP2 | M5/ MVD
environment, data traffic is not allowed to pass through unless there
is an | Psec SA established between the nobile node and out bound
proxy. This will of course add unreasonable delay to the existing
real -tinme communi cation during a nobile node’s novenent. |In this
scenari o, key exchange is done as part of a SIP registration that

foll ows a key exchange procedure called AKA (Authentication and Key
Agr eenent).
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MPA can be used to bootstrap this security association as part of
pre-aut hentication via the new outbound proxy. Prior to the
movenent, if the nobile node can pre-register via the new outbound
proxy in the target network and conpl etes the pre-authentication
procedure, then the new SA state between the nobil e node and new
out bound proxy can be established prior to the novenent to the new
network. A simlar approach can also be applied if a key exchange
mechani sm ot her than AKA is used or the network el enent with which
the security association has to be established is different than an
out bound proxy.

By having the security association established ahead of time, the
mobi | e node does not need to be involved in any exchange to set up
the new security association after the novement. Any further key
exchange will be limted to renew the expiry time. This will reduce
the delay for real-tine comunication as well.

7.8. Authentication in Initial Network Attachnent

When the nmobile node initially attaches to a network, network access
aut henti cati on woul d occur regardless of the use of MPA. The
protocol used for network access authenticati on when MPA is used for
handover optinization can be a |ink-layer network access

aut henti cation protocol such as | EEE 802.1X, or a higher-I|ayer

net wor k access authenticati on protocol such as PANA

8. Security Considerations

Thi s docunment describes a framework for a secure handover

optini zati on mechani sm based on perforni ng handover-rel ated signaling
bet ween a nobil e node and one or nore candi date target networks to
whi ch the nobile node may nmove in the future. This franmework

i nvol ves acquisition of the resources fromthe CIN as well as data
packet redirection fromthe CINto the nobile node in the current
network before the nobil e node physically connects to one of those
CTNs.

Acqui sition of the resources fromthe candi date target networks rnust
be done with appropriate authentication and authorization procedures
in order to prevent an unauthorized nobile node from obtaining the
resources. For this reason, it is inportant for the MPA framework to
perform pre-authentication between the nobil e node and the candi date
target networks. The M\-CA key and the M\-AR key generated as a
result of successful pre-authentication can protect subsequent
handover signaling packets and data packets exchanged between the
nmobi | e node and the MPA functional elenments in the CTNs.
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10.

10.

The MPA framework al so addresses security issues when the handover is
performed across nultiple adnministrative domains. Wth MPA it is
possi bl e for handover signaling to be perforned based on direct
conmuni cati on between the nobile node and routers or nobility agents
in the candidate target networks. This elimnates the need for a
context transfer protocol [RFC5247] for which known linitations exist
in terms of security and authorization. For this reason, the MPA
framewor k does not require trust relationships anong adm nistrative
domai ns or access routers, which makes the framework nore depl oyabl e
in the Internet wthout conpromi sing the security in nobile

envi ronments.
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Appendi x A.  Proactive Duplicate Address Detection

VWhen the DHCP server dispenses an | P address, it updates its |ease
table, so that this same address is not given to another client for
that specific period of tine. At the same tine, the client also
keeps a lease table locally so that it can renew when needed. In
sone cases where a network consists of both DHCP and non- DHCP- enabl ed
clients, there is a probability that another client in the LAN may
have been configured with an I P address fromthe DHCP address pool

In such a scenario, the server detects a duplicate address based on
ARP (Address Resolution Protocol) or |Pv6 Nei ghbor D scovery before
assigning the I P address. This detection procedure nay take from4
sec to 15 sec [MAGUIRE] and will thus contribute to a | arger handover
delay. In the case of a proactive |IP address acquisition process,
this detection is perforned ahead of tinme and thus does not affect
the handover delay at all. By perform ng the Duplicate Address

Det ecti on (DAD) ahead of tinme, we reduce the I P address acquisition
tinme.

The proactive DAD over the candi date target network shoul d be
performed by the nAR on behal f of the nobile node at the tine of
proactive handover tunnel establishnent, since DAD over a tunnel is
not always perforned. For exanple, in the case of |Pv6, DAD over an
IP-1P tunnel interface is turned off in an existing inplenentation
In the case of IPv6 over PPP [RFC5172], the IP Control Protoco

(I PCPv6) negotiates the link-1ocal addresses, and hence DAD over the
tunnel is not needed. After the nobile node has noved to the target
networ k, a DAD procedure may be started because of reassignnent of
the nCoA to the physical interface to the target network. |In that
case, the nobile node should use optimistic DAD [ RFC4429] over the
physical interface so that the nCoA that was used inside the
proactive handover tunnel before handover can be i medi ately used
over that physical interface after handover. The schemes used for
the proactive DAD and optim stic DAD are applicable to both statel ess
and stateful address autoconfiguration schenes used for obtaining a
nCoA.
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Appendi x B. Address Resol ution

Address resolution invol ves updating the next access router’s
nei ghbor cache. W briefly describe these two operations bel ow

During the process of pre-configuration, the MAC address resol ution
mappi ngs needed by the nobile node to communicate with nodes in the
target network after attaching to the target network can al so be
known, where the comunicating nodes nmay be the access router,

aut henti cation agent, configuration agent, or Correspondent Node.
There are several possible ways of perform ng such proactive MAC
address resol ution.

0 One can use an information service nechani sm[802.21] to resolve
the MAC addresses of the nodes. This mght require each node in
the target network to be involved in the information service so
that the server of the information service can construct the
dat abase for proactive MAC address resol ution

0 One can extend the authentication protocol used for pre-
aut hentication or the configuration protocol used for
pre-configuration to support proactive MAC address resol ution
For exanple, if PANA is used as the authentication protocol for
pre-aut hentication, PANA nessages nmay carry attribute-value pairs
(AVPs) used for proactive address resolution. 1In this case, the
PANA aut hentication agent in the target network may perform
address resolution on behalf of the nobil e node.

0 One can also make use of DNS to nmap the MAC address of the
specific interface associated with a specific |IP address of the
network element in the target network. One may define a new DNS
resource record (RR) to proactively resolve the MAC addresses of
the nodes in the target network. But this approach may have its
own limtations, since a MAC address is a resource that is bound
to an I P address, and not directly to a donmai n nane.

When the nobil e node attaches to the target network, it installs the
proactively obtai ned address resol uti on mappi ngs w thout necessarily
perform ng address resolution queries for the nodes in the target
net wor K.

On the other hand, the nodes that reside in the target network and
that are conmunicating with the nobile node should al so update their
address resol uti on mappi ngs for the nobil e node as soon as the nobile
node attaches to the target network. The above proactive address
resol ution nmethods could al so be used for those nodes to proactively
resol ve the MAC address of the nobile node before the nobile node
attaches to the target network. However, this is not useful, since
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t hose nodes need to detect the attachnent of the nobile node to the
target network before adopting the proactively resol ved address
resol uti on mapping. A better approach would be integration of
attachnent detection and address resol uti on mappi ng update. This is
based on gratuitously perfornm ng address resol ution [ RFC5944],

[ RFC3775] in which the nobile node sends an ARP Request or an ARP
Reply in the case of 1Pv4, or a Neighbor Advertisenent in the case of
I Pv6, immediately after the nobil e node attaches to the new network,
so that the nodes in the target network can quickly update the
address resol uti on mappi ng for the nobil e node.

Appendi x C. MPA Depl oynent | ssues

In this section, we describe sone of the deploynent issues related to
MPA.

C.1. Considerations for Failed Switching and Swi t ch-Back

The ping-pong effect is one of the comon problens found during
handover. The ping-pong effect arises when a nobile node is |ocated
at the borderline of the cell or decision point and a handover
procedure is frequently executed. This results in higher call drop
probability, | ower connection quality, increased signaling traffic,
and waste of resources. All of these affect nobility optim zation.
Handoff al gorithns are the deciding factors for performing the
handof f between the networks. Traditionally, these al gorithns enpl oy
a threshold to conpare the values of different nmetrics to decide on
the handoff. These netrics include signal strength, path | oss,
Carrier-to-Interference Ratio (CIR), Signal-to-Interference Ratio
(SIR), Bit Error Rate (BER), and power budget. 1In order to avoid the
pi ng- pong effect, some additional paraneters are enployed by the

deci sion algorithm such as hysteresis margin, dwell tinmers, and
averagi ng wi ndow. For a vehicle noving at a high speed, other
paraneters, such as the distance between the nobile node and the
poi nt of attachnent, velocity of the nobile node, |ocation of the
nmobi | e node, traffic, and bandw dth characteristics are also taken
into account to reduce the ping-pong effect. Mre recently, there
are ot her handoff algorithnms avail able that hel p reduce the ping-pong
effect in a heterogeneous network environment and that are based on
techni ques such as hypot hesis testing, dynam c programm ng, and
pattern recognition techniques. Wile it is inportant to devise
smart handoff al gorithns to reduce the ping-pong effect, it is also

i mportant to devise nethods to recover fromthis effect.

In the case of the MPA franmework, the ping-pong effect will result in
t he back-and-forth novenent of the nobile node between the current
network and target network, and between the candi date target

networks. MPA in its current formwill be affected because of the
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number of tunnels set up between the nobile node and nei ghboring
access routers, the nunber of binding updates, and associ ated handof f
| atency resulting fromthe ping-pong situation. The nobile node’s
handoff rate nay al so contribute to delay and packet |oss. W
propose a few techniques that will help reduce the probability of the
pi ng- pong ef fect and propose several nmethods for the MPA framework so
that it can recover fromthe packet |oss resulting fromthe ping-pong
ef fect.

The MPA franmework can take advantage of the nobile node’s geo-

| ocation with respect to APs in the nei ghboring networks using GPS
In order to avoid the oscillation between the networks, a |ocation-
aware al gorithm can be derived by using a co-relation between the
user’s location and cached data fromthe previous handover attenpts.
In sone cases, location may not be the only indicator for a handoff
deci sion. For exanple, in Manhattan-type grid networks, although a
mobil e node is close to an AP, it may not have enough SNR (Signal -to-
Noi se Ratio) to nmake a good connection. Thus, know edge of the
mobility pattern, dwell time in a call, and path identification wll
hel p avoi d the ping-pong problemto a great extent.

In the absence of a good handoff algorithmthat can avoid the ping-
pong effect, it may be required to put in place a good recovery
mechanismso as to mitigate the effect of ping-pong. It may be
necessary to keep the established context in the current network for
a period of tine, so that it can be quickly recovered when the nobile
node cones back to the network where the context was |ast used. This
context may include security association, |P address used, and
tunnel s established. Bicasting the data to both the previ ous network
and the new network for a predefined period will also help the nobile
node to take care of the |ost packets in case the nobil e node noves
back and forth between the networks. The nobil e node can al so take
certain action, after it determines that it is in a stable state with
respect to a ping-pong situation

When the MPA franmework takes advantage of a conbination of | KEv2 and
MBI KE, the ping-pong effect can be reduced further [ MPA-MOBIKE].

C. 2. Authentication State Managenent

In the case of pre-authentication with nultiple target networks, it
is useful to maintain the state in the authentication agent of each
of the neighboring networks for a certain time period. Thus, if the
mobi | e node does nove back and forth between nei ghboring networks,

al ready- mai nt ai ned aut hentication state can be hel pful. W provide
sonme highlights on nultiple security association state nmanagenent
bel ow.
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A nobil e node that has pre-authenticated with an authentication agent
in a candi date target network and has an MPA-SA may need to continue

to keep the MPA-SA while it continues to stay in the current network

or even after it makes a handover to a network that is different from
the candi date target network

When an MN that has been aut henticated and authorized by an

aut henti cation agent in the current network rmakes a handover to a
target network, it may want to hold the SA that has been established
bet ween the MN and the authentication agent for a certain tinme period
so that it does not have to go through the entire authentication
signaling to create an SA fromscratch, in case it returns to the
previous network. Such an SA being held at the authentication agent
after the MN' s handover to another network is considered as an
MPA-SA. In this case, the authentication agent should change the
fully authorized state for the MN to an unauthorized state. The
unaut hori zed state can be changed to the fully authorized state only
when the MN cones back to the network and provi des proof of
possession of a key associated with the MPA-SA

VWil e an MPA-SA is being held at an authentication agent, the MN will
need to keep updating the authentication agent when an | P address of
the MN changes due to a handover, to re-establish the new SA

C.3. Pre-Alocation of QS Resources

In the pre-configuration phase, it is also possible to pre-allocate
QoS resources that may be used by the nobile node not only after
handover but al so before handover. \Wen pre-allocated QS resources
are used before handover, they are used for application traffic
carried over a proactive handover tunnel

It is possible that QoS resources are pre-allocated in an end-to-end
fashion. One nmethod to achieve this proactive end-to-end QS
reservation is to execute the NSI'S Signaling Layer Protocol (NSLP)

[ RFC5974] or the Resource Reservation Protocol (RSVP) [ RFC2205] over
a proactive handover tunnel where pre-authentication can be used for
boot strappi ng a security association for the proactive handover
tunnel to protect the QoS signaling. 1In this case, QoS resources are
pre-allocated on the path between the Correspondent Node and a target
access router and can be used continuously before and after handover.
On the other hand, duplicate pre-allocation of QoS resources between
the target access router and the nobile node is necessary when using
pre-all ocated QoS resources before handover, due to differences in
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pat hs between the target access router and the nobile node before and
after handover. QoS resources to be used for the path between the
target access router and the nobil e node after handover may be
pre-all ocated by extending NSLP to work for off-path signaling (Note:
this path can be viewed as off-path before handover) or by

medi a- speci fic QS signaling at |ayer 2.

C. 4. Resource Allocation Issue during Pre-Authentication

In the case of nultiple CINs, establishing multiple tunnels with the
nei ghbori ng target networks provides sonme additional benefits. But
it contributes to sone resource utilization issues as well. A
pre-authentication process with multiple candi date target networks
can happen in several ways.

The very basic schene involves authenticating the nobile node with
the nmultiple authentication agents in the nei ghboring networks, but
actual pre-configuration and bindi ng update take place only after

| ayer 2 nmovenent to a specific network is conplete.

Simlarly, in addition to pre-authentication, the nmobile node can

al so conplete the pre-configuration while in the previous network,
but can postpone the binding update until after the nobile node has
nmoved. Like the previous case, in this case the nobile node al so
does not need to set up the pre-configured tunnels. While the pre-
aut henti cation process and part of the pre-configuration process are
taken care of before the nobile node has noved to the new network,
the binding update is actually done after the nobile node has noved.

The third type of nultiple pre-authentication involves all the three
steps while the nobile node is in the previous networks, such as

aut henti cation, configuration, and binding update. But, this
specific process utilizes the highest anmount of resources. Some of
the resources that get used during this process are as foll ows:

(1) Additional signaling for pre-authentication in the neighboring
net wor ks

(2) Holding the IP address of the neighboring networks in the nobile
node’ s cache for a certain amount of tine. Additiona
processing in the nobile node is needed for storing these IP
addresses. In addition, this caching of addresses al so uses up
the tenporary | P addresses fromthe nei ghboring routers.

(3) There is an additional cost associated with setting up

additional transient tunnels with the target routers in the
nei ghbori ng networks and the nobil e node.
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(4) In the case of a binding update with multiple |IP addresses
obt ai ned from the nei ghboring networks, nultiple transient
streans flow between the CN and nobil e node using these
transi ent tunnels.

However, there are pros and cons related to sending the binding
update after the handover. |If the binding update is sent after the
mobi | e node has noved to the new network, this will contribute to the
delay if the CHor HAis far fromthe MN\. Miltiple binding updates
can be taken care of in many different ways. W describe a few of

t hese update nechani sns bel ow.

When only pre-authentication and pre-configuration are done ahead of
time with multiple networks, the nobil e node sends one bindi ng update
tothe CN. In this case, it is inportant to find out when to send
the binding update after the | ayer 2 handoff.

In case a binding update with nmultiple contact addresses is sent,
mul ti ple nmedia streams stemout of the CN, using the transient
tunnels. But in that case, one needs to send another binding update
after the handover, with the contact address set to the new address
(only one address) where the nobil e node has noved. This way, the
nmobi | e node stops sending nedia to other neighboring networks where
the nmobil e node did not nove.

The following is an illustration of this specific case that takes
care of multiple binding streans, when the nobile node noves only to
a specific network, but sends nultiple binding updates in the
previous network. The MN sends a binding update to the CHwith

mul tiple contact addresses, such as cl1, c2, and c3, that were
obt ai ned fromthree neighboring networks. This allows the CN to send
transient multiple streans to the nobil e node over the pre-
established tunnels. After the nobile node noves to the actua
network, it sends another binding update to the CN with the care-of
address of the nobile node in the network where the nobil e node has
moved. One issue with nultiple streans is consunption of extra
bandwi dth for a small period of tine.

Al ternatively, one can apply the buffering technique at the target
access router or at the Home Agent. Transient data can be forwarded
to the nobile node after it has noved. Forwarding of data can be
triggered by the nobile node either as part of Mbile IP registration
or as a separate buffering protocol
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Systens Eval uation and Performance Results

In this section, we present sonme of the results from MPA

i npl ementati on when applied to different handover scenarios. W
present the sumary of results from our experinents using MPA

techni ques for two types of handovers: i) intra-technol ogy and
intra-domain, and ii) inter-technol ogy and inter-domain. W also
present the results of how the MPA can bootstrap |ayer 2 security for
bot h roam ng and non-roaning cases. Detailed procedures and results
are explained in [ MOBI QUI TO7] and [ SPRI NGERO7] .

.1. Intra-Technol ogy, Intra-Domain

The results for MPv6 and SIP nobility involving intra-domain
mobility are shown in Figures 6 and 7, respectively.

Buf fering Buf fering Buf fering Buf fering
(di sabl ed) (enabl ed) (di sabl ed) (enabl ed)
& RO & RO & RO & RO

(di sabl ed) (di sabl ed) (enabled) (enabl ed)

L2 handoff (ns) 4.00 4. 33 4.00 4.00
L3 handof f (ns) 1.00 1.00 1.00 1.00
Avg. packet |oss 1.33 0 0. 66 0
Avg. inter-packet 16. 00 16. 00 16. 00 16. 00
arrival interva
(s)
Avg. inter-packet n/ a 45. 33 n/ a 66. 60
arrival time during
handover
(ms)
Avg. packet jitter n/ a 29. 33 n/ a 50. 60
(ms)
Buf feri ng Period n/a 50. 00 n/a 50. 00
(ms)
Buf f ered Packets n/ a 2.00 n/ a 3.00

RO = Router Optim zation

Figure 6: Mbile IPv6 with MPA Results
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Buffering Buffering
di sabl ed enabl ed
L2 handoff (mns) 4. 00 5. 00
L3 handoff (ns) 1.00 1.00
Avg. packet |oss 1.50 0
Avg. inter-packet 16. 00 16. 00
arrival interva
(rs)
Avg. inter-packet n/ a 29. 00
arrival time during
handover
(ms)
Avg. packet jitter n/ a 13. 00
(ms)
Buf fering Period n/a 20. 00
(ms)
Buf f ered Packets n/ a 3.00

Figure 7: SIP Mbility with MPA Results

For all neasurenents, we did not experience any perfornmance
degradation during handover in terns of the audio quality of the
voice traffic.

Wth the use of buffering during handover, packet |oss during the
actual L2 and L3 handover is elimnated with appropriate and
reasonabl e settings of the buffering period for both MP6 and SIP

mobility. In the case of MP6, there is not a significant difference
inresults with and without route optim zation. 1t should be noted
that results with nore sanples woul d be necessary for a nore detail ed
anal ysi s.

In the case of non- MPA-assi sted handover, handover del ay and
associ at ed packet |oss occur fromthe noment the |ink-layer handover
procedure begins, up to successful processing of the binding update.
During this process, |P address acquisitions via DHCP incur the

| ongest delay. This is due to the detection of duplicate IP
addresses in the network before the DHCP request conpletes. The

bi ndi ng updat e exchange al so experiences a long delay if the CNis
too far fromthe MN. As a result, the non- MPA-assisted handover took
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an average of 4 seconds to conplete, with an approxi mate packet |oss
of about 200 packets. The neasurenent is based on the sanme traffic
rate and traffic source as the MPA-assisted handover.

C.5.2. Inter-Technol ogy, |nter-Domain

Handof f i nvol vi ng het erogeneous access can take place in nmany
different ways. We linmt the experiment to two interfaces, and
therefore results in several possible setup scenarios, dependi ng upon
the activity of the second interface. In one scenario, the second
interface cones up when the link to the first interface goes down.
This is a reactive scenario and usually gives rise to undesirable
packet | oss and handoff delay. |In a second scenario, the second
interface is being prepared while the nobile node still comunicates
using the old interface. Preparation of the second interface should
include setup of all the required state and security associations
(e.g., PPP state, the Link Control Protocol (LCP), the Chall enge
Handshake Aut hentication Protocol (CHAP)). |If such a |engthy process
is established ahead of tinme, it reduces the tine taken for the
secondary interface to be attached to the network. After

preparation, the nobile node decides to use the second interface as
the active interface. This results in |ess packet |loss, as it uses
make- bef ore- break techniques. This is a proactive scenario and can
have two "flavors". The first is where both interfaces are up; the
second is when only the old interface is up and the prepared
interface is brought up only when handoff is about to occur. This
scenario may be beneficial froma battery managenent standpoint.

Devi ces that operate two interfaces simultaneously can rapidly
deplete their batteries. However, by activating the second interface
only after an appropriate network has been sel ected, the client may
utilize battery power effectively.

As conpared to non-optim zed handover that may result in a delay of
up to 18 sec and | oss of 1000 or nore packets during the handover
fromthe wireless LAN (W.AN) to CDVMA, we observed 0 packet |oss and a
50-nms handof f del ay between the | ast pre-handoff packet and the first
i n-handoff packet. This handoff delay includes the tine due to |ink
down detection and time needed to delete the tunnel after the nobile
node has noved. However, we observed about 10 duplicate packets
because of the copy-and-forward nmechani smat the access routers. But
these duplicate packets are usually handl ed easily by the upper-I|ayer
pr ot ocol s.

C.5.3. MPA-Assisted Layer 2 Pre-Authentication
In this section, we discuss the results obtained from MPA-assi st ed

| ayer 2 pre-authentication and conpare these with EAP authentication
and | EEE 802.11i's pre-authentication techniques. Figure 8 shows the
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experinental testbed where we have conducted the MPA-assisted

pre-aut hentication experinent for bootstrapping |layer 2 security as
explained in Section 7. By pre-authenticating and pre-configuring
the link, the security association procedure during handoff reduces
to a 4-way handshake only. Then the MN noves to the AP and, after
association, runs a 4-way handshake by using the PSKap (Pre-shared
Key at AP) generated during PANA pre-authentication. At this point,
the handoff is complete. Details of this experinental testbed can be
found in [ MOBI QUI TO7] .

o e e e e e e ee oo s Fom e S S +
I | | I
| Hone Donain S R ++ | | |
I I | | I
I | AAAHone | | | I
I + I | | I
I +o- oo +- -+ | | I
| | | | Net wor k B |
| Net wor k A | | | |
| [----\ | | [---\ |
| / nAR \ | | / \ |
| | PAA [-------- Foto e + pAR | |
| \ / | | \ / |
| \----/ | | \-+-/ |
I I | | I I
I Homeee e | | I I
| | | EEE 802. 11i | | | | |
| +o-m - - + +o-m - - + | | +-- - - -+ |
I I I I I | | I I
I | AP2 | | AP | | | | APO | I
| +o-o - - + +o-o - - + | | +o-o - - + |
| E S + +--- - - + | | +--- - - + |
I I I I [ | I I I
| | MN Fomme - >| MN I | MN | |
| S RS + +--mna + | | +4----+ |
I e + Fommmm e . +

Figure 8: Experinmental Testbed for MPA-Assisted
L2 Pre-Aut henti cati on (Non-Roam ng)
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We have experinmented with three types of novenent scenari os involving
bot h non-roam ng and roani ng cases, using the testbeds shown in
Figures 8 and 9, respectively. 1In the roaming case, the MNis
visiting in a domain different than its hone domain. Consequently,
the MN needs to contact the AAA server in the hone donmain (AAAH) from
its new domain. For the non-roam ng case, we assune the MN is noving
within its hone domain, and only the |ocal AAA server (AAAHone),
which is the home AAA server for the nobile node, is contacted.

The first scenario does not involve any pre-authentication. The M\
is initially connected to AP0 and noves to APl1. Because neither

net wor k-1 ayer aut hentication nor | EEE 802.11i pre-authentication is
used, the MN needs to engage in a full EAP authentication with APl to
gain access to the network after the nove (post-authentication).

Thi s experinent shows the effect of the absence of any kind of
pre-aut henti cati on.

The second scenario involves 802.11i pre-authentication and invol ves
nmovement between APl and AP2. In this scenario, the MNis initially
connected to AP2, and starts | EEE 802. 11i pre-authentication with
AP1. This is an ideal scenario to conpare the val ues obtained from
802. 11i pre-authentication with that of network-Ilayer assisted
pre-authentication. Both scenarios use RADIUS as the AAA protoco
(APs inplement a RADIUS client). The third scenario takes advantage
of network-layer assisted link-layer pre-authentication. It involves
movenent between two APs (e.g., between AP0 and AP1l) that belong to
two di fferent subnets where 802. 11i pre-authentication is not
possible. Here, Dianeter is used as the AAA protocol (PAA inplenents
a Dianeter client).

In the third novenment scenario, the MNis initially connected to APO.
The MN starts PANA pre-authentication with the PAA, which is
co-located on the AR in the new candi date target network (nAR in
network A) fromthe current associated network (network B). After
aut hentication, the PAA proactively installs tw keys, PSKapl and
PSKap2, in APl and AP2, respectively. By doing the key installations
proactively, the PAA preenpts the process of comunicating with the
AAA server for the keys after the nobile node noves to the new
network. Finally, because PSKapl is already installed, APl

i mediately starts the 4-way handshake. W have used neasurenent
tools such as ethereal and kisnmet to analyze the neasurenents for the
4-way handshake and PANA aut hentication. These neasurenents reflect
di fferent operations involved during network-I|ayer pre-

aut henti cati on.

In our experinent, as part of the discovery phase, we assune that the

M\ is able to retrieve the PAA's | P address and all required
i nformati on about APl and AP2 (e.g., channel, security-related
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paraneters, etc.) at sone point before the handover. This avoids the
scanni ng during link-layer handoff. W have applied this assunption
to all three scenarios. Because our focus is on reducing the time
spent on the authentication phase during handoff, we do not discuss
the details of how we avoid the scanning.

Types | 802. 11i | 802.11i | MPA-assisted

| Post - | Pre- | Layer 2

| aut henti cation | authentication | Pre-authentication
Qperation| Non- | Roami ng | Non- | Roam ng | Non- | Roam ng

| Roami ng | | Roami ng | | Roam ng| |
Taut h | 61 ns | 599 ns | 99 ns | 638 ms | 177 ns| 831 ns |
Tconf | -- | -- | -- | -- | 16 ns | 17ms |
Tassoc+ | I I I I I I
dway | 18 ns | 17 ms | 16 ns | 17 ns | 16 ns | 17 ns |
Tot al | 79 ms | 616 ms | 115 ns | 655 nms | 208 ns| 865 ns |
__________________________________________________________________ |
Time | I I I I I I
affecting] 79 ns | 616 ns | 16 ns | 17 ns | 15 ns | 17 ns |
handover | | | | | | |

Figure 10: Results of MPA-Assisted Layer 2
Pre- and Post-Aut hentication

Figure 10 shows the timng (rounded off to the nost significant
nunber) associated with some of the handoff operations we have
measured in the testbed. W describe each of the timng paraneters
bel ow.

"Tauth" refers to the execution of EAP-Transport Layer Security (TLS)
aut hentication. This tinme does not distinguish whether this

aut henti cati on was performed during pre-authentication or a typica
post - aut henti cati on

"Tconf" refers to the tinme spent during PSK generation and
installation after EAP authentication is conplete. Wen network-
| ayer pre-authentication is not used, this time is not considered.

"Tassoc+4way" refers to the tine dedicated to the conpletion of the

associ ation and the 4-way handshake with the target AP after the
handof f .
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The first two columms in the figure show the results for non-roam ng
and roam ng cases, respectively, when no pre-authentication is used
at all. The second two colums depict the sane cases when | EEE

802. 11i pre-authentication is used. The last two col ums show when
we used network-| ayer-assisted |ayer 2 pre-authentication. Wen pre-
aut hentication is used, only the factor Tassoc+4way affects the
handoff tinme. When no pre-authentication is used, the time affecting
the handoff includes Tauth (the conplete EAP-TLS authentication) plus
Tassoc+4way.

That is precisely the tine affecting the handoff in the case where
the MN noves fromAPO to APl in the absence of pre-authentication

As it is seen, these delays are not suitable for real-tinme
applications. Indeed, for the non-roaning case, we obtained a ~80-ns
del ay for re-establishing the connection with target AP1. It takes
about 600 ns to conpl ete the handoff when the MN noves to a visited
domai n and the hone AAA server is located far away. However,

net wor k-1 ayer pre-authentication is only affected by Tassoc+4way

(~17 ns) involving any kind of handoff authentication. As is

evi dent, | EEE 802.11i pre-authentication provides a comnparable
benefit (~16 nms) in terns of handoff but is [imted to cases when APs
are in the sanme Distribution System (DS). Additionally, network-

| ayer pre-authentication | everages a single EAP authentication to
bootstrap security in several target APs by allowing the MN to nove
among APs under the sane PAA without running EAP and consequently

wi t hout contacting the AAA server. |In this sense, it extends |EEE
802. 11r advant ages over | EEE 802.11i by allow ng inter-subnet and

i nter-domai n and even inter-technol ogy handoffs.

C.6. Cuidelines for Handover Preparation

In this section, we provide some guidelines for the roaning clients
that use pre-authentication nmechanisnms to reduce the handoff del ay.
These guidelines can help determine the extent of the

pre-aut hentication operation that is needed based on a specific type
of movement of the client. |EEE 802.11i and 802.11r take advantage
of the pre-authentication nmechanismat layer 2. Thus, many of the
gui del i nes observed for 802.11i-based pre-authentication and 802. 11r -
based fast roam ng could also be applicable to the clients that use
MPA- based pre-authentication techniques. However, since MPA
operations are not limted to a specific subnet and involve inter-
subnet and inter-donmai n handover, the guidelines need to take into
account other factors, such as novenent pattern of the nobile node,
cell size, etc.
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The tinme needed to conplete the pre-authentication nechanismis an

i mportant paranmeter, since the nobile node needs to determn ne how
much ahead of time the nobile node needs to start the
pre-authentication process so that it can finish the desired
operations before the handover to the target network starts. The
pre-authentication time will vary, depending upon the speed of the
nmobi | e node (e.g., pedestrian vs. vehicular) and cell sizes (e.qg.,
WFi, Cellular). Cell residence tinme is defined as the average tine
the mobil e node stays in the cell before the next handoff takes
place. Cell residence tine is dependent upon the coverage area and
velocity of the nobile node. Thus, cell residence tine is an
important factor in determ ning the desirable pre-authentication tine
that a nobil e node shoul d consi der

Since the pre-authentication operation involves six steps as
described in Section 6.3 and each step takes sone discrete anmount of
time, only part of these sub-operations nay be conpl eted before
handof f, dependi ng upon the avail abl e del ay budget.

For exanple, a nobile node could conplete only network di scovery and
the network-1ayer authentication process before the handoff and

post pone the rest of the operations until after the handover is
complete. On the other hand, if it is a slownoving vehicle and the
adj acent cells are sparsely spaced, a nobile node could conplete al
the desired MPA-rel ated operations. Finishing all the MPA-rel ated
operations ahead of tine reduces the handoff delay but adds other
constraints, such as cell residence tine.

We give a nunerical exanple here, simlar to [ M SHRAO04].

D

Cover age di aneter

% Mobi | e node’s velocity

RTT = round trip time fromAP to AAA server, including processing
time for authentication (Tauth)

Tpsk = Tine spent to install keys proactively on the target APs
If for a given value of D = 100 ft, Tpsk = 10 ns, and RTT = 100 ns, a
nmobi | e node needs to execute only the pre-authentication procedure
associated with MPA, then the followi ng can be calculated for a
successful MPA procedure before the handoff is conplete.

2RTT + Tpsk < D'v

v = 100 ft/ (200 ns + 10 ns) = ~500 ft/sec
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Simlarly, for a simlar cell size, if the nobile node is involved in
bot h pre-authentication and pre-configuration operations as part of
the MPA procedure, and it takes an anmount of tine Tconf = 190 nms to
conplete the layer 3 configuration including | P address
configuration, then for a successful MPA operation,

2RTT + Tpsk + Tconf < D'v
v = 100 ft/ (200 ns + 10 ns + 190 ns) = ~250 ft/sec

Thus, conpared to only the pre-authentication part of the MPA
operation, in order to be able to conplete both pre-authentication
and pre-configuration operations successfully, either the nobile node
needs to nove at a slower pace or it needs to expedite these
operations for this given cell size. Thus, types of MPA operations
will be constrained by the velocity of the nobile node.

As an alternative, if a nobile node does conplete all of the
pre-aut hentication procedure well ahead of tinme, it uses up the
resources accordingly by way of an extra |IP address, tunnel, and
extra bandwi dth. Thus, there is always a tradeoff between the
performance benefit obtained fromthe pre-authentication nechani sm
and network characteristics, such as novenent speed, cell size, and
resources utilized.
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