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Generic Routing Encapsul ation (GRE) Key Extension for Mbile |Pv4
Abst r act

The Generic Routing Encapsul ation (GRE) specification contains a Key
field, which MAY contain a value that is used to identify a
particul ar GRE data stream This specification defines a new Mbile
I P extension that is used to exchange the value to be used in the GRE
Key field. This extension further allows the Mbility Agents to set
up the necessary protocol interfaces prior to receiving the nobile
node traffic. The new extension allows a Foreign Agent to request
GRE tunneling without disturbing the Home Agent behavi or specified
for Mobile IPv4. GRE tunneling with the Key field allows the
operators to have home networks that consist of nmultiple Virtua
Private Networks (VPNs), which nmay have overl appi ng hone addresses.
When the tuple <Care of Address, Home Address, and Hone Agent
Address> is the same across multiple subscriber sessions, GRE

tunneling will provide a nmeans for the Foreign Agent and Home Agent
to identify data streanms for the individual sessions based on the GRE
key. In the absence of this key identifier, the data streans cannot
be distinguished fromeach other -- a significant drawback when using

I P-in-1P tunneling.
Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww.rfc-editor.org/info/rfc6245
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Copyri ght Notice

Copyright (c) 2011 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Thi s docunent specifies a new extension for use by a Forei gn Agent
(FA) operating Mobile IP for IPv4d. The new extension allows a
Foreign Agent to request Ceneric Routing Encapsul ation (GRE)

[ RFC2784] tunneling wi thout disturbing the Home Agent (HA) behavi or
specified for Mbile | Pv4 [RFC5944]. This extension contains the GRE
key [ RFC2890] required for establishing a GRE tunnel between the FA
and the HA

GRE tunneling with the Key field allows the operators to have hone
networ ks that consist of nultiple Virtual Private Networks (VPNs),
whi ch may have overl appi ng hone addresses. \Wen the tuple <Care of
Addr ess, Hone Address, and Hone Agent Address> is the same across
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mul ti pl e subscriber sessions, GRE tunneling will provide a neans for
the FA and the HA to identify data streans for the individual
sessions based on the GRE key. In the absence of this key
identifier, the data streans cannot be distingui shed fromeach ot her
-- a significant drawback when using | P-in-1P tunneling.

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119]. O her
term nology is used as already defined in [ RFC5944].

GRE Key Extension

The format of the GRE Key Extension confornms to the extension fornmat
specified for Mbile |Pv4 [RFC5944]. This extension option is used
by the Foreign Agent to supply GRE key and ot her necessary
information to the Home Agent to establish a GRE tunnel between the
FA and the HA

Qperation and Use of the GRE Key Extension
1. Foreign Agent Requirenents for GRE Tunneling Support

The FA MJST support IP-in-1P tunneling of datagrams for Mbile |Pv4

[ RFC5944]. The FA may support GRE tunneling that can be used, for
exanple, to allow for overlapping private hone | P addresses

(Section 4.2.2.5 of [ X S0011-E]). |If the FA is capable of supporting
GRE encapsul ation, it should set the "G (CRE encapsulation) bit in
the Flags field in the Agent Advertisement nmessage sent to the Mbile
Node (MN) during the Mobile I P session establishnment.

If the MN does not set the "G bit, the FA MAY fall back to using
I P-in-1P encapsul ati on for the session per [RFC5944].

If the MN does not set the 'G bit and does not set the 'D
(Decapsul ation by nmobile node) bit (i.e., the nobile node does not
request GRE tunneling and is not using a co-located care-of address),
and the local policy allows the FAto override the "G bit setting
received fromthe M\, the FA MJST include the GRE Key Extension as
defined in this nmeno in the Registration Request (RRQ that it
propagates to the HA. The presence of this extension is a request
for GRE encapsul ation that takes precedence over the setting of the
"G bit in the Registration Request. The FA MJUST NOT nodify the ' G
bit in the Registration Request because it is protected by the
Mobi | e- Home Aut henti cati on extension
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If the FA does not support GRE encapsul ation, the FA MJST reset the
"G bit in the Agent Advertisement message. In this case, if the M\
sets the "G bit in the Registrati on Request nessage, the FA returns
a Registration Reply (RRP) nessage to the MN with code ’'requested
encapsul ati on unavail abl e’ (72) per [RFC5944].

If the FA allows GRE encapsul ation, and either the MN requested GRE
encapsul ati on or local policy dictates using GRE encapsul ation for
the session, and the 'D bit is not set (i.e., the nobile node is not
using a co-located care-of address), the FA MJST include the GRE Key
in the GRE Key Extension in all Mbile IP Registration Requests
(including initial, renewal, and de-registration requests) before
forwarding the request to the HA. The FA may include a GRE key of

val ue zero in the GRE Key Extension to signal that the HA assignhs GRE
keys in both directions. The GRE key assignnent in the FA and the HA
is outside the scope of this neno.

The GRE Key Extension SHALL follow the format defined in [ RFC5944].
Thi s extension SHALL be added after the MN-HA and M\- FA Chal | enge and
M\- AAA (Mobil e Node - Authentication, Authorization, and Accounti ng)
extensions (if any) and before the FA-HA Auth extension (if any).

4.2. Horme Agent Requirenents for GRE Tunneling Support

The HA MJST foll ow the procedures specified in [RFC5944] in
processing this extension in Registrati on Request messages.

If the HA receives the GRE Key Extension in a Registration Request
and does not recognize this non-skippable extension, it MJST silently
di scard the nessage. The HA MJST use other alternative forns of
encapsul ation (e.g., IP-in-1P tunneling), when requested by the
mobi | e node per [RFC5944].

If the HA receives the GRE Key Extension in a Registration Request
and recogni zes the GRE Key Extension but is not configured to support
GRE encapsul ation, it MJST send an RRP with code ’'requested
encapsul ati on unavail abl e (139)' [RFC3024].

If the HA receives a Registration Request with a GRE Key Extension

but without the "G bit set, the HA SHOULD treat this as if the 'G

bit is set in the Registration Request; i.e., the presence of a GRE
Key Extension indicates a request for GRE encapsul ation.

If the HA receives the GRE Key Extension in a Registration Request,

and it recognizes the GRE Key Extension as well as supports GRE
encapsul ati on, the follow ng procedures shoul d apply:
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0 The HA SHOULD accept the RRQ and send an RRP with code
"registration accepted (0)’.

o0 The HA MJST assign a GRE key and include the GRE Key Extension in
the RRP before sending it to the FA

0 The HA MUST include the GRE Key Extension in all RRPs in response
to any RRQ that included the GRE Key Extension, when a GRE key is
avail able for the registration

If the HA receives the GRE Key Extension in the initial Registration
Request and recogni zes the GRE Key Extension carrying a GRE key val ue
of zero, it SHOULD accept the RRQ and send an RRP with code
"registration accepted (0)’', and the follow ng procedures apply:

o The HA MJST assign GRE keys for both directions and include these
keys in the GRE Key Extension in the RRP before sending it to
the FA

o The HA MJST include the GRE Key Extension in the RRP in response
to the initial RRQ that included the GRE Key Extension, when a GRE
key is available for the registration

Mobi | e Node Requirenments for GRE Tunneling Support

If the MN is capable of supporting GRE encapsul ation, it SHOULD set
the "G bit inthe Flags field in the Registration Request per
[ RFC5944] .

GRE Key Extension and Tunneling Procedures

GRE tunneling support for Mbile IP will permt asynmretric GRE
keying; i.e., the FA assigns a GRE key for use in encapsul ated
traffic, and the HA can assign its own GRE key. Once the GRE keys
have been exchanged, the FA uses the HA-assigned key in the
encapsul ati ng GRE header for reverse tunneling, and the HA uses the
FA- assi gned key in the encapsul ati ng GRE header

The format of the GRE Key Extension is as shown bel ow.
The GRE Key Extension MAY be included in Registration Requests or
Regi stration Replies [RFC5944]. The GRE Key Extension is used to

informthe recipient of the Mobile IP request of the value to be used
in the GRE Key field.
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0 1 2 3
01234567890123456789012345678901
B T I i R i e i Sl e e g e S I T s s it sTE O T B S SR
| Type | Sub- Type | Length |
i i i T i I S i e s o o i i
| Key ldentifier |
R et e s i o e s i i
Figure 1: GRE Key Extension
Type

48 - An 8-bit identifier of the GRE Key Extension type
(non- ski ppabl e)

Sub- Type
0
Lengt h
4
Key ldentifier

This is a four-octet val ue assigned during registration and
inserted in every GRE packet of the user traffic.

6. | ANA Consi derations
The GRE Key Extension defined in this neno is a Mbile I P extension
as defined in [ RFC5944]. | ANA has assigned a Type value (48) for
this extension fromthe non-ski ppable range (0-127).
The GRE Key Extension introduces a new sub-type nunbering space,
where the value 0 has been assigned fromthe range 0 to 255.
Approval of new GRE Key Extension sub-type values is to be made
through Expert Review with Specification Required.

7. Security Considerations

Thi s specification does not introduce any new security
consi derations, beyond those described in [ RFC5944].
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Despite its name, the GRE Key Extension has little to do with
security. The word "Key" here is not used in the cryptographic sense
of a shared secret that nust be protected but rather in the sense of
an "index" or demultiplexing value that can be used to distinguish
packets belonging to a given flow within a GRE tunnel.
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