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1. I nt roducti on

The NETCONF protocol [RFC6241] is an XM.-based protocol used to
manage the configurati on of networking equi prent. NETCONF is defined
to be session-layer and transport independent, allow ng mappings to
be defined for nultiple session-layer or transport protocols. This
docunent defines how NETCONF can be used within a Secure Shell (SSH)
session, using the SSH connection protocol [RFC4254] over the SSH
transport protocol [RFC4253]. This mapping will all ow NETCONF to be
executed froma secure shell session by a user or application

Al t hough this docunent gives specific exanples of how NETCONF
messages are sent over an SSH connection, use of this transport is
not restricted to the nessages shown in the exanples below. This
transport can be used for any NETCONF nessage.

2. Requirenents Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. Starting NETCONF over SSH

To run NETCONF over SSH, the SSH client will first establish an SSH
transport connection using the SSH transport protocol, and the SSH
client and SSH server will exchange keys for nessage integrity and
encryption. The SSH client will then invoke the "ssh-userauth"
service to authenticate the user, as described in the SSH

Wasser man St andards Track [ Page 2]



RFC 6242 NETCONF over SSH June 2011

aut henti cation protocol [RFC4252]. Once the user has been
successfully authenticated, the SSH client will invoke the
"ssh-connection"” service, also known as the SSH connection protocol

The usernane provided by the SSH inpl enentation will be nade

avail abl e to the NETCONF nessage | ayer as the NETCONF user namne

wi thout nodification. |f the username does not conply to the NETCONF
requi renents on usernanmes [RFC6241], i.e., the usernanme is not
representable in XM., the SSH sessi on MJST be dropped. Any
transformations applied to the authenticated identity of the SSH
client made by the SSH server (e.g., via authentication services or
mappi ngs to system accounts) are outside the scope of this docunent.

After the ssh-connection service is established, the SSH client wll
open a channel of type "session", which will result in an SSH
sessi on.

Once the SSH session has been established, the NETCONF client will

i nvoke NETCONF as an SSH subsystem call ed "netconf". Subsystem
support is a feature of SSH version 2 (SSHv2) and is not included in
SSHvl. Running NETCONF as an SSH subsystem avoi ds the need for the
script to recognize shell pronpts or skip over extraneous
informati on, such as a system nessage that is sent at shell start-up

In order to allow NETCONF traffic to be easily identified and
filtered by firewalls and ot her network devi ces, NETCONF servers MUST
default to providing access to the "netconf" SSH subsystem only when
the SSH session is established using the | ANA-assigned TCP port 830.
Servers SHOULD be configurable to allow access to the netconf SSH
subsystem over ot her ports.

A user (or application) could use the follow ng command line to
i nvoke NETCONF as an SSH subsystem on the | ANA-assigned port:

[user@lient]$ ssh -s server.exanple.org -p 830 netconf

Note that the -s option causes the command ("netconf") to be invoked
as an SSH subsystem

3.1. Capabilities Exchange

As specified in [ RFC6241], the NETCONF server indicates its
capabilities by sending an XM. docunent containing a <hell o> el enent
as soon as the NETCONF session is established. The NETCONF client
can parse this message to determ ne which NETCONF capabilities are
supported by the NETCONF server
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As [ RFC6241] states, the NETCONF client also sends an XML docunent
containing a <hello> elenent to indicate the NETCONF client’s
capabilities to the NETCONF server. The docunent containing the
<hell o> el enent is the first XM. document that the NETCONF client
sends after the NETCONF session is established.

The foll owi ng exanpl e shows a capability exchange. Data sent by the
NETCONF client are marked with "C:", and data sent by the NETCONF
server are marked with "S:".

<?xm version="1.0" encodi ng="UTF-8""?>
<hell o xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0">
<capabilities>
<capability>
urn:ietf:parans: netconf:base: 1.1
</ capability>
<capability>
urn:ietf:paranms:ns:netconf:capability:startup:1.0
</ capability>
</ capabilities>
<sessi on-i d>4</ sessi on-i d>
</ hel | 0>

11>]]>

<?xm version="1.0" encodi ng="UTF-8""?>
<hell o xm ns="urn:ietf:parans: xnl : ns: net conf : base: 1. 0" >
<capabilities>
<capability>
urn:ietf:parans: netconf:base: 1.1
</ capability>
</ capabilities>
</ hel | o>

11>]]>

Al t hough the exanpl e shows the NETCONF server sending a <hell o>
message followed by the NETCONF client’s <hell o> nessage, both sides
will send the nessage as soon as the NETCONF subsystemi s
initialized, perhaps sinultaneously.

000000000 LWOLLLLONDNWWL®NN

4. Using NETCONF over SSH

A NETCONF over SSH session consists of a NETCONF client and NETCONF
server exchangi ng conpl ete XM. docunents. Once the session has been
est abli shed and capabilities have been exchanged, the NETCONF cli ent
will send conplete XM. docunents containing <rpc> elenents to the
server, and the NETCONF server will respond with conplete XM
docunents contai ning <rpc-reply> el enents.
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4.1. Framing Protoco

The previous version of this docunent defined the character sequence
"11>]1>" as a nessage separator, under the assunption that it could
not be found in well-formed XML docunents. However, this assunption
is not correct. It can legally appear in XM attributes, comments,
and processing instructions. In order to solve this problem and at
the sane tine be conpatible with existing inplenentations, this
docunent defines the follow ng fram ng protocol

The <hel |l 0> message MJST be followed by the character sequence
11>11>. Upon reception of the <hell o> nessage, the receiving peer’s
SSH Transport |ayer conceptually passes the <hell o> nessage to the
Messages layer. |If the :base:1.1 capability is advertised by both
peers, the chunked fram ng nmechani sm (see Section 4.2) is used for
the remai nder of the NETCONF session. Oherw se, the old end-of-
nmessage- based nmechani sm (see Section 4.3) is used.

4.2. Chunked Frani ng Mechani sm

Thi s mechani sm encodes all NETCONF nessages with a chunked fram ng.
Specifically, the nmessage foll ows the ABNF [ RFC5234] rul e Chunked-
Message:

Chunked- Message 1* chunk
end- of - chunks

LF HASH chunk-si ze LF
chunk-dat a

1*DAT1 O*DIGA T

1* OCTET

chunk

chunk-si ze
chunk-dat a

end- of - chunks LF HASH HASH LF

DGET1 = %%31-39
DAT = %%30-39
HASH = W23
LF = %&O0A
CCTET = 9%&00- FF

The chunk-size field is a string of decimal digits indicating the
nunber of octets in chunk-data. Leading zeros are prohibited, and
the maxi num al | owed chunk-si ze val ue is 4294967295
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As an exanpl e, the nessage:

<rpc message-i d="102"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<cl ose- sessi on/ >
</rpc>

could be encoded as (using '\n’ as a visible representation of the
Li neFeed character):

\ n#4\ n

<rpc

\ n#18\ n

message-i d="102"\n
\ n#79\ n
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">\n
<cl ose-session/>\n
</rpc>
\ n##\ n

000000000

Conceptual Iy, the SSH Transport |ayer encodes nessages sent by the
Messages | ayer, and decodes nessages recei ved on the SSH channe
bef ore passing themto the Messages | ayer

The exampl es for the chunked frani ng mechani sm show all LineFeeds,
even those that are not used as part of the frami ng mechanism Note
that the SSH transport does not interpret the XML content; thus, it
does not care about any optional XM.-specific LineFeeds.

In the second and third chunks quoted above, each line is terninated
by a LineFeed. For all the XML lines (except the |last one), this
exanple treats the LineFeed as part of the chunk-data and so
contributing to the chunk-size.

Note that there is no LineFeed character after the <rpc> end tag in
this nessage. The LineFeed required by the start of the end-of-
chunks bl ock inmrediately follows the last '>" character in the
nessage

If the chunk-size and the chunk-size value respectively are invalid
or if an error occurs during the decoding process, the peer MJST
term nate the NETCONF session by closing the correspondi ng SSH
channel . I nplementati ons MJUST ensure they are not vul nerable for a
buf f er overrun.
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4.3. End-of - Message Fram ng Mechani sm

Thi s mechani sm exi sts for backwards conmpatibility with

i npl ement ations of previous versions of this docunment. It is only
used when the renote peer does not advertise a base protocol version
supporting chunked encoding, i.e., a NETCONF i npl ementation only
supporting :base: 1.0.

Wien this mechanismis used, the special character sequence ]]>]]>,

MUST be sent by both the NETCONF client and the NETCONF server after
each nessage (XM. docunent) in the NETCONF exchange. Conceptually,

the SSH Transport |ayer passes any data found in between the 1]1>]]1>
characters to the Messages | ayer

A NETCONF over SSH session, using the backwards-conpatibl e end- of -
message framing to retrieve a set of configuration information, mght
| ook like this:

<?xm version="1.0" encodi ng="UTF-8"?>
<rpc message-i d="105"
xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<get -confi g>
<sour ce><r unni ng/ ></ sour ce>
<config xm ns="http://exanpl e. com schena/ 1. 2/ config">
<users/>
</ config>
</ get-config>
</rpc>

11>]]>

<?xm version="1.0" encodi ng="UTF-8""?>
<rpc-reply nmessage-i d="105"
xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<config xm ns="http://exanpl e. com schema/ 1. 2/ confi g">
<user s>
<user ><nane>r oot </ nane><t ype>super user </ t ype></ user >
<user ><nane>f r ed</ nane><t ype>adni n</t ype></ user >
<user ><nane>bar ney</ nane><t ype>admi n</ t ype></ user >
</ user s>
</ config>
</rpc-reply>
11>11>

DONDLLLONLWLWOL 00000000000
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5

Exiting the NETCONF Subsystem

Exiting NETCONF i s acconplished using the <cl ose-session> operation.
A NETCONF server will process NETCONF nessages fromthe NETCONF
client in the order in which they are received. Wen the NETCONF
server processes a <cl ose-session> operation, the NETCONF server
SHALL respond and close the SSH session channel. The NETCONF server
MUST NOT process any NETCONF nessages received after the

<cl ose-sessi on> operation

To continue the exanple used in Section 4.2, an existing NETCONF
subsystem session could be closed as foll ows:

C. \n#140\n

C. <?xm version="1.0" encodi ng="UTF-8"?>\n

C. <rpc nessage-id="106"\n

C xm ns="urn:ietf:parans: xm :ns: netconf:base: 1.0">\n
C <cl ose-session/>\n

C </rpc>

C \n##\n

S: \n#139\ n

S: <?xm version="1.0" encodi ng="UTF-8"?>\n

S: <rpc-reply id="106"\n

S: xm ns="urn:ietf:parans: xm : ns: netconf:base: 1. 0">\n
S: <ok/ >\'n

S </rpc-reply>

S: \n##\ n

Security Considerations

NETCONF is used to access configuration and state information and to
nmodi fy configuration information, so the ability to access this
protocol should be limted to users and systens that are authorized
to view the NETCONF server’s configuration and state or to nodify the
NETCONF server’s configuration

The identity of the SSH server MJST be verified and authenticated by
the SSH client according to |ocal policy before password-based

aut hentication data or any configuration or state data is sent to or
received fromthe SSH server. The identity of the SSH client MJST

al so be verified and authenticated by the SSH server according to

| ocal policy to ensure that the incomng SSH client request is
legitimate before any configuration or state data is sent to or
received fromthe SSH client. Neither side should establish a
NETCONF over SSH connection with an unknown, unexpected, or incorrect
identity on the opposite side.
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Configuration or state data may include sensitive information, such
as usernanes or security keys. So, NETCONF requires comunications
channel s that provide strong encryption for data privacy. This
docunent defines a NETCONF over SSH mapping that provides for support
of strong encryption and authentication

Thi s docunent requires that SSH servers default to allowi ng access to
the "netconf" SSH subsystem only when using a specific TCP port
assigned by IANA for this purpose. This will allow NETCONF over SSH
traffic to be easily identified and filtered by firewalls and ot her
network nodes. However, it will also allow NETCONF over SSH traffic
to be nore easily identified by attackers.

Thi s docunent al so recommends that SSH servers be configurable to

al l ow access to the "netconf"” SSH subsystem over other ports. Use of
that configuration option wi thout correspondi ng changes to firewal

or network device configuration may unintentionally result in the
ability for nodes outside of the firewall or other administrative
boundaries to gain access to the "netconf" SSH subsystem

RFC 4742 assunes that the end-of-nmessage (EOM sequence, ]]>]]>,
cannot appear in any well-formed XM. docunent, which turned out to be
m staken. The EOM sequence can cause operational problens and open

space for attacks if sent deliberately in RPC nessages. It is
however believed that the associated threat is not very high. This
docunent still uses the EOM sequence for the initial <hell o> nessage

to avoid inconpatibility with existing inplenmentations. Wen both
peers inplenent base:1.1 capability, a proper fram ng protoco
(chunked fram ng nechanism see Section 4.2) is used for the rest of
the NETCONF session, to avoid injection attacks.

7. | ANA Consi derations
Based on the previous version of this docunment, RFC 4742, | ANA
assigned the TCP port 830 as the default port for NETCONF over SSH

sessi ons.

I ANA had al so assigned "netconf" as an SSH Subsystem Nane, as defined
in [RFC4250], as foll ows:

Subsyst em Nane Ref erence

net conf RFC 4742

| ANA updated these allocations to refer to this docunent.
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Appendi x A, Changes from RFC 4742

This section lists major changes between this docunment and RFC 4742

(o]

I ntroduced the new chunked fram ng nmechanismto solve known
security issues with the EOM fram ng

Extended text in Security Considerations; added text on EOM
i ssues.

Added exanpl es to show new chunked encodi ng properly; highlighted
the | ocation of new |lines.

Added text for NETCONF usernane handling follow ng the
requi renents on usernanes in [RFC6241].

Changed use of the terns "client/server"” and "nanager/agent" to
"SSH client/server" and "NETCONF client/server".

Consi stently used the term "operation", instead of "conmand" or
"message”.

Integrated errata verified for RFC 4742 as of the date of
publication of this docunent. See errata for RFC 4742 at
http://ww. rfc-editor.org
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