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Abst ract

The | MAP4 specification allows the searching of only the sel ected
mai | box. A user often wants to search multiple mail boxes, and a
client that wishes to support this nust issue a series of SELECT and
SEARCH commands, waiting for each to conplete before nmoving on to the
next. This extension allows a client to search nmultiple mail boxes
with one conmand, linmiting the round trips and waiting for various
searches to conplete, and not requiring disruption of the currently
sel ected mail box. This extension also uses MAILBOX and TAG fields in
ESEARCH responses, allowing a client to pipeline the searches if it
chooses. This docunent updates RFC 4466

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
community. This docunment is a product of the Internet Engi neering
Task Force (IETF). It represents the consensus of the | ETF
community. It has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
al |l docunents approved by the I ESG are a candi date for any |evel of
Internet Standard; see Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww.rfc-editor.org/info/rfc6237
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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to this docunent. Code Conponents extracted fromthis docunent nust
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1. Introduction

The | MAP4 specification allows the searching of only the sel ected
mai | box. A user often wants to search multiple mail boxes, and a
client that wishes to support this nust issue a series of SELECT and
SEARCH commands, waiting for each to conplete before nmoving on to the
next. The commands can’'t be pipelined, because the server m ght run
themin parallel, and the untagged SEARCH responses coul d not then be
di stingui shed from each ot her.

This extension allows a client to search nultiple mail boxes with one
command, and includes MAILBOX and TAG fields in the ESEARCH response,
yielding the follow ng advant ages:

0o A single command Iimts the nunber of round trips needed to search
a set of nmmil boxes.

o0 A single command elimnates the need to wait for one search to
conpl ete before starting the next.
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Lei

0o A single conmand allows the server to optim ze the search, if it
can.

0 A command that is not dependent upon the selected mail box
elimnates the need to disrupt the selection state or to open
anot her | MAP connecti on

o The MAILBOX, U DVALIDITY, and TAG fields in the responses allow a
client to distinguish which responses go with which search (and
which mail box). A client can safely pipeline these search
commands wi t hout danger of confusion. The addition of the MAI LBOX
and U DVALIDI TY fields updates the search-correlator item defined

in [ RFC4466] .

Conventions Used in This Docunent
In exanples, "C." indicates lines sent by a client that is connected
to a server. "S:" indicates lines sent by the server to the client.
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

New ESEARCH Comrand
Arguments: OPTI ONAL source options
OPTI ONAL result options
OPTI ONAL charset specification (see [ RFC2978])
searching criteria (one or nore)

Responses: REQUI RED unt agged response: ESEARCH

Resul t: K -- search conpl eted
NO -- error: cannot search that charset or criteria
BAD -- command unknown or argunents invalid

This section defines a new ESEARCH comand, which works simlarly to
the U D SEARCH command described in Section 2.6.1 of [RFC4466]
(initially described in Section 6.4.4 of [RFC3501] and extended by

[ RFC4731]).

The ESEARCH conmand further extends searching by allow ng for

optional source and result options. This docunent does not define
any new result options (see Section 3.1 of [RFC4731]). A server that
supports this extension includes "MJLTI SEARCH' in its | MAP capability
string.
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Because t here has been confusion about this, it is worth pointing out
that with ESEARCH, as with *any* SEARCH or U D SEARCH command, it
MUST NOT be considered an error if the search terns include a range
of message nunbers that extends (or, in fact, starts) beyond the end
of the mail box. For exanple, a client might want to establish a
rolling wi ndow t hrough the search results this way:

C. tagl U D ESEARCH FROM "frobozz" 1:100
.followed | ater by this:
C. tagl U D ESEARCH FROM "frobozz" 101: 200

..and so on. This tells the server to match only the first hundred
nessages in the mailbox the first time, the second hundred the second

time, etc. In fact, it mght likely allow the server to optinize the
search significantly. In the above exanpl e, whether the nail box
contains 50 or 150 or 250 nessages, neither of the search comuands
shown will result in an error. It is up to the client to know when

to stop noving its search w ndow.
2.1. The ESEARCH Response

In response to an ESEARCH conmmand, the server MJST return ESEARCH
responses [ RFC4731] (that is, not SEARCH responses). Because nessage
nunbers are not useful for mail boxes that are not selected, the
responses MJST contain information about U Ds, not nessage nunbers.
This is true even if the source options specify that only the

sel ected nmi | box be searched.

Presence of a source option in the absence of a result option inplies
the "ALL" result option (see Section 3.1 of [RFC4731]). Note that
this is not the same as the result fromthe SEARCH conmand descri bed
in the | MAP base protocol [RFC3501].

Sour ce options describe which mail boxes nmust be searched for
messages. An ESEARCH command with source options does not affect
whi ch mail box, if any, is currently selected, regardl ess of which
mai | boxes are searched.

For each nmil box satisfying the source options, a single ESEARCH
response MUST be returned if any nessages in that mail box match the
search criteria. An ESEARCH response MJUST NOT be returned for
mai | boxes that contain no matching messages. This is true even when
result options such as M N, MAX, and COUNT are specified (see
Section 3.1 of [RFC4731]), and the values returned (Il owest U D

mat ched, hi ghest U D nmat ched, and nunber of nessages matched,
respectively) apply to the mailbox reported in that ESEARCH response.
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Note that it is possible for an ESEARCH conmand to return *no*

unt agged responses (no ESEARCH responses at all), in the case that
there are no matches to the search in any of the mail boxes that
satisfy the source options. Cients can detect this situation by
finding the tagged OK response without having received any matchi ng
unt agged ESEARCH responses.

Each ESEARCH response MJST contain the MAILBOX, TAG and U DVALID TY
correlators. Correlators allowclients to issue several ESEARCH
commands at once (pipelined). |f the SEARCHRES [ RFC5182] extension
is used in an ESEARCH command, that ESEARCH command MJST be executed
by the server after all previous SEARCH ESEARCH comands have

conmpl eted and before any subsequent SEARCH ESEARCH conmmands are
executed. The server MAY perform consecutive ESEARCH commands in
parall el as |ong as none of them use the SEARCHRES extension

2.2. Source Options: Specifying Milboxes to Search

The source options, if present, MJST contain a mail box specifier as
defined in the I MAP NOTI FY extension [ RFC5465], Section 6 (using the
"filter-mail boxes” ABNF iten), with the follow ng differences:

1. The "sel ected-del ayed" specifier is not valid here.

2. A "subtree-one" specifier is added. The "subtree" specifier
results in a search of the specified mailbox and all selectable
mai | boxes that are subordinate to it, through an indefinitely
deep hierarchy. The "subtree-one" specifier results in a search
of the specified nmail box and all selectable child mail boxes, one
hi erarchy | evel down.

If "subtree" is specified, the server MIST defend agai nst | oops in
the hierarchy (for example, those caused by recursive file-system
links within the nessage store). The server SHOULD do this by
keeping track of the nmil boxes that have been searched, and

term nating the hierarchy traversal when a repeat is found. If it
cannot do that, it MAY do it by linmting the hierarchy depth.

If the source options are not present, the value "selected" is
assuned -- that is, only the currently sel ected nail box is searched.

The "personal" source option is a particularly convenient way to
search all of the current user’s nmil boxes. Note that there is no
way to use wildcard characters to search all mail boxes; the
"mai | boxes" source option does not do w | dcard expansion
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If the source options include (or default to) "selected", the | MAP

session MJST be in "selected" state. |If the source options specify
ot her mai |l boxes and NOT "sel ected", then the | MAP session MJST be in
either "selected" or "authenticated" state. |[|f the session is not in

a correct state, the ESEARCH command MUST return a "BAD' result.

If the server supports the SEARCHRES [ RFC5182] extension, then the
"SAVE" result option is valid *only* if "selected" is specified or

defaulted as the sole mail box to be searched. |[|f any source option
other than "selected" is specified, the ESEARCH comand MJST return a
"BAD' result.

If the server supports the CONTEXT=SEARCH and/ or CONTEXT=SORT
ext ensi on [ RFC5267], then the follow ng additional rules apply:

0 The CONTEXT return option (Section 4.2 of [RFC5267]) can be used
with an ESEARCH command.

o |If the UPDATE return option is used (Section 4.3 of [RFC5267]), it
MUST apply ONLY to the currently selected mail box. |f UPDATE is
used and there is no mailbox currently sel ected, the ESEARCH
comrand MUST return a "BAD' result.

0 The PARTIAL search return option (Section 4.4 of [RFC5267]) can be
used and applies to each nmail box searched by the ESEARCH comrand.

If the server supports the Access Control List (ACL) [RFC4314]

extension, then the | ogged-in user is required to have the "r" right
for each mail box she wants to search. [In addition, any nail boxes
that are not explicitly naned (accessed through "personal" or

"subtree", for exanple) are required to have the "I" right.
Mai | boxes matching the source options for which the | ogged-in user
| acks sufficient rights MJST be ignored by the ESEARCH conmand
processing. |In particular, ESEARCH responses MJUST NOT be returned
for those mail boxes.

3. Examples

In the foll owi ng exanple, note that two ESEARCH comrands are

pi pelined, and that the server is running themin parallel,
interleaving a response to the second search am d the responses to
the first (watch the tags).

C. tagl ESEARCH IN (nuail boxes "fol der1" subtree "fol der2") unseen
C. tag2 ESEARCH I N (nmuail boxes "fol der1" subtree-one "fol der2")
subj ect "chad"

S: * ESEARCH (TAG "tagl" MAILBOX "folderl1l" U DVALID TY 1) U D ALL
4001, 4003, 4005, 4007, 4009
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S: * ESEARCH (TAG "tag2" MAILBOX "folderl1l" UDVALID TY 1) U D ALL
3001: 3004, 3788

S: * ESEARCH (TAG "tagl" MAI LBOX "fol der2/ banana" U DVALI DI TY 503)
U D ALL 3002, 4004

S: * ESEARCH (TAG "tagl" MAILBOX "fol der2/peach” U DVALID TY 3) U D
ALL 921691

S: tagl OK done

S: * ESEARCH (TAG "tag2" MAILBOX "fol der2/sal non" Ul DVALI DI TY
1111111) U D ALL 50003, 50006, 50009, 50012

S: tag2 K done

4. Formal Syntax

The foll owi ng syntax specification uses the Augmented Backus- Naur
Form (ABNF) as described in [ RFC5234]. Terns not defined here are
taken from [ RFC3501], [RFC5465], or [RFC4466].

conmand-auth =/ esearch
; Update definition from | MAP base [ RFC3501] .
Add new "esearch" command.

conmmand- sel ect =/ esearch
; Update definition fromI|MAP base [ RFC3501].
; Add new "esearch" conmand.

filter-mail boxes-other =/ ("subtree-one" SP one-or-nore-mail box)
; Update definition fromIMAP Notify [ RFC5465].
; Add new "subtree-one" selector.

filter-mail boxes-selected = "sel ected"
; Update definition fromIMAP Notify [RFC5465].
; We forbid the use of "sel ected-del ayed".

one-correlator = ("TAG' SP tag-string) / ("MAI LBOX' SP astring) /
("U DVALI DI TY" SP nz-nunber)
; Each correlator MJUST appear exactly once.

scope-option = scope-option-name [SP scope-option-val ue]
; No options defined here. Syntax for future extensions.

scope-option-nanme = tagged-ext-| abel
; No options defined here. Syntax for future extensions.

scope-option-val ue = tagged-ext-val
; No options defined here. Syntax for future extensions.
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scope-options = scope-option *(SP scope-option)
; A given option may only appear once.
; No options defined here. Syntax for future extensions.

esearch = "ESEARCH' [SP esearch-source- opts]
[ SP search-return-opts] SP search-program

search-correlator = SP "(" one-correlator *(SP one-correlator) ")"
; Updates definition in | MAP4 ABNF [ RFC4466] .

esearch-source-opts = "IN' SP "(" source-nbox [SP
"(" scope-options ")"] ")"

source-nmbox = filter-mail boxes *(SP filter-mail boxes)
; "filter-mail boxes” is defined in | MAP Notify [ RFC5465].
; See updated definition of filter-nail boxes-other, above.
; See updated definition of filter-nail boxes-sel ected, above.

5. Security Considerations

Thi s new | MAP ESEARCH command al |l ows a single conmand to search many
mai | boxes at once. On the one hand, a client could do that by
sendi ng many | MAP SEARCH commands. On the other hand, this makes it
easier for a client to overwork a server, by sending a single comrand
that results in an expensive search of tens of thousands of
mai | boxes. Server inplenentations need to be aware of that, and
provi de mechani sms that prevent a client from adversely affecting
other users. Limtations on the nunber of nuail boxes that may be
searched in one command, and/or on the server resources that will be
devoted to responding to a single client, are reasonable linmtations
for an inplenmentation to inpose

I mpl enent ati ons MJST, of course, apply access controls appropriately,
limting a user’s access to ESEARCH in the sanme way its access is
limted for any other | MAP conmands. This extension has no data-
access risks beyond what nay be there in the unextended | MAP

i mpl ement ati on.

Mai | boxes matching the source options for which the | ogged-in user
| acks sufficient rights MJST be ignored by the ESEARCH conmand
processi ng (see the paragraph about this in Section 2.2). In
particular, any attenpt to distinguish insufficient access from
non- exi stent mail boxes nmay expose informati on about the mail box

hi erarchy that isn’'t otherwi se available to the client.

If "subtree" is specified, the server MIST defend agai nst | oops in
the hierarchy (see the paragraph about this in Section 2.2).
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6.

| ANA Consi der ati ons

| MAP4 capabilities are registered by publishing a Standards Track or
| ESG approved Experinental RFC. The "I MAP 4 Capabilities" registry
is currently | ocated here:

http://ww. iana. org/

Thi s docunent defines the | MAP capability "MJILTI SEARCH', and | ANA has
added it to the registry.
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