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Abst ract

Thi s docunent proposes a new generic session setup attribute to nake
it possible to negotiate different inage attributes such as image
size. A possible use case is to make it possible for a | owend hand-
held terninal to display video without the need to rescale the inmage,
somet hing that may consunme | arge anounts of menory and processing
power. The document also helps to maintain an optimal bitrate for
video as only the image size that is desired by the receiver is
transm tted.

Status of This Meno
This is an Internet Standards Track document.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6236
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1.

I nt roducti on

Thi s docunent proposes a new SDP attribute to make it possible to
negotiate different inmmge attributes, such as inmge size. The term

i mge size is defined here, as it may differ fromthe physical screen
size of, for instance, a hand-held termnal. As an exanple, it may
be beneficial to display a video image on a part of the physica
screen and | eave space on the screen for other features such as nenus
and ot her info.

Al'l owi ng negoti ati on of the inage size provides a nunber of benefits:

0 Less inage distortion: Rescaling of inages introduces additiona
di stortion, sonething that can be avoided (at |east on the
receiver side) if the inmage size can be negoti at ed.

0 Reduced receiver conplexity: Inmage rescaling can be quite
conmputation intensive. For |owend devices, this can be a
probl em

0o Optimal quality for the given bitrate: The sender does not need to
encode an entire CIF (352x288) image if only an inmge size of
288x256 i s displayed on the receiver screen

o0 Menory requirenent: The receiver device will know the size of the
i mage and can then all ocate nenory accordingly.

0 Optimal aspect ratio: The indication of the supported i mage sizes
and aspect ratio allows the receiver to select the nost
appropri ate conbi nati on based on its rescaling capabilities and
the desired rendering. For exanple, if a sender proposes three
resolutions in its SDP offer (100x200, 200x100, and 100x100) with
sar=1.0 (1:1) etc., then the receiver can select the option that
fits the receiver screen best.

In cases where rescaling is not inplenented (for exanple, rescaling
is not nmandatory to inplenent in H 264 [H 264]), the indication of
the image attributes may still provide an optimal use of bandw dth
because the attribute will give the encoder a better indication about
what inmage size is preferred anyway and will thus help to avoid
wasti ng bandwi dth by encoding with an unnecessarily large resolution

For inplementers that are considering rescaling issues, it is worth
noting that there are several benefits to doing it on the sender
si de:

0 Rescaling on the sender/encoder side is likely to be easier to do
as the canera-rel ated software/ hardware al ready contains the
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necessary functionality for zooning/cropping/trinmm ng/sharpening
the video signal. Mreover, rescaling is generally done in RGB or
YW domai ns and shoul d not depend on the codecs used.

0 The encoder nmay be able to encode in a nunber of formats but may
not know which format to choose as, without the inage attribute,
it does not know the receiver’s performance or preference.

0o The quality drop due to digital domain rescaling using
interpolationis likely to be lower if it is done before the video
encodi ng rather than after the decodi ng especially when | ow
bitrate video coding is used.

o If lowconplexity rescaling operations such as sinple cropping
must be performed, the benefit with having this functionality on
the sender side is that it is then possible to present a miniature
"what you send" inage on the display to help the user to frane the
i mge correctly.

Several of the existing standards ([H. 263], [H 264], and [ MPEG 4])
have support for different resolutions at different franmerates. The
pur pose of this docunent is to provide for a generic mechani sm which
is targeted mainly at the negotiation of the inage size. However, to
make it nmore general, the attribute is named 'inageattr’.

This docunent is limted to point-to-point unicast comruni cation
scenarios. The attribute may be used in centralized conferencing
scenarios as well but due to the abundance of configuration options,
it may then be difficult to cone up with a configuration that fits
all parties.

1.1. Requirenents

The design of the image attribute is based on the foll ow ng
requirenents, which are listed only for informational purposes:

REQ 1: Support the indication of one or nore set(s) of inage
attributes that the SDP endpoint wishes to receive or send. Each
image attribute set nust include a specific inmage size.

REQ 2: Support setup/negotiation of image attributes, neaning that
each side in the Ofer/Answer should be able to negotiate the
imge attributes it prefers to send and receive.

REQ- 3: Interoperate with codec-specific parameters such as sprop-
paraneter-sets in [H 264] or config in [ MPEG 4].
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REQ-4: Make the attribute generic with as few codec specific
details/tricks as possible in order to be codec agnostic.

Besi des t he above nentioned requirenents, the requirenent bel ow may
be applicable.

OPT-1: The image attribute should support the description of inmage-
related attributes for various types of media, including video,
pi ctures, inmages, etc.

2. Conventions Used in This Document

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Specification of the 'inageattr’ SDP Attribute

This section defines the SDP inmage attribute 'imageattr’, which can
be used in an SDP O f er/ Answer exchange to indicate various image
attribute paraneters. |In this docunent, we define the foll ow ng
imge attribute paraneters: inmmge resolution, sanple aspect ratio
(sar), allowed range in picture aspect ratio (par) and the preference
of a given paraneter set over another (q). The attribute is

ext ensi bl e and gui delines for defining additional parameters are
provided in Section 3.2.10.

3.1. Attribute Syntax

In this section, the syntax of the 'inmageattr’ attribute is

described. The 'imageattr’ attribute is a nedia-level attribute.

The section is split up in two parts: the first gives an overall view
of the syntax, and the second describes how the syntax is used.

3.1.1. Overall View of Syntax
The syntax for the inmage attribute is in ABNF [ RFC5234]:

i mge-attr = "imageattr:" PT 1*2( 1*WSP ( "send" / "recv" )
1*WSP attr-list )
PT = 1*DIG T [/ "*"
attr-list = ( set *(1*WBP set) ) [/ "*"
;7 WSP and DIG T defined in [ RFC5234]
set="[" "x=" xyrange "," "y=" xyrange *( "," key-value ) "]"
; X is the horizontal inmage size range (pixel count)
; y is the vertical inmage size range (pixel count)
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key-value = ( "sar=" srange )
[ ( "par=" prange )
[ ( "gq=" qgvalue )

Key-val ue MAY be extended with other keyword
par anet ers

At nobst, one instance each of sar, par, or q
is allowed in a set.

; sar (sanple aspect ratio) is the sanmple aspect ratio
; associated with the set (optional, MAY be ignored)

; par (picture aspect ratio) is the allowed
; ratio between the display’'s x and y physica
; size (optional)
; q (optional, range [0.0..1.0], default value 0.5)
; i1s the preference for the given set,
;a higher value neans a hi gher preference

onetonine = "1" / "2" [/ "3" [ "4 [ "&5" [ "e" [ "7" [ "8 [ "9"
; Digit between 1 and 9
xyval ue = onetonine *5DIA T
; Digit between 1 and 9 that is
; followed by 0 to 5 other digits
step = xyval ue
xyrange = ( "[" xyval ue [ step ":" ] xyvalue "]" )
; Range between a | ower and an upper val ue
; wWith an optional step, default step =1
; The rightnmost occurrence of xyval ue MIST have a
; higher value than the | eftnobst occurrence.
[ ("[" xyvalue 1*( "," xyvalue ) "]1" )
; Discrete values separated by ',’
/[ ( xyval ue )
; A single val ue

spvalue = ( "0" "." onetonine *3DIGAT )
; Val ues between 0.1000 and 0.9999
/ ( onetonine "." 1*4DIA T )
; Val ues between 1.0000 and 9.9999
srange = ( "[" spvalue 1*( "," spvalue ) "]1" )

; Discrete values separated by ',
; Each occurrence of spval ue MIST be
; greater than the previous occurrence.

[ ( "[" spvalue "-" spvalue "]" )
; Range between a | ower and an upper |evel (inclusive)
; The second occurrence of spvalue MJST have a hi gher
; value than the first

[/ ( spval ue )
; A single val ue
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prange = ( "[" spval ue spvalue "]1" )
; Range between a | ower and an upper |evel (inclusive)
; The second occurrence of spval ue MJST have a hi gher
; value than the first
gvalue = ( "0" "." 1*2DIG T )
[t orLt 1%2("0") )
; Val ues between 0.00 and 1.00

o The attribute typically contains a "send" and a "recv" keyword.
These specify the preferences for the nedia once the session is
set up, in the send and receive direction respectively fromthe
poi nt of view of the sender of the session description. One of
the keywords ("send" or "recv") MAY be omtted; see Section 3.2.4
and Section 3.2.2 for a description of cases when this may be
appropri at e.

o0 The "send" keyword and corresponding attribute list (attr-1list)
MUST NOT occur nore than once per image attribute.

o The "recv" keyword and corresponding attribute list (attr-list)
MUST NOT occur nore than once per inmmge attribute.

o PT is the payload type nunber; it MAY be set to "*" (wild card) to
indicate that the attribute applies to all payload types in the
medi a description.

o0 For sendrecv streans, both of the send and recv directions SHOULD
be present in the SDP

o For inactive streans it is RECOMVENDED t hat both of the send and
recv directions are present in the SDP

3.1.1.1. Paraneter Rules
The following rules apply for the paraneters.

Payl oad type nunber (PT): The image attribute is bound to a specific
codec by neans of the payload type nunmber. A wild card (*) can be
specified for the payload type nunber to indicate that it applies
to all payload types in the nedia description. Several inmage
attributes can be defined, for instance for different video codec
alternatives. This however requires that the payl oad type nunbers
differ. Note that the attribute is associated to the codec(s),
for instance an SDP of fer may specify payl oad type nunber 101
whil e the answer may specify 102, this may nmeke it troubl esone to
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specify a payl oad type nunber with the "imageattr’ attribute. See
Section 3.2.2 for a discussion and recommendati on how this is
sol ved.

Preference (q): The preference for each set is 0.5 by default;
setting the optional g paraneter to another val ue nmakes it
possible to set different preferences for the sets. A higher
val ue gives a higher preference for the given set.

sar: The sar (storage aspect ratio) paranmeter specifies the sanple
aspect ratio associated to the given range of x and y values. The
sar paraneter is defined as dx/dy where dx and dy are the physica
size of the pixels. Square pixels gives a sar=1.0. The paraneter
sar MAY be expressed as a range or as a single val ue.

If this paranmeter is not present, a default sar value of 1.0 is
assumned.

The interpretation of sar differs between the send and the receive
directions.

* |In the send direction, sar defines a specific sanple aspect
ratio associated to a given x and y inage size (range).

* In the recv direction, sar expresses that the receiver of the
gi ven nedium prefers to receive a given x and y resolution with
a gi ven sanpl e aspect ratio.

See Section 3.2.5 for a nore detail ed di scussion

The sar paraneter will likely not solve all the issues that are
related to different sanple aspect ratios, but it can help to
sol ve them and reduce aspect ratio distortion

The response MJUST NOT include a sar paraneter if there is no
acceptabl e value given. The reason for this is that if the
response includes a sar paraneter it is interpreted as "sar

par anet er accepted", while renoval of the sar paraneter is treated
as "sar paraneter not accepted". For this reason, it is safer to
renove an unacceptabl e sar paraneter altogether

par: The par (wi dth/height = x/y ratio) paranmeter indicates a range
of allowed ratios between x and y physical size (picture aspect
ratio). This is used to limt the nunber of x and y inage size
combi nations; par is given as

par=[ratio_min-ratio_max]
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where ratio_min and ratio_nmax are the min and max all owed picture
aspect rati os.

If sar and the sanpl e aspect ratio that the receiver actually uses in
the display are the same (or close), the relation between the x and y
pi xel resolution and the physical size of the image is
straightforward. |If however sar differs fromthe sanple aspect ratio
of the receiver display, this nust be taken into considerati on when
the x and y pixel resolution alternatives are sorted out. See
Section 4.2.4 for an exanple of this.

3.1.1.2. Ofer/Answer Rul es

I n accordance with [ RFC3264], offer/answer exchange of the inage
attribute is as foll ows.

0o Oferer sending the offer

* The offerer nmust be able to support the image attributes that
it offers, unless the offerer has expressed a wild card (*) in
the attribute Iist.

* |t is recommended that a device that sees no reason to use the
image attribute includes the attribute with wild cards (*) in
the attribute Iists anyway for the send and recv directions.
An exanpl e of this |ooks like:

a=i mageattr: 97 send * recv *

This gives the answerer the possibility of expressing its
preferences. The use of wild cards introduces a risk that the
message size can increase in an uncontrolled way. To reduce this
risk, these wild cards SHOULD only be replaced by an as small set as
possi bl e.

0 Answerer receiving the offer and sending the answer:

* The answerer may choose to keep the inmage attribute but is not
required to do so.

* The answerer may, for its receive and send direction, include
one or nore entries that it can support fromthe set of entries
proposed in the offer.

* The answerer may also, for its receive and send direction,

replace the entries with a conplete new set of entries
different fromthe original proposed by the offerer. The
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i mpl ementor of this feature should however be aware that this
may cause extra of fer/answer exchanges.

* The answerer may al so renove its send direction conpletely if
it is deened that it cannot support any of the proposed
entries.

* The answerer should not include an imge attribute in the
answer if it was not present in the offer.

o0 Oferer receiving the answer:

* |f the image attribute is not included in the SDP answer the
of ferer SHOULD continue to process the answer as if this
mechani sm had not been offered.

* |f the image attribute is included in the SDP answer but none
of the entries are usable or acceptable, the offerer MJST
resort to other nmethods to determine the appropriate inage
size. In this case, the offerer nust also issue a new offer/
answer without the image attribute to avoi d m sunderstandi ngs
between the offerer and answerer. This will avoid the risk of
infinite negotiations.

3.2. Considerations
3.2.1. No imageattr in First Ofer

When the initial offer does not contain the 'inmageattr’ attribute,
the rules in Section 3.1.1.2 require the attribute to be absent in
the answer. The reasons for this are:

o The offerer of the initial SDP is not likely to understand the
imge attribute if it did not include it in the offer, bearing in
m nd that Section 3.1.1 reconmends that the offerer provide the
attribute with wild carded parameters if it has no preference

o0 Inclusion of the image attribute in the answer may cone in
conflict with the rules in Section 3.1.1.2, especially the rules
that apply to "offerer receiving the answer".

For the above reasons, it is RECOWENDED that a device that sees no
reason to use the image attribute includes the attribute with wild
cards (*) in the attribute lists anyway for the send and recv
directions.
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3. 2.

D fferent Payl oad Type Nunmbers in O fer and Answer

In sone cases, the answer may specify a different nedi a payl oad type
nunber than the offer. As an exanple, the offer SDP may have the
mline

nrvi deo 49154 RTP/ AVP 99

whil e the answer SDP may have the mline

nFvi deo 49154 RTP/ AVP 100

If the image attribute in the offer specifies payload type number 99,
this attribute will then have no nmeaning in the answerers receive
direction as the mline specifies nmedia payl oad type nunmber 100.

There are a few ways to solve this.

1.

Use a wild card "*" as the payload type nunber in the inmage
attribute in the offer SDP. The answer SDP al so uses the wild
card. The drawback with this approach is that this attribute
then applies to all payload type nunbers in the nedia

descri ption.

Specify a wild card "*" as the payl oad type nunber in the inage
attribute in the answer SDP. The offer SDP may contain a defined
payl oad type nunber in the inmage attribute but the answer SDP
replaces this with a wild card. The drawback here is simlar to
what is |listed above.

The inmage attribute is split in two parts in the SDP answer. For
exanple the offer SDP (only the parts of interest in this
di scussi on) | ooks like:

mevi deo 49154 RTP/ AVP 99
a=i mageattr:99 send ... recv ..

The answer SDP | ooks |i ke:

nevi deo 49154 RTP/ AVP 100
a=i mageattr: 99 send ..
a=i mageattr: 100 recv ..

This alternative does not pose any drawbacks. Moreover, it allows
specification of different image attributes if nore than one payl oad
type is specified in the offer SDP
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O the alternatives |listed above, the | ast one MJUST be used as it is
the nost safe. The other alternatives MJST NOT be used.

3.2.3. Asymmetry

Wiile the inage attribute supports asymmetry, there are sone
limtations. One inportant limitation is that the codec being used
can only support up to a given maxi numresolution for a given profile
| evel

As an exanmple, H 264 [H 264] with profile |evel 1.2 does not support
hi gher resolution than 352x288 (CIF). The offer/answer rules inply
that the sane profile I evel nmust be used in both directions. This
means that in an asynmetric scenario where Alice wants an inage size
of 580x360 and Bob wants 150x120, profile level 2.2 is needed in both
directions even though profile level 1 would have been sufficient in
one direction.

Currently, the only solution to this problemis to specify two

uni directional nedia descriptions. Note however that the asymetry
i ssue for the H 264 codec is solved by means of the |evel -asymetry-
al | oned paraneter in [ RFC6184].

3.2.4. sendonly and recvonly

If the directional attributes a=sendonly or a=recvonly are given for
a medium there is of course no need to specify the imge attribute
for both directions. Therefore, one of the directions in the
attribute may be onmitted. However, it nmay be good to do the inmage
attribute negotiation in both directions in case the session is
updated for media in both directions at a | ater stage.

3.2.5. Sample Aspect Ratio

The rel ationship between the sar paraneter and the x and y pixe
resol uti on deserves sone extra di scussion. Consider the offer from
Alice to Bob (we set the recv direction aside for the noment):

a=i mageattr: 97 send [x=720, y=576, sar=1. 1]

If the receiver display has square pixels, the 720x576 i mage woul d
need to be rescaled to for exanple 792x576 or 720x524 to ensure a
correct inage aspect ratio. This in practice neans that rescaling
woul d need to be performed on the receiver side, something that is
contrary to the spirit of this docunent.
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To avoid this problem Alice may specify a range of values for the sar
paraneter |ike:

a=i mageattr: 97 send [x=720, y=576,sar=[0.91, 1.0, 1.09, 1. 45]]

Meani ng that Alice can encode with any of the nentioned sanpl e aspect
ratios, |eaving Bob to decide which one he prefers.

3.2.6. SDPCapNeg Support

The inmage attribute can be used within the SDP Capability Negotiation
[ RFC5939] franmework and its use is then specified using the "a=acap"
parameter. An exanple is

a=acap: 1l i mageattr: 97 send [x=720,y=576,sar=[0.91,1.0,1.09, 1. 45]]

For use with SDP Media Capability Negotiation extension

[ SDPMedCapNeg], where it is no | onger possible to specify payl oad
type nunbers, it is possible to use the paranmeter substitution rule,
an exanple of this is

a=ntap: 1 vi deo H264/ 90000
a=acap: 1l i mageattr: %4% send [ x=720, y=576, sar=[ 0. 91, 1. 0, 1. 09, 1. 45]]

where %% maps to nmedi a capability nunber 1.

It is also possible to use the a=nscap attribute like in the exanple
bel ow.

a=mcap: 1 vi deo H264/ 90000
a=nscap: 1l i mageattr send [x=720, y=576,sar=[0.91, 1.0, 1.09, 1.45]]

3.2.7. Interaction with Codec Paraneters

As the SDP for nost codecs already specifies some kind of indication
of, for exanple, the inage size, at session setup, neasures nust be
taken to avoid conflicts between the inmage attribute and this already
exi sting infornmation.

The foll owi ng subsections describe the nost well known codecs and how
they define imge-size related information. Section 3.2.7.4 outlines
a few possible solutions, but this docunment does not nake a
recomendation for any of them
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3.2.7.1. H 263
The payl oad format for H 263 [H. 263] is described in [ RFC4629].

H. 263 defines (on the fnip line) a list of inage sizes and their
maxi mum frane rates (profiles) that the offerer can receive. The
answerer is not allowed to nodify this list and nust reject a payl oad
type that contains an unsupported profile. The CUSTOM profile may be
used for image size negotiation but support for asynmetry requires
the specification of two unidirectional nedia descriptions using the
sendonl y/recvonly attri butes.

3.2.7.2. H 264
The payl oad format for H 264 [H. 264] is described in [ RFC6184].

H. 264 defines information related to image size in the frmtp |ine by
means of sprop-paraneter-sets. According to the specification
several sprop-paraneter-sets may be defined for one payl oad type

The sprop-paraneter-sets describe the inmage size (+ nore) that the
of ferer sends in the stream and need not be conplete. This means
that sprop-paraneter-sets does not represent any negotiation and the
answer is not allowed to change the sprop-paraneter-sets.

This configuration may be changed | ater inband if for instance inmage
sizes need to be changed or added.

3.2.7.3. MPEG 4
The payl oad format for MPEG 4 [ MPEG 4] is described in [ RFC3016].

MPEG 4 defines a config paraneter on the fntp line, which is a
hexadeci mal representation of the MPEG 4 visual configuration
information. This configuration does not represent any negotiation
and the answer is not allowed to change the paraneter.

It is not possible to change the configuration using inband
si gnal i ng.

3.2.7.4. Possible Solutions
The subsections above clearly indicate that this kind of information
must be aligned well with the inmage attribute to avoid conflicts.

There are a nunber of possible solutions, |isted bel ow w thout any
pr ef er ence:
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3.

o |lgnore payload format paranmeters: This may not work well in the
presence of bad channel conditions especially in the beginning of
a session. Mdyreover, this is not a good option for MPEG 4

0 Second session-wi de offer/answer round: In the second offer/
answer, the paraneters specific to codec payload format are
defined based on the outcone of the 'inageattr’ negotiation. The
drawback with this is that setup of the entire session (including
audi o) may be del ayed considerably, especially as the ’'inmageattr’
negotiation can already itself cost up to two offer/answer rounds.
Al so, the conflict between the 'inmmgeattr’ negotiation and the
paraneters specific to payload format is still present after the
first offer/answer round and a fuzzy/buggy inpl enentati on nmay
start nedia before the second offer/answer is conpleted with
unwant ed results.

0 Second session-w de of fer/answer round only for video: This is
simlar to the alternative above with the exception that setup
time for audio is not increased; noreover, the port nunber for
video is set to O during the first offer answer round to avoid the
flow of nedia.

This has the effect that video will blend in some time after the
audio is started (up to 2 seconds delay). This alternative is
likely the nost clean-cut and failsafe. The drawback is, as the
port nunber in the first offer is always zero, the nedia startup
wi Il always be del ayed even though it would in fact have been
possible to start nmedia after the first offer/answer round.

Note that according to [ RFC3264], a port nunber of zero nmeans that
the whole nmedia line is rejected, neaning that a new offer for the
same port nunber should be treated as a conpletely new stream and
not as an update. The safest way to solve this problemis to use
preconditions; this is however outside the scope of this docunent.

2.8. Change of Display in Mddle of Session

A very likely scenario is that a user switches to another phone
during a video tel ephony call or plugs a cellphone into an externa
monitor. In both cases, it is very likely that a renegotiation is
initiated using the SIP-REFER [ RFC3515] or Sl P-UPDATE [ RFC3311]
methods. It is RECOMMENDED to negotiate the image size during this
renegoti ati on.
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3.2.9. Use with Layered Codecs

As the image attribute is a nedia-level attribute, its use with

| ayered codecs causes sone concern. |f the layers are transported in
different RTP streans, the |ayers are specified on different nedia
descriptions, and the relation is specified using the grouping
framewor k [ RFC5888] and the depend attribute [RFC5583]. As it is not
possible to specify only one imge attribute for several nedia
descriptions the solution is either to specify the sane i mage
attribute for each nedia description, or to only specify the inmge
attribute for the base |ayer.

3.2.10. Addition of Paraneters

The image attribute allows for the addition of paraneters in the
future. To nmake backwards adaptation possible, an entity that
processes the attribute MJST i gnore any unknown paraneters in the

of fer and MUST NOT include themin the answer it generates. Addition
of future paraneters that are not understood by the receiving
endpoint may lead to anbiguities if mutual dependenci es between
paraneters exist; therefore, addition of paranmeters nmust be done with
great care.

4. Exanpl es

This section gives some nore information on how to use the attribute
by means of a high-level exanple and a few detail ed exanpl es.

4.1. A High-Level Exanple

Assume that Alice wishes to set up a session with Bob and that Alice
takes the first initiative. The syntactical white-space delimters
(1*W5P) and doubl e-quotes are renoved to nake readi ng easier

In the offer, Alice provides infornmation for both the send and
receive (recv) directions. For the send direction, Alice provides a
list that the answerer can select from For the receive direction
Alice may either specify a desired imge size range right away or a *
to instruct Bob to reply with a list of inmage sizes that Bob can
support for sending. Using the overall high |level syntax the image
attribute may then | ook like

a=i mageattr: PT send attr-list recv attr-1list
or

a=i mageattr: PT send attr-list recv *
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In the first alternative, the recv direction may be a full list of
desired inmage size formats. It may however (and nost |ikely) just be
alist with one alternative for the preferred x and y resol ution.

If Bob supports an x and y resolution in at |east one of the X and Y
ranges given in the send attr-list and in the recv attr-list of the
offer, the answer fromBob will |ook |ike:

a=i mageattr: PT send attr-list recv attr-1list

and the offer/answer negotiation is done. Note that the attr-Ilist
will likely be pruned in the answer. Wile it may contain many
different alternatives in the offer, it nmay in the end contain just
one or two alternatives.

If Bob does not support any x and y resolution in one of the provided
send or recv ranges given in the send attr-list or in the recv attr-
list, the corresponding part is renmoved conpletely. For instance, if
Bob doesn’t support any of the offered alternatives in the recv attr-
list in the offer, the answer from Bob woul d | ook like:

a=i mageattr: PT recv attr-Ilist
4.2. Detail ed Exanpl es

This section gives a few detailed exanples. It is assumed where
needed that Alice initiates a session with Bob

4.2.1. Exanple 1

Two i mage resolution alternatives are offered with 800x640 with
sar=1.1 having the highest preference.

It is also indicated that Alice wishes to display video with a
resol ution of 330x250 on her display.

a=i mageattr: 97 send [x=800, y=640, sar=1. 1, q=0. 6] [x=480, y=320] \
recv [x=330, y=250]

In case Bob accepts the "recv [x=330,y=250]", the answer nmay | ook
li ke

a=i mageattr: 97 recv [x=800, y=640, sar=1.1] \
send [x=330, y=250]

i ndicating that the receiver (Bob) wi shes the encoder (on Alice's

side) to conpensate for a sanple aspect ratio of 1.1 (11:10) and
desires an inmage size on its screen of 800x640.
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There is however a possibility that "recv [x=330,y=250]" is not
supported. If the case, Bob may conpletely remove this part or
replace it with a list of supported inage sizes.

a=i mageattr: 97 recv [x=800, y=640, sar=1.1] \
send [ x=[320: 16: 640], y=[ 240: 16: 480], par=[ 1. 2-1. 3] ]

Alice can then select a valid imge size that is closest to the one
that was originally desired (336x256) and perforns a second offer/
answer .

a=i mageattr: 97 send [x=800, y=640, sar=1.1] \
recv [x=336, y=256]

Bob replies with:

a=i mageattr: 97 recv [x=800, y=640, sar=1.1] \
send [ x=336, y=256]

4.2.2. Exanple 2

Two i mage resolution sets are offered with the first having a higher
preference (qg=0.6).

a=i mageattr: 97 \
send [x=[480: 16: 800], y=[ 320: 16: 640], par=[ 1. 2-1. 3], g=0. 6] \
[x=[176: 8: 208] , y=[ 144:8: 176] , par=[ 1. 2-1.3]] \
recv *

The x-axis resolution can take the values 480 to 800 in 16 pixels
steps and 176 to 208 in 8 pixels steps. The par paraneter linits the
set of possible x and y screen resol ution combi nati ons such that
800x640 (ratio=1.25) is a valid conbination while 720x608
(ratio=1.18) or 800x608 (ratio=1.31) are invalid conbinations.

For the recv direction (Bob->Alice), Bob is requested to provide a
list of supported inmage sizes.
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4.2.3. Exanple 3

In this example, nore of the SDP offer is show. A conplicating
factor is that the answerer changes the nedia payl oad type nunber in
the of fer/answer exchange.

mevi deo 49154 RTP/ AVP 99

a=rtpmap: 99 H264/ 90000

a=fm p: 99 packeti zati on- node=0; profil e-1evel -i d=42e011; \
spr op- par anet er - set s=Z0LgC5ZUCg/ | , aMABr FSAa

a=i mageattr: 99 \
send [ x=176, y=144] [x=224,y=176] [x=272,y=224] [x=320, y=240] \
recv [x=176,y=144] [x=224,y=176] [x=272,y=224,q=0.6] [x=320, y=240]

In the send direction, sprop-paraneter-sets is defined for a
resol ution of 320x240, which is the largest image size offered in the
send direction. This neans that if 320x240 is selected, no

additional offer/answer is necessary. |In the receive direction, four
alternative image sizes are offered with 272x224 being the preferred
choi ce.

The answer may | ook |ike:

mevi deo 49154 RTP/ AVP 100

a=rt pmap: 100 H264/ 90000

a=fm p: 100 packeti zation-node=0; profile-Ievel -id=42e011; \
sSpr op- par amet er - set s=Z0LgC52ZUCg/ | , aMABr FSAa

a=i mageattr: 99 send [x=320, y=240]

a=i mageattr: 100 recv [x=320, y=240]

ndicating (in this exanple) that the image size is 320x240 in both
directions. Al though the offerer preferred 272x224 for the receive
direction, the answerer mght not be able to offer 272x224 or not
al | ow encodi ng and decodi ng of video of different inmage sizes

simul taneously. The answerer sets new sprop-paraneter-sets,
constructed for both send and receive directions at the restricted
conditions and i mage size of 320x240.

Note al so that, because the payl oad type nunmber is changed by the

answerer, the inmage attribute is also split in tw parts according to
the recomendation in Section 3.2.2.
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4.2.4. Example 4

This exanple illustrates in nore detail how conpensation for
different sanple aspect ratios can be negotiated with the inmage
attribute.

We set up a session between Alice and Bob; Alice is the offerer of
the session. The offer (fromAlice) contains the image attribute
bel ow

a=i mageattr: 97 \
send [ x=400: 16: 800], y=[ 320: 16: 640],sar=[1.0-1.3],par=[1.2-1.3]] \
recv [x=800, y=600, sar=1. 1]

First we consider the recv direction: The offerer (Alice) explicitly
states that she wishes to receive the screen resol uti on 800x600.
However, she al so indicates that the screen on her display does not
use square pixels; the sar value=1.1 nmeans that Bob must (preferably)
conmpensate for this.

So, if Bob’s video camera produces square pixels, and if Bob wi shes
to satisfy Alice’'s sar requirenent, the inmage processing algorithm
must rescal e a 880x600 pi xel inmage (880=800*1.1) to 800x600 pixels
(coul d be done other ways).

and now the send direction: Alice indicates that she can (in the
i mage processing algorithns) rescale the imge for sanpl e aspect
ratios in the range 1.0 to 1.3. She can al so provide a nunber of
different imge sizes (in pixels) ranging from 400x320 to 800x640.
Bob inspects the offered sar and i nage sizes and responds with the
nmodi fi ed i mage attri bute.

a=i mageattr: 97 \
recv [x=464, y=384, sar=1.15] \
send [ x=800, y=600, sar =1. 1]

Alice will (in order to satisfy Bob's request) need to rescale the
i mage from her video canera from 534x384 (534=464*1.15) to 464x384.

5. 1 ANA Consi derati ons

Fol I owi ng the guidelines in [ RFC4566], the I ANA is requested to
regi ster one new SDP attri bute:

Attribute name: i mageattr

Long form nane: I mage attribute

Johansson & Jung St andards Track [ Page 20]



RFC 6236 I mage Attributes in SDP May 2011

Type of attribute: Media-Ieve
Subj ect to charset: No

Pur pose: This attribute defines the ability to negotiate
various image attributes such as inage sizes.
The attribute contains a nunber of paraneters
whi ch can be nodified in an of fer/answer
exchange.

Appropriate values: See Section 3.1.1 of RFC 6236
Cont act nane: Aut hors of RFC 6236
6. Security Considerations

The inmage attribute and especially the paraneters that denote the

i mge size can take on values that may cause nmenory or CPU exhaustion
problems. This may happen either as a consequence of a m stake by
the sender of the SDP or as a result of an attack issued by a
mal i ci ous SDP sender. This issue is simlar to the case where the
a=fmp line(s) may take on extrene values for the sane reasons
outlined above.

A receiver of the SDP containing the inmage attribute MJST ensure that
the paraneters have values that are reasonable and that the device
can handle the inplications in terms of nenory and CPU usage.

Failure to do a sanity check on the paraneters nay result in nenory
or CPU exhausti on.

In principle, for sone SDPs containing the inmage attribute and for
some deploynents, it could be the case that sinply checking the
paraneters is not sufficient to detect all potential Denial-of-
Service (DoS) problens. |Inplenenters ought to consider whether there
are any potential DoS attacks that would not be detected by sinply
checki ng paraneters
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