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Desi gn Goal s for Scal able Internet Routing
Abst r act

It is conmmonly recogni zed that the Internet routing and addressing

architecture is facing challenges in scalability, mobility, mlti-

hom ng, and inter-domain traffic engineering. The Routing Research
Goup is investigating an alternate architecture to neet these

chal  enges. This docunent consists of a prioritized |ist of design
goals for the target architecture
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depl oynent. This RFC represents the consensus of the Routing
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approved for publication by the | RSG are not a candidate for any

| evel of Internet Standard; see Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
http://ww.rfc-editor.org/infol/rfc6227

Copyri ght Notice

Copyright (c) 2011 I ETF Trust and the persons identified as the
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
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1. Introduction

It is commonly recognized that the Internet routing and addressing
architecture is facing challenges in inter-domain scalability,
mobility, multi-hom ng, and inter-domain traffic engineering

[ RFC4984]. The Routing Research Group (RRG ains to design an
alternate architecture to neet these chall enges. This docunent
presents a prioritized Iist of design goals for the target
architecture

These goal s should be taken as guidelines for the design and
eval uati on of possible architectural solutions. The expectation is
that these goals will be applied with good judgnent.

The goals presented here were initially presented and di scussed at
the start of the RRG work on a revised routing architecture, and were
revisited and finalized after the work on that architecture was
conplete. As such, this represents both the goals that the RRG
started with, and revisions to those goals based on our increased
under st andi ng of the space.

Li I nf or mat i onal [ Page 2]



RFC 6227 Scal abl e Routing Design Goal s May 2011

1.

1.

3.

3.

Li

1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Priorities

Each design goal in this docunent has been assigned a priority, which
is one of the following: 'required , 'strongly desired , or
"desired

Requi r ed
The solution is REQU RED to support this goal

Strongly desired:
The sol ution SHOULD support this goal, unless there exist
conpel | i ng reasons showing that it is unachievable, extrenely
inefficient, or inpractical

Desi r ed:
The sol uti on SHOULD support this goal

General Design Goals Collected fromthe Past

[ RFC1958] provides a list of the original architectural principles of
the Internet. W incorporate themhere by reference, as part of our
desired design goals.

Design CGoals for a New Routing Architecture
1. Inproved Routing Scal ability

Long experience with inter-domain routing has shown that the gl oba
BGP routing table is continuing to grow rapidly [BGPG owt h].
Carrying this large amobunt of state in the inter-domain routing
protocol s is expensive and places undue cost burdens on network
participants that do not necessarily get value fromthe increases in
the routing table size. Thus, the first required goal is to provide
significant inprovenent to the scalability of the inter-domain
routing subsystem It is strongly desired to nake the routing
subsystem scal e i ndependently fromthe growh of the Internet user

popul ation. If there is a coupling between the size of the user base
and the scale of the routing subsystem then it will be very
difficult to retain any senbl ance of scalability. If a solution

i ncl udes support for alternative routes to support faster
convergence, the alternative routes should also factor into routing
subsystem scal ability.
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3.2. Scal abl e Support for Traffic Engineering

Traffic engineering is the capability of directing traffic al ong
pat hs other than those that would be conputed by normal | GP/ EGP
routing. Inter-domain traffic engineering today is frequently
acconpl i shed by injecting nore-specific prefixes into the globa
routing table, which results in a negative inmpact on routing
scalability. The additional prefixes injected to enable traffic
engi neering place an added burden on the scalability of the routing
architecture. At the sane tinme, the need for traffic engineering
capabilities is essential to network operations. Thus, a scal able
solution for inter-domain traffic engineering is strongly desired.

3.3. Scal abl e Support for Milti-Hom ng

Multi-homing is the capability of an organization to be connected to
the Internet via nore than one other organization. The current
mechani sm for supporting nulti-homng is to | et the organization
advertise one prefix or multiple prefixes into the global routing
system again resulting in a negative inpact on routing scalability.
More scal abl e solutions for multi-hom ng are strongly desired.

3.4. Decoupling Location and Identification

Nurer ous sources have noted that an | P address enbodi es both host
attachnent point information and identification information [IENL].
Thi s overl oadi ng has caused nunerous semantic collisions that have
limted the flexibility of the Internet architecture. Therefore, it
is desired that a solution separate the host |ocation informtion
namespace fromthe identification namespace

Caution must be taken here to clearly distinguish the decoupling of
host | ocation and identification information, and the decoupling of
end-site addresses fromglobally routable prefixes; the latter has
been proposed as one of the approaches to a scal able routing
architecture. Solutions to both problems, i.e., (1) the decoupling
of host location and identification informati on and (2) a scal able
gl obal routing system (whose solution nmay, or may not, depend on the
second decoupling) are required, and it is required that their
solutions are conpatible with each other
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5. Scal abl e Support for Mbility

Mobility is the capability of a host, network, or organization to
change its topol ogical connectivity with respect to the renmai nder of
the Internet, while continuing to receive packets fromthe Internet.
Exi sting mechani snms to provide nobility support include

1. renunbering the nobile entity as it changes its topol ogica
attachnent point(s) to the Internet;

2. renunbering and creating a tunnel fromthe entity' s new
topol ogi cal | ocation back to its original |ocation; and

3. letting the nobile entity announce its prefixes fromits new
attachnent point(s).

The first approach alone is considered unsatisfactory, as the change
of I P address nmay break existing transport or higher-|eve
connections for those protocols using | P addresses as identifiers.
The second requires the depl oynent of a 'hone agent’ to keep track of
the mobile entity’s current |ocation and adds overhead to the routers
i nvol ved, as well as adding stretch to the path of an inbound packet.
Neither of the first two approaches inpacts the routing scalability.
The third approach, however, injects dynam c updates into the gl oba
routing systemas the nobile entity noves. Mechanisns that help to
provide nmore efficient and scal able nobility support are desired,
especially when they can be coupled with security -- especially
privacy -- and support topol ogical changes at a high rate. ldeally,
such nmechani snms shoul d conpl etely decouple nobility fromrouting.

6. Sinplified Renunbering

Today, many of the end-sites receive their |IP address assignments
fromtheir Internet Service Providers (ISPs). When such a site
changes providers, for routing to scale, the site nmust renunber into
a new address bl ock assigned by its new I SP. This can be costly,
error-prone, and painful [RFC5887]. Automated tools, once devel oped,
are expected to provide significant help in reducing the renunbering
pain. It is not expected that renunbering will be wholly automated,
as sone manual reconfiguration is likely to be necessary for changing
the last-mle Iink. However, the overall cost of renunbering should
be drastically | owered.

In addition to being configured into hosts and routers, where

aut omat ed renunbering tools can help, |IP addresses are also often
used for other purposes, such as access control lists. They are also
sonetinmes hard-coded into applications used in environnments where
failure of the DNS could be catastrophic (e.g., certain renote
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nmonitoring applications). Al though renunbering may be considered a
m | d i nconveni ence for sone sites, and guidelines have been devel oped
for renunbering a network without a flag day [ RFC4192], for others,
the necessary changes are sufficiently difficult so as to nake
renunbering effectively inpossible. It is strongly desired that a
new architecture allow end-sites to renunber their network with
significantly less disruption, or, if renunbering can be elim nated,
the new architecture nust denonstrate how the topol ogy can be

econom cally norphed to fit the addressing.

7. Modularity, Conposability, and Seam essness

A new routing architecture should be nodular: it should subdivide
into multiple conposabl e, extensible, and orthogonal subsystenms. The
i nterfaces between nodul es shoul d be natural and seam ess, wi thout
special cases or restrictions. Simlarly, the primtives and
abstractions in the architecture should be suitably general, with
operations equally applicable to abstractions and concrete entities,
and without del eterious side-effects that m ght hi nder comunication
bet ween endpoints in the Internet. These properties are strongly
desired in a solution.

As an exanple, if tunneling were used as a part of a solution,
tunnel i ng shoul d be conpletely transparent to both of the endpoints,
wi t hout requiring new nmechani snms for determ ning the correct nmaximum
dat agram si ze.

The resulting network should always fully approximate the current
best-effort Internet connectivity nodel, and it should al so

antici pate changes to that nmodel, e.g., for nultiple differentiated
and/ or guaranteed |levels of service in the future.

8. Routing Quality

The routing subsystemis responsible for conputing a path from any
point in the Internet to any other point in the Internet. The
quality of the routes that are conputed can be neasured by a nunber
of metrics, such as convergence, stability, and stretch.

The stretch factor is the maxinumratio between the length of a
route conputed by the routing scheme and that of a shortest path
connecting the sanme pair of nodes [JACMBI].

A solution is strongly desired to provide routing quality equival ent
to what is available today, or better
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9. Routing Security

Currently, the routing subsystemis secured through a nunmber of
prot ocol - speci fic mechani sns of varying strength and applicability.
Any new architecture is required to provide at |east the sane |eve
of security as is deployed as of when the new architecture is

depl oyed.

10. Deployability

A viable solution is required to be deployable froma technica
perspective. Furthernore, given the extensive depl oyed base of
today’s Internet, a solution is required to be increnmentally

depl oyable. This inplies that a solution nmust continue to support
those functions in today’'s routing subsystemthat are actually used.
This includes, but is not limted to, the ability to control routing
based on policy.

11. Summary of Priorities

The followi ng table summarizes the priorities of the design goals
di scussed above.

Scal ability
Traffic engi neering
Mul ti-hom ng
Loc/id separation Desi red
Mobility Desired

| Strongly desired |
I I
I I
| |
Sinplified renunbering | Strongly desired
I I
I I
I I
I I

Strongly desired
Strongly desired

Modul arity Strongly desired

Routing quality Strongly desired

Routing security Requi r ed

Depl oyabi lity Requi r ed
o Fom e e e oo +

Security Considerations

Al'l solutions are required to provide security that is at |east as
strong as the existing Internet routing and addressing architecture.
Thi s docunent does not suggest any default architecture or protocol,
and thus this docunment introduces no new security issues.
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