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Abst r act

Thi s docunent specifies Dynam ¢ Host Configuration Protocol options
(both DHCPv4 and DHCPv6) for the coordinate-based geographic |ocation
of the client. The Location Configuration Information (LCl) includes
Latitude, Longitude, and Altitude, with resolution or uncertainty
indicators for each. Separate paraneters indicate the reference
datum for each of these values. This docunent obsol etes RFC 3825.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6225
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1. Introduction

The physical |ocation of a network device has a range of
applications. |In particular, emergency tel ephony applications rely
on knowi ng the location of a caller in order to determ ne the correct
enmer gency center

The | ocation of a device can be represented either in terns of
geospatial (or geodetic) coordinates, or as a civic address.

Different applications may be nore suited to one formof |ocation

i nformation; therefore, both the geodetic and civic forms may be used
si mul t aneousl y.
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Thi s docunent specifies Dynam c Host Configuration Protocol v4
(DHCPv4) [RFC2131] and DHCPv6 [ RFC3315] options for the coordi nate-
based geographic |location of the client, to be provided by the
server. "Dynam ¢ Host Configuration Protocol (DHCPv4 and DHCPv6)
Option for Civic Addresses Configuration Information" [RFC4776]
specifies DHCP options for civic addresses.

The geodetic coordinate options defined in this docunment and the
civic address options defined in RFC 4776 [ RFCA776] enabl e a DHCP
client to obtain its location. For exanple, a wired Ethernet host

m ght use these options for |ocation determnation. |In this case,
the location information could be derived froma wi remap by the DHCP
server, using the Grcuit ID Relay Agent Information Option (RAIO
defined (as Sub-Option 1) in RFC 3046 [ RFC3046]. The DHCP server
could correlate the Circuit 1D wth the geographic |ocation where the
identified circuit termnates (such as the location of the wal

j ack).

The nechani sm defined here nay also be utilized to provide |ocation
to wireless hosts. DHCP relay agent sub-options (RAIO [RFC3046]
provi de one nethod a DHCP server m ght use to perform host |ocation
determnation. Currently, the relay agent sub-options do not include
data sets required for device-level |ocation determ nation of

wirel ess hosts. In cases where the DHCP server uses RAIO for

| ocation determination, a wireless host can use this nmechanismto

di scover the location of the radi o access point, or the area of
coverage for the radi o access point.

An inportant feature of this specification is that after the rel evant
DHCP exchanges have taken place, the location information is stored
on the end device rather than somewhere el se, where retrieving it

m ght be difficult in practice.

1.1. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

1.2. Resolution and Uncertainty
The DHCP options defined in this docunent include fields quantifying
the resolution or uncertainty associated with a target |ocation. No

inferences relating to privacy policies can be drawmn from either
uncertainty or resolution val ues.
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As utilized in this docunent, resolution refers to the accuracy of a
reported | ocation, as expressed by the nunber of valid bits in each
of the Latitude, Longitude, and Al titude fields.

The Latitude (LaRes), Longitude (LoRes), and Altitude (AltRes)

Resol ution fields are encoded as 6-bit, unsigned integer values. In
the DHCPv4 GeoConf Option 123, the LaRes, LoRes, and AltRes fields
are used to encode the nunber of bits of resolution. The resolution
sub-fiel ds accommpdate the desire to easily adjust the precision of a
reported |l ocation. Contents beyond the clained resolution MAY be
random zed to obscure greater precision that might be avail able.

In the context of |ocation technology, uncertainty is a
quantification of errors. Any method for determning location is
subj ect to some sources of error; uncertainty describes the anount of
error that is present. Uncertainty mght be the coverage area of a
wireless transmtter, the extent of a building, or a single room

Uncertainty is usually represented as an area within which the target
is located. 1In this docunent, each of the three axes can be assigned
an uncertainty value. |In effect, this describes a rectangular prism
whi ch may be used as a coarse representation of a nore conpl ex shape
that fits withinit. See Section 2.3.2 for nore detail on the
correspondence between shapes and uncertainty.

VWhen representing locations fromsources that can quantify
uncertainty, the goal is to find the small est possible rectangul ar
prismthat this format can describe. This is achieved by taking the
m ni mum and maxi num val ues on each axis and ensuring that the fina
encodi ng covers these points. This increases the region of
uncertainty, but ensures that the region that is described
enconpasses the target |ocation

The DHCPv4 option formats defined in this docunment support resol ution
and uncertainty parameters. The DHCPv4 GeoConf Option 123 includes a
resol ution paraneter for each of the dinensions of |ocation. Since
this resolution paranmeter need not apply to all dinensions equally, a
resolution value is included for each of the three |ocation el enents.
The DHCPv4 CGeolLoc Option 144 as well as the DHCPv6 GeoLoc Option 63
format utilize an uncertainty paraneter.

Appendi x A describes the mappi ng of DHCP option values to the
Geography Markup Language (GWML). Appendix B of this docunent
provi des exanpl es showi ng the cal cul ati on of resolution val ues.
Appendi x C provi des an exanpl e denonstrating cal cul ati on of
uncertainty val ues.
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Since the Presence Information Data Format Location Object (PlIDF-LO
[ RFC4119] [RFC5491] is used to convey location and the associ ated
uncertainty within an energency call [Convey], a nechanismis needed
to convert the information contained within the DHCPv4 and DHCPv6
options to PIDF-LO  This docunent describes the follow ng

conver si ons:

o0 DHCPv4 GeoConf Option 123 to PIDF-LO
0 DHCPv4 GeolLoc Option 144 and DHCPv6 GeolLoc Option 63 to PIDF-LO
0 PIDF-LO to DHCP GeoLoc Option 144 and DHCPv6 GeoLoc Option 63

Conversion to PIDF-LO does not increase uncertainty; conversion from
PIDF-LO to the DHCPv4 GeolLoc Option 144 and the DHCPv6 GeolLoc Option
63 increases uncertainty by less than a factor of 2 in each
dinmension. Since it is not possible to translate an arbitrary
PIDF-LO to the DHCP GeoConf Option 123 with a bounded increase in
uncertainty, the conversion is not specified.

2. DHCP Option Formats

This section defines the format for the DHCPv4 and DHCPv6 opti ons.
These options utilize a simlar format, differing primarily in the
option code.

2.1. DHCPv6 GeoLoc Option
The format of the DHCPv6 [ RFC3315] GeoLoc Option is as foll ows:

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Opti on Code (63) | Opt Len |
I I s S e S S i SUE N DR
| LatUnc | Latitude +
I i I S i I ik i SR N SR S
| Lat (cont’d) | LongUnc | Longi t ude +
B i s T T i i o S o T Ji I
| Longi tude (cont’d) | AType | AltUnc | Atitude +
I i i g S ik N DR SR S
| Al titude (cont’'d) | Ver| Res | Datuni
I i I S T S i ik A SR N SR S

Code: 16 bits. The code for the DHCP Opti on Code (63).

Opt Len: Option Length. For version 1, the option length is 16.
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Lat Unc:

Lati t ude:

LongUnc:

Longi t ude:

AType:
Al t Unc:

Al titude:

Ver:

Res:

Dat um
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6 bits. Wen the Ver field = 1, this field represents
| atitude uncertainty. The contents of this field are
undefined for other values of the Ver field.

A 34-bit fixed-point value consisting of 9 bits of
integer and 25 bits of fraction, interpreted as described
in Section 2.3.

6 bits. When the Ver field =1, this field represents
| ongi tude uncertainty. The contents of this field are
undefined for other values of the Ver field.

A 34-bit fixed-point value consisting of 9 bits of
integer and 25 bits of fraction, interpreted as described
in Section 2.3.

4 bits. Altitude Type, defined in Section 2.4.

6 bits. Wen the Ver field = 1, this field represents
altitude uncertainty. The contents of this field are
undefined for other values of the Ver field.

A 30-bit value defined by the AType field, described in
Section 2.4.

The Ver field is 2 bits, providing for four potential
versions. This specification defines the behavior of
version 1. The Ver field is always |ocated at the sane
of fset fromthe beginning of the option, regardl ess of
the version in use. DHCPv6 clients inplenenting this
speci ficati on MIUST support receiving version 1 responses.
DHCPv6 servers inplementing this specification MIST send
version 1 responses.

3 bits. The Res field is reserved. These bits have been
used by [| EEE-802. 11y], but are not defined within this
speci fication.

3 bits. The Map Datum used for the coordinates given in
this option.
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2.2. DHCPv4 Op
2.2.1. DHCPv4
The format o

0
01234
+- 4o - +- +
Code 12
e

+- 4o - 4o+

+-
I
+-
I
+-
I
+- +-
I
+-
I
+-

LaRes:

Lati t ude:

LoRes:

Longi t ude:
AType:

Al t Res:

Al titude:
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tions
GeoConf Option
f the DHCPv4 GeoConf Option is as foll ows:

1 2 3
567890123456789012345678901
B S S T T i S S S S SN S S T S S S S
3 | Lengt h | LaRes | Latitude
B S e S i T R i I S S i St S

Latitude (cont’d) | LoRes |
e s S o i S I i i I S S S S S S
Longi t ude

B e T T S S i S i i S i R e
AltRes | Al titude +

B i e S e T e e i S i R e
| Res | Dat un]
R e i i i

— 4+ + + 4+

8 bits. The code for the DHCPv4 GeoConf Option (123).

8 bits. The length of the option, in octets.
The option length is 16.

6 bits. This field represents latitude resolution

A 34-bit fixed-point value consisting of 9 bits of signed
integer and 25 bits of fraction, interpreted as described
in Section 2.3.

6 bits. This field represents longitude resolution

A 34-bit fixed-point value consisting of 9 bits of signed
integer and 25 bits of fraction, interpreted as described
in Section 2.3.

4 bits. Atitude Type, defined in Section 2.4.

6 bits. This field represents altitude resolution

A 30-bit value defined by the AType field, described in
Section 2.4.
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Res:

Dat um
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5 bits. The Res field is reserved. These bits have been
used by | EEE 802. 11y [I| EEE-802. 11y], but are not defined
within this specification.

3 bits. The Map Datum used for the coordinates given in
this option.

2.2.2. DHCPv4 GeolLoc Option

The format of the DHCPv4 GeolLoc Option is as follows:

0

1 2 3

01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Code 144 | Length | LatUnc | Lati tude
T o R it ol o T R e S e i s ks st (IE B TR i i SR i TR o

I

+
|

+
(0]
+

Latitude:
LongUnc:
Longi t ude:

AType:

Pol k, et al.

Latitude (cont’d) | LongUnc |

— 4+ 4+ + +

Longi t ude

T T T o i S e

AltUnc | Al titude +
T i T R e i i sl o it ST S SR S i S R e R e i &

+-
nt'd) |Ver| Res | Datum
+-

e et o h o
8 bits. The code for the DHCPv4 GeolLoc Option (144).

8 bits. The length of the option, in octets.
For version 1, the option length is 16.

6 bits. Wen the Ver field = 1, this field represents
| atitude uncertainty. The contents of this field are
undefined for other values of the Ver field.

A 34-bit fixed-point value consisting of 9 bits of
integer and 25 bits of fraction, interpreted as described
in Section 2.3.

6 bits. When the Ver field =1, this field represents

| ongi tude uncertainty. The contents of this field are
undefined for other values of the Ver field.

A 34-bit fixed-point value consisting of 9 bits of
integer and 25 bits of fraction, interpreted as described
in Section 2.3.

4 bits. Altitude Type, defined in Section 2.4.
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Al t Unc: 6 bits. When the Ver field =1, this field represents
altitude uncertainty. The contents of this field are
undefined for other values of the Ver field.

Altitude: A 30-bit value defined by the AType field, described in
Section 2.4.

Ver: The Ver field is 2 bits, providing for four potential
versions. This specification defines the behavior of
version 1. The Ver field is always |ocated at the sane
of fset fromthe beginning of the option, regardl ess of
the version in use.

Res: 3 bits. The Res field is reserved. These bits have been
used by [IEEE-802.11y], but are not defined within this
speci fication.

Dat um 3 bits. The Map Datum used for the coordinates given in
this option.

2.2.3. Option Support
2.2.3.1. dient Support

DHCPv4 clients inplenenting this specification MJST support receiving
the DHCPv4 GeolLoc Option 144 (version 1), and MAY support receiving
the DHCPv4 GeoConf Option 123 (originally defined in RFC 3825

[ RFC3825] ).

DHCPv4 clients request the DHCPv4 server to send GeoConf Option 123,
GeoLoc Option 144, or both via inclusion of the Parameter Request
List option. As noted in Section 9.8 of RFC 2132 [ RFC2132]:

This option is used by a DHCP client to request val ues for
specified configuration paranmeters. The list of requested
paraneters is specified as n octets, where each octet is a valid
DHCP option code as defined in this docunent.

The client MAY list the options in order of preference. The DHCP
server is not required to return the options in the requested
order, but MJST try to insert the requested options in the order
requested by the client.

Pol k, et al. St andards Track [ Page 10]



RFC 6225 DHCP Options for Coordinate LCl July 2011

When DHCPv4 and DHCPv6 clients inplenmenting this specification do not
under stand a datum val ue, they MJST assume a World CGeodetic System
1984 (WGS84) [WES84] datum (Eur opean Petrol eum Survey G oup (EPSG

[ EPSG 4326 or 4979, depending on whether there is an altitude val ue
present) and proceed accordingly. Assumng that a | ess accurate

| ocation value is better than none, this ensures that sone (perhaps

| ess accurate) location is available to the client.

2.2.3.2. Server Option Selection

A DHCPv4 server inplenenting this specification MIUST support sending
GeoLoc Option 144 version 1 and SHOULD support sendi ng GeoConf Option
123 in responses.

A DHCPv4 server that provides |ocation informtion SHOULD honor the
Par amet er Request List included by the DHCPv4 client in order to
deci de whether to send GeoConf Option 123, GeolLoc Option 144, or both
in the Response.

2.3. Latitude and Longitude Fields

The latitude and | ongitude values in this specification are encoded
as 34-bit, two's conplenent, fixed-point values with 9 integer bits
and 25 fractional bits. The exact neaning of these values is
determined by the datuny the description in this section applies to
the datuns defined in this docunent. This docunment uses the sane
definition for all datums it specifies.

When encoding, latitude and | ongitude val ues are rounded to the
nearest 34-bit binary representation. This inprecision is considered
acceptable for the purposes to which this formis intended to be
applied and is ignored when decodi ng.

Positive latitudes are north of the equator, and negative |atitudes
are south of the equator. Positive |longitudes are east of the Prine
Meri di an, and negative (two's conplenent) |ongitudes are west of the
Prime Meridian.

Wthin the coordinate reference systens defined in this docunent
(Datum val ues 1-3), l|ongitude val ues outside the range of -180 to 180
deci nal degrees or |atitude val ues outside the range of -90 to 90
degrees MJST be considered invalid. Server inplenmentations SHOULD
prevent the entry of invalid values within the sel ected coordinate
ref erence system Location consuners MJST ignore invalid |ocation
coordi nates and SHOULD |l og errors related to invalid | ocation
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2.3.1. Latitude and Longitude Resol ution

In the DHCPv4 GeoConf Option 123, the LaRes val ue encodes the nunber
of high-order latitude bits that MJST be considered valid. Any bits
entered to the right of this limt MJST NOT be considered valid and
m ght be purposely false, or zeroed by the sender. The exanples in
Appendix B illustrate that a smaller value in the resolution field
increases the area within which the device is |located. A value of 2
in the LaRes field indicates a precision of no greater than 1/6th
that of the globe (see the first exanple of Appendix B). A value of
34 in the LaRes field indicates a precision of about 3.11 nmin

| atitude at the equator.

In the DHCPv4 GeoConf Option 123, the LoRes val ue encodes the nunber
of high-order |longitude bits that MJST be considered valid. Any bits
entered to the right of this limt MJST NOT be considered valid and
m ght be purposely false, or zeroed by the sender. A value of 2 in
the LoRes field indicates precision of no greater than 1/6th that of
the gl obe (see the first exanple of Appendix B). A value of 34 in
the LoRes field indicates a precision of about 2.42 mmin |ongitude
(at the equator). Because lines of |ongitude converge at the poles,
the distance is smaller (better precision) for |ocations away from

t he equator.

2.3.2. Latitude and Longitude Uncertainty

In the DHCPv6 GeolLoc Option 63 and the DHCPv4 CGeolLoc Option 144, the
Latitude and Longitude Uncertainty fields (LatUnc and LongUnc)
quantify the anpbunt of uncertainty in each of the latitude and
| ongi tude val ues, respectively. A value of 0 is reserved to indicate
that the uncertainty is unknown; val ues greater than 34 are reserved.

A point within the region of uncertainty is selected to be the
encoded point; the centroid of the region is often an appropriate
choice. The value for uncertainty is taken as the distance fromthe
selected point to the furthest extreme of the region of uncertainty
on that axis. This is denonstrated in the figure bel ow, which shows
a two-di mensi onal polygon that is projected on each axis. 1In the
figure, "X'" marks the point that is selected; the ranges marked wth
"U' indicate the uncertainty.
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A~ / |
| | / I
| | / I
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| | ( I
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I I I
] |
|-ommee X oo |
| <----- U----- >|
Key
V, » = vertical arrows, delimting the vertical uncertainty range.
<> = hori zontal arrows, delimting the horizontal uncertainty

range.
Uncertainty applies to each axis independently.

The anount of uncertainty can be deternmined fromthe encodi ng by
taking 2 to the power of 8, |less the encoded value, as is shown in
the following fornmula, where "x" is the encoded integer val ue:

uncertainty = 2~ ( 8 - x)

The result of this fornula is expressed in degrees of |atitude or

| ongitude. The uncertainty is added to the base |atitude or

| ongi tude value to deternine the maxi numvalue in the uncertainty
range; sinmilarly, the uncertainty is subtracted fromthe base val ue
to determi ne the mninumvalue. Note that because |ines of |ongitude
converge at the poles, the actual distance represented by this
uncertainty changes with the distance fromthe equator

If the maxi mum or mninmum | atitude val ues derived from applying
uncertainty are outside the range of -90 to +90, these values are
trimmed to within this range. |f the maxi mum or nini num | ongitude
val ues derived from appl yi ng uncertainty are outside the range of
-180 to +180, then these values are nornalized to this range by
addi ng or subtracting 360 as necessary.
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The encoded value is determned by subtracting the next highest whole
i nteger value for the base 2 |logarithmof uncertainty from8, as is
shown by the follow ng formnmula, where uncertainty is the mdpoint of
the known range | ess the | ower bound of that range:

x =8 - ceil( log2( uncertainty ) )

Note that the result of encoding this value increases the range of
uncertainty to the next avail abl e power of two; subsequent repeated
encodi ngs and decodi ngs do not change the value. Only increasing
uncertainty neans that the associated confi dence does not have to
decr ease

2.4. Altitude

How the altitude value is interpreted depends on the Altitude Type
(AType) value and the selected datum Three Altitude Type val ues are
defined in this docunment: unknown (0), nmeters (1), and floors (2).

2.4.1. No Known Altitude (AType = 0)

In sone cases, the altitude of the location m ght not be provided.
An Altitude Type value of zero indicates that the altitude is not
given to the client. In this case, the Altitude and Altitude
Uncertainty fields can contain any val ue and MJST be i gnored.

2.4.2. Atitude in Meters (AType = 1)

If the Altitude Type has a value of one, altitude is neasured in
meters, inrelation to the zero set by the vertical datum For AType
=1, the altitude value is expressed as a 30-bit, fixed-point, tw's
compl enent integer with 22 integer bits and 8 fractional bits.

2.4.3. Atitude in Floors (AType = 2)

A value of two for Altitude Type indicates that the altitude value is
measured in floors. Since altitude in neters nmay not be known wi thin
a building, a floor indication may be nore useful. For AType = 2,
the altitude value is expressed as a 30-bit, fixed-point, two's

conpl enent integer with 22 integer bits and 8 fractional bits.

This value is relevant only in relation to a building; the value is
relative to the ground | evel of the building. Floors |ocated bel ow
ground | evel are represented by negative values. |In sonme buildings,
it mght not be clear which floor is at ground |level, or an
intermedi ate floor mght be hard to identify as such. Deternining
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what floor is at ground | evel and what constitutes a sub-floor as
opposed to a naturally nunbered floor is left to |l oca
interpretation.

Larger values represent floors that are farther away fromfloor O
such that:

- if positive, the floor value is farther above the ground fl oor.
- if negative, the floor value is farther below the ground fl oor

Non-integer values can be used to represent internediate or

sub-fl oors, such as nezzanine levels. Exanple: a nezzani ne between
floor 1 and floor 2 could be represented as a value of 1.25

Exanmpl e: mezzani nes between floor 4 and floor 5 could be represented
as values of 4.5 and 4.75.

2.4.4. A titude Resolution

In the DHCPv4 GeoConf Option 123, the altitude resolution (AltRes)
val ue encodes the nunber of high-order altitude bits that should be
considered valid. Values above 30 (decinal) are undefined and
reserved.

If the Altitude Type value is one (AType = 1), an AltRes value of 0.0
woul d indicate an unknown altitude. The nost precise altitude would

have an AltRes value of 30. Many values of AltRes woul d obscure any

variation due to vertical datum differences

The AltRes field SHOULD be set to naxi num precision when AType = 2
(floors) when a floor value is included in the DHCP Reply, or when
AType = 0, to denote that the floor isn’t known. An altitude coded
as AType = 2, AltRes = 30, and Altitude = 0.0 is meani ngful even
outside a building, and represents ground |level at the given |atitude
and | ongi t ude.

2.4.5. Atitude Uncertainty

In the DHCPv6 GeolLoc Option 63 or the DHCPv4 GeolLoc Option 144, the
Al tUnc value quantifies the anbunt of uncertainty in the altitude
value. As with LatUnc and LongUnc, a value of O for AltUnc is
reserved to indicate that altitude uncertainty is not known; val ues
above 30 are also reserved. Altitude uncertainty only applies to
Al titude Type 1.
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The amount of altitude uncertainty can be deternined by the follow ng
formula, where x is the encoded integer val ue:

Uncertainty =2 ~ ( 21 - x )
This value uses the sane units as the associated altitude.

Simlarly, a value for the encoded integer value can be derived by
the follow ng formul a:

x =21 - ceil( log2( uncertainty ) )
2.5. Datum

The Datum field determ nes how coordi nates are organi zed and rel ated
to the real world. Three datuns are defined in this docunent, based
on the definitions in [ OGP. Geodesy]:

1: WGS84 (Latitude, Longitude, Altitude): The World Geodetic System
1984 [WGS84] coordinate reference system

This datumis identified by the European Petrol eum Survey G oup
(EPSG /I nternational Association of Ol & Gas Producers (OGP) with
the code 4979, or by the URN "urn:ogc: def:crs: EPSG : 4979".

Wthout altitude, this datumis identified by the EPSG OGP code
4326 and the URN "urn:ogc:def:crs: EPSG : 4326".

2: NAD83 (Latitude, Longitude) + NAVD88: This datum uses a
conbi nation of the North American Datum 1983 (NAD83) for
hori zontal (Latitude and Longitude) values, plus the North
Anmeri can Vertical Datum of 1988 (NAVD88) vertical datum

This datumis used for referencing |ocation on |and (not near
tidal water) within North Anerica.

NAD83 is identified by the EPSE OGP code of 4269, or the URN
"urn:ogc: def:crs: EPSG : 4269". NAVD88 is identified by the EPSE
OGP code of 5703, or the URN "urn:ogc:def:crs: EPSG : 5703".

3: NAD83 (Latitude, Longitude) + MLLW This datum uses a conbination
of the North Anerican Datum 1983 (NAD83) for horizontal (Latitude
and Longitude) val ues, plus the Mean Lower Low Water (M.LW
vertical datum

This datumis used for referencing |ocation on or near tidal water
within North America.
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4.

4.

NADB3 is identified by the EPSE OGP code of 4269, or the URN
"urn:ogc: def:crs: EPSG : 4269". M.LWdoes not have a specific code
or URN.

Al'l hosts MJST support the WES84 datum (Datum 1).
Security Considerations

Geopriv requirenents (including security requirenents) are di scussed
in "Geopriv Requirenments" [RFC3693]. A threat analysis is provided
in "Threat Analysis of the CGeopriv Protocol" [RFC3694].

Since there is no privacy protection for DHCP nessages, an
eavesdr opper who can nonitor the |Iink between the DHCP server and
requesting client can discover this LCl.

To minimze the uni ntended exposure of |ocation information, the LC
option SHOULD be returned by DHCP servers only when the DHCP client
has included this option in its 'paranmeter request list’ (Section 3.5
of [RFC2131], Section 9.8 of [RFC2132]).

Where critical decisions mght be based on the value of this option,
DHCP aut hentication as defined in "Authentication for DHCP Messages”
[ RFC3118] and "Dynami c Host Configuration Protocol for |Pv6 (DHCPv6)"
[ RFC3315] SHOULD be used to protect the integrity of the DHCP
options.

Li nk-l ayer confidentiality and integrity protection may al so be
enpl oyed to reduce the risk of |ocation disclosure and tanpering.

| ANA Consi der ati ons
1. DHCP Options

Thi s docunent defines the DHCPv6 GeolLoc Option (see Section 2.1),
whi ch has been assigned a DHCPv6 option code of 63 per [RFC3315]:

Val ue Descri ption Ref erence

63 OPTI ON_GEOLOCATI ON RFC 6225

Thi s docunent defines the DHCPv4 GeoConf Option (see Section 2.2.1),
whi ch has been assigned a DHCPv4 option code of 123 fromthe DHCP
Opti on space.
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4. 2.

4. 3.

Pol

Thi s docunent al so defines the DHCPv4 GeolLoc Option (see
Section 2.2.2), which has been assigned a DHCPv4 option code of 144
per [RFC2132] [RFC2939]:

Dat a
Tag Narme Length Meani ng Ref erence
144 Geoloc 16 Geospatial Location RFC 6225

with Uncertainty
Al titude Type Registry

| ANA has created and now rmai ntains the Altitude Type registry
foll owi ng the guidelines bel ow

The registry consists of three values: Atitude Type, Description,
and Reference. These are described bel ow

Al'titude Type: An integer, refers to the value used in the DHCPv4
GeoConf and the DHCPv4 and DHCPv6 GeolLoc options described in this
docunent. Values 0 - 2 are assigned. Values 3 - 15 are
Unassi gned [ RFC5226] .

Description: The description of the altitude described by this code.

Ref erence: The reference to the docunent that describes the altitude
code. This reference MJIST define the way that the 30-bit altitude
val ues and the associated 6-bit uncertainty are interpreted.

Initial values are given bel ow, new assignments are to be nmade
followi ng the "Standards Action" policies [ RFC5226].

R o e e e e e oo - o e e - +
| # | Description | Reference |
Femmm o - Fom e e e e e oo s oo s +
| O | No known altitude | RFC 6225 |
| 1 | Altitude in nmeters | RFC 6225 |
| 2 | Altitude in floors | RFC 6225 |
| 3-15 | Unassigned | |
+o-m - - o e e e e m oo oo R +

Dat um Regi stry

| ANA has created and now mai ntains the Datumregistry follow ng the
gui del i nes bel ow.

The registry consists of three values: Datum Description, and
Ref erence. These are described bel ow
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Datum An integer, refers to the value used in the DHCPv4 GeoConf and
the DHCPv4 and DHCPv6 GeolLoc options described in this docunent.
Value 0 is Reserved. Values 1 - 3 are assigned. Values 4 - 7 are
Unassi gned [ RFC5226] .

Description: The description of the altitude described by this code.

Ref erence: The reference to the docunent that describes the Datum
code. This reference MJST include specification of both the
hori zontal and vertical datum and MJST define the way that the
34-bit values and the respective 6-bit uncertainties are
i nt erpreted.

Initial values are given bel ow, new assignnents are to be made
followi ng the "Standards Action" policies [ RFC5226].

Femmm o - o m e e e e e e e e e e e e e e e e e eee—o o on oo s +
|  # | Description | Reference |
S o m m e e e e e e e e e e e me— oo - o e e o - +
| O | Reserved | RFC 6225 |
R oo e m e e e e e e e e e e e e e e e e e ma o - o e e - +
| 1 | Vertical datum WGS 84 defined by EPSG | RFC 6225 |
| | CRS Code 4327 | |
Fomm o - o m e e e e e e e e e e e e e e e e eeeo— o on oo s +
| 2 | Vertical datum NAD83 defined by EPSG | RFC 6225 |

| | CRS Code 4269 with North American | |
| | Vertical Datum of 1988 ( NAVD8S8) | |

| 3 | Vertical datum NAD83 defined by EPSG | RFC 6225 |
| | CRS Code 4269 with Mean Lower Low Water | |
| | (M.LW as associated vertical datum | |

4.4. GeolLoc Option Version Registry

| ANA has created and now mai ntains the GeoLoc Option Version registry
foll owi ng the guidelines bel ow

The registry consists of three val ues: GeolLoc Option Version,
Description, and Reference. These are described bel ow.

GeoLoc Option Version: An integer; refers to the version used in the
DHCPv4 and DHCPv6 GeolLoc options described in this docunent.
Value 0 is Reserved. Value 1 has been assigned. Values 2 - 3 are
Unassi gned [ RFC5226] .
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Description: The description of the version described by this code.

Ref erence: The reference to the docunent that describes the Version
code.

Initial values are given bel ow, new assignments are to be made
followi ng the "Standards Action" policies [ RFC5226].

R o e m e e e e e e e e e e e e e e me e o e e - +
| # | Description | Reference |
S O . +
| O | Reserved | RFC 6225 |
oo Fo e e eemeeeeieeieeccicemeaccneaaaas . +
| 1 | I'nmplementations utilizing uncertainty | RFC 6225 |

| | parameters for both DHCPv4 and DHCPv6 | |
| | GeolLoc options | |
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Appendi x A GML Mappi ng

The GWL representation of a decoded DHCP opti on depends on what
fields are specified. The DHCP format for |ocation logically

descri bes a geodetic prism rectangle, or point, depending on whether
altitude and uncertainty values are provided. |In the absence of
uncertainty information, the value decoded fromthe DHCP form can be
expressed as a single point; this is true regardl ess of whether the
version O or version 1 interpretations of the uncertainty fields are

used. If the point includes altitude, it uses a three-di nmensi ona
Coordi nate Reference System (CRS); otherwi se, it uses a two-
dimensional CRS. |If all fields are included along with uncertainty,

the shape described is a rectangular prism Note that this is
necessary given that uncertainty for each axis is provided
i ndependent | y.

If altitude or altitude uncertainty (AltUnc) is not specified, the
shape is described as a rectangle using the "gm : Pol ygon" shape. |If
altitude is available, a three-dinensional CRS is used; otherw se, a
two-di nensional CRS is used.

For Datum values of 2 or 3 (NAD83), there is no avail able CRS URN
that covers three-dinmensional coordinates. By necessity, locations
described in these datuns can be represented by two-di nensi ona
shapes only; that is, either a two-dinmensional point or a polygon

If the Altitude Type is 2 (floors), then this value can be
represented using a civic address object [RFC5139] that is presented
al ongsi de the geodetic object.

Thi s Appendi x descri bes how the | ocation val ue encoded in DHCP f or mat
for geodetic |location can be expressed in GM.. The mapping is valid
for the DHCPv6 GeolLoc Option as well as both of the DHCPv4 GeoConf
and GeolLoc options, and for the currently defined datum values (1, 2,
and 3). Further version or datumdefinitions should provide simlar
mappi ngs.

These shapes can be mapped to GWL by first conputing the bounds that
are described using the coordi nate and uncertainty fields, then
encoding the result in a GW Pol ygon or Prism shape.

A 1. GW Tenpl ates
If altitude is provided in meters (AType 1) and the datumvalue is
WS84 (value 1), then the proper GWL shape is a Prism with the

followi ng form (where $val ue$ indicates a value computed fromthe
DHCP option as descri bed bel ow):
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<gs: Prism srsNane="urn: ogc: def: crs: EPSG : 4979"
xm ns: gs="http://ww. opengi s. net/pidfl o/ 1. 0"
xm ns: gm ="http://ww. opengi s. net/gm ">
<gs: base>
<gn : Pol ygon>
<gm : exterior>
<gm : Li near Ri ng>
<gm : posLi st >
$l owLati tude$ $l owlongi tude$ $l owAl titude$
$l owLat i t ude$ $hi ghLongi tude$ $l owAl titude$
$hi ghLati tude$ $hi ghLongi tude$ $l owAl titude$
$hi ghLati tude$ $l owLongitude$ $l owAl titude$
$l owLatitude$ $l owLongitude$ $l owAl titude$
</ gm : posLi st >
</ gm : Li near Ri ng>
</gm :exterior>
</ gm : Pol ygon>
</ gs: base>
<gs: hei ght uom="urn: ogc: def: uom EPSG : 9001" >
$hi ghAl titude - |owAltitude$
</ gs: hei ght >
</ gs:Prisnpr

The Pol ygon shape is used if altitude is omitted or specified in
floors, or if either NAD83 datumis used (value 2 or 3). The
correspondi ng GV Pol ygon has the follow ng form

<gm : Pol ygon srsName="$2D- CRS- URN$"
xm ns: gm ="http://ww. opengi s. net/gm ">>
<gm : exterior>
<gm : Li near Ri ng>
<gm : posLi st >
$l owLati tude$ $l owlongitude$
$l owLati tude$ $hi ghLongi tude$
$hi ghLati tude$ $hi ghLongi t ude$
$hi ghLati tude$ $l owLongitude$
$l owLatitude$ $l owlongi tude$
</ gm : posLi st >
</ gm : Li near Ri ng>
</gm :exterior>
</ gm : Pol ygon>

The value "2D-CRS-URN' is defined by the datumvalue: If the datumis
WS84 (value 1), then the 2D-CRS-URN is "urn:ogc: def:crs: EPSG : 4326".
If the datumis NAD383 (value 2 or 3), then the 2D-CRS-URN i s
"urn:ogc: def: crs: EPSG : 4269".
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A Pol ygon shape with the W5S84 three-di mensional CRS is used if the
datumis WES84 (value 1) and the altitude is specified in meters
(Al'titude Type 1), but no altitude uncertainty is specified (that is,
AltUnc is 0). In this case, the value of the Altitude field is added
after each of the points above, and the srsNane attribute is set to
the three-di mensi onal WES84 CRS, nanely "urn:ogc:def:crs: EPSG : 4979".

A simple point shape is used if either |atitude uncertainty (LatUnc)
or longitude uncertainty (LongUnc) is not specified. Wth altitude,
this uses a three-dinensional CRS; otherw se, it uses a two-

di mensi onal CRS

<gm : Poi nt srsNanme="$CRS- URN$"
xm ns: gm ="http://ww. opengi s. net/gm ">
<gm : pos>$Latitude$ $Longitude$ $[ Al titude] $</ gm : pos>
</ gn : Poi nt >

A.1.1. Finding Low and Hi gh Values Using Uncertainty Fields

For the DHCPv4 GeoConf Option 123, resolution fields are used (LaRes,
LoRes, Al'tRes), indicating how many bits of a value contain
information. Any bits beyond those indicated can be either zero or
one.

For the DHCPv6 CeolLoc Option 63 and DHCPv4 CGeoLoc Option 144, the
Lat Unc, LongUnc, and AltUnc fields indicate uncertainty distances,
denoting the bounds of the |ocation region described by the DHCP

| ocati on object.

The two sections bel ow descri be how to conpute the |atitude,

| ongi tude, and altitude bounds (e.g., $lowLatitude$, $highAltitude$)
in the tenpl ates above. The first section describes how t hese bounds
are conputed in the "resol uti on encodi ng" (DHCPv4 CGeoConf

Option 123), while the second section addresses the "uncertainty
encodi ng" (DHCPv6 GeolLoc Option 63 and DHCPv4 GeolLoc Option 144).

A.1.1.1. Resolution Encoding

G ven a nunber of resolution bits (i.e., the value of a resolution
field), if all bits beyond those bhits are set to zero, this gives the
| owest possible value. The hi ghest possible value can be found
setting all bits to one.

If the encoded val ue of |atitude/longitude and resolution (LaRes,
LoRes) are treated as 34-bit unsigned integers, the follow ng can be
used (where ">>" is a bitwise right shift, "& is a bitwise AND, "~"
is a bitwise negation, and "|" is a bitwise OR).

Pol k, et al. St andards Track [ Page 25]



RFC 6225 DHCP Options for Coordinate LCl July 2011

mask = Ox3ffffffff >> resol ution
| owal ue = val ue & ~nmsk
hi ghval ue = value | mask + 1

Once these values are determ ned, the correspondi ng fl oati ng-point
nunbers can be conputed by dividing the values by 2725 (since there
are 25 bits of fraction in the fixed-point representation).

Al ternatively, the | owest possible value can be found by using
resolution to determine the size of the range. This nethod has the
advantage that it operates on the decoded floating-point values. It
is equivalent to the first nmechanism to a possible error of 27-25
(2~-8 for altitude).

scale =2 "~ (9 - resolution)
| owalue = floor( value / scale ) * scale
hi ghval ue = | owal ue + scal e

Altitude resolution (AltRes) uses the sane process with different
constants. There are 22 whole bits in the altitude encoding (instead
of 9) and 30 bits in total (instead of 34).

A.1.1.2. Uncertainty Encoding

In the uncertainty encoding, the uncertainty fields (LongUnc/Lat Unc)
directly represent the logarithms of uncertainty distances. So the

| ow and hi gh bounds are computed by first conmputing the uncertainty
di stances, then adding and subtracting these fromthe val ue provided.
If "uncertainty" is the unsigned integer value of the uncertainty
field and "value" is the value of the coordinate field:

di st ance 2 " (8 - uncertainty)
| owal ue val ue - distance
hi ghval ue = val ue + di stance

Al titude uncertainty (AltUnc in version 1) uses the sanme process with
different constants:

di st ance
| owal ue

2 ™ (21 - uncertainty)
val ue - distance
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Appendi x B. Cal cul ati ons of Resol ution

The foll owi ng exanples for two different | ocations denonstrate how
the resolution values for latitude, longitude, and altitude (used in
DHCPv4 CGeoConf Option 123) can be calculated. 1In both exanples, the
geo-l ocation values were derived from naps using the WS84 nap datum
therefore, in these exanples, the Datumfield would have a value =1
(00000001, or 0x01).

B.1. Location Configuration Information of "Wite House" (Exanple 1)

The grounds of the Wite House in Washington D.C. (1600 Pennsyl vania
Ave. NW Washington, DC 20006) can be found between 38.895375 and
38. 898653 degrees North and 77.037911 and 77.035116 degrees West. In
this exanple, we assune that we are standing on the sidewal k on the
north side of the Wite House, between driveways. Since we are not
inside a structure, we assune an altitude value of 15 neters,
interpolated fromthe US Geol ogi cal survey map, WAshington

Washi ngt on West quadrangl e.

The address was NOT picked for any political reason and can easily be
found on the Internet or nmapping software, but was picked as an
easily identifiable | ocation on our planet.

In this exanmple, the requirenent of emergency responders in North
America via their National Emergency Number Association (NENA) Mde
Legi sl ation [ NENA] could be net by a LaRes value of 21 and a LoRes
value of 20. This would yield a geo-location that is latitude
38.8984375 north to |l atitude 38.8988616 north and | ongitude
-77.0371094 to |l ongitude -77.0375977. This is an area of
approximately 89 feet by 75 feet or 6669 square feet, which is very
close to the 7000 square feet requested by NENA. In this exanple, a
service provider could enforce that a device send | ocation
configuration information with this m ni num anount of resolution for
this particular |ocation when calling energency services.

An approximate representation of this location nmight be provided
usi ng the DHCPv4 GeoConf Option 123 encoding as foll ows:
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0 1 2 3
01234567890123456789012345678901
e o I e e ol i I T T T S S e e e e i i ol it T R R
| Code (123) | CptLen (16) | LaRes | Latitude
|[0111101100010000010010000100110 1
T S i o I R S S i it et EIE S R R S S e i i e e s
Latitude (cont’d) | LoRes |
11001011100110000110001 1101 000 11 1.
e o I e e ol i I T T T S S e e e e i i ol it T R R
Longi tude (cont’d) |

0 110010111101101010000101120001200]
T S i o I R S S i it et EIE S R R S S e i i e e s
| AType | AltRes | Al titude
|/000101000100000000000000000O0111 1.
e o I e e ol i I T T T S S e e e e i i ol it T R R
. At (cont’d) | Res | Dat un

.0000000O0/0O0O0O0O0O0]O0O0 1]
R T i T i e s ik T e R T

In hexadecimal, this is 7B10484D CB986347 65ED42C4 1440000F 0001
B.1.1. Decoding Location Configuration Information with Resolution

Decoding this option gives a latitude of 38.897647 (to 7 deci nal

pl aces) with 18 bits of resolution, a longitude of -77.0366000 with
17 bits of resolution, an Altitude Type of meters with a value of 15
and 17 bits of resolution, version O (resolution), and the W3S84

dat um

For the latitude value, 18 bits of resolution allow for values in the
range from 38. 8964844 to 38.8984375. For the |ongitude val ue, 17
bits of resolution allow for values in the range from-77.0390625 to
-77.0351563. Having 17 bits of resolution in the altitude allows for
values in the range fromO to 32 neters.

B.1.2. GW Representation of Decoded Location Configuration Information

The foll owi ng GV shows the val ue decoded in the previous exanple as
a point in a three-dinmensional CRS

<gnl : Poi nt srsNanme="urn: ogc: def: crs: EPSG : 4979"
xm ns: gm ="http://ww. opengi s. net/gm ">
<gml : pos>38. 897647 -77.0366 15</gmn : pos>
</ gm : Poi nt >

This representation ignores the values included in the resolution

paraneters. |If resolution values are provided, a rectangular prism
can be used to represent the |ocation.
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The foll owi ng exanpl e uses all of the decoded information fromthe
previ ous exanpl e:

<gs: Prism srsNane="urn: ogc: def: crs: EPSG : 4979"
xm ns: gs="http://ww. opengi s. net/pidflo/1l.0"
xm ns: gm ="http://ww. opengi s. net/gm ">

<gs: base>
<gnm : Pol ygon>
<gm : exterior>
<gnl : Li near Ri ng>
<gnm : posLi st >
38. 8964844 -77.0390625 0
38. 8964844 -77.0351563 0
38.8984375 -77.0351563 0
38.8984375 -77.0390625 0
38.8964844 -77.0390625 0
</ gm : posLi st>
</ gm : Li near Ri ng>
</gm :exterior>
</ gm : Pol ygon>
</ gs: base>
<gs: hei ght uom="urn: ogc: def: uom EPSG : 9001" >
32

</ gs: hei ght >
</gs:Prisnp

B.2. Location Configuration Information of "Sears Tower" (Exanple 2)

Post al Addr ess:
Sears Tower
103rd Fl oor
233 S. Wacker Dr.
Chicago, IL 60606

Vi ewi ng the Chicago area fromthe Cbservation Deck of the Sears
Tower :

Latitude 41.87884 degrees North (or +41.87884 degrees)

Using two's conplenent, 34-bit fixed point, 25 bits of fraction
Latitude = 0x053clf 751,

Latitude = 0001010011110000011111011101010001

Longi tude 87.63602 degrees West (or -87.63602 degrees)

Using two’'s conplenment, 34-bit fixed point, 25 bits of fraction

Longi tude = 0Oxf50ba5b97,
Longi tude = 1101010000101110100101101110010111
Al titude 103
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In this exanple, we are inside a structure; therefore, we will assune
an altitude value of 103 to indicate the floor we are on. The

Al titude Type value is 2, indicating floors. The AlItRes field would

indicate that all bits in the Altitude field are true, as we want to

accurately represent the floor of the structure where we are | ocat ed.

AltRes = 30, Oxle, 011110
AType = 2, 0x02, 000010
Al titude = 103, 0x00006700, 000000000000000110011100000000

For the accuracy of the latitude and | ongitude, the best information
available to us was supplied by a generic mappi ng service that shows
a single geo-loc for all of the Sears Tower. Therefore, we are going
to show LaRes as value 18 (0x12 or 010010) and LoRes as val ue 18
(0x12 or 010010). This would be describing a geo-location area that
is latitude 41.8769531 to |latitude 41. 8789062 and extends from
-87.6367188 degrees to -87.6347657 degrees longitude. This is an
area of approximately 373412 square feet (713.3 ft. x 523.5 ft.).

Appendi x C. Cal cul ations of Uncertainty

The foll owi ng exanpl e denpnstrates how uncertainty val ues for

| atitude, longitude, and altitude (LatUnc, LongUnc, and Al tUnc used
in the DHCPv6 CeoLoc Option 63 as well as DHCPv4 GeoLoc Option 144)
can be cal cul at ed.

C.1. Location Configuration Information of "Sydney Opera House"
(Exanpl e 3)

Thi s section describes an exanple of encodi ng and decodi ng the
geodetic DHCP Option. The textual results are expressed in GV
[OGC-GWML3.1.1] form suitable for inclusion in PIDFLO [RFC4119].

These exanpl es all assune a datum of WS84 (datum = 1) and an
Al titude Type of neters (AType = 1).

C. 1.1. Encoding a Location into DHCP Ceodetic Form

Thi s exanpl e draws a rough pol ygon around the Sydney Opera House.
Thi s pol ygon consists of the follow ng six points:

33.856625 S, 151.215906 E
33.856299 S, 151.215343 E
33.856326 S, 151.214731 E
33. 857533 S, 151. 214495 E
33.857720 S, 151. 214613 E
33.857369 S, 151.215375 E
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The top of the building is 67.4 nmeters above sea |level, and a
starting altitude of O meters above the WS84 geoid is assuned.

The first step is to determne the range of latitude and | ongitude
val ues. Latitude ranges from-33.857720 to -33.856299; | ongitude
ranges from 151. 214495 to 151. 215906.

For this exanple, the point that is encoded is chosen by finding the
m ddl e of each range, that is (-33.8570095, 151.2152005). This is
encoded as (1110111100010010010011011000001101,
0100101110011011100010111011000011) in binary, or (3BC49360D
12E6E2EC3) in hexadecimal notation (with an extra 2 bits of |eading
paddi ng on each). Altitude is set at 33.7 neters, which is
000000000000000010000110110011 (bi nary) or 000021B3 (hexadecimal).
The latitude uncertainty (LatUnc) is given by inserting the
di fference between the center value and the outer value into the
formula from Section 2.3.2. This gives:

x = 8 - ceil( log2( -33.8570095 - -33.857720 ) )

The result of this equation is 18; therefore, the uncertainty is
encoded as 010010 in binary.

Simlarly, longitude uncertainty (LongUnc) is given by the fornul a:
x = 8 - ceil( log2( 151.2152005 - 151.214495 ) )

The result of this equation is also 18, or 010010 in binary.

Al titude uncertainty (A tUnc) uses the fornmula from Section 2.4.5:
Xx =21 - ceil( log2( 33.7 - 0) )

The result of this equation is 15, which is encoded as 001111 in
bi nary.

Adding an Altitude Type of 1 (meters) and a Datum of 1 (WGS84), this
gives the follow ng DHCPv4 GeoLoc Option 144 form
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0 1 2 3
01234567890123456789012345678901
e o I e e ol i I T T T S S e e e e i i ol it T R R
| Code (144) | CptLen (16) | LatUnc | Latitude
|/0111101100010000010010/21211011110 0
T S i o I R S S i it et EIE S R R S S e i i e e s
Latitude (cont’d) | LongUnc |
01001001001101100000110 1101 0010|0 1.
e o I e e ol i I T T T S S e e e e i i ol it T R R
Longi tude (cont’d) |
0 0101112001101112000120111201100001 1]
T S i o I R S S i it et EIE S R R S S e i i e e s
| AType | AltUnc | Al titude
|/0001001111000000000000000010000O 1.
e o I e e ol i I T T T S S e e e e i i ol it T R R
. At (cont’d) |Ver| Res | Datuni
.101100112/01000]00 1]
R T i T i e s ik T e R T

In hexadecimal, this is 7B104BBC 49360D49 2E6E2EC3 13C00021 B341
The DHCPv6 formonly differs in the code and option |l ength portion

C.1.2. Decoding a Location from DHCP Geodetic Form

If receiving the binary formcreated in the previous section, this
section describes how that would be interpreted. The result is then
represented as a GVL object, as defined in [ GeoShape].

A latitude value of 1110111100010010010011011000001101 decodes to a
val ue of -33.8570095003 (to 10 deci mal places). The |ongitude val ue
of 0100101110011011100010111011000011 decodes to 151.2152005136

Decoding Tip: If the raw values of latitude and | ongitude are placed
in integer variables, the actual value can be derived by the
fol |l owi ng process:

1. If the highest order bit is set (i.e., the nunber is a two's
compl enent negative), then subtract 2 to the power of 34 (the
total nunber of bits).

2. Divide the result by 2 to the power of 25 (the nunber of
fractional bits) to deternmine the final val ue.

The sane principle can be applied when decoding altitude val ues,
except with different powers of 2 (30 and 8, respectively).
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The latitude and | ongitude uncertainty are both 18, which gives an
uncertainty val ue of 0.0009765625 using the formula from

Section 2.3.2. Therefore, the decoded |l atitude is -33.8570095003 +/ -
0. 0009765625 (or the range from -33.8579860628 to -33.8560329378) and
the decoded | ongitude is 151.2152005136 +/- 0.0009765625 (or the
range from 151. 2142239511 to 151.2161770761).

The encoded altitude of 000000000000000010000110110011 decodes to
33.69921875. The encoded uncertainty of 15 gives a val ue of 64;
therefore, the final uncertainty is 33.69921875 +/- 64 (or the range
from-30.30078125 to 97.69921875).

C1.2.1. GW Representation of Decoded Locations

The foll owing GV shows the val ue decoded in the previous exanple as
a point in a three-dinensional CRS

<gnl : Poi nt srsName="urn: ogc: def: crs: EPSG : 4979"
xm ns: gm ="http://ww. opengi s. net/gn ">
<gml : pos>- 33. 8570095003 151. 2152005136 33.69921875</ gml : pos>
</ gm : Poi nt >

The foll owi ng exanpl e uses all of the decoded infornmation fromthe
previ ous exanpl e:

<gs: Prism srsNane="urn: ogc: def: crs: EPSG : 4979"
xm ns: gs="http://ww. opengi s. net/pidflo/1.0"
xm ns: gm ="http://ww. opengi s. net/gm ">
<gs: base>
<gm : Pol ygon>
<gmi : exterior>
<gnl : Li near R ng>
<gm : posLi st >
- 33. 8579860628 151.2142239511 -30. 30078125
- 33. 8579860628 151.2161770761 -30. 30078125
- 33.8560329378 151. 2161770761 -30.30078125
- 33.8560329378 151. 2142239511 -30. 30078125
- 33. 8579860628 151.2142239511 -30. 30078125
</ gm : posLi st >
</ gn : Li near Ri ng>
</gm :exterior>
</ gm : Pol ygon>
</ gs: base>
<gs: hei ght uom="urn: ogc: def: uom EPSG : 9001" >
128
</ gs: hei ght >
</ gs: Prisnp
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Note that this representation is only appropriate if the uncertainty
is sufficiently small. [GeoShape] recomrends that distances between
pol ygon vertices be kept short. A GW representation like this one
is only appropriate where uncertainty is |ess than 1 degree (an
encoded value of 9 or greater).

Appendi x D. Changes from RFC 3825
This section lists the major changes between RFC 3825 and this
docunent. M nor changes, including style, granmar, spelling, and
editorial changes, are not nentioned here.

0o Section 1 nowincludes clarifications on wired and w rel ess uses.

o The former Sections 1.2 and 1.3 have been renoved. Section 1.2
now defines the concepts of uncertainty and resolution, as well as
conversi on between the DHCP option fornmats and Pl DF-LO

0 A DHCPv6 GeoLoc Option is now defined (Section 2.1) as well as a
new DHCPv4 GeolLoc Option (Section 2.2.2).

o The fornmer Datumfield has been split into three fields: Ver, Res,
and Datum These fields are used in both the DHCPv4 GeoLoc Option
and the DHCPv6 GeoLoc Opti on.

0 Section 2.2.3 has been added, describing option support
requi renents on DHCP clients and servers

0 Section 2.3 has been added, describing the Latitude and Longitude
fields.

0 Section 2.3.1 has been added, covering latitude and | ongitude
resol ution.

0 Section 2.3.2 has been added, covering latitude and | ongitude
uncertainty.

0 Section 2.4 has been added, covering values of the Altitude field
(Sections 2.4.1, 2.4.2, and 2.4.3), altitude resolution
(Section 2.4.4), and altitude uncertainty (Section 2.4.5).

0 Section 2.5 has been added, covering the Datum fi el d.

0 Section 3 (Security Considerations) has added a recomendati on on
link-1ayer confidentiality.
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Pol k,

Section 4 (1 ANA Consi derati ons) has consolidated material relating
to paraneter allocation for both the DHCPv4 and DHCPv6 option
paraneters, and has been rewitten to conformto the practices
recomrended in RFC 5226.

The material formerly in Appendi x A has been updated and shortened
and has been noved to Appendix B

An Appendi x A on GWL mappi ng has been added.

Appendi x C has been added, providing an exanple of uncertainty
encodi ng.

Appendi x D has been added, detailing the changes from RFC 3825
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