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Abstract

The RTP Control Protocol (RTCP) Canonical Name (CNAME) is a
persistent transport-level identifier for an RTP endpoint. Wile the
Synchroni zati on Source (SSRC) identifier of an RTP endpoi nt may
change if a collision is detected or when the RTP application is
restarted, its RTCP CNAME is meant to stay unchanged, so that RTP
endpoi nts can be uniquely identified and associated with their RTP
medi a streans. For proper functionality, RTCP CNAMEs shoul d be

uni que within the participants of an RTP session. However, the

exi sting guidelines for choosing the RTCP CNAME provided in the RTP
standard are insufficient to achieve this uniqueness. This menmp
updat es those guidelines to allow endpoints to choose uni que RTCP
CNAMVES.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6222
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Copyri ght Notice

Copyright (c) 2011 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

In Section 6.5.1 of the RTP specification, [RFC3550], there are a
number of recomendations for choosing a uni que RTCP CNAME for an RTP
endpoint. However, in practice, sone of these methods are not
guaranteed to produce a unique RTCP CNAME. This menp updates

gui del i nes for choosi ng RTCP CNAMEs, superseding those presented in
Section 6.5.1 of [RFC3550].

2. Requirenents Notation
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and

"OPTIONAL" in this docunent are to be interpreted as described in
[ RFC2119] .
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3. Deficiencies with Earlier Cuidelines for Choosing an RTCP CNAME

The recomendation in [ RFC3550] is to generate an RTCP CNAME of the
form"user@ost" for nultiuser systenms, or "host" if the usernane is
not available. The "host" part is specified to be the fully
qual i fied domain nane (FQDN) of the host fromwhich the real-tine
data originates. Wile this guidance was appropriate at the tine

[ RFC3550] was witten, FQDNs are no | onger necessarily unique and can
someti nes be common across several endpoints in |arge service

provi der networks. This docunent replaces the use of FQDN as an RTCP
CNAME by al ternative nmechani sns.

| Pv4 addresses are al so suggested for use in RTCP CNAMES in

[ RFC3550], where the "host" part of the RTCP CNAME is the nuneric
representation of the IPv4 address of the interface from which the
RTP data originates. As noted in [RFC3550], the use of private

net wor k address space [ RFC1918] can result in hosts having network
addresses that are not globally unique. Additionally, this shared
use of the same |IPv4 address can al so occur with public |IPv4
addresses if multiple hosts are assigned the same public |Pv4 address
and connected to a Network Address Transl ati on (NAT) device

[ RFC3022]. When multiple hosts share the sane | Pv4 address, whether
private or public, using the | Pv4 address as the RTCP CNAME | eads to
RTCP CNAMEs that are not necessarily unique.

It is also noted in [RFC3550] that if hosts with private addresses
and no direct IP connectivity to the public Internet have their RTP
packets forwarded to the public Internet through an RTP-1eve
translator, they could end up having non-uni que RTCP CNAMES. The
suggestion in [ RFC3550] is that such applications provide a
configuration option to allow the user to choose a uni que RTCP CNAME;
this technique puts the burden on the translator to translate RTCP
CNAMEs from private addresses to public addresses if necessary to
keep private addresses from bei ng exposed. Experience has shown that
this does not work well in practice.

4. Choosing an RTCP CNAME

It is difficult, and in sone cases inpossible, for a host to
determine if there is a NAT between itself and its RTP peer

Furt hernore, even sone public | Pv4 addresses can be shared by
multiple hosts in the Internet. Using the nuneric representation of
the 1 Pv4 address as the "host" part of the RTCP CNAME is NOT
RECOMVENDED.
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4.1. Persistent RTCP CNAMEs versus Per-Sessi on RTCP CNAMES

The RTCP CNAME can be either persistent across different RTP sessions
for an RTP endpoint or uni que per session, neaning that an RTP
endpoi nt chooses a different RTCP CNAME for each RTP session

An RTP endpoint that is emitting multiple related RTP streans that
require synchroni zation at the other endpoint(s) MJIST use the sane
RTCP CNAME for all streams that are to be synchronized. This
requires a short-term persistent RTCP CNAME that is conmpbn across
several RTP streans, and potentially across several related RTP
sessions. A common exanpl e of such use occurs when |ip-syncing audio
and video streams in a mnultinmedi a session, where a single participant
has to use the same RTCP CNAME for its audio RTP session and for its
vi deo RTP session. Another exanple mght be to synchronize the

| ayers of a | ayered audi o codec, where the same RTCP CNAME has to be
used for each |ayer

A longer-term persistent RTCP CNAME is sonetines useful to facilitate
third-party nonitoring, consistent with [ RFC3550]. One such use

m ght be to allow network managenent tools to correl ate the ongoing
quality of service for a participant across nmultiple RTP sessions for
fault diagnosis, and to understand | ong-term network performance
statistics. An inplenentation that wi shes to discourage this type of
third-party nmonitoring can generate a uni que RTCP CNAME for each RTP
session, or group of related RTP sessions, that it joins. Such a
per-sessi on RTCP CNAME cannot be used for traffic analysis, and so
provides sone limted formof privacy (note that there are non-RTP
means that can be used by a third party to correlate RTP sessions, so
the use of per-session RTCP CNAMEs will not prevent a deternined
traffic analyst fromnonitoring such sessions).

This menmo defines several different ways by which an inplenentation
can choose an RTCP CNAME. It is possible, and legitimte, for

i ndependent inplenentations to nake different choices of RTCP CNAVE
when running on the same host. This can hinder third-party

moni toring, unless sonme external neans is provided to configure a
persi stent choice of RTCP CNAME for those inplenentations.

Note that there is no backwards conpatibility issue (wth [ RFC3550]-

conpati bl e i nplenmentations) introduced in this nmeno, since the RTCP
CNAMEs are opaque strings to renote peers.
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4.2. Requirenents

RTP endpoints will choose to generate RTCP CNAMES that are persistent
or per-session. An RTP endpoint that w shes to generate a persistent
RTCP CNAME MUST use one of the followi ng two nethods:

0 To produce a long-term persistent RTCP CNAME, an RTP endpoi nt MJST
generate and store a Universally Unique IDentifier (UU D)
[ RFC4122] for use as the "host" part of its RTCP CNAME. The UU D
MUST be version 1, 2, or 4, as described in [ RFC4122], with the
"urn:uuid:" stripped, resulting in a 36-octet printable string
representation.

0 To produce a short-term persistent RTCP CNAVE, an RTP endpoi nt
MJST either (a) use the nuneric representation of the |ayer-2
(Medi a Access Control (MAC)) address of the interface that is used
toinitiate the RTP session as the "host" part of its RTCP CNAME
or (b) generate and use an identifier by follow ng the procedure
described in Section 5. In either case, the procedure is
performed once per initialization of the software. After
obtaining an identifier by doing (a) or (b), the I|east significant
48 bits are converted to the standard col on-separated hexadeci nal
format [ RFC5342], e.g., "00:23:32:af:9b:aa", resulting in a
17-octet printable string representation.

In the two cases above, the "user@ part of the RTCP CNAME MAY be
omtted on single-user systems and MAY be repl aced by an opaque token
on nmulti-user systens, to preserve privacy.

An RTP endpoi nt that wi shes to generate a per-session RTCP CNAME MUST
use the foll owi ng nethod:

o For every new RTP session, a new CNAME is generated follow ng the
procedure described in Section 5. After perform ng that
procedure, the least significant 96 bits are used to generate an
identifier (to conproni se between packet size and security), which
is converted to ASCI| using Base64 encodi ng [ RFC4648]. This
results in a 16-octet string representation. The RTCP CNAME
cannot change over the life of an RTP session [ RFC3550]; hence,
only the initial SSRC val ue chosen by the endpoint is used. The
"user@ part of the RTCP CNAME is omtted when generating
per-sessi on RTCP CNAMEs.
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It is believed that obtaining uniqueness (with a high probability) is
an inportant property that requires careful evaluation of the method.
Thi s docunent provides a nunber of nethods, at |east one of which
woul d be suitable for all deploynent scenarios. This docunent

theref ore does not provide for the inplenentor to define and sel ect
an alternative nethod

A future specification mght define an alternative method for
generati ng RTCP CNAMEs, as |ong as the proposed nethod has
appropriate uni queness and there is consistency between the nethods
used for nultiple RTP sessions that are to be correl ated. However,
such a specification needs to be revi ewed and approved before

depl oynent .

The nmechani sns described in this document are to be used to generate
RTCP CNAMEsS, and they are not to be used for generating general -
pur pose unique identifiers.

5. Procedure to Generate a Unique ldentifier

The al gorithm descri bed below is intended to be used for locally
generated uni que identifiers.

1. Obtain the current tinme of day in 64-bit NTP format [ RFC5905].

2. Obtain a nmodified EU -64 identifier fromthe systemrunning this

al gorithm [RFC4291]. |If such a system does not exist, an
identifier can be created froma 48-bit MAC address, as specified
in [RFC4291]. |If one cannot be obtained or created, a suitably

uni que identifier, local to the node, should be used (e.g.,
system serial nunber).

3. Concatenate the tine of day with the systemspecific identifier
in order to create a key.

4. |f generating a per-session CNAME, al so concatenate the RTP
endpoint’s initial SSRC, the source and destination |P addresses,
and ports to the key.

5. Compute the 256-bit output of the SHA-256 di gest of the key, as
specified in [ RFC4634] .
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6. Security Considerations
The security considerations of [RFC3550] apply to this neno.
6.1. Considerations on Uniqueness of RTCP CNAMEs

The reconmmendati ons given in this docunent for RTCP CNAME generation
ensure that a set of cooperating participants in an RTP session wll,
with very high probability, have unique RTCP CNAMES. However,
nei t her [ RFC3550] nor this docunment provides any way to ensure that
participants will choose RTCP CNAMEs appropriately, and thus

i mpl ementations MJUST NOT rely on the uni queness of CNAMEs for any
essential security services. This is consistent with [RFC3550],

whi ch does not require that RTCP CNAMES are unique within a session
but instead says that condition SHOULD hold. As described in the
Security Considerations section of [RFC3550], because each
participant in a session is free to choose its own RTCP CNAME, they
can do so in such a way as to inpersonate another participant. That
is, participants are trusted to not inpersonate each other. No
recomendati on for generating RTCP CNAMEsS can prevent this

i mper sonati on, because an attacker can neglect the stipulation
Secure RTP (SRTP) [RFC3711] keeps unauthorized entities out of an RTP
session, but it does not aimto prevent inpersonation attacks from
unaut hori zed entities.

Thi s docunent uses a hash function to ensure the uniqueness of RTCP
CNAMES. A cryptographic hash function is used because such functions
provi de the randommess properties that are needed. However, no
security assunptions are nmade on the hash function. The hash
function is not assunmed to be collision resistant, preinage
resistant, or second preinage resistant in an adversarial setting; as
descri bed above, an attacker attenpting an inpersonation attack coul d
merely set the RTCP CNAME directly rather than attacking the hash
function. Simlarly, the hash function is not assunmed to be a one-
way function or pseudorandomin a cryptographic sense.

No confidentiality is provided on the data used as input to the RTCP
CNAME generation algorithm It mght be possible for an attacker who
observes an RTCP CNAME to determine the inputs that were used to
generate that val ue.

6.2. Session Correlation Based on RTCP CNAMES

In sone environnents, notably tel ephony, a fixed RTCP CNAME val ue
al | ows separate RTP sessions to be correlated and elimnates the
obfuscation provided by |Pv6 privacy addresses [ RFC4941] or |Pv4

Net wor k Address Port Transl ation (NAPT) [RFC3022]. SRTP [RFC3711]
can hel p prevent such correlation by encrypting Secure RTCP (SRTCP),
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8.

8.

but it should be noted that SRTP only nmandates SRTCP integrity
protection (not encryption). Thus, RTP applications used in such
envi ronments shoul d consi der encrypting their SRTCP or generate a
per-sessi on RTCP CNAME as di scussed in Section 4. 1.

Acknowl edgnent s

Thanks to Marc Petit-Huguenin, who suggested using UU Ds in
generati ng RTCP CNAMEs. Al so, thanks to David MG ew for providing
text for the Security Considerations section.

Ref er ences
1. Nor mat i ve Ref erences

[ RFC3550] Schul zrinne, H, Casner, S., Frederick, R, and V.
Jacobson, "RTP: A Transport Protocol for Real-Tine
Applications", STD 64, RFC 3550, July 2003.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997.

[ RFC4122] Leach, P., Mealling, M, and R Salz, "A Universally
Uni que I Dentifier (UUI D) URN Nanespace", RFC 4122,
July 2005.

[ RFC4634] Eastlake 3rd, D. and T. Hansen, "US Secure Hash Al gorithns
(SHA and HMAC-SHA)", RFC 4634, July 2006.

[ RFC4648] Josefsson, S., "The Basel6, Base32, and Base64 Data
Encodi ngs", RFC 4648, Cctober 2006.

[ RFC5905] MIls, D, Martin, J., Ed., Burbank, J., and W Kasch,
"Network Tinme Protocol Version 4: Protocol and Al gorithns
Speci fication", RFC 5905, June 2010.

[ RFC4291] Hinden, R and S. Deering, "IP Version 6 Addressing
Architecture", RFC 4291, February 2006.

[ RFC5342] Eastlake 3rd, D., "IANA Considerations and | ETF Protocol
Usage for | EEE 802 Paraneters", BCP 141, RFC 5342,
Sept enber 2008.

Begen, et al. St andards Track [ Page 8]



RFC 6222 Choosi ng an RTCP CNAMVE April 2011

8.2. Informative References

[ RFC1918] Rekhter, Y., Mskow tz, B., Karrenberg, D., de Goot, G,
and E. Lear, "Address Allocation for Private |Internets",
BCP 5, RFC 1918, February 1996.

[ RFC3022] Srisuresh, P. and K Egevang, "Traditional |IP Network
Address Translator (Traditional NAT)", RFC 3022,
January 2001.

[ RFC3711] Baugher, M, McGew, D., Naslund, M, Carrara, E., and K
Norrman, "The Secure Real -tine Transport Protocol (SRTP)",
RFC 3711, March 2004.

[ RFC4941] Narten, T., Draves, R, and S. Krishnan, "Privacy
Extensi ons for Statel ess Address Autoconfiguration in
| Pv6", RFC 4941, Septenber 2007.

Aut hors’ Addr esses

Al'i Begen

Ci sco

181 Bay Street
Toronto, ON MJ 2T3
CANADA

EMai | : abegen@i sco. com

Col in Perkins

University of G asgow
School of Conputing Science
Gd asgow Gl2 8QQ

UK

EMail: csp@sperkins.org
Dan W ng

Cisco Systens, Inc.

170 West Tasman Dr.

San Jose, CA 95134

USA

EMai |l :  dw ng@i sco. com

Begen, et al. St andards Track [ Page 9]






