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Li ght wei ght DHCPv6 Rel ay Agent
Abst r act

Thi s docunent proposes a Lightweight DHCPv6 Rel ay Agent (LDRA) that
is used to insert relay agent options in DHCPv6 nessage exchanges
identifying client-facing interfaces. The LDRA can be inplemented in
exi sting access nodes (such as Digital Subscriber Link Access

Mul ti pl exers (DSLAMs) and Ethernet switches) that do not support |Pv6
control or routing functions.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6221
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1.

1.

I nt roducti on

DHCPv6 Rel ay Agents [ RFC3315] are depl oyed to forward DHCPv6 nessages
between clients and servers when they are not on the sane |Pv6 |ink
and are often inplenented al ongside a routing function in a common
node. A Lightweight DHCPv6 Rel ay Agent (LDRA) all ows Rel ay Agent
Information to be inserted by an access node that perfornms a |ink-

| ayer bridging (i.e., non-routing) function. An LDRA resides on the
same | Pv6 link as the client and a DHCPv6 Rel ay Agent or server, and
is functionally the equival ent of the Layer 2 Relay Agent proposed
for DHCPv4 operation in [L2RA].

Unli ke a DHCPv6 Rel ay Agent specified in [ RFC3315], an LDRA does not
i mpl ement any | Pv6 control functions (e.g., |ICWMPv6) or have any
routing capability in the node.

1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Backgr ound

A variety of different |ink-layer network topol ogies exist for the
aggregation of 1Pv6 nodes into one or nore routers. In Layer 2
aggregation networks (I EEE 802.1D bridging or simlar) that have many
nodes on a single Iink, a DHCPv6 server or DHCP Rel ay Agent woul d
normal |y be unaware of how a DHCP client is attached to the network.
The LDRA allows Relay Agent Information, including the Interface-1D
option [RFC3315], to be inserted by the access node so that it may be
used by the DHCPv6 server for client identification. A typica
application in a broadband service provider could be equivalent to a
Layer 2 DHCP Rel ay Agent as described in the Broadband Forum TR-101
report [TR-101] and in [L2RA].

Ter mi nol ogy
Access Node A device that conbines many interfaces onto
one link. An access node is not |P-aware
in the data path.

Addr ess An I P layer identifier for an interface or
set of interfaces.

Client-facing An interface on the access node that
carries traffic towards the DHCPv6 client.
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Host

I P
LDRA

Li ght wei ght Rel ay Agent

Li nk

Li nk-1ocal address

Net wor k- f aci ng

Node
Rout er

Rel ay Agent

Unspeci fi ed address
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A non-routing I Pv6 node that is
participating in a DHCPv6 nmessage exchange.

Internet Protocol Version 6 (1Pv6).
Li ght wei ght DHCPv6 Rel ay Agent.

A function on the access node that

i ntercepts DHCP nessages between clients
and servers. The function exists as a bunp
inthe wire on the IP link

A comuni cation facility or medi um over
whi ch nodes can comuni cate at the link
| ayer.

An | P address having only |ocal scope,

i ndi cated by having the address prefix
fe80::/10, that can be used to reach
nei ghbouri ng nodes attached to the same
link. Every interface has a link-Ioca
addr ess.

An interface on the access node that
carries traffic towards the DHCPv6
server(s).

A device that inplenents |Pv6.

A node that forwards packets not directly
addressed to itself.

A node that acts as an internediary to
del i ver DHCP nessages between clients and
servers and being on the sane |ink as the
client.

An | Pv6 address that is conprised entirely
of zeros.
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4.

5

Server Consi derations

Thi s docunent updates the behavi our specified in Section 11 of DHCP
for 1Pv6 [ RFC3315]. RFC 3315 states, in part:

If the server receives the nmessage froma forwardi ng relay agent,
then the client is on the same link as the one to which the
interface, identified by the link-address field in the nmessage
fromthe relay agent, is attached.

DHCP server inplenmentations confornmng to this specification MJST,
for the purposes of address selection, ignore any |ink-address field
whose value is zero. |In the above text from RFC 3315, "link-address”
refers to both the link-address field of the Rel ay-Forward nessage,
and the link-address fields in any Rel ay-Forward nmessages that may be
nested within the Rel ay-Forward nessage.

Message For mat

The Li ghtwei ght DHCPv6 Rel ay Agent (LDRA) exchanges DHCP messages
between clients and servers using the nessage formats established in
[ RFC3315] .

To maintain interoperability with existing DHCP rel ays and servers,
the message format is unchanged from [ RFC3315]. The LDRA i npl enents
the sane nmessage types as a normal DHCPv6 Rel ay Agent. They are:

0 Relay-Forward Messages
0 Relay-Reply Messages
1. Relay-Forward Message

The Rel ay- Forward nessage is created by any DHCPv6 Rel ay Agent,
including an LDRA, to forward nessages between clients and servers or
other relay agents. These nessages are built as specified in

[ RFC3315] .

The Rel ay- Forward nessage contains relay agent paraneters that
identify the client-facing interface on which any reply nessages
shoul d be forwarded. These paraneters are |ink-address, peer-
address, and Interface-1D. The |ink-address paraneter MJST be set to
the unspecified address. The peer-address paraneter MJST be set as
specified in Section 6.1. The Interface-1D Relay Agent option MJST
be included in the Rel ay- Forward nessage. The LDRA MAY insert
additional relay agent options.
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5.2. Relay-Reply Message

The Rel ay- Reply nmessage is constructed by a DHCPv6 server to send
paraneters to a DHCP client when a relay agent is present between the
server and the client. The Relay-Reply nessage nay be sent after an
initial Relay-Forward nessage as the paraneters |ink-address, peer-
address, and Interface-1D, as well as the relay agent’s |P address,
are learnt fromthe Rel ay-Forward nessage

The server MJUST include the Interface-1D option in the Rel ay-Reply
Message to indicate to the LDRA the interface on which the
decapsul at ed nessage shoul d be forwarded.

5.3. Mandatory DHCP Options

Par anet ers are exchanged between the DHCP client, Relay Agent, and
server through the use of DHCP options. There is a set of mandatory
DHCP options that MJST be included by the LDRA in all Relay-Forward
messages. These are the:

0 Relay-Message Option
o0 Interface-1D Option
5.3.1. Relay-Message Option

A DHCPv6 Rel ay Agent rel ays nmessages between clients and servers or
other relay agents through Rel ay- Forward and Rel ay- Reply nessage
types. The original client DHCP nessage (i.e., the packet payl oad,
excluding UDP and | P headers) is encapsulated in a Relay Message
option [ RFC3315].

If a Rel ay- Message woul d exceed the MIU of the outgoing interface, it
MUST be di scarded, and an error condition SHOULD be | ogged.

5.3.2. Interface-1D Option

The LDRA MUST include the Interface-1D option [RFC3315] in all Relay-
Forward nessages. Wen an LDRA receives a Rel ay-Reply nessage with
an Interface-1D option present and |ink-address unspecified, the LDRA
MUST rel ay the decapsul ated nessage to the client on the interface
identified in the Interface-1D option

Servers MAY use the Interface-ID for paraneter assignment policies.
The format of the Interface-1D is outside the scope of this
contribution. The Interface-ID SHOULD be consi dered an opaque val ue;
i.e., the server SHOULD NOT try to parse the contents of the
Interface-1D option. The LDRA SHOULD use the sanme Interface-1D val ue
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for a given interface, and this val ue SHOULD be retai ned across
restarts. This is because if the Interface-1D changes, a server wll
not be able to use it reliably in paraneter assignment policies.

6. Agent Behavi our

The LDRA MUST have each of its interfaces configured as either
client-facing or network-facing. The LDRA uses the notion of client-
facing and network-facing interfaces to process DHCPv6 nessages.

6.1. Relaying a dient Message

The LDRA MUST intercept and process all IP traffic received on any
client-facing interface that has:

0 destination I P address set to Al _DHCP_Rel ay Agents_and_Servers
(ff02::1:2);

0 protocol type UDP;, and
0 destination port 547

The LDRA MUST al so prevent the original nessage from being forwarded
on the network-facing interface.

The |ightwei ght relay agent adds any other options it is configured
or required to include in the Rel ay-Forward nessage. The LDRA MUST
set the link-address field of the Relay-Forward nessage to the
Unspeci fied Address (::) and MJST include the Interface-1D option in
all DHCP Rel ay- Forward nmessages.

If the message received on the client-facing interface is a Rel ay-
Forward nessage, the LDRA MJST set the hop-count field in the newy
created Rel ay- Forward nessage to the value of the hop-count field in
the received nessage, increnented by 1 as specified in [ RFC3315].

The LDRA MJST copy the I P destination and Iink-1ayer destination
addresses fromthe client-originated nessage into the I P destination
address and |ink-layer destination address of the Relay-Forward
nessage.

The LDRA MUST copy the | P source address fromthe client-originated
message into the peer-address field of the Relay-Forward nessage.
The LDRA MUST copy the link-layer source address fromthe client-
originated nmessage into the |ink-layer source address of the Rel ay-
Forward nessage
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6.1.1. dient Message Validation
On receipt of a DHCP message on a client-facing interface, the LDRA
MUST discard a nessage if it is of one of the follow ng nessage
types:
0 ADVERTI SE (2)
0 REPLY (7)
0 RECONFI GURE (10)
0 RELAY-REPL (13)
Options contained in the DHCPv6 nmessage MJUST NOT be validated by the
LDRA, making it the responsibility of the DHCP server to check
nmessage option validity and all ow new options to be introduced
wi t hout changes on the LDRA

6.1.2. Trusted and Untrusted Interfaces
In [ RFC3046], DHCPv4 Relay Agents had their client-facing interfaces
set to "trusted" and "untrusted". An LDRA MJST inplenent a
configuration setting for all client-facing interfaces, marking them
either as trusted or as untrusted. This setting SHOULD be
configurable per interface. When a client-facing interface is deened
untrusted, the LDRA MJST di scard any nessage of type RELAY- FORW (12)
received fromthe client-facing interface.

6.2. Relaying a Relay-Reply Message fromthe Network

The LDRA MUST intercept and process all IP traffic received on the
net wor k-facing interface that has:

0 a link-1ocal scoped source address;

0 a link-1ocal scoped destination address;
0 protocol type UDP; and

0 destination port 547

An LDRA MUST inspect the DHCP message type and only forward Rel ay-
Reply messages. O her DHCP nessage types MJST be silently discarded.
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The Rel ay-Reply nessage is considered valid by the LDRAif it passes
the validity checks to be perforned by a relay agent per [RFC3315]
and

- the Interface-1D option is present, and the val ue corresponds to a
valid interface in the access node;

- the Relay-Reply peer-address and the destination |IP address are
identical, and it is a link-local scoped address when no IP
address is configured on the LDRA; and

- the link-address is the Unspecified Address when no | P address is
configured on the LDRA.

If the Relay-Reply message is valid, the LDRA copies the peer-address
into the destination |P address field. The LDRA SHOULD forward the
packet to the correct client-facing interface using the destination
link-1ayer (Media Access Control (MAC)) address or the Interface-1D
in the Relay-Reply. The LDRA SHOULD NOT retransmit the packet on any
other interface. The contents of the Relay Message option are put
into an | P/ UDP packet and then forwarded to the client.

The LDRA MUST copy the link-layer and I P source address fromthe
Rel ay- Reply nessage into the | P/UDP packet that is forwarded to the
client.

7. Network Topol ogy

The LDRA intercepts any DHCPv6 nessage received on client-facing
interfaces with the traffic pattern specified in Section 6.1. The
LDRA MUST NOT forward the original client nessage to a network-facing
interface; it MJST process the nmessage and add the appropriate Rel ay-
Forward options as described in previous sections.

7.1. dient and Server on Same Link
The access node acts as a bridge; it has no information about any IP
prefixes that are valid on the Iink. Thus, a server shoul d consider

address and paraneter assignment as if the client DHCP nessage were
not rel ayed.
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Fommmaa - +
Cient ------- | |
| Access |
Cient ------- | Node |----- +
| (LDRA) | I
dient ------- | | |
E - + |
I
| ______
I
S + |
dient ------- | | |
| Access | |
Cient ------- | Node |----- +
| (LDRA) |
Cient ------- |
S I +
S IPv6 Link --------

May 2011

For exanple, if a client sent a DHCP Solicit message that was rel ayed
by the LDRA to the server, the server would receive the foll ow ng

Rel ay- Forward nessage fromthe LDRA:

src-ip: client Iink-local address

dst-ip: Al'l _DHCP_Rel ay_Agents_and_Servers
nsg-type: RELAY- FORW
hop- count : 0

| i nk- addr ess:

peer - addr ess: client Iink-Iocal

Interface-1D Option:

interface-id:

Unspeci fi ed_Address

LDRA-i nserted interface-id

Rel ay- Message Option, which contains:

nsg-type: SALICT

Solicit Message Options: <fromclient>

St andards Track
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7.2. dient and Server behind Rel ay Agent

The client and server are on different 1Pv6 |inks, separated by one
or nore relay agents that will typically act as a router. The LDRA
wi Il send Rel ay- Forward nessages upstream towards the second rel ay

agent, which in turn will process the nmessages.

Fomm e - o - +
Cient ------- | |
| Access |
dient ------- | Node |----- +
| (LDRA) | I
dient ------- | | |
B + |
| E S + E S +
[------ | RelayB |------- | Server |
| S + S +
S . + |
dient ------- | | |
| Access | |
Cient ------- | Node |----- +
| (LDRA) |
dient ------- |
S +
<mmmmm - IPv6 Link A ------- > <--1Pv6 Link B-->

For exanple, if a client sent a DHCP Solicit nmessage that was rel ayed
by the LDRA to another relay agent and then to the server, the server
woul d receive the followi ng Rel ay- Forward nessage fromthe LDRA:
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src-ip: rel ayB
dst-ip: server
nmsg-type: RELAY- FORW
hop- count : 1
I i nk- addr ess: rel ayB address fromlink A
peer - addr ess: client Iink-local address

Rel ay- Message Option, which contains:

neg-type: RELAY- FORW

hop- count : 0

I'i nk- addr ess: Unspeci fi ed_Address

peer - addr ess: client Iink-local address

Interface-1D Option:
interface-id: LDRA-inserted interface-id
Rel ay- Message Option, which contains:
nsg-type: SaLIaT
Solicit Message Options: <fromclient>
7.3. Relay Agent in Front of LDRA
The client and server are on different 1 Pv6 |inks, separated by one
or nore relay agents that will typically act as a router, and there
is an [ RFC3315] Relay Agent on the client-facing interface of the

LDRA. The LDRA will send Rel ay- Forward messages upstreamtowards the
second relay agent, which in turn will process the nmessages.
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Fommmaa - +
Rel ayC ------- | |
| Access |
Rel ayC ------- | Node |----- +
| (LDRA) | I
Rel ayC ------- | | |
E - + |
| B + B +
[------ | RelayB |------- | Server |
| S SRR + S SRR +
S + |
Rel ayC ------- | | |
| Access | |
Rel ayC ------- | Node |----- +
| (LDRA) |
Rel ayC ------- |
S I +
R I Pv6 Link A ------- > <--1Pv6 Link B-->

For exanple, if a client sent a DHCP Solicit message that was rel ayed
by Rel ayC and the LDRA to another relay agent, RelayB, and then to
the server, the server would receive the foll ow ng Rel ay-Forward
nmessage:
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src-ip: rel ayB
dst-ip: server
nmsg-type: RELAY- FORW
hop- count : 2
I i nk- addr ess: rel ayB address fromlink A
peer - addr ess: relayC

Rel ay- Message Option, which contains:

M| es,

neg-type: RELAY- FORW

hop- count : 1

I'i nk- addr ess: Unspeci fi ed_Address
peer - addr ess: relayC

Interface-1D Option:
interface-id: LDRA-i nserted interface-id
Rel ay- Message Option, which contains:
nsg-type: RELAY- FORW
hop- count : 0
|'i nk- addr ess: gl obal or Unspecified_Address
peer - addr ess: end client address
Interface-1D Option: (if required)
interface-id: relayCGinserted Interface-1D
Rel ay- Message Option, which contains:
nsg-type: SALICT

Solicit Message Options: <fromend client>

et al. St andards Track

May 2011

[ Page 14]



RFC 6221 LDRA May 2011

8.

10.

10.

Contributors

The authors would like to thank the following for their support:

Li even Levrau, Al astair Johnson, Robert Hayl ock, M ckey Vucic, Ludw g
Pauwel s, Fernando Cuervo, John Kaippallimalil, Fredrik Garneij,

Al fred Hoenes, Ted Lenobn, Tatuya Jinnei, David Hankins, and Ral ph

Dr omrs.

Conments are solicited and should be addressed to the DHC WG mai l i ng
list (dhcwg@etf.org) and/or the authors.

Security Considerations

The security issues pertaining to DHCPv6 Rel ay Agents as specified in
Section 23 of [RFC3315] are also applicable to LDRAs. The LDRA
SHOULD i npl enent sone formof rate-limting on client-originated
traffic in order to prevent excessive process utilisation. The
traffic to be rate-limted can be easily identified since the LDRA
listens only to client-originated IPv6 traffic sent to the

Al'l _DHCPv6_Servers_and_Rel ay_Agents address on UDP port 547 and does
not process any other client-originated traffic. As DHCP is session-
oriented, nessages in excess of the rate-limt may be silently

di scarded

The hop-count - based deterni nati on of the trustworthiness of the LDRA
can be easily defeated by a rogue relay agent on the network-facing
interface of the LDRA
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