I nternet Engi neering Task Force (IETF) J. Schaad
Request for Comments: 6211 Soari ng Hawk Consul ting
Cat egory: Standards Track April 2011
| SSN: 2070-1721

Crypt ogr aphi ¢ Message Syntax (CM5)
Algorithmildentifier Protection Attribute

Abst ract

The Cryptographi c Message Syntax (CWVB), unlike X 509/ PKI X
certificates, is vulnerable to algorithmsubstitution attacks. 1n an
al gorithm substitution attack, the attacker changes either the

al gorithm being used or the paraneters of the algorithmin order to
change the result of a signature verification process. In X 509
certificates, the signature algorithmis protected because it is
duplicated in the TBSCertificate.signature field with the proviso
that the validator is to conpare both fields as part of the signature
val idation process. This docunent defines a new attribute that
contains a copy of the relevant algorithmidentifiers so that they
are protected by the signature or authentication process.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6211
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1. Introduction

The Cryptographi c Message Syntax [CWVB], unlike X 509/ PKI X
certificates [RFC5280], is vulnerable to algorithm substitution
attacks. In an algorithmsubstitution attack, the attacker changes
either the algorithmbeing used or the paraneters of the algorithmin
order to change the result of a signature verification process. In
X. 509 certificates, the signhature algorithmis protected because it
is duplicated in the TBSCertificate.signature field with the proviso
that the validator is to conpare both fields as part of the signature
val idation process. This docunent defines a new attribute that
contains a copy of the relevant algorithmidentifiers so that they
are protected by the signature or authentication process.

In an algorithm substitution attack, the attacker |ooks for a
different algorithmthat produces the sane result as the algorithm
used by the signer. As an exanple, if the creator of the nessage
used SHA-1 as the digest algorithmto hash the nmessage content, then
the attacker looks for a different hash algorithmthat produces a
result that is of the same length, but with which it is easier to
find collisions. Exanples of other algorithnms that produce a hash
val ue of the sane length would be SHA-O0 or RIPEMD-160. Simlar
attacks can be nmounted agai nst paraneterized algorithmidentifiers.
When | ooki ng at sonme of the proposed random zed hashi ng functi ons,
such as that in [ RANDOM HASH], the associated security proofs assune
that the paraneters are solely under the control of the originator
and not subject to selection by the attacker.

Sone al gorithnms have been internally designed to be nore resistant to
this type of attack. Thus, an RSA PKCS #1 v. 15 signature [ RFC3447]
cannot have the associ ated hash al gorithm changed because it is
encoded as part of the signature. The Digital Signature Al gorithm
(DSA) was originally defined so that it would only work with SHA-1 as
a hash algorithm thus, by knowing the public key fromthe
certificate, a validator can be assured that the hash al gorithm
cannot be changed. There is a convention, undocunented as far as

can tell, that the same hash al gorithm should be used for both the
content digest and the signature digest. There are cases, such as
third-party signers that are only given a content digest, where such
a convention cannot be enforced.

As with all attacks, the attack is going to be desirable on itens
that are both Iong termand high value. One would expect that these
attacks are nore likely to be nade on ol der docunents, as the

al gorithms being used when the nessage was signed woul d be nore
likely to have degraded over tine. Countersigning, the classic

met hod of protecting a signature, does not provide any additiona
protection against an algorithmsubstitution attack because
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countersignatures sign just the signhature, but the al gorithm
substitution attacks | eave the signature val ue al one while changi ng
the al gorithms bei ng used.

Using the Signerinfo structure fromCMS, let’'s take a nore detailed

| ook at each of the fields in the structure and discuss what fields
are and are not protected by the signature. | have included a copy
of the ASN.1 here for convenience. A simlar analysis of the

Aut henti catedData structure is left to the reader, but it can be done
in much the sanme way.

Signerinfo ::= SEQUENCE {
ver si on CMSVersion
sid Signerldentifier,
di gest Al gorithm Di gest Al gorithm dentifier,
signedAttrs [0] IMPLICIT SignedAttributes OPTI ONAL
si gnat ur eAl gorithm Si gnatureAl gorithmdentifier
si gnature SignatureVal ue,
unsi gnedAttrs [1] IMPLICI T UnsignedAttributes OPTI ONAL }

version is not protected by the signature. As many inplenentations
of CVS today ignore the value of this field, that is not a
problem If the value is increased, then no changes in the
processing are expected. |If the value is decreased,
i mpl ementations that respect the structure would fail to decode,
but an erroneous signature validation would not be conpleted
successful ly.

sid can be protected using either version of the signing certificate
authenticated attribute. SigningCertificateV2 is defined in
[ RFC5035]. SigningCertificate is defined in [ESS-BASE]. In
addition to allowing for the protection of the signer identifier,
the specific certificate is protected by including a hash of the
certificate to be used for validation

digestAlgorithm has been inplicitly protected by the fact that CMS
has only defined one digest algorithmfor each hash val ue | ength.
(The al gorithm RI PEMD- 160 was never standardized.) There is also
an unwitten convention that the sane digest algorithm should be
used both here and for the signature algorithm |If newer digest
algorithms are defined so that there are nmultiple algorithns for a
given hash length (it is expected that the SHA-3 project will do
so), or that paraneters are defined for a specific algorithm mnuch
of the inplicit protection will be | ost.

signedAttributes are directly protected by the signature when they

are present. The Distinguished Encodi ng Rul es (DER) encodi ng of
this value is what is hashed for the signature conputation
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si gnatureAl gorithm has been protected by inplication in the past.
The use of an RSA public key inplied that the RSA v1.5 signature
al gorithm was being used. The hash algorithmand this fact could
be checked by the internal padding defined. This is no |onger
true with the addition of the RSA-PSS signature algorithns. The
use of a DSA public key inplied the SHA-1 hash al gorithm as that
was the only possible hash algorithmand the DSA was the public
signature algorithm This is still sonmewhat true as there is an
inplicit tie between the |length of the DSA public key and the
| ength of the hash algorithmto be used, but this is known by
convention and there is no explicit enforcenent for this.

signature is not directly protected by any other value unless a
counter signature is present. However, this represents the
crypt ographically computed val ue that protects the rest of the
signature information

unsi gnedAttrs is not protected by the signature value. The
Si gnedData structure was explicitly designed that unsignedAttrs
are not protected by the signature val ue.

As can be seen above, the digestAl gorithm and signatureAl gorithm
fields have been indirectly rather than explicitly protected in the
past. Wth new algorithns that have been or are being defined, this
will no longer be the case. This docunment defines and describes a
new attribute that will explicitly protect these fields along with
the macAl gorithmfield of the AuthenticatedData structure.

1.1. Notation
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. Attribute Structure

The foll owi ng defines the algorithmprotection attribute:

The algorithm protection attribute has the ASN. 1 type
CWVBAl gori t hnProt ecti on

aa-cnsAl gorithnProtection ATTRI BUTE :: = {
TYPE CMSAI gorit hnProt ecti on
| DENTI FI ED BY { id-aa-CVBAl gorithnProtection }

}

The following object identifier identifies the algorithm protection
attribute:
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i d-aa- CVBAl gorithnProtecti on OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkecs9(9) 52 }

The algorithm protection attribute uses the follow ng ASN. 1 type:

CVBAl gorithnmProtection ::= SEQUENCE {
di gest Al gorithm Di gest Al gorithm dentifier,
signatureAl gorithm [1] SignatureAl gorithmdentifier OPTI ONAL,
macAl gorithm [ 2] MessageAut henti cati onCodeAl gorithm
OPTI ONAL

}
(W TH COVPONENTS { si gnat ureAl gorithm PRESENT,
macAl gorithm ABSENT } |
W TH COVPONENTS { si gnhat ur eAl gorithm ABSENT,
macAl gorit hm PRESENT })

The fields are defined as foll ows:

digest Algorithm contains a copy of the Signerlnfo.digestAl gorithm
field or the AuthenticatedData. digestAl gorithmfield including any
paraneters associated with it.

signatureAl gorithm contains a copy of the signature algorithm
identifier and any paraneters associated with it
(Signerinfo.signatureAlgorithm. This field is populated only if
the attribute is placed in a Signerlnfo.signedAttrs sequence.

macAl gorithm contains a copy of the nessage authentication code
algorithmidentifier and any paraneters associated with it
(Aut henti cat edDat a. macAl gorithm). This field is populated only if
the attribute is placed in an AuthenticatedData. authAttrs
sequence.

Exactly one of signatureAl gorithmor macAl gorithm SHALL be present.

An algorithmprotection attribute MJUST have a single attribute val ue,
even though the syntax is defined as a SET OF AttributeValue. There
MUST NOT be zero or multiple instances of AttributeValue present.

The al gorithm protection attribute MUST be a signed attribute or an
authenticated attribute; it MJST NOT be an unsigned attribute, an
unaut henticated attribute, or an unprotected attribute.

The SignedAttributes and AuthAttri butes syntax are each defined as a
SET of Attributes. The SignedAttributes in a signerlnfo MJST include
only one instance of the algorithmprotection attribute. Simlarly,
the AuthAttributes in an AuthenticatedData MJST include only one
instance of the algorithmprotection attribute.
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3.

3.

Schaad

Verification Process

VWil e the exact verification steps depend on the structure that is
bei ng validated, there are sone comon rules to be foll owed when
conmparing the two al gorithm structures

(0]

.1

Afield with a default value MJST conpare as identical

i ndependently of whether the value is defaulted or is explicitly
provided. This inplies that a binary conpare of the encoded bytes
is insufficient.

For some al gorithms, such as SHA-1, the paraneter value of NULL
can be included in the ASN. 1 encodi ng by sone inpl enentati ons and
be omtted by other inplenentations. It is left to the

i mpl ementer of this attribute to decide the conparison for
equality is satisfied in this case. As a general rule, the sane

i npl ementation is expected to produce both encoded val ues thus
making it unlikely that this corner case should exist. This is an
i ssue because some inplenmentations will omit a NULL elenment, while
others will encode a NULL el ement for sone digest algorithms such
as SHA-1 (see the comments in Section 2.1 of [RFC3370]). The

i ssue i s even worse because the NULL is absent in some cases
(e.g., [RFC3370]), but is required in other cases (e.g.,

[ RFC4056] ) .

Signed Data Verification Changes

If a CM5 validator supports this attribute, the follow ng additiona
verification steps MJUST be perforned:

1.

2

The Signerinfo.digestAlgorithmfield MIJST be conpared to the
digestAlgorithmfield in the attribute. |If the fields are not
the sanme (nodul o encoding), then signature validation MJST fail

The Signerlnfo.signatureAlgorithmfield MIUST be conpared to the
signatureAlgorithmfield in the attribute. |If the fields are not
the same (nodul o encodi ng), then the signature validati on MJST
fail

Aut henticated Data Verification Changes

If a CM5 validator supports this attribute, the follow ng additiona
verification steps MJUST be perf orned:

1.

The Aut henti cat edDat a. di gest Algorithmfield MIST be conmpared to
the digestAlgorithmfield in the attribute. |If the fields are
not sane (nodul o encoding), then authentication MJST fail
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4.

6

6

2. The AuthenticatedData. macAl gorithmfield MJST be conpared to the
macAl gorithmfield in the attribute. If the fields are not the
same (nodul o encodi ng), then the authentication MIST fail

I ANA Consi derations
Al identifiers are assigned out of the SMME OD arc
Security Considerations

Thi s docunent is designed to address the security issue of algorithm
substitutions of the algorithnms used by the validator. At this tine,
there is no known method to exploit this type of attack. |If the
attack coul d be successful, then either a weaker algorithmcould be
substituted for a stronger algorithmor the paraneters could be
nodi fi ed by an attacker to change the behavi or of the hashing

al gorithmused. (One exanple would be changing the initial paraneter
val ue for [RFC6210].)

The attribute defined in this document is to be placed in a location
that is protected by the signature or message authentication code.
This attribute does not provide any additional security if placed in
an unsi gned or unauthenticated | ocation.
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Appendi x A, 2008 ASN. 1 Modul e

The ASN. 1 nodul e defined uses the 2008 ASN. 1 definitions found in

[ ASN. 1-2008]. This nodul e contains the ASN. 1 nodul e that contains
the required definitions for the types and values defined in this
docunment. The nodul e uses the ATTRI BUTE cl ass defined in [ RFC5912].

CVBAl gori thnmProtectionAttri bute
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs-9(9) smine(16) nodul es(0)
i d- nod- cns-al gorithnProtect(52) }
DEFINITIONS IMPLICI T TAGS :: =
BEG N
| MPORTS

-- Cryptographic Message Syntax (CVB) [ CvB]

Di gest Al gorithm dentifier, MessageAuthenticati onCodeAl gorithm
Si gnatureAl gorithmdentifier
FROM Crypt ogr aphi cMessageSynt ax- 2009
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs-9(9) smne(16) nodul es(0) id-nod-cns-2004-02(41) }

-- Common PKI X structures [ RFC5912]

ATTRI BUTE
FROM PKI X- CommonTypes- 2009
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- pki xConmmon- 02(57) };

-- The CMs Algorithm Protection attribute is a Signed Attribute or
-- an Authenticated Attribute.

-- Add this attribute to SignedAttributesSet in [CM5]
-- Add this attribute to AuthAttributeSet in [ CV5]

aa-cnsAl gorithnProtection ATTRI BUTE :: = {
TYPE CMBAI gorit hnProtection
| DENTI FI ED BY { id-aa-cnsAl gorithnProtect }

}

i d-aa-cnsAl gorithnProtect OBJECT I DENTIFIER ::= {
i so(1l) nenber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs9(9) 52 }
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CMBAl gori thnProtection ::= SEQUENCE {
di gest Al gorithm Di gest Al gorithm dentifier,
signatureAl gorithm [1] SignatureAl gorithmdentifier OPTI ONAL,
macAl gorithm [ 2] MessageAut henti cati onCodeAl gorithm
OPTI ONAL

}
(W TH COVPONENTS { si gnat ureAl gorithm PRESENT,
macAl gorithm ABSENT } |
W TH COVPONENTS { si gnat ur eAl gorithm ABSENT,
macAl gorit hm PRESENT })
END
Aut hor’ s Addr ess

Ji m Schaad
Soari ng Hawk Consul ting

EMai |l : ietf@ugustcellars.com
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