I nternet Engi neering Task Force (IETF) A. Kobayashi

Request for Comments: 6183 NTT
Updat es: 5470 B. Caise
Cat egory: | nfornmational Cisco Systens, Inc.
| SSN: 2070-1721 G Mienz
TU Muenchen

K. 1 shi bashi

NTT

April 2011

I P Flow I nformati on Export (IPFIX) Mediation: Franmework
Abst r act

Thi s docunent describes a framework for | P Flow I nformati on Export
(IPFIX) Mediation. This framework extends the | PFI X reference nodel
specified in RFC 5470 by defining the |IPFI X Medi ator comnponents.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Not all docunents
approved by the |ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6183

Copyri ght Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust's Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
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1.

I nt roducti on

The I P Flow I nformati on Export (IPFIX) architectural conponents in

[ RFC5470] consist of 1PFIX Devices and | PFI X Col |l ectors comruni cati ng
using the IPFI X protocol. Due to the sustained growh of IP traffic
i n het erogeneous network environments, this Exporter-Collector
architecture may lead to scalability problens. In addition, it does
not provide the flexibility required by a wide variety of measurenent
applications. A detailed descriptions of these problenms is given in
[ RFC5982] .

To fulfill application requirenents with linmted system resources,
the I PFI X architecture needs to introduce an internediate entity

bet ween Exporters and Collectors. Froma data mani pul ati on point of
view, this internediate entity may provi de the aggregati on,
correlation, filtering, and nodification of Flow Records and/or
Packet Sanpling (PSAMP) Packet Reports to save neasurenent system
resources and to perform preprocessing tasks for the Collector. From
a protocol conversion point of view, this internmediate entity may
provi de conversion into | PFl X, or conversion of |PFIX transport
protocols (e.g., fromUDP to the Stream Control Transm ssion Protoco
(SCTP)) to inprove the export reliability.

Thi s docunent introduces a generalized concept for such internediate
entities and describes the high-level architecture of |PFIX

Medi ati on, key IPFI X Mediation architectural conponents, and
characteristics of IPFIX Mediation.

This docunent is structured as follows: Section 2 describes the
term nol ogy used in this docunent, Section 3 gives an | PFl X/ PSAVP
docunent overview, Section 4 describes a high-level reference nodel,
Section 5 describes functional features related to | PFI X Mediation,
Section 6 describes conbinations of conponents along with some
appl i cation exanples, Section 7 describes consideration points of the
encodi ng for | PFI X Message Headers, Section 8 describes the
Information El enents used in an | PFl X Mediator, and Section 9
describes the security issues raised by |IPFI X Mediation

Term nol ogy and Definitions

The | PFI X-specific and PSAMP-specific term nology used in this
docunment is defined in [ RFC5101] and [ RFC5476], respectively. The

| PFI X- Medi ation-specific term nology used in this docurment is defined
in [RFC5982]. However, as reading the problem statenents docunent is
not a prerequisite to reading this franework docunent, the
definitions have been reproduced here along with additiona
definitions. In this docunent, as in [RFC5101] and [ RFC5476], the
first letter of each I PFl X-specific and PSAMP-specific termis
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capitalized along with the | PFl X-Medi ati on-specific ternms defined
here. The use of the terms "nust”, "should", and "may" in this
docunent is informational only.

In this docunent, we use the term"record stream' to mean a stream of
records carrying fl ow based or packet-based information. The records
may be encoded as | PFl X Data Records or in any other format.

Transport Session Information

The Transport Session Information contains infornmation that allows
the identification of an individual Transport Session as defined
in [RFC5101]. |If SCTP is used as transport protocol, the
Transport Session Information identifies the SCTP association. |If
TCP or UDP is used as transport protocol, the Transport Session

I nformation corresponds to the 5-tuple {Exporter |P address,
Col l ector | P address, Exporter transport port, Collector transport
port, transport protocol}. The Transport Session |Information may
i nclude further details about how Transport Layer Security (TLS)

[ RFC5246] or Datagram Transport Layer Security (DTLS) [RFC4347] is
used for encryption and authentication

O

gi nal Exporter

An Oiginal Exporter is an | PFI X Device that hosts the Cbservation
Poi nts where the nmetered | P packets are observed.

I PFI X Medi ati on

| PFI X Mediation is the manipul ati on and conversion of a record
stream for subsequent export using the |PFIX protocol

The following terns are used in this docunent to describe the
architectural entities used by |PFI X Mediation.

I ntermedi ate Process

An Internediate Process takes a record streamas its input from
Col I ecting Processes, Metering Processes, |PFIX File Readers,
other Internedi ate Processes, or other record sources; perforns
sonme transformations on this stream based upon the content of each
record, states nmintained across nultiple records, or other data
sources; and passes the transforned record streamas its output to
Exporting Processes, IPFIX File Witers, or other Internediate
Processes in order to performI|PFI X Mediation. Typically, an

I nternedi ate Process is hosted by an | PFI X Medi at or.

Al ternatively, an Internediate Process may be hosted by an
Original Exporter.
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Specific Intermedi ate Processes are described bel ow. However, this
is not an exhaustive |ist.

I nter medi at e Conversi on Process

An I ntermedi ate Conversion Process is an Intermediate Process that
transforms non-1PFI X into | PFI X or manages the rel ati on anong
Templ ates and states of incom ng/outgoing transport sessions in
the case of transport protocol conversion (e.g., fromUDP to
SCTP) .

I nternedi ate Aggregation Process

An Internediate Aggregation Process is an Internediate Process
that aggregates records based upon a set of Flow Keys or functions
applied to fields fromthe record (e.g., data binning and subnet
aggregation).

Internmedi ate Correl ati on Process

An Internediate Correl ation Process is an Internediate Process
that adds information to records, noting correlations anbong them
or generates new records with correlated data fromnultiple
records (e.g., the production of bidirectional flow records from
uni directional flow records).

I nternedi ate Sel ecti on Process

An Intermedi ate Sel ection Process is an Internedi ate Process that
sel ects records froma sequence based upon criteria-eval uated
record val ues and passes only those records that natch the
criteria (e.g., filtering only records froma given network to a
gi ven Col | ector).

I nt ernedi ate Anonym zati on Process

An | nternmedi ate Anonym zation Process is an Internediate Process
that transforns records in order to anonym ze them to protect the
identity of the entities described by the records (e.g., by
appl yi ng prefix-preserving pseudonyni zati on of |P addresses).

| PFI X Medi at or

An | PFI X Mediator is an | PFI X Device that provides |PFlIX Mediation
by receiving a record stream from sone data sources, hosting one
or nore Internedi ate Processes to transformthat stream and
exporting the transforned record streaminto | PFl X Messages via an
Exporting Process. |In the common case, an | PFI X Medi ator receives
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a record streamfroma Collecting Process, but it could al so
receive a record streamfrom data sources not encoded using |PFIX
e.g., in the case of conversion fromthe NetFl ow V9 protoco

[ RFC3954] to the | PFI X protocol

Note that the | PFI X Mediator is a generalization of the concentrator
and proxy el ements envisioned in the | PFI X requirenents [RFC3917].

I PFI X Medi ators running appropriate Internediate Processes provide
the functionality specified therein.

3. | PFI Xl PSAMP Docunents Overvi ew

I PFI X Medi ation can be applied to fl ow based or packet-based
information. The flowbased information is encoded as | PFI X Fl ow
Records by the I PFI X protocol, and the packet-based information is
extracted by some packet sel ection techniques and then encoded as
PSAMP Packet Reports by the PSAMP protocol. Thus, this section
descri bes rel evant docunents for both protocols.

3. 1. | PFI X Documrents Overvi ew

The 1 PFI X protocol [RFC5101] provides network adm nistrators with
access to IP Flow information. The architecture for the export of
measured | P Flow information froman | PFl X Exporting Process to a
Col l ecting Process is defined in [ RFC5470], per the requirenents
defined in [ RFC3917]. The I PFI X protocol [RFC5101] specifies how

| PFI X Data Records and Tenpl ates are carried via a numnber of
transport protocols from | PFI X Exporting Processes to | PFI X

Col l ecting Processes. |PFIX has a formal description of |PFIX
Information El enents, their nanmes, types, and additional semantic
information, as specified in [RFC5102]. The | PFI X Managenent
Information Base is defined in [ RFC5815]. Finally, [RFC5472]

descri bes what types of applications can use the | PFI X protocol and
how they can use the information provided. Furthernore, it shows how
the IPFI X franmework relates to other architectures and frameworks.
The storage of | PFI X Messages in a file is specified in [ RFC5655].

3. 2. PSAVMP Documrents Overvi ew

The framework for packet selection and reporting [ RFC5474] enabl es
network el enments to select subsets of packets by statistical and
ot her nethods and to export a stream of reports on the selected
packets to a Collector. The set of packet selection techniques
(Sanmpling and Filtering) standardi zed by PSAMP is described in

[ RFC5475]. The PSAMP protocol [RFC5476] specifies the export of
packet information froma PSAMP Exporting Process to a Collector

Li ke I PFI X, PSAMP has a fornmal description of its Infornmation
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El ements, their nanes, types, and additional semantic information.
The PSAMP information nodel is defined in [RFC5477]. The PSAWP

Management | nformati on Base is described in [ PSAMP-M B] .

4. | PFI X Medi ati on Reference Mbdel

Fi gure A shows the high-level |PFIX Mediation reference nodel as an
extension of the I PFI X reference nodel presented in [RFC5470]. This
figure covers the various possible scenarios that can exist in an
| PFI X measurenment system
o a o R + o +
| Collector 1 | | Collector 2 | | Collector N |
| [ Col | ecting | |[Collecting | | [ Col | ecting |
| Process(es)] | | Process(es)] | | Process(es)] |
S + - Noo+ S SRR AV +
I / \ I
/ \
FI ow Records FI ow Records FI ow Records FI ow Records
/ \
R !l- ------------- R + R R !l- -------- +
| I PFI X Medi at or N+1 | | I PFI X Medi ator Z |
| [ Exporting Process(es)] | | [ Exporting Process(es)] |
|[Intermedi ate Process(es)] | |[Intermedi ate Process(es)] |
| [ Col | ecting Process(es)] | | [ Col | ecting Process(es)] |
A Ao - + Fom e e e m Ao o e e e e e e Ao+
| | | |
Fl ow Records Fl ow Records Packet Reports record stream
Fomm o - I+ ------ + o H------ I+ ------- + o H------ I+ ------- +  H----- I+ ----- +
| I PFI X | [IPRIX Original| |PSAWP Original| |Oher [
| Mediator 1| | Exporter 1 | | Exporter 1 | | Source 1 |
| +------------- S [ TS S [ TS e o G . +
+| | PFI X | +IPFIX Oiginal| + PSAMP Original| +| Qher |
| Mediator N | | Exporter N | | Exporter N| | Source N |
| [ Exporting | | [Exporting | | [Exporting | ] |
| Process(es)]| | Process(es)]| | Process(es)]| | |
|[[Intermediate|] |[Metering | |[Metering | |
| Process(es)]| | Process(es)]| | Process(es)]| | |
|[[Collecting | |[Cbservation | |[[Observation | | |
| Process(es)]| | Point(s)]| | Point(s)]| | |
Fomm o - ZAYSp +  H----- NNo oo +  H----- NNo oo T +
Fl ow Records Packets com ng Packets com ng
into Qbservation into Observation
Poi nt's Poi nt's

Figure A: | PFI X Mediation Reference Mddel Overview
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The functional conmponents within each entity are indicated within
brackets []. An IPFI X Medi ator receives | PFI X Fl ow Records or PSAMP
Packet Reports fromother |IPFI X Mediators, |PFIX Flow Records from

I PFI X Original Exporters, PSAVP Packet Reports from PSAVP Oi gi nal
Exporters, and/or a record stream from other sources. The |PFIX
Medi at or then exports | PFI X Fl ow Records and/or PSAMP Packet Reports
to one or multiple Collectors and/or other |PFIX Mediators.

Figure B shows the basic | PFI X Mediator conponent nodel. An |IPFIX
Medi at or contains one or nore Internedi ate Processes and one or nore
Exporting Processes. Typically, it also contains a Collecting
Process but might contain several Collecting Processes, as described
in Figure B.
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| PFI X (Data Records)
Figure B: Basic |IPFI X Medi ator Conmponent Mbdel

However, other data sources are al so possible: an I PFI X Medi ator can
receive a record stream from non-1PFI X protocols such as Net Fl ow

[ RFC3954] exporter(s). This docunment does not nake any particul ar
assunption on how a record streamis transferred to an | PFI X

Medi ator. Figure C shows the | PFI X Medi ator conponent nodel in the
case of | PFIX protocol conversion from non-IPFI X exporters.
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| PFI X (Data Records)
N

| | e |
| | |
| | I nternedi ate Process(es) |
| Y e e e e e e e e oo N o o e e e e e e e e e e e e e e e e ! |
o m e e e e e e e aao o | ----------------------- +
| record stream
o e e e e e e oo oo oo I e T +
| Non-1PFI X exporter | |
| - - + |
I I I I
Fomm e e e oo | ------------------------ | ------------ +

Packets coming into observation points

Figure C. | PFI X Medi ator Conponent Model in | PFIX
Pr ot ocol Conversion

Al ternatively, an Original Exporter may provide |IPFIX Mediation by
hosting one or nore Internedi ate Processes. The conmponent nodel in
Figure D adds I nternedi ate Process(es) to the | PFI X Device nodel
illustrated in [ RFC5470]. |In conparison with Figures 1 or 2 in

[ RFC5470], the Internediate Process is |ocated between Exporting
Process(es) and | PFI X or PSAMP Metering Process(es).
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| PFI X (Data Records)
NN

I I
I I
I I
I I
I I
I I
I I
[ R R R R I
I R R R AR I I
| I nternedi ate Process(es) |’ |
| Y e e e e e e - N L o o o e o e e e o e e e e e e e N_ o oo 1 |
| | Dat a Records | |
| R R . R Fome - . |
| | Metering Process 1 |...| Metering Process N | |
| Y e e e e e e e oo N o o o e oo 1 Y e e e e e - oo N o o o e e oo - 1 |
I I I I
| R R R . |
| | Cbservation Point 1 |...| Cbservation Point N | |
) A ) ) A )
et OSSRt S L

Packets com ng into Cbservation Points
Figure D: | PFI X Medi ati on Conponent Mdel at Oiginal Exporter
In addition, an Internedi ate Process may be collocated with an | PFI X

File Reader and/or Witer. Figure E shows an | PFI X Mediation
component nodel with an IPFIX File Witer and/or Reader.
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| PFI X (Data Records)
N

| PFI X (Data Records)

Figure E: | PFI X Medi ati on Conponent Mbdel Coll ocated
with IPFIX File Witer/Reader
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5. | PFI X Medi ati on Functional Bl ocks

Figure F shows a functional block diagramexanmple in an | PFI X
Medi ator that has different Internedi ate Process types.

| PFI X | PFI X | PFI X

N N N

I I I
R LR B Fomm - e Fomm - . Smmmm - SRR .
| IPFIX File | | Exporting | | Exporting | | Exporting |
| Witer | | Process 1 | | Process 2 |....|] Process N |
L N_N____" L N_ - 1 L N_ - 1 L N_ - o 1

| | I I I

[ e + |

Fl ow Records / Packet Reports

—————— I T e T T T
| Internediate | | Intermediate | | Internediate | | Intermediate |
| Anonymi zation| | Correlation | | Aggregation | | Selection |
| Process N | | Process N | | Process N | | Process N |
e |------- e |------- RETEEE |-]------ SRR |------ |

| RRREEEEEEEEEEE + |
—————— T I e e e
| Intermediate | | Intermediate | | Internediate | | Internmediate |
| Selection | | Selection | | Selection | | Selection |
| Process 1 | | Process 2 | | Process 3 | | Process 4 |
e |-l ---- REEEEEE |- SREEEES EEEEEEE P | --- - ’

[ e + [ R +

Smmmmm- $o-mm - R - . L T . L oo .
| Collecting | | Collecting | | Collecting | | ITPFIX File |
| Process 1 | | Process 2 |...|] Process N | | Reader |
s A o A ; s A ; s ;
I I I
FI ow Records FI ow Records FI ow Records

Figure F: | PFI X Medi ati on Functional Bl ock Di agram
5.1. Collecting Process

A Col lecting Process in an | PFI X Mediator is not different fromthe
Col l ecting Process described in [RFC5101]. Additional functions in
an | PFI X Mediator include transmtting the set of Data Records and
Control Information to one or nore conmponents, i.e., Internediate

Processes and other applications. |In other words, a Collecting
Process may duplicate the set and transnit it to one or nore
conmponents in sequence or in parallel. In the case of an I PFI X
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5.

5

2

3.

Medi ator, the Control Information described in [RFC5470] includes

| PFI X Message Header information and Transport Session |nformation
along with informati on about the Metering Process and the Exporting
Process in an Oiginal Exporter, e.g., Sanpling paraneters.

Exporting Process

An Exporting Process in an IPFI X Mediator is not different fromthe
Exporting Process described in [ RFC5101]. Additional functions in an
| PFI X Medi ator may include the foll ow ng:

0 Receiving the trigger to transmt the Tenplate Wthdrawal Messages
fromlIntermedi ate Process(es) when rel evant Tenpl ates becone
invalid due to, for exanple, incom ng session failure.

o0 Transmitting the origin (e.g., Cbservation Point, Cbservation
Domain ID, Original Exporter |IP address, etc.) of the data in
additional Data Record fields or additional Data Records. The
paraneters that represent the origin should be configurable.

I nt ernedi ate Process

An Internediate Process is a key functional block for |PFIX
Mediation. Its typical functions include the follow ng:

0 Cenerating a new record streamfroman input record stream
i ncluding context information (e.g., Observation Domain ID and
Transport Session Information) and transmtting it to other
components.

0 Reporting statistics and interpretations for |PFIX Metering
Processes, PSAMP Metering Processes, and Exporting Processes from
an Original Exporter. See Section 4 of [RFC5101] and Section 6 of
[ RFC5476] for relevant statistics data structures and
interpretations, respectively. Activation of this function should
be configurable.

o Mintaining the configurable relation between Collecting
Process(es)/ Metering Process(es) and Exporting Process(es)/other
I nternedi ate Process(es).

0 Muintaining dat abase(s) of Data Records in the case of an
I nternedi ate Aggregation Process and an Intermediate Correl ation
Process. The function has the Data Record expiration rules
described in the next subsection.

0 Mintaining statistics on the Internediate Process itself, such as
the nunber of input/output Data Records, etc.
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0 Maintaining additional information about output record streans,
whi ch includes information related to the Original Exporters,
observati on Domain, and admi nistrative domain as well as sone
configuration paraneters related to each function

In the case of an Internediate Aggregati on Process, Internediate
Anonym zation Process, and Intermediate Correl ati on Process, the
val ue of the "fl owKeylndicator" needs to be nodi fied when nodifying
the data structure defined by an original Tenplate.

For exanple, an Internedi ate Aggregati on Process aggregating i ncom ng
Fl ow Records conposed of the sourcel Pv4Address and

destinationl Pv4Address Fl ow Keys into outgoing Flow Records with the
destinationl Pv4Address Fl ow Key nust nodify the incom ng

fl owKeyl ndi cator to contain only the destinationl Pv4Address.

5.3.1. Data Record Expiration

An I ntermedi ate Aggregati on Process and Internediate Correl ation
Process need to have expiration conditions to export cached Data
Records. In the case of the Metering Process in an Origina
Exporter, these conditions are described in [ RFC5470]. |In the case
of the Internedi ate Process, these conditions are as foll ows:

o |If there are no input Data Records bel onging to a cached Fl ow for
a certain tinme period, aggregated Fl ow Records will expire. This
time period should be configurable at the Internediate Process.

o |If the Internmedi ate Process experiences resource constraints
(e.g., lack of nenory to store Flow Records), aggregated Fl ow
Records may prematurely expire.

o For long-running Flows, the Intermedi ate Process shoul d cause the
Flow to expire on a regular basis or on the basis of an expiration
policy. This periodicity or expiration policy should be
configurable at the Internedi ate Process.

In the case of an Internediate Correl ati on Process, a cached Data
Record may be prematurely expired (and di scarded) when no correlation
can be conputed with newy received Data Records. For exanple, an

I nternediate Correl ati on Process conputing one-way del ay may di scard
the cached Packet Report when no other matchi ng Packet Report are
observed within a certain tinme period.

5.3.2. Specific Internedi ate Processes

Thi s section describes the functional blocks of specific Internediate
Processes.
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5.3.2. 1. | nt er redi ate Conversi on Process

VWhen receiving a non-1PFI X record stream the Internedi ate Conversion
Process covers the follow ng functions:

0 Determining the IPFI X Information El enent identifiers that
correspond to the fields of the non-1PFI X records (e.g.,
converting the NetFl ow V9 protocol [RFC3954] to the |IPFI X
I nformation Mddel [RFC5102]).

o Transformng the non-I1PFI X records into Data Records, (Options)
Tenpl at e Records, and/or Data Records defined by Options
Tenpl at es.

o Converting additional information (e.g., sampling rate, sanpling
al gorithm and observation information) into appropriate fields in
the existing Data Records or into Data Records defined by new
Opti ons Tenpl at es.

I PFI X transport protocol conversion can be used to enhance the export

reliability, for exanple, for data retention and accounting. In this
case, the Internedi ate Conversion Process covers the follow ng
functions:

0 Relaying Data Records, (Options) Tenplate Records, and Data
Records defined by Options Tenpl ates.

0 Setting the trigger for the Exporting Process in order to export
| PFI X Tenpl ate Wthdrawal Messages rel evant to the Tenpl ates when
Tenpl at es becones invalid due to, for exanple, inconing session
failure. This case applies to SCTP and TCP Transport Sessions on
the out goi ng side only.

0 Miintaining the mappi ng i nformati on about Transport Sessions,
observation Domain | Ds, and Tenplate IDs on the incom ng and
outgoing sides in order to ensure the consistency of scope field
val ues of inconmi ng and outgoing Data Records defined by Options
Templ ates and of Tenplate I Ds of incom ng and outgoi ng | PFI X
Templ ate Wt hdrawal Messages.

5.3.2.2. Internedi ate Sel ecti on Process

An Internediate Sel ecti on Process has anal ogous functions to the
PSAMP Sel ection Process described in [RFC5475]. The difference is
that the Internedi ate Sel ection Process takes a record stream e.g.,
Fl ow Records or Packet Reports, instead of observed packets as its

i nput .
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The typical function is property match filtering that retrieves a
record streamof interest. The function selects a Data Record if the
val ue of a specific field in the Data Record equals a configured
value or falls within a configured range.

5.3.2.3. Intermedi ate Aggregati on Process

An Internediate Aggregation Process covers the follow ng functions:

o]

Merging a set of Data Records within a certain tine period into
one Flow Record by summing up the counters where appropriate.

Mai nt ai ni ng statistics and additional information about aggregated
Fl ow Records.

The statistics for an aggregated Fl ow Record may include the
nunber of original Data Records and the maxi mum and m ni num val ues
of per-flow counters. Additional information may include an
aggregation tine period, a new set of Flow Keys, and observation

| ocation information involved in the Fl ow aggregati on.

oservation | ocation informati on can be tuples of (Observation

Poi nt, Cbservation Domain ID, Oiginal Exporter |IP address) or
another identifier indicating the |ocation where the neasured
traffic has been observed.

Aggregation of Data Records, which can be done in the foll ow ng
ways:

* Spatial conposition

Wth spatial conposition, Data Records sharing comon
properties are nerged into one Flow Record within a certain
time period. One typical aggregation can be based on a new set
of Flow Keys. Generally, a set of common properties smaller
than an original set of Flow Keys results in a higher |evel of
aggregation. Another aggregation can be based on a set of
Observation Points within an Qbservation Domain, on a set of
observati on Domains within an Exporter, or on a set of
Exporters.

If sone fields do not serve as Fl ow Keys or per-Fl ow counters,
their values may change from Data Records to Data Records
within an aggregated Fl ow Record. The Internedi ate Aggregation
Process determines their values by the first Data Record
received, a specific Exporter |IP address, or other appropriate
deci si ons.
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Furthernmore, a new identifier indicating a group of observation
| ocati ons can be introduced, for exanple, to indicate PoPs
(Points of Presence) in a large network, or a logical interface
conposed of physical interfaces with |link aggregation

*  Tenporal conposition

Wth tenporal conposition, nmultiple Flow Records with identica
Fl ow Key values are nerged into a single Fl ow Record of |onger
Fl ow duration if they arrive within a certain tine interval

The main difference to spatial conposition is that Flow Records
are only nerged if they originate fromthe same Cbservation
Point and if the Flow Key values are identical. For exanple,
multiple Flow Records with a Flow duration of |ess than one

m nute can be nmerged into a single Flow Record with nore than
ten mnutes Flow duration

In addition, the Internedi ate Aggregation Process with tenporal
composi tion produces aggregated counters while reducing the
nunber of Flow Records on a Collector. Some specific non-key
fields, such as the m ni num pTot al Lengt h/ maxi num pTot al Lengt h
or m ni mumTTL/ maxi mumlTL, will contain the m ni mum and maxi mum
val ues for the new aggregated Fl ow.

Spatial and tenporal conposition can be combined in a single

I nternedi ate Aggregation Process. The Internedi ate Aggregation
Process can be conbined with the Internmedi ate Sel ection Process in
order to aggregate only a subset of the original Flow Records, for
exanpl e, Flow Records with small nunbers of packets as descri bed
in Section 6. 2.

5.3.2.4. Internedi ate Anonynization Process

An I nternedi ate Anonym zation Process covers the follow ng typica
functions:

(]

Del eting specified fields

The function deletes existing fields in accordance with sone
instruction rules. Exanples include hiding network topol ogy

information and private information. In the case of feeding Data
Records to end custoners, disclosing vulnerabilities is avoi ded by
deleting fields, e.g., "ipNextHoplP{v4|v6}Address",

"bgpNext Hopl P{v4| v6} Addr ess", "bgp{Next| Prev}Adj acent AsNunber",
and "npl sLabel St ackSection", as described in [ RFC5102].
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0 Anonyni zi ng val ues of specified fields

The function nodifies the values of specified fields. Exanples
i ncl ude anonym zi ng custoners’ private information, such as IP
address and port nunber, in accordance with a privacy protection
policy. The Internmedi ate Anonynization Process may al so report
anonymi zed fields and the anonynizati on nethod as additiona
i nformati on.

5.3.2.5. Internediate Correl ation Process

An Internediate Correlation Process can be viewed as a special case
of the Internedi ate Aggregati on Process, covering the follow ng
typical functions:

(0]

Produci ng new i nformation including netrics, counters, attributes,
or packet property paraneters by evaluating the correl ati on anong
sets of Data Records or anpong Data Records and other neta data

after gathering sets of Data Records within a certain tine period.

Adding new fields into a Data Record or creating a new Data
Recor d.

A correlation of Data Records can be done in the follow ng ways,
whi ch can be inplenmented individually or in conbinations.

(0]

One-to-one correl ati on between Data Records, with the follow ng
exanpl es:

*  One-way del ay, Packet delay variation in [ RFC5481]
The nmetrics cone fromthe correlation of the timestanp val ue on
a pair of Packet Reports indicating an identical packet at
different Cbservation Points in the network.

* Packet inter-arrival tine
The nmetrics cone fromthe correlation of the timestanp val ue on
consecutive Packet Reports froma single Exporter

* Rate-limting ratio, conpression ratio, optimzation ratio,
etc.
The data val ues cone fromthe correl ation of Data Records
i ndicating an identical Flow observed on the inconing/outgoing
points of a WAN i nterface.
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(0]

0

Correl ati on anongst Data Records, with the follow ng exanpl es:

* Bidirectional Flow conposition
The nethod of exporting and representing a Bidirectional Flow
(Biflow) is described in [ RFC5103]. The Bidirectional Flow
conposition is a special case of Flow Key aggregation. The
Fl ow Records are nmerged into one Flow Record as Biflow if Non-
directional Key Fields match and the Directional Key Fields
match their reverse direction counterparts. The direction
assi gnnment nethod to assign the Biflow Source and Desti nation
as additional information may be reported. |In the case of an
I nternedi ate Aggregation Process, the direction may be assi gned
arbitrarily (see [ RFC5103], Section 5.3).

*  Aver age/ maxi munmi m ni mum f or packets, bytes, one-way del ay,
packet | oss, etc.
The data val ues cone fromthe correlation of multiple Data
Records gathered in a certain tinme interval

Correl ati on between Data Record and other neta data

Typi cal exanples are derived packet property paranmeters descri bed
in [RFC5102]. The paraneters are retrieved based on the val ue of
the specified field in an input Data Record, conpensating for
traditional exporting devices or probes that are unable to add
packet property paraneters. Typical derived packet property
paraneters are as foll ows:

*  "bgpNext Hop{| Pv4| | Pv6} Addr ess" described in [ RFC5102]
This value indicates the egress router of a network domain. It
is useful for making a traffic matrix that covers the whol e
net wor k domai n.

* BGP conmunity attributes
This attribute indicates tagging for routes of geographical and
topol ogi cal information and source types (e.g., transit, peer,
or customrer) as described in [RFC4384]. Therefore, network
adm ni strators can nonitor the geographically-based or source-
type-based traffic volume by correlating the attribute.

*  "npl sVpnRout eDi sti ngui sher" described in [ RFC5102]
This value indicates the VPN custoner’s identification, which
cannot be extracted fromthe core router in MPLS networks.
Thanks to this correlation, network adm nistrators can nonitor
the customer-based traffic volume even on core routers.
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6. Component Combi nation

An | PFI X Medi ator may be able to sinultaneously support nore than one
Internediate Process. Miltiple Internmedi ate Processes generally are
configured in the foll ow ng ways

o Parallel Internedi ate Processes

A record streamis processed by nultiple Intermedi ate Processes in
parallel to fulfill the requirenments of different applications.

In this setup, every Internediate Process receives a copy of the
entire record streamas its input.

o Serial Internediate Processes

To execute flexible mani pulation of a record stream the

I nternedi ate Processes are connected serially. |In that case, an
output record streamfromone Internediate Process forns an input
record streamfor a succeeding Internedi ate Process

In addition to the conbination of Internediate Processes, the
conbi nation of sone conponents (Exporting Process, Collecting
Process, IPFIX File Witer and Reader) can be applied to provide
various data reduction techniques. This section shows sone
conbi nati ons along w th exanpl es.

6. 1. Dat a- Based Col | ector Sel ection

The conbination of one or nore Internedi ate Sel ection Processes and
Exporting Processes can determ ne to which Collector input Data
Records are exported. Applicable exanples include exporting Data
Records to a dedicated Collector on the basis of a customer or an
organi zation. For exanple, an Intermedi ate Sel ection Process selects
Data Records froma record streamon the basis of the peering

aut ononous system nunber, and an Exporting Process sends themto a
dedi cated Coll ector, as shown in the Figure G
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| I'nternediate | | Exporting |
| Selection Process 1 | | Process 1
+--+--- Peering AS #10 ---+-->| +--> Collector 1
| 1 e e e e e e e e e e e e e e 2o L) Y e e e e e e e oo L)
| e . R T T .
record | | Internediate | | Exporting
stream| | Selection Process 2 | | Process 2
——————— +--+--- Peering AS #20 ---+-->| +--> Collector 2
| Y e e e e e e e e e e e e e e o L) Y e e e e e e o L)
I R T R T . R R T T .
| | Internediate | | Exporting
| | Selection Process 3 | | Process 3 |
+--+--- Peering AS #30 ---+-->| +--> Collector 3

Figure G Data-Based Col |l ector Selection
6.2. Flow Selection and Aggregation

The conbi nati on of one or nore Intermedi ate Sel ecti on Processes and

I nternedi ate Aggregation Processes can efficiently reduce the anount
of Flow Records. The conbination structure is sinmlar to the concept
of the Conposite Sel ector described in [RFC5474]. For exanple, an
Intermedi ate Sel ection Process selects Flows consisting of a small
nunber of packets and then transmits themto an Internediate
Aggregati on Process. Another Intermedi ate Sel ection Process selects
other Flow Records and then transmts themto an Exporting Process,
as shown in Figure H This results in aggregation on the basis of
the distribution of the nunber of packets per Flow.

| I'nternediate | | Internediate | Exporting
| Sel ection | | Aggregation | Process
| Process 1 | | Process |
+- + packet Del t aCount +->| |
| | <=5 | I
record | '------------a-- B |
stream| .------------------ . |
| I'ntermediate | |
| | Sel ection | |
| | Process 2 | |
+-+ packetDel taCount +------------u--n--- >|
| 5 | |

Figure H Fl ow Sel ection and Aggregati on Exanpl e
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6.3. IPFIX File Witer/Reader

An IPFIX File Witer [RFC5655] stores Data Records in a file system
When Data Records include problematic Information El enments, an

I nternedi ate Anonym zation Process can delete these fields before the
IPFIX File Witer handles them as shown in Figure I.

| Collecting | | Internediate | | IPFIX |

I PFI X | Process | | Anonym zation | | File |
————— >| +->| Process +->| Witer |
Figure I: IPFI X Mediation Exanple with IPFIX File Witer

In contrast, an IPFIX File Reader [RFC5655] retrieves stored Data
Records when adm nistrators want to retrieve past Data Records froma
given time period. |If the data structure of the Data Records from
the IPFI X File Reader is different fromwhat admi nistrators want, an
I nternedi ate Anonym zation Process and Internediate Correl ation
Process can nodify the data structure, as shown in Figure J.

| I'PFIX | | Internediate | | Internmediate | | Exporting |
| File | | Anonynization | | Correlation | | Process |
I I

Reader +->| Process +->| Process +->|

Figure J: IPFI X Mediation Exanple with | PFI X Fil e Reader
In the case where distributed | PFl X Medi at ors enabl e on-denmand export
of Data Records that have been previously stored by a File Witer, a
collecting infrastructure with huge storage capacity for data
retention can be set up.

7. Encoding for |PFIX Message Header

The | PFI X Message Header [RFC5101] includes Export Tine, Sequence
Nunber, and Cbservation Domain ID fields. This section describes
sonme consideration points for the | PFl X Message Header encoding in
the context of |PFI X Mediation.
Export Time

An | PFI X Medi ator can set the Export Tinme in two ways.

* Case 1: keeping the field value of incomng Transport Sessions
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* Case 2: setting the tine at which an | PFl X Message | eaves the
I PFI X Medi at or

Case 1 can be applied when an | PFI X Medi ator operates as a proxy
at the I PFI X Message |evel rather than the Data Record level. In
case 2, the I PFI X Medi ator needs to handle any delta tinestanp
fields described in [RFC5102], such as

"flowStartDeltaM croseconds" and "fl oweEndDel t aM cr oseconds”.

Sequence Number

In the case where an | PFI X Mediator relays | PFlI X Messages from one
Transport Session to another Transport Session, the |PFI X Mediator
needs to handl e the Sequence Nunber properly. |In particular, the
Sequence Nunber in the outgoing session is not allowed to be re-
initialized, even when the inconm ng session shuts down and
restarts.

CGbservati on Donmain | D

According to [ RFC5101], the Cbservation Domain IDin the |IPFIX
Message Header is locally unique per Exporting Process. In
contrast to the Cbservation Donain ID used by an Oigi nal

Exporter, the Qhservation Domain | D used by an | PFI X Medi at or does
not necessarily represent a set of Cbservation Points |ocated at
the I PFI X Medi ator itself.

An | PFI X Medi ator may act as a proxy by relaying entire | PFI X
Messages. |In this case, it may report infornmation about the
Oiginal Exporters by using the Observation Domain ID of the
out goi ng Messages as the scope field in an Options Tenpl ate
Record.

O herwi se, the | PFI X Medi ator should have a function to export the
observation location information regarding the Oiginal Exporter.
The information contains the | P addresses and Observation Domain

I Ds used by the Oiginal Exporters and some information about the
Transport Session, for exanple, the source port number, so that
different Exporting Processes on the same Original Exporter can be
identified. As far as privacy policy pernmts, an | PFI X Medi ator
reports the information to an | PFI X Col | ector.

If informati on about a set of Original Exporters needs to be
reported, it can be useful to export it as Common Properties as
specified in [RFC5473]. The commonPropertiesiD may then serve as
a scope for the set of Original Exporters. The Commobn Properties
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8.

Wt hdrawal Message [ RFC5473] can be used to indicate that an
i ncom ng Transport Session fromone of the Oiginal Exporters was
cl osed.

I nformati on Model

| PFI X Medi ation reuses the general information nodels from[RFC5102]
and [ RFC5477], and, depending on the Intermedi ate Processes type,
potentially Information El ements such as:

0 Oiginal Exporter |P address, Observation Dormain |ID, and source
port nunber about the Transport Session at the Oiginal Exporter,
in the case where an | PFl X Medi ator reports original observation
location information in Section 7. The Information El enents
contained in the Export Session Details Options Tenplate in
[ RFC5655] may be utilized for this purpose.

0 Report on the applied I PFI X Mediation functions as described in
Section 6.7. in [RFC5982].

0 Certificate of an Original Exporter in Section 9. The Information
El ement exporterCertificate in [ RFC5655] may be utilized for this
pur pose.

Security Considerations

As Mediators act as both I PFI X Coll ecting Processes and Exporting
Processes, the Security Considerations for |PFIX [RFC5101] al so apply
to Mediators. The Security Considerations for IPFIX Files [ RFC5655]
al so apply to I PFI X Mediators that wite IPFIX Files or use themfor
internal storage. In addition, there are a few specific

consi derations that |PFI X Mediator inplenentations nust take into
account .

By design, |IPFIX Mediators are "nmen-in-the-nmiddle": they intercede in
the conmuni cati on between an Origi nal Exporter (or another upstream
Medi ator) and a downstream Col |l ecting Process. TLS provides no way
to connect the session between the Mediator and the Original Exporter
to the session between the Medi ator and the downstream Col | ecti ng
Process; indeed, this is by design. This has inportant inplications
for the |l evel of confidentiality provided across an | PFl X Medi at or
and the ability to protect data integrity and Oiginal Exporter
authenticity across a Mediator. |In general, a Mediator should

mai ntain the sane level of integrity and confidentiality protection
on both sides of the nedi ati on operation, except in situations where
the Mediator is explicitly deployed as a gateway between trusted and
untrusted networks.
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Subsequent subsections deal with specific security issues raised by
| PFI X Medi ati on.

9.1. Avoiding Security Level Downgrade

An | PFI X Medi ator that accepts |PFI X Messages over a Transport
Session protected by TLS [ RFC5246] or DITLS [ RFC4347] and that then
exports | PFI X Messages derived therefromin cleartext is a
potentially serious vulnerability in an IPFIX infrastructure. The
concern here is that confidentiality protection nmay be | ost across a
Medi at or.

Therefore, an | PFI X Medi ator that receives | PFI X Messages from an
upstream Exporting Process protected using TLS or DTLS nust provide
for sending of |IPFIX Messages resulting fromthe operation of the

I nternedi ate Process(es) to a downstream Col | ecting Process using TLS
or DTLS by default. It may be configurable to export records derived
fromprotected records in cleartext but only when application

requi renents all ow.

There are two comon use cases for this. First, a Mdiator
performng a transformation that |eads to a reduction in the required
| evel of security (e.g., by renoving all information requiring
confidentiality fromthe output records) may export records
downstream wi t hout confidentiality protection. Second, a nediator
that acts as a proxy between an external (untrusted) network and an
internal (trusted) network may export records w thout TLS when the
addi tional overhead of TLS is unnecessary (e.g., on a physically
protected network in the sanme | ocked equi pnent rack).

9.2. Avoiding Security Level Upgrade

There is a simlar problemin the opposite direction: as an | PFI X
Medi ator’s signature on a TLS session to a downstream Col | ecting
Process acts as an inplicit assertion of the trustworthiness of the
data within the session, a poorly deployed |IPFI X Mediator could be
used to "legitinize" records derived fromuntrusted sources.
Unprotected sessions fromthe Oiginal Exporter are generally
untrusted, because they could have been tanmpered with or forged by an
unaut hori zed third party. The concern here is that a Mediator could
be used to add inappropriate trust to external information whose
integrity cannot be guaranteed.

When specific depl oynment requirenents allow, an |IPFIX Mediator nmay
export signed | PFl X Messages containing records derived fromrecords
received without integrity protection via TLS. One such depl oynent
consi deration would be the reverse of the second case above: when the
Medi ator acts as a proxy between an internal (trusted) and an
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external (untrusted) network and when the path fromthe Oigina
Exporter is protected using sonme other nethod and the overhead of a
TLS session i S unnecessary.

I'n such cases, the | PFI X Medi ator should notify the downstream
Col | ector about the missing protection of all or part of the origina
record stream as part of the Transport Session |Information.

9.3. Approximating End-to-End Assertions for |PFI X Mediators

Because the Transport Session between an | PFI X Medi ator and an
Oiginal Exporter is independent fromthe Transport Session between
the Medi ator and the downstream Col | ecting Process, there is no

exi sting nethod via TLS to assert the identity of the origina
Exporting Process downstream However, an |PFI X Mediator, which
nmodi fi es the stream of | PFI X Messages sent to it, is by definition a
trusted entity in the infrastructure. Therefore, the | PFI X

Medi ator’s signature on an outgoing Transport Session can be treated
as an inmplicit assertion that the Oiginal Exporter was positively
identified by the Mediator and that the source information it
received was trustworthy. However, as noted in the previous section,
I PFI X Mediators nmust in this circunstance take care not to provide an
i nappropriate upgrade of trust.

If the X.509 certificates [ RFC5280] used to protect a Transport
Sessi on between an Original Exporter and an | PFI X Medi ator are

requi red downstream an |PFI X Mediator may export Transport Session
Information, including the exporterCertificate and the
collectorCertificate Information Elements, with the Export Session
Details Options Tenplate defined in Section 8.1.3 of [RFC5655] or the
Message Details Options Tenplate defined in Section 8.1.4 of

[ RFC5655] in order to export this informati on dowmnstream However,
in this case, the IPFI X Mediator is making an inmplicit assertion that
the upstream session was properly protected and therefore trustworthy
or that the Medi ator has otherw se been configured to trust the
informati on fromthe Oiginal Exporter and, as such, must protect the
Transport Session to the downstream Col |l ector using TLS or DTLS as
wel | .

9.4. Miltiple Tenancy

Information frommultiple sources may only be conbined within a
Medi at or when that Mediator is applied for that specific purpose
(e.g., spatial aggregation or concentration of records). In all

ot her cases, an |PFI X Mediator nust provide for keeping traffic data
frommultiple sources separate. Though the details of this are
application-specific, this generally entails separating Transport
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Sessions within the Mediator and associating themw th information
related to the source or purpose, e.g., network or hardware address
range, virtual LAN tag, interface identifiers, and so on.
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