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The Lightweight Directory Access Protocol (LDAP) Don't Use Copy Control
Abst r act

Thi s docunent defines the Lightweight Directory Access Protoco
(LDAP) Don’t Use Copy control extension, which allows a client to
specify that copied informati on shoul d not be used in providing
service. This control is based upon the X 511 dont UseCopy service
control option.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6171

Copyri ght Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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Thi s docunent nmay contain material from|ETF Docunments or |ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
mat eri al may not have granted the I ETF Trust the right to allow
nodi fi cations of such naterial outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this document may not be nodified
outside the I ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into | anguages ot her
than Engli sh.

1. Background and I ntended Usage

Thi s docunent defines the Lightweight Directory Access Protoco
(LDAP) [ RFC4510] Don’t Use Copy control extension. The control may
be attached to request nessages to indicate that copied (replicated
or cached) information [X. 500] is not be used in providing service.
This control is based upon the X. 511 [ X 511] dont UseCopy service
control option.

The Don’t Use Copy control is intended to be used where the client
requires the service be provided using original (nmaster) infornmation
[X.500]. |In absence of this control, the server is free to nake use
of copied (i.e., non-authoritative) information in providing the
requested service.

For instance, a client mght desire to have an authoritative answer
to a question of whether or not a particular user is a nenber of a
group. To ask this question of a server, the client mght issue a
conmpare request [RFC4511], with the Don't Use Copy control, where the
entry parameter is the Distinguished Name (DN) of the group, the
ava. attributeDesc is 'nenber’, and the ava.assertionValue is the DN
of the user in question. |If the server has access to the origina
(master) information directly or through chaining, it perforns the
operation against the original (master) information and returns
conpar eTrue or conpareFal se (or an error). |If the server does not
have access to the original information, the server is obligated to
either return a referral or an error.

It is not intended that this control be used generally (e.g., for al
LDAP interrogation operations) but only as required to ensure proper
directory application behavior. 1In general, directory applications
ought to designed to use copied information well.
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Ter mi nol ogy

DSA stands for Directory System Agent (or server).
DSE stands for DSA-Specific Entry.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

The Don't Use Copy Control

The Don't Use Copy control is an LDAP Control [RFC4511] whose
control Type is 1.3.6.1.1.22 and control Value is absent. The
criticality MUST be TRUE. There is no correspondi ng response
control

The control is appropriate for LDAP interrogation operations,

i ncludi ng Conpare and Search operations [RFC4511]. It is

i nappropriate for all other operations, including Abandon, Bind,

Del ete, Modify, MdifyDN, StartTLS, and Unbind operations [ RFC4511].

When the control is attached to an LDAP request, the requested
operation MJST NOT be performed on copied information. That is, the
requested operati on MUST be performed on original information.

If original (master) information for the target or base object of the
operation is not available (either locally or through chaining), the
server MJST either return a referral directing the client to a server
believed to be better able to service the request or return an
appropriate result code (e.g., unw llingToPerforn.

It is noted that a referral, if returned, is not necessarily to the
server holding the original (master) information. It is also noted
that an authoritative answer to the question night not be available
to the client for any nunber of reasons.

Where the client chases a referral to a server (as referenced by an
LDAP URL) in the server response in order to obtain an authoritative
response, the client MJST provide the dontUseCopy control with the
interrogation request it nakes to the referred to server. Wile LDAP
all ows return of other kinds of URIs, the syntax and semantics of
other kinds of URIs are left to future specifications. The

particulars of how to act upon other kinds of URIs are also left to
future specifications.

Zei |l enga St andards Track [ Page 3]



RFC 6171 LDAP Don’t Use Copy Control March 2011

5

5

1.

Servers inplementing this technical specification SHOULD publish the
object identifier 1.3.6.1.1.22 as a value of the ’'supportedControl
attribute [RFC4512] in their root DSE. A server MAY choose to
advertise this extension only when the client is authorized to use
it.

Security Considerations

This control is intended to be provided where providing service using
copied informati on m ght | ead to unexpected application behavior

Use of the Don't Use Copy control nmay permt an attacker to perform
or anplify a denial-of-service attack by causing additional server
resources to be enpl oyed, such as when the server chooses to chain
the request instead of returning a referral. Servers capable of such
chaining can mtigate this threat by limting chaining to a
particul ar group of authenticated entities.

LDAP is frequently used for storage and distribution of security-
sensitive information, including access control and security policy
information. Failure to use the Don’'t Use Copy control may thus
permt an attacker to gain unauthorized access by allow ng reliance
on stal e data.

| ANA Consi derati ons
oj ect ldentifier

| ANA has assigned an LDAP Object ldentifier [RFC4520] to identify the
LDAP Don’t Use Copy Control defined in this docunent.

Subj ect: Request for LDAP Object Identifier Registration
Person & email address to contact for further information:
Kurt Zeilenga <Kurt. Zeil enga@ sode. COW
Speci fication: RFC 6171
Aut hor/ Change Controller: |ESG
Conment s:
Identifies the LDAP Don’t Use Copy Contro
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5.2. LDAP Protocol Mechani sm
| ANA has registered this protocol nechani sm[RFC4520] as fol |l ows.

Subj ect: Request for LDAP Protocol Mechani sm Registration

oject Identifier: 1.3.6.1.1.22

Description: Don't Use Copy Control

Person & emai|l address to contact for further information:
Kurt Zeilenga <Kurt. Zeil enga@ sode. COW

Usage: Control

Speci fication: RFC 6171

Aut hor/ Change Controller: |ESG

Comment s: none
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