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Abst r act

Thi s docunment defines the format of Uniform Resource Identifiers
(URI's) as defined in RFC 3986, for designating connections and
destination addresses used in the Java(tm Messagi ng Service (JM5)

It was originally designed for particular uses, but applies generally
wherever a JM5 URI is needed to describe the connection to a JMS
provi der, and access to a JMS Destination. The syntax of this JM5
URI is not conpatible with previously existing, but unregistered,
"jms" URI schenes. However, the expressiveness of the schene

descri bed herein should satisfy the requirenents of all existing

ci rcumst ances.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Not all docunents
approved by the | ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6167
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1. Introduction

The "jns" URI scheme is used to designate a javax.jns.Destination

obj ect and an associ ated javax.jns. Connecti onFactory object [JM]
and, optionally, to provide additional information concerning the way
that the Destination object is to be used. Probably the nost common,
and certainly the nost conpatible, way in Java to retrieve such
Destinations is via Java Naming and Directory Information (JNDI)
[JNDI] methods. So as to extend conpatibility to existing vendor
mechani sms beyond JNDI | ookup, the JM5 URI syntax allows variants on
the core syntax. The variant exists as an explicit part of the
syntax so that tools that are otherwise unfanmliar with the variant
can recogni ze the presence of a URI with an alternate interpretation
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Inits sinmplest and nost interoperable form this URH schene starts
with "jms:jndi:" plus a JNDI name for a Destination. Since
interaction with some resources mght require JND contextua
informati on or JMS header fields and properties to be specified as
well, the "jndi" variant of the "jns" URH schene includes support for
supplying this additional JNDI information as query paraneters

VWhile the "jndi" variant provides conpatibility, vendors can define
additional variants. This specification defines three variants:
"indi", "queue", and "topic". Vendors defining additional variants
are strongly encouraged to register themwi th | ANA as docunented in
Section 9.2.1.

VWhile the "jms" URI schene allows the | ocation of network resources,
it does not map to a single underlying protocol, unlike nost other
URI schenes that do so. Instead, it achieves interoperability
through the use of a commpn Java-based APl [JAVA] for nessaging.
Because of this, interoperability is dependent upon the

i mpl ementation of the APl and its capabilities; two inplenentations
of JM5 might or might not interoperate in practice. Furthernore, it
m ght be inpractical to use JM5 URIs in non-Java environnments.

As a consequence of building upon an APlI, rather than a protocol, the
utility of a JM5 URI depends on the context in which it is used.

That context includes agreenent on the same JMS provider or
under | ying protocol; agreement on how to | ook up endpoints (JNDI);
and, when using serialized Java object messages, sufficiently simlar
Java O ass environnents that serialized objects can be appropriately
read and witten. Users of this scheme need to establish the
necessary shared-context parts as just enunerated -- a context that
can span the globe, or nmerely a small local network. Wth that
shared context, this URl scheme enabl es endpoint identification in a
uni form way, and the means to connect to those endpoints.

1.1. Requirenents Notation
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Al'l syntax descriptions use the ABNF specified by [ RFC5234],
"Augnment ed BNF for Syntax Specifications: ABNF".

Note that some exanples in this docunent wap long JM5 URIs for
readability. The Iine breaks are not part of the actual URI'S
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2. URI Scheme Nane
The nane of the URI schene is "jns".
3. Syntax of a JM5 URI

The foll owi ng ABNF describes the "jms" scheme URl syntax:

jms-uri = "jms:" jns-variant
[ "?" param*( "&" param) ]

j ms- dest

jms-variant = segnent-nz-nc

j ms-dest = segnment-nz ; specific nmeaning per variant

param = par am nane par am val ue

param nanme = 1*(unreserved / pct-encoded)
paramval ue = *(unreserved / pct-encoded)
segnent-nz-nc = <as defined in RFC 3986>
pat h-rootl ess = <as defined in RFC 3986>
unreserved = <as defined in RFC 3986>
pct -encoded = <as defined in RFC 3986>

The URI's are percent-encoded UTF-8 [ RFC3629]. Pl ease see Section 5
of this docunent for encodi ng considerations.

4, URI Schene Semantics

JM5 URIs are used to |locate JM5 [JMS] Destination resources and do
not specify actions to be taken on those resources. Operations
avail abl e on JMs Destinations are fully and normatively defined by
the JM5 specification and as such are out of scope for this UR
speci fication.

The required portions of the syntax include the term nal of "jns" for
the URI schenme name; the <jns-variant> elenent to indicate the
variant of the schene; and the <jnms-dest> el enent, which identifies
the Destination based on the chosen variant. For the <jms-variant>
el ement, this docunment defines three values: "jndi", "queue", and
"topic". Al the terminals resulting from <jnms-variant> and

<j ns-dest > production rules are case-sensitive.
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Paraneters further refine howto | ocate and use the Destination. The
par anet er nanes and val ues are case-sensitive. They can occur in any
order, and each parameter name SHOULD NOT appear nore than once. In
the event that a paraneter appears nultiple tinmes, all but the |ast

i nstance of the paraneter MJST be ignored. For conparison purposes,

t he absence of a paraneter does not nmean the sanme thing as a URI with
a paraneter set to a default value, due to the potential variation in
default values as determ ned by the context of a specific use.

Each variant can have query paraneters specific to that variation.
Al'l such variant-specific parameters SHOULD use the nane of the
variant as the prefix to the paraneters. For exanple, a vendor-
specific variant of "vnd.exanple.ex" mght also define a paraneter

with a name |ike "vnd. exanpl e. exParaneter”. Paranmeters that apply
across multiple variants -- perhaps because they are generally
applicable, such as JM5 settings -- MJST NOT have a nanme that starts

with the nane of any known variant. This pattern enables tools that
are otherwise unfam liar with a particular variant to distinguish
those parameters that are specific to a variant fromthose that are
nmore general |y applicable.

Exampl es of the URI schenme include:

j ms: j ndi : SomeJndi NameFor Desti nati on?
jndilnitial ContextFactory=
com exanpl e. j ndi . Indi Fact ory&priority=3

j ms: queue: Exanpl eQueueNanme?ti meTolLi ve=1000
4.1. Shared Paraneters

In addition to the required particles, the "jnms" UR schene supports
the follow ng shared paranmeters, which are available to all variants.
These paraneters correspond to headers and properties on the JMS
Messages to be sent. For the paraneters deliveryMde, tineTolive,
and priority, the default values might be specified in the context of
a specific use, for exanple by environnment variables, or in the
configuration of a particular network application. JMs also defines
default values for these properties. The context default is hereby
defined as the default value in the context of a specific use, or the
JMs default for a particular property if the context does not define
a default.
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4.1.1. deliveryhMde

I ndi cat es whet her the request nmessage is persistent or not. This
property corresponds to the JMS nessage header field
"JMSDel i veryMode" defined in Section 3.4.2 of the JM5 1.1
specification [JM5]. The value of this paranmeter MJST be

"PERSI STENT" or "NON_PERSI STENT". If this parameter is not
specified, then the context default MJST be used.

4.1.2. timeTolLive

The lifetinme, in nmilliseconds, of the request nessage, specified as a
deci mal nunber. This property corresponds to the JVMS Ti ne-To-Live
val ue defined in Section 4.8 of the JM5 1.1 specification. |If this
paraneter is not specified, then the context default MJST be used.

4.1.3. priority

The JMS priority associated with the request nessage. As per
Section 3.4.10 of the JM5 1.1 specification, this MJST be a val ue
between 0 and 9 inclusive, specified as a decimal nunber. This
corresponds to the JMS nessage header field "JMSPriority". If this
paraneter is not specified, then the context default MJST be used.

4.1.4. replyToNane

This property corresponds to the JMS nessage header field

"JMSRepl yTo" defined in Section 3.4.6 of the JVM5 1.1 specification
As interpreted by the particular variant, this property val ue
specifies the JMS Destination object to which a response nessage
ought to be sent.

4.2. "jndi" Variant

The "jndi" variant inplies the use of JND for discovering the
Destination object. Wen this is specified as the variant, the
<jnms-dest> portion of the syntax is the name for JNDI | ookup
purposes. Additional JNDI-specific parameters can be specified. The
JNDI - speci fic paranmeters SHOULD only be processed when the UR

variant is "jndi"

4.2.1. JNDI Paraneters
4.2.1.1. jndi Connecti onFact or yName
Specifies the JNDI name of the Java class (see Section 3.8,

"Identifiers", of [JLS] for the specification of a | egal Java cl ass
nane) providing the connection factory.
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4.2.1.2. jndilnitial ContextFactory

Specifies the fully qualified Java class nane of the
"Initial ContextFactory" inplenmentation class to use.

4.2.1.3. jndi URL

Specifies the JNDI provider URL, in a formconsistent with
j avax. nam ng. spi . Nam ngManager . get URLCont ext (Stri ng schenme, Hashtable
environnment) as defined in the JNDI specification [JNDI].

4.2.1.4. Additional JNDI Paraneters

It is possible that connecting to a JNDI provider requires additiona
paraneters. These paraneters can be passed in as custom paraneters

(see Section 4.4). To identify a custom paraneter as JNDI specific,
the paraneter nane needs to start with the prefix "jndi-".

For exanple, if the JNDI provider requires a paraneter naned
"com exanpl e. j ndi . someParaneter"”, you can supply the paraneter in the
URI as: jndi-com exanple.jndi.someParanet er =soneVal ue

.2. Exanple of Performng a JND Lookup

To performa | ookup based on a "jndi" variant URl using Java APls, an
application nmight start by creating a JNDI Initial Context object.

The I nitial Context object can then be used to | ook up the JMS
ConnectionFactory object (using the "jndi Connecti onFactoryName" UR
paraneter), the target JMS Destination object (using the <jns-dest>
portion of the JM5 URI), and the "replyToNane" JMS Destination object
(if the "repl yToName" parameter is specified on the URI). The
application creates the Initial Context object by first setting up two
properties: "Context.|N TI AL_CONTEXT_FACTORY", with the value of the
jndilnitial ContextFactory JMS URI paraneter; and

"Cont ext. PROVI DER_URL", with the value of the jndi URL URI paraneter;
and then passing the two properties to the Initial Context

constructor.

To |l ocate a connection factory or Destination object, the application
passes the name of the object into the Initial Context.|ookup()
met hod.
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For exanple, the JM5 URI. ..

j ms: j ndi : REQ QUEUE
?j ndi URL=fil e:/C: /INMSAdm n
& ndi | ni ti al Cont ext Factory
=com sun. j ndi . f scont ext . Ref FSCont ext Fact ory
& ndi Connect i onFact or yName=CONNFACT
&r epl yToName=RESP_QUEUE

...woul d be used by the follow ng (non-nornative) code sanple to

| ocate and retrieve a JMS ConnectionFactory call ed "CONNFACT", and
JMS Destinations called "REQ QUEUE" and "RESP_QUEUE", froma file-
system JNDI context called "c:/JMSAdm n".

/*

* Preconditions on URl:

* - portion <jns-dest> has been parsed into variable "jns_dest"

* - paraneters "jndi ConnectionFactoryNane",

* "jndilnitial ContextFactory", "replyToNane", and "jndi URL" have
* been parsed into variables of the sane nane.

*/

Hasht abl e envi ronment = new Hasht abl e();

envi ronment . put (Cont ext. | NI TI AL_CONTEXT _FACTORY,
j ndi I nitial ContextFactory);

envi ronment . put ( Cont ext . PROVI DER_URL, j ndi URL);

/*

* Create File-SystemlInitial Context

*/

Context ctx = new Initial Context(environnent);
/*

* Now get the JMS ConnectionFactory and Destination. These will
* be used later on in the application to create the JVM5
* Connection and send/recei ve nessages.
*/
ConnectionFactory jnmsConnFact = (Connecti onFactory)
ct x. | ookup(j ndi Connecti onFact or yNane) ;
Destination requestDest = (Destination) ctx.|ookup(jns_dest);
Destination repl yDest = (Destination) ctx.|ookup(replyToNane);

The ConnectionFactory is used to create a Connection, which itself is
used to create a Session. The Session can then be used to create the
MessagePr oducer, which sends nessages to the target Destination; and
the MessageConsuner, which receives nmessages fromthe repl yToNane
Destination (as shown in the foll owing code extract).
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/*

* Create a producer to send a message to the request Destination

* that was specified in the URI, then create the message, setting

* the replyToNanme Destination in the nessage to the one specified

* in the URI, and send it.

*/

MessagePr oducer producer = sess.createProducer(requestDest);

Byt esMessage reqMsg = sess. creat eByt esMessage();

reqgMsg. set IMSRepl yTo(r epl yDest) ;

producer. send(reghsg) ;

/*

* Create a consuner to get a nessage fromthe repl yToNane

* Destination using a selector to get the specific response to

* this request. The responder sets the correlation ID of the

* response to the nmessage I D of the request message.

*/

MessageConsuner consumer = sess. creat eConsuner (repl yDest,
"JMSCorrelationlD ='" + reqMsg. get IMSMessagel () + "' ");

Message respMsg = (Message) consuner.recei ve(300000);

4.2.2.1. Performing a JNDI Lookup with Custom Paraneters

Any paraneters with a prefix of "jndi-" MJST be used to set custom
properties when establishing a connection to the JNDI provider. The
nane of the custom property is derived by renoving the "jndi-" prefix
fromthe URl parameter name, and the value of the property is the

val ue of the paramneter.

For exanple, the JM5 URI...

jms:jndi : REQ QUEUE
?j ndi URL=file:/C /JIMSAdmM n
& ndi | ni ti al Cont ext Factory
=com sun. j ndi . f scont ext . Ref FSCont ext Fact ory
& ndi Connect i onFact or yNane=CONNFACT
& ndi - com exanpl e. j ndi . sonePar anet er =soneVal ue

...instructs the consunmer to use the followi ng properties to connect
to the JNDI provider:

j ava. nam ng. provi der.url =file:/C. /IJMSAdmM n
java. nam ng.factory.initial=

com sun. j ndi . f scont ext . Ref FSCont ext Fact ory
com exanpl e. j ndi . sonePar anet er =soneVal ue
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4.3. Vendor Destination Nanes -- Variants "queue" and "topic"

The JMS Session object provides a neans to directly access Queues and
Topics. Specifically, it has the methods Session. createQueue(String
nane) and Session.createTopic(String name). These nethods can be
used to "create" the Java representation of an existing JMS Topic or

Queue.

Since the Session interface requires external know edge about whether
a given nane relates to a Queue or Topic, rather than introduci ng one
new variant, this section defines two variants. A JMS UR can

i ndi cate which of these nmethods to use by specifying the appropriate
variant -- either "queue" or "topic". For exanple:

j ms: queue: Exanpl eQueueName

to identify a JM5 Queue Destination, and
j ms: topi c: Exanpl eTopi cName

to identify a JMS Topic Destination

JMs only specifies one way to obtain the nanes used by these APIs.
Wth a JM5 Queue or Topic avail able, an inplenentation can cal
Queue. get QueueNane() or Topic. get Topi cNarme(), respectively, both of
which return a String object. To create a correct corresponding URIl,
the resulting string MJIST use standard URI escape nechani sns so that
the resulting characters conformto the production <jns-dest>.

4.3.1. Treatnent of replyToNane Paraneter

When used with the "queue" and "topic" variants, the replyToNanme
paraneter, specified in Section 4.1.4, always refers to a name of a
JM5 Queue to |l ook up via the Session.createQueue() nethod, or its
equi valent. For either variant, if a JM5 Topic is instead required
as a response Destination, a JM5 URI can enploy the

"t opi cRepl yToName" parameter. This paraneter defines a nane to | ook
up with the Session.createTopic() method, or its equival ent.

A JM5 URI MUST NOT specify both a "topi cRepl yToNane" and a
"repl yToNane" paraneter.

4.3.2. Obtaining a Session via JND
Usi ng the Session. createQueue() and Session. createTopic() mnethods
assunes that a client program has al ready obtai ned a Sessi on object.

Where does that Session object cone from-- how does a client get it?
One way to get a Session is sinply to access vendor-specific APIs.
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4.3

4. 4.

Phi

Anot her way to get a Session object is to sinply revert to using
JNDI. That is, if a Session is not available to the client from sone
ot her context, the "queue" and "topic" variants MAY reuse the URL
paraneters specified in Section 4.2.1, "JNDI Paraneters”. Via JNDI,
those paraneters will identify a ConnectionFactory, which can then be
used to obtain a Session object.

Conbi ni ng the "queue" and "topic" variants with JNDI | ookup for an

i mpl ement ati on of Connecti onFactory raises an inportant consideration
for JM5 URI clients. Once clients enploy JNDI for one part of

di scovering a Destination, they alnost certainly could use a vendor-
neutral JNDI | ookup for a Destination object itself, rather than
usi ng vendor-specific means. As a result, clients need to carefully
consi der whether it makes sense to use JNDI for one part of this
problem wi thout using it for the other

.3. Limtations of "queue" and "topic"

The JMS specification clearly identifies the two nmethods on the
Session interface as returni ng vendor-specific nanes for
Destinations. Consequently, users of the "jns" URl schenme ought to
carefully consider when these two variants m ght be enployed. |If
users plan on switching between JM5S vendors, they mght also need to
pl an on regenerating resources that contain URIs in this vendor-
specific form

A JM5 vendor can provide alternate ways to obtain the nanmes that can
be passed to Session.createQueue() and Session.createTopic(). Wen
usi ng nanmes derived fromthose alternate neans, users of this UR
specification are encouraged to verify that the obtai ned names work
as expected in all circunstances.

Cust om Par amet er s

The set of paranmeters is extensible. Any other vendor- or

appl i cation-defined paraneter can be supplied, in the URI, by passing
it as <param nane>=<paramval ue>, just like the set of well-known

par amet er s

WARNI NG: Vendors and applications MJUST NOT include sensitive

i nformati on (such as authorization tokens) in a URI. Qher neans of
aut hori zation, authentication, and identification ought to be used.

Al so see the security discussion bel ow about properties that night be
duplicated as JMS nessage properties.
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5

Encodi ng Consi derati ons

The "jns" URl schene distingui shes between <unreserved> characters
and <pct-encoded> characters, as defined in [RFC3986]. Apart from
these encodi ng considerations, the characters "?" and "&" MJST be
encoded when they appear within the <jns-dest> particle (for exanple,
a JNDI nane) or in query paranmeters. The character ":" SHOULD be
escaped when appearing in the <jns-dest> portion of the syntax.

Conversions to and fromlInternationalized Resource Identifiers (IRIS)
follow the rules of RFC 3987, Sections 3.1 and 3.2. As per

Sections 1.2-c. and 6.4 of [RFC3987], all parts of the JM5 URI MJST
use the UTF-8 encodi ng when converting to and fromthe IRl format.

Applications/Protocols That Use the JM5 URI

A variety of vendors provide inplenentations of the JM5 Service
Provider Interface (SPI). These products interoperate at the AP
I evel, in the Java progranm ng | anguage.

Sone vendors have provided additional products that interoperate with
their own SPI inplenentations. These extensions mght also be able
to make use of this URI schene.

The vendors working on this URI schene are also working on a
specification for carrying SOAP nessages over their respective

i mpl ementations of JM5 [ SOAP-JMS]. In addition, the Service
Conponent Architecture Bindings technical commttee (TC) [SCA-TC] at
OASI S enpl oys the "jns" URI schene to identify JMS Destinations in

[ SCA- IMB] .

I nteroperability Considerations

This "jnms" URI schene focuses on identifying a JMS Destination

obj ect, and sone characteristics of comruni cati on using that
Destination, and specifically excludes any notion of describing how
JMS itself is inplemented and how it delivers nessages. As a
consequence of this focus, interoperability concerns are linmted to
how i npl ement ati ons obtain and use a Destination object.

This schene definition describes three variants for obtaining a
Destination. These variants achieve their ainms with the use of JNDI
and JM5 APIs, with no new APIs or protocols defined here. As a
consequence of using JNDI and JMS, interoperability concerns m ght
arise if inplenentations do not conformto the specifications for
those APlIs. Further, the use of Java, and JNDI in particular, neans
that the configuration of the execution environnent and the use of
Java C asslLoaders can affect the interpretation of any given UR
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Consuners of these URIs are urged to consider the scope and
consi stency of the environment across which these URIs will be
shar ed.

As described in Section 4, others can define additional variants,
whi ch provide the means to describe how to | ook up JMS Destination
objects in a manner specific to some environment. For any new
variant, the shared paraneters defined in Section 4.1 MJST have the
same nmeaning in that variant as they do here. That way, tools and
peopl e can safely copy these paraneters between environnents. Note
that while additional variants m ght seemnore flexible, enploying
variants not defined here mght nake it nore difficult to switch to
an alternate JM5 provider.

8. Security Considerations

Section 7 of [RFC3986] identifies sone of the security concerns that
ought to be addressed by this specification

8.1. Reliability and Consi st ency

This specification identifies only the variant (<jms-variant>) and
variant-specific details (<jnms-dest>) as an essential part of the
URI. For reliability and consi stency purposes, these variants are
the only part that can reasonably be expected to be stable. O her
optional JMS configuration and nmessage properties indicated as URI
paraneters, |ike "tineTolLive", can reasonably be determ ned by the
sender of a message, without affecting the recipient. Insofar as a
reci pient mght wish to dictate certain paranmeters, such as the

"j ndi Connecti onFact oryNane", those paraneters can be specifi ed.

8.2. Mualicious Construction
8.2.1. Recipient Concerns

A malicious consunmer of a service using a JM5 URI could send, as part
of a JM5 nessage, a URI with a paraneter such as "tinmeToLive" with a
val ue specified in the URl that differs fromthe corresponding JMS
message property ("JVMSExpiration" header field, in this exanple). In
the case of such nessages with such URI's, recipients are strongly
cautioned to avoid applying processing |ogic based on particular UR
paraneters. Discrepancies in the nessage could be used to exploit

di fferences in behavior between the selectors that a JMs-based
application mght use to affect which nmessages it sees, and the
processing of the rest of the application. As defined in this
docunent, the paraneters of concern include
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del i ver yMode
ti meTolLi ve
priority

Message senders are strongly urged to renove fromthe URl extra
paraneters |like the above in environnents where the data will be
redundant with information specified el sewhere in the JM5 nessage.

Any use of additional paraneters, either as a part of a definition of
a new variant or for nore general use, SHOULD al so specify whether
those paraneters ought to be renoved by a sender as specified here.
If arecipient is aware of the "jms" UR scheme, and it receives a
message containing a JM5 URI, it MJST ignore or discard parameters
that it does not recognize.

8.2.2. Sender Concerns

A third party could intercept and replace a URl containing any of the
JMS/ JNDI configuration paranmeters, such as

"j ndi Connecti onFact oryNane", "jndilnitial ContextFactory", or

"jndi URL". As these paraneters can affect how an inpl enentation
establishes an initial connection, such paraneters could be used as a
means to subvert conmunications. This could possibly result in
re-routing comruni cations to third parties, who could then nonitor
sent nmessages. Cdients SHOULD NOT use these URI paraneters unless
assured of their validity in trusted environnents.

8.3. Back-End Transcodi ng

This specification, in using the URI specification and buil ding
around the JMS specification, has no particul ar transcodi ng i ssues.
Any such issues are problens with the underlying inplenentation of
Java and the Java Messagi ng Servi ce bei ng enpl oyed.

8.4. Semantic Attacks

A possible semantic attack on the "jndi" variant could be
acconpl i shed by replacing characters of the JM5 URI from one | anguage
wi t h equi val ent -1 ooki ng characters from anot her | anguage, known as an
"Internationalized Domai n Name (I DN) honograph attack" [ HOMOGRAPH] .
This kind of attack could occur in a variety of ways. For exanple,
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if an environment allows for the automatic registration of JNDI
Destination names, a malicious actor could register and then
publicize an alternate of an existing Destination nane. Such an
envi ronment ought to prevent the use of honograph equival ents,
perhaps by restricting allowed characters, so that clients do not
accidentally send their requests to unintended Destinations.

The "queue" and "topic" variants are subject to the same concerns as
the "jndi" variant. In addition, because the Destination nanes are
vendor defined, URI's enploying these two variants night enploy
speci al characters that significantly change the neaning of the URI
It is possible that the introduction of a single character --
difficult for a human to notice -- mght dramatically change the

i ntended nmeaning of a URI. In situations where this mght be an

i ssue, users of this URI are urged to strongly consider the "jndi"
variant instead.

8.5. Oher Security Concerns

9

Thi s specification does not define or anticipate any use for IP
addresses as part of the URI, so no issues around |P addresses, rare
or otherwi se, are raised by this specification

Thi s specification does not define any characteristics of a
scheme URI that contain sensitive information.

j ms

| ANA Consi der ations

.1. URI Schene Registration

| ANA registered the Java Message Service URI scheme described in this
docunent, according to the followi ng scheme registration request,
using the tenplate from [ RFC4395]:

o URlI schene nane: jns

o Status: Provisiona

o0 URI schene syntax: See Section 3

o UR schenme semantics: See Section 4

o0 Encoding considerations: See Section 5

0 Applications/protocols that use this URI schene nane: See
Section 6

0 Interoperability considerations: See Section 7
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9

9

9

0 Security considerations: See Section 8

o Contact: See the Authors’ Addresses section
0 References: See the References section

2. "jms" URl Schenme Registries

Per this URI schenme, | ANA has created a registry for possible
"variants". | ANA can reject obviously bogus registrations.

2.1. JM5 URl Variants

This registry provides a listing of "jns" URl schene variants.

Vari ant names beginning with "vnd." are reserved for vendor
extensions. Such variants should follow a pattern of

vnd. <vendor nane>. <l abel >. The <vendornane> corresponds to the

i ana-vendor-tag production from|[RFC6075], and vendor.<vendor nanme>
must already be registered in the Application Configuration Access
Prot ocol (ACAP) Vendor Subtree. The <label> is chosen by said
vendor .

Al'l variant nanes are to be registered on a first cone, first served
basi s.

Variants must conformto the "jms-variant" production above. Since
variants occur in URls, they ought to be short, and MJUST NOT be nore
than forty characters in |ength.

Thi s docunent defines the "jndi", "queue", and "topic" variants
initially included in the registry.

2.2. "jms" URl Schene Variant Registration Tenplate

This tenpl ate describes the fields that nust be present to register a
new variant for use in a JM5 UR

To: iana@ ana. org
Subj ect: Registration of JM5 URI variant nane

JM5 URI variant nane: Variants nust conformto the "jns-variant"
production above. Since variants occur in URI's, they ought to be
short, and MJUST NOT be more than forty characters in | ength.

Description: A description of the purpose of the variant being
regi stered.
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Contact Information: Nanme(s) and ermail address(es) to contact for
nmore i nformation about this registration.

Description URL: If available, a URL for a docunent describing the
details of how the variant works.

Comments: Any comments the requester thinks are relevant to this
request .

Change Controller: Contact information for the person who controls
further changes to this variant definition

2.3. Change Contro

Once a JM5 URI variant registration has been published by | ANA the
change controller can request a change to its definition. The change
request follows the sane procedure as the registration request.

The change controller of a JM5 URI variant can pass responsibility
for the JM5 URI variant to another person or agency by informng
I ANA; this can be done without discussion or review

JM5 URI variant registrations MJUST NOT be del eted; nechani sns that
are no | onger believed appropriate for use can be marked as obsol ete
in the Comment field.

I n exceptional circunstances, the | ESG can reassign responsibility
for a JM5 URl variant.

The IESG is considered to be the owner of all JMS URI variants that
are on the | ETF Standards Track.
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