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Abst ract

Thi s docunent defines new Dynam c Host Configuration Protocol (DHCPv4
and DHCPv6) options to enable a nobile node to discover Access

Net wor k Di scovery and Sel ection Function (ANDSF) entities in an IP
network. ANDSF is being developed in the Third Generation
Partnership Project (3GPP) and provides inter-systemmobility
policies and access-network-specific information to the nobil e nodes
(MNs).

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
http://ww.rfc-editor.org/info/rfc6153

Copyri ght Notice

Copyright (c) 2011 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Access Network Di scovery and Sel ection Function (ANDSF) is being
defined in 3GPP [ 3GPPTS23. 402] to provide necessary network discovery
and sel ection assistance data to the nobile nodes for nulti-access
networ k scenari os where 3GPP access-network | evel solutions are not
sufficient for the nobile nodes to perform network di scovery and

sel ection of non-3GPP networks.

The infornmation provi ded by ANDSF contains inter-systemnobility
policies and access-network-specific data to assist the mobil e node
with perfornming the inter-system handover. This set of information
can either be provisioned in the nobile node by the hone operator or
provided to the nobile node (M) dynami cally by the ANDSF over the
S14 reference point as defined in [3GPPTS23.402] and [ 3GPPTS24. 302] .

In 3GPP, the ANDSF is |located either in the subscriber’s hone
operator or visited network and needs to be known to the MN or

di scovered by the MN. According to [3GPPTS23.402] and

[ 3GPPTS24. 302], the ANDSF is discovered through interaction with the
Donmai n Name Service function or the DHCP server function

Thi s docunent defines new DHCPv4 and DHCPv6 options called the ANDSF
| P Address Options, which allow the MN to | ocate an ANDSF server.
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1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

1.2. Terminol ogy and Abbreviations Used in This Docunent

ANDSF (Access Network Discovery and Sel ection Function): An entity
that provides network di scovery and sel ection assistance data to the
user entity (UE) as per operator policy [3GPPTS23.402].

Access Network: A network that is accessed by the UE

3GPP Network: A radio access network specified by Third Generation
Part nershi p Project

Non- 3GPP Network: A radio access network specified outside 3GPP by
ot her projects or standards organi zati ons

2. ANDSF | Pv4 Address Option for DHCPv4

Thi s section describes the ANDSF | Pv4 Address Option for DHCPv4. The
option layout is depicted bel ow

01234567890123456789012345678901
B il s S S S S I S i
| Option Code | Lengt h |

i i i T i I S i e s o o i i
| P Addr ess |
R et e s i o e s i i

Opti on Code
OPTI ON- | Pv4_Addr ess- ANDSF (142)

Lengt h
Length (in bytes) of the option excluding the ' Option Code’ and
the "Length’ fields; 'Length’ fieldis set to 4N, where Nis the
nunber of |Pv4 addresses carried in the option

| P Addr ess
| Pv4 address(es) of ANDSF server(s)

ANDSF servers MJST be listed in order of preference, and the client
SHOULD process themin decreasing order of preference.
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3.

4.

4.

4.

ANDSF | Pv6 Address Option for DHCPv6

This section describes the ANDSF | Pv6 Address Option for DHCPv6. All
values in the option are represented in network byte order. The
option layout is depicted bel ow

01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Opti on Code | Length |

el i I e i it T e e e e i i T o S e e S e T R R

| | P Address |

T I T N +
Opti on Code

OPTI ON-1 Pv6_Addr ess- ANDSF ( 143)

Lengt h
Length (in bytes) of the option excluding the ' Option Code’ and
the "Length’ fields; 'Length® field is set to 16N, where N is the
nunber of |Pv6 addresses carried in the option

| P Addr ess
| Pv6 address(es) of ANDSF server(s)

ANDSF servers MJST be listed in order of preference, and the client
SHOULD process themin decreasing order of preference.

Opti on Usage
1. Usage of ANDSF Options for DHCPv4

The requesting and sendi ng of the proposed DHCPv4 options follow the
rules for DHCP options in [RFC2131].

1.1. Mobil e Node Behavi or

The nobil e node MAY request the | P address of an ANDSF server either
during initial association with a network or when the policy and
access network information is required from ANDSF. |t MAY al so
request the I P address of an ANDSF server when the network
information is outdated or the nobile node does not have any ANDSF

i nformati on.

In order to request an address of a ANDSF server, the nobile node
(DHCP client) MJST include an ANDSF | Pv4 Address Option in the
Par anet er Request List (PRL) in the respective DHCP nessages as
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defined in [RFC2131] and [RFC2132]. The DHCP client MAY initiate a
new DHCP exchange or piggyback on ot her DHCP nessage exchanges. DHCP
client-handling PRL options are specified in [ RFC2131], Section 4. 4.

4.2. Usage of ANDSF Options for DHCPv6

The requesting and sendi ng of the proposed DHCPv6 options follow the
rules for DHCP options in [ RFC3315].

4.2.1. MNobile Node Behavi or

The nobil e node MAY request the | P address of an ANDSF server
according to the scenarios described in Section 4.1.1

In order to discover the address of an ANDSF server, the nobile node
(DHCP client) MJST include an ANDSF | Pv6 Address Option in the Option
Request Option (ORO in the respective DHCP nessages as defined in

[ RFC3315]. The DHCP client MAY initiate a new DHCP exchange or

pi ggyback on ot her DHCP nmessage exchanges. DHCP client-handling ORO
options are specified in [ RFC3315], Sections 17.1 and 18.1

5. Security Considerations

If an adversary nmanages to nodify the response froma DHCP server or
insert its own response, an MN could be led to contact a rogue ANDSF
server. A nodified response could al so be used to nobunt an
anplification attack.

The DHCP aut hentication option described in [RFC3118] and [ RFC3315]
MAY be used to nmitigate the above attacks. In deploynments where DHCP
authentication is not available, 3GPP-specific |ower-I|ayer security
services can be used to protect DHCP nmessages [3GPPTS33.402]. The
3GPP ANDSF franmework al so provides additional nechanisns that can be
used to mtigate the above attacks and to protect nessage exchanges
bet ween an ANDSF client and server at the higher |ayer

[ 3GPPTS33. 402] .

6. | ANA Consi der ati ons

Thi s docunent defines two new DHCP options as described in Sections 2
and 3:

ANDSF | Pv4 Address Option for DHCPv4 (OPTI ON-1 Pv4_Addr ess- ANDSF) 142

ANDSF | Pv6 Address Option for DHCPv6 (OPTI ON-|1 Pv6_Addr ess- ANDSF) 143
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