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Abstract

Thi s docunent provides framework and requirenents for Layer 2 Virtual
Private Network (L2VPN) QOperations, Adm nistration, and M ntenance
(0AM. The OAM franmework is intended to provide OAM | ayering across
L2VPN servi ces, pseudowires (PW), and Packet Switched Network (PSN)
tunnels. This docunent is intended to identify OAM requirements for
L2VPN services, i.e., Virtual Private LAN Service (VPLS), Virtual
Private Wre Service (VPWS), and IP-only LAN Service (IPLS).
Furthernore, if L2VPN service OAM requirenments inpose specific

requi renents on PW OAM and/or PSN OAM those specific PWand/or PSN
OAM requirenments are also identified.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Not all docunents
approved by the |ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6136.
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I nt roducti on

Thi s docunent provides framework and requirements for Layer 2 Virtual
Private Network (L2VPN) Operation, Adm nistration, and Mintenance

(0AM) .

The scope of OAM for any service and/or transport/network

i nfrastructure technol ogi es can be very broad in nature. OSlI has
defined the following five generic functional areas conmonly
abbrevi ated as "FCAPS' [NM Standards]: a) Fault Management, b)
Configuration Managenent, c) Accounting Managenent, d) Performance
Managenent, and e) Security Managenent.
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Thi s docunent focuses on the Fault and Perfornance Managenent
aspects. Oher functional aspects of FCAPS are for further study.

Faul t Managenent can typically be viewed in terns of the follow ng
cat egori es:

- Fault Detection

- Fault Verification

- Fault Isolation

- Fault Notification and Al arm Suppression
- Fault Recovery

Fault detection deals with nmechanisnm(s) that can detect both hard
failures, such as link and device failures, and soft failures, such
as software failure, menory corruption, msconfiguration, etc.
Typically, a lightweight protocol is desirable to detect the fault
and thus it would be prudent to verify the fault via a fault
verification nechani smbefore taking additional steps in isolating
the fault. After verifying that a fault has occurred along the data
path, it is inportant to be able to isolate the fault to the |evel of
a given device or link. Therefore, a fault isolation mechanismis
needed in Fault Managerment. A fault notification mechani smcan be
used in conjunction with a fault detection mechanismto notify the
devi ces upstream and downstreamto the fault detection point. For
exanpl e, when there is a client/server relationship between two

| ayered networks, fault detection at the server layer nay result in
the followi ng fault notifications:

- Sending a forward fault notification fromthe server layer to
the client layer network(s) using the fault notification format
appropriate to the client |ayer

- Sending a backward fault notification at the server layer, if
applicable, in the reverse direction

- Sending a backward fault notification at the client |ayer, if
applicable, in the reverse direction

Finally, fault recovery deals with recovering fromthe detected
failure by switching to an alternate avail able data path using
alternate devices or links (e.g., device redundancy or |ink

r edundancy) .
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Per f ormance Managenent deal s with nechani sn(s) that allow deternining
and neasuring the performance of the network/services under

consi deration. Perfornmance Managenent can be used to verify the
conpliance to both the service-level and network-1evel netric

obj ectives/specifications. Performance Managenent typically consists
of measurenent of performance netrics, e.g., Frane Loss, Franme Del ay,
Frame Delay Variation (aka Jitter), etc., across nanaged entities
when the managed entities are in available state. Performance
Management i s suspended across unavail abl e managed entities.

[ L2VPN- FRWK] specifies three different types of Layer 2 VPN services:
Virtual Private LAN Service (VPLS), (Virtual Private Wre Service
(VPW5), and IP-only LAN Service (IPLS).

Thi s docunent provides a reference nodel for OAMas it relates to
L2VPN services and their associ ated pseudow res (PW) and Public
Switched Network (PSN) tunnels. QOAM requirenents for L2VPN services
(e.g., VPLS and VPWE) are also identified. Furthernore, if L2VPN
service QAM requirenents inpose requirenments for PWand/or PSN CAM
those specific PWand/or PSN OAM requirenents are al so identified.

1.1. Specification of Requirenents

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

1.2. Relationship with O her OAM Wor k

Thi s docunent | everages protocols, nechani sns, and concepts defined
as part of other OAM work, specifically the foll ow ng:

- | EEE Std. 802.1ag-2007 [I| EEE802. 1ag] specifies the Ethernet
Connectivity Fault Managenent protocol, which defines the
concepts of Maintenance Donmi ns, Miintenance End Points, and
Mai nt enance Internmediate Points. This standard al so defines
mechani sms and procedures for proactive fault detection
(Continuity Check), fault notification (Renote Defect
Indication (RD)), fault verification (Loopback), and fault
i solation (LinkTrace) in Ethernet networks.

- ITUT Std. Y.1731 [Y.1731] builds upon and extends | EEE 802. lag
inthe following areas: it defines fault notification and al arm
suppression functions for Ethernet (via Al arm I ndication Signal
(AIS)). It also specifies nmessages and procedures for Ethernet
performance managenent, including | oss, delay, jitter, and
t hroughput neasurenent.
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2. Term nol ogy

Thi s docunent introduces and uses the following terns. This docunent
al so uses the terns defined in [L2VPN- FRAK] and [ L2VPN- TERM .

Al S Al arm | ndi cation Si gnal
I PLS I P-only LAN Service
VE Mai nt enance Entity, which is defined in a given OAM

domai n and represents an entity requiring nmanagenent

MVEG Mai nt enance Entity Group, which represents MeEs bel ongi ng
to the same service instance and is also called
Mai nt enance Associ ation (M)

VEP Mai nt enance End Point is responsible for origination and
term nation of OAM frames for a given MEG

M P Mai nt enance Intermediate Point is | ocated between peer
MEPs and can process and respond to certain QAM franes
but does not initiate or term nate them

OAM Dormai n - OAM Donmi n represents a region over which OAM franmes can
oper at e unobstruct ed.

Q nQ 802.1Q tag i nside another 802.1Q tag
RDI Renot e Defect I|ndication

VPLS Virtual Private LAN Service

VPWE Virtual Private Wre Service

3. L2VPN Services and Networks
Figure 1 shows an L2VPN reference nodel as described in [L2VPN REQ .

L2VPN A represents a point-to-point service while L2VPN B represents
a bridged service.
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F--m - + F--m - +
+ CE1l +--+ +--| CE2 |
+----- N | +----- +
L2VPN A |  +----+ +----+ | L2VPN A
+--| PE|-- Service --| PE|--+
+-o---+ Provider +----+
/ Backbone A
+o---- + | . \ \ +o---- +
+ CE4 +--+ | . +-\ Access \--| CE5
+----- + +----+ . | Network | +----- +
L2WVWN B ... | PE|....... / L2VPN B
+----+ N e
| | 1ogical
| | switching
+----- + | instance
| CE3 |
+--m o= +
L2VPN B
Figure 1: L2VPN Reference Mde

4.

4.

Saj assi

[ L2VPN- FRWK] specifies VPW5, VPLS, and | PLS
poi nt service where Custoner Edges (CEs) are presented with point-to-
point virtual circuits. VPLS is a bridged LAN service provided to a
set of CEs that are nenbers of a VPN. CEs that are nenbers of the
same service instance comunicate with each other as if they were
connected via a bridged LAN. IPLS is a special VPLS that is used to
carry only I P service packets.

VPW5 is a point-to-

[ L2VPN- REQQ assunes the availability of runtime nonitoring protocols
whil e defining requirenments for managenent interfaces. This docunent
specifies the requirements and framework for operations,

adm ni stration, and mai ntenance (OAM protocols between network

devi ces.

L2VPN OAM Fr anmewor k
1. CQOAM Layering

The point-to-point or bridged LAN functionality is enulated by a
networ k of Provider Edges (PEs) to which the CEs are connected. This
network of PEs can belong to a single network operator or can span
across multiple network operators. Furthernore, it can belong to a
singl e service provider or can span across nultiple service
providers. A service provider is responsible for providing L2VPN
services to its custoners, whereas a network operator (aka facility
provi der) provides the necessary facilities to the service
provider(s) in support of their services. A network operator and a
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service provider can be part of the same adninistrative organization,
or they can belong to different adm nistrative organizati ons.

The different |ayers involved in realizing L2VPNs incl ude service

| ayers and network |layers. Network layers can be iterative. 1In the
context of L2VPNs, the service |ayer consists of VPLS, VPWs (e.g.,

Et hernet, ATM FR, HDLC, SONET, point-to-point enulation, etc.), and
IPLS. Similarly, in the context of L2VPNs, network | ayers consist of
MPLS/ I P networks. The MPLS/IP networks can consist of networks |inks
realized by different technologies, e.g., SONET, Ethernet, ATM etc.

Each layer is responsible for its own OAM Thi s document provides
the OAM franmework and requirenents for L2VPN services and networks.

4.2. OAM Donmai ns

When di scussing OAMtools for L2VPNs, it is inportant to provi de OAM
capabilities and functionality over each donmain for which a service
provider or a network operator is responsible. It is also inportant
that OCAM franmes not be allowed to enter/exit other domains. W
define an OAM domain as a network regi on over which OAM franes
operate unobstructed, as expl ai ned bel ow.

At the edge of an OAM donmin, filtering constructs should prevent OAM
frames fromexiting and entering that domain. OAM donains can be
nested but not overlapped. 1In other words, if there is a hierarchy
of the OAM domai ns, the OAM frames of a higher-1level domain pass
transparently through the | ower-Ilevel domains, but the OAM franes of
a |l ower-level domain get blocked/filtered at the edge of that donain.

In order to facilitate the processing of OAM frames, each OAM domai n
can be associated with the |evel at which it operates. Higher-Ievel
OAM dorai ns can contain | ower-|evel OAM dommi ns, but the converse is
not true. It may be noted that the higher-level domain does not
necessarily nean a higher nunerical value of the I evel encoding in
the OAM frane.

A PE can be part of several OAM domains, with each interface
belonging to the sanme or a different QAM domain. A PE, with an
interface at the boundary of an OAM domai n, shall bl ock outgoi ng OAM
franes, filter out incomng OAM frames whose domain level is |ower or
the same as the one configured on that interface, and pass through
the OAM franes whose dormain |level is higher than the one configured
on that interface.

Generically, L2VPNs can be viewed as consisting of a custonmer OAM

domai n, a service provider OAM donmai n, and network operator OAM
domains as depicted in Figure 2.
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2 I\
|  CE-- / W W \ --CE |
S A \/ \/ \ / W
--PE P P PE- -
\ I\ I\ /
\ I\ I\ /

Servi ce Provider OAM Donmai n

Oper at or Oper at or Oper at or

OAM Domai n OAM Domai n OAM Donai n

Figure 2: QAM Domai ns
The OAM Donmi ns can be categorized as foll ows:

- Hierarchical OAM Donumins: Hierarchical OAM Domains result from
OAM Layering and inply a contractual agreement anong the OAM
Domain owning entities. In Figure 2, the custoner QOAM donai n,
the service provider OAM domain, and the operator OAM donmi ns
are hierarchical.

- Adj acent OAM Donumi ns: Adjacent OAM Donmins are typically
i ndependent of each other and do not have any relationship
anong them In Figure 2, the different operator QOAM domai ns
are i ndependent of each other.

4.3. MEPs and M Ps

Mai nt enance End Points (MEPs) are responsible for origination and
term nation of CAM frames. MEPs are |located at the edge of their
correspondi ng OAM domai ns. Mai ntenance Internediate Points (M Ps)
are located within their correspondi ng OAM donai ns, and they nornally
pass OAM franes but never initiate them Since MEPs are |ocated at
the edge of their OAM dommins, they are responsible for filtering

out bound OAM frames from | eaving the OAM donmai n or inbound OAM franes
fromentering the OQAM domai n.

An OAM franme is generally associated with a M ntenance Entity G oup
(MEGQ, where a MEG consists of a set of Miintenance Entities (MES)
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associ ated with the sane service instance. An ME is a point-to-point
associ ation between a pair of MEPs and represents a nonitored entity.
For exanple, in a VPLS that involves n CEs, all the MEs associ ated
with the VPLS in the custoner OAM dormain (i.e., fromCE to CE) can be
considered to be part of a VPLS MEG where the n-point MEG consists
of a maxi mumof n(n-1)/2 Mes. MeEPs and MPs correspond to a PE, or,
more specifically, to an interface of a PE. For exanmple, an OAM
frane can be said to originate froman ingress PE or nore
specifically an ingress interface of that PEE A MEP on a PE receives
messages fromn-1 other MEPs (sone of them may reside on the sane PE)
for a given MEG

In Hierarchical OAM Donains, a MEP of |ower-level OAM donmain can
correspond to a MP or a MEP of a higher-Ilevel OAM domai n.
Furthernmore, the MPs of a | ower-level OAM domain are al ways
transparent to the higher-level OAM domain (e.g., OAMfranes of a

hi gher-1evel OAM dommin are not seen by MPs of a |ower-1level OAM
domai n and get passed through themtransparently). Further, the Mes
(or MEGs) are hierarchically organized in hierarchical OAM domai ns.
For exanple, in a VPW5 the VPW5 ME in the custonmer OAM domai n can
overlap with the Attachment Circuit (AC) Mg, PWME, and anot her AC ME
in service provider OAM domain. Simlarly, the PWME can overl ap
with different ME in operator OAM donai ns.

4.4. MEP and M P ldentifiers

As nentioned previously, OAM at each | ayer shoul d be independent of
other layers, e.g., a service layer OAM shoul d be i ndependent of an
underlying transport |layer. MEPs and MPs at each |ayer should be

identified with layer-specific identifiers.

5. OAM Framewor k for VPLS

Virtual Private LAN Service (VPLS) is used in different contexts,
such as the following: a) as a bridged LAN service over networKks,
some of which are MPLS/IP, b) as an MPLS/I P network supporting these
bridged LAN services, and c) as (V)LAN enul ati on.

5.1. VPLS as Service/ Net work
5.1.1. VPLS as Bridged LAN Service

The nost common definition for VPLS is for bridged LAN service over
an MPLS/IP network. The service coverage is considered end-to-end
fromUNl to UNI (or AC to AC) anpbng the CE devices, and it provides a
virtual LAN service to the attached CEs belonging to that service
instance. The reason it is called bridged LAN service is because the
VPLS- capabl e PE providing this end-to-end virtual LAN service is
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performng bridging functions (either full or a subset) as described

in [L2VPN-FRWK] . This VPLS definition, as specified in [ L2VPN- REQ ,

i ncl udes both bridge nmodul e and LAN ernul ati on nodul e (as specified in
[ L2VPN- FRWK] ) .

Throughout this docunment, whenever the term"VPLS" is used by itself,
it refers to the service as opposed to network or LAN emul ation

A VPLS instance is al so anal ogous to a VLAN provided by | EEE 802. 1Q
net wor ks since each VLAN provides a Virtual LAN service to its Media
Access Control (MAC) users. Therefore, when a part of the service
provi der network is Ethernet based (such as HVPLS with Q nQ access
network), there is a one-to-one correspondence between a VPLS
instance and its correspondi ng provider VLAN in the service provider
Et hernet network. To check the end-to-end service integrity, the OAM
mechani sm needs to cover the end-to-end VPLS as defined in
[L2VPN-REQ, which is fromAC to AC, including bridge nodule, VPLS
forwarder, and the associated PW for this service. This docunent
specifies the franework and requirenents for such OAM nechani sns.

5.1.2. VPLS as a Network

Sonetinmes VPLS is also used to refer to the underlying network that
supports bridged LAN services. This network can be an end-to-end
MPLS/ I P network, as in HVPLS with MPLS/I P access, or it can be a
hybrid network consisting of MPLS/IP core and Ethernet access
network, as in HVPLS with Q nQ access. In either case, the network
consists of a set of VPLS-capabl e PE devices capable of performng
bridging functions (either full or a subset). These VPLS-capable PE
devices can be arranged in a certain topol ogy, such as hierarchica
topol ogy, distributed topol ogy, or sone other topol ogies such as
multi-tier or star topologies. To check the network integrity
regardl ess of the network topol ogy, network-Ievel QOAM nechani sns
(such as OAM for MPLS/IP networks) are needed. The di scussion of
network-1evel OAMis outside of the scope of this docunent.

5.1.3. VPLS as (V)LAN Emul ation

Sonetimes VPLS also refers to (V)LAN enulation. In this context,
VPLS only refers to the full nesh of PW with split horizon that

emul ates a LAN segnent over a MPLS/IP network for a given service
instance and its associated VPLS forwarder. Since the emul ated LAN
segnent is presented as a Virtual LAN (VLAN) to the bridge nodul e of
a VPLS-capable PE, the enmul ated segnent is also referred to as an
emul ated VLAN. The OAM nechanisns in this context refer primarily to
integrity check of VPLS forwarders and their associated full nmesh of
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PW and the ability to detect and notify a partial mesh failure.
Thi s docunent al so covers the OAM framework and requirements for such
OAM nechani sns.

5.2. VPLS OAM

When di scussing the OAM nmechani sms for VPLS, it is inmportant to

consi der that the end-to-end service can span across different types
of L2VPN networks. For exanple, the access network on one side can
be a bridged network, e.g., [|EEE802.1ad], as described in Section 11
of [VPLS-LDP]. The access network can al so be a [| EEE802. 1ah] - based
bri dged network. The access network on the other side can be MPLS-
based, as described in Section 10 of [VPLS-LDP], and the core network
connecting themcan be IP, MPLS, ATM or SONET. Sinmlarly, the VPLS
i nstance can span across [VPLS-BGP] and distributed VPLS as descri bed
in [L2VPN-SI G .

Therefore, it is inmportant that the OAM nechani sns can be applied to
all these network types. Each such network may be associated with a
separate adm ni strative domain, and multiple such networks may be

associated with a single adm nistrative domain. It is inportant to
ensure that the OAM nmechani sns are i ndependent of the underlying
transport mechani sms and solely rely on VPLS, i.e., the transparency

of OAM mechani snms nust be ensured over underlying transport
technol ogi es such as MPLS, I P, etc.

This proposal is aligned with the discussions in other standard
bodi es and groups such as ITU-T Q5/13, |EEE 802.1, and Metro
Et hernet Forum (MEF), which address Ethernet network and service OAM

5.2.1. VPLS OAM Layering

Figure 3 shows an exanple of a VPLS (with two CEs belonging to
custoner A) across a service provider network marked by UPE and NPE
devices. More CE devices belonging to the sane custoner A can be
connected across different custoner sites. The service provider
network is segmented into a core network and two types of access

networks. In Figure 3, (A shows the bridged access network
represented by its bridge conponents marked B and the MPLS access and
core network represented by MPLS conponents marked P. |In Figure 3,

(B) shows the service/network view at the Ethernet MAC | ayer marked
by E.
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N I\
| A CE-- / \ / \ / \ --CE A |
VLN W W \ I\
-- UPE NPE NPE UPE- -
\ I\ I\ /
\ / \ / \ /

(A CE----UPE--B--B--NPE---P--P---NPE---P----UPE----CE
(B) E------ E---E--BE---E------------ E---------- E----- E
Figure 3: VPLS-Specific Device View

As shown in (B) of Figure 3, only the devices wth Ethernet
functionality are visible to OAM nechani sns operating at the Ethernet
MAC | ayer, and the P devices are invisible. Therefore, the OAM al ong
the path of P devices (e.g., between two PES) is covered by the
transport layer, and it is outside the scope of this docunent.

However, VPLSs may i npose sone specific requirements on PSN OAM
Thi s docunent ainms to identify such requirenents.

5.2.2. VPLS OAM Donmi ns

As described in the previous section, a VPLS for a given custonmer can
span across one or nore service providers and network operators.
Figure 4 depicts three OAM domai ns: (A) customer domain, which is
anong the CEs of a given custoner, (B) service provider donmain, which
is anong the edge PEs of the given service provider, and (C) network
operator domain, which is anong the PEs of a given operator.

Saj assi & Mohan I nf or mat i onal [ Page 14]



RFC 6136 L2VPN OAM Requi renents and Franewor k March 2011

/ L ---- / \
| CE- - / \ / \ / \ --CE |
\ / \ / \ \ \ / \ /
--- --UPE NPE NPE UPE- - ---
\ [\ [\ /
\ / \ / \ /
Cust omer OAM Donai n
(A A e R T >
Provi der QAM Donai n
(B) | <o >|
Oper at or Oper at or Oper at or
(O | <-ooeeee > <o > <o >|

OAM Dormai n OAM Dorrai n OAM Dorrai n
Figure 4: VPLS OAM Donai ns

5.2.3. VPLS MEPs and M Ps

As shown in Figure 5, (C represents those MEPs and MPs that are
visible within the custoner domain. The MPs associated with (C) are
expected to be inplemented in the bridge nmodul e/ VPLS forwarder of a
PE device, as per [L2VPN-FRX]. (D) represents the MEPs and M Ps
visible within the service provider domain. These MEPs and MPs are
expected to be inplenmented in the bridge nodul e/ VPLS forwarder of a
PE device, as per [L2VPN-FRWK]. (E) represents the MEPs and M Ps
visible within each operator domain, where MPs only exist in an

Et hernet access network (i.e., an MPLS access network does not have
M Ps at the operator level). Further, (F) represents the MEPs and
M Ps corresponding to the MPLS | ayer and may apply MPLS-based
mechani sns. The MPLS layer shown in Figure 5 is just an exanple;
speci fic OAM nechani snms are outside the scope of this docunent.
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/ \' eeeeee e - / \
| A CE-- / \ / \ / \ --CE A |
\ / \ / \ \ \ / \ /
--- - - UPE NPE NPE UPE- - ---
\ [\ [\ /
\ / \ / \ /
(A CE----UPE--B----- NPE---P------ NPE- - - P- - - - UPE- - - - CE
(B) E------ E---E------ E------------ E---------- E----- E
Cust omer OAM Domai n
(O MEP- - - M P-m s e e e e e e e e e M P- - - MEP
Pr ovi der OAM Donmi n
(D) MEP- - - - ---- MP----------- MP------- MEP
Oper at or Oper at or Oper at or
(E) MVEP- M P- - MEP| MEP- - - - - - - MEP| MEP- - - - - MEP
OAM donmi n OAM donmi n OAM donmi n
MPLS OAM  MPLS OAM
(F) MVEP- - M P- - MEP| MEP- M P- MEP

donmai n donmai n
Figure 5: VPLS OAM Donmi ns, MEPs, and M Ps
5.2.4. VPLS MEP and MP ldentifiers

In VPLS, for the Ethernet MAC | ayer, the MEPs and M Ps shoul d be
identified with their Ethernet MAC addresses and Mintenance Entity
Goup ldentifier (MEGID). As described in [VPLS-LDP], a VPLS
instance can be identified in an Ethernet domain (e.g., 802.1lad

domai n) using a VLAN tag (service tag) while in an MPLS/ I P network,
PWids are used. Both PWids and VLAN tags for a given VPLS instance
are associated with a Service ldentifier (e.g., VPN identifier).

MEPs and M Ps ldentifiers, i.e., MEP Ids and MP Ids, nust be unique
within their corresponding Service ldentifiers within the OAM

donai ns.

For Ethernet services, e.g., VPLS, Ethernet franes are used for OAM
franmes, and the source MAC address of the OAM frames represent the

source MEP in that domain for a specific MEG For unicast Ethernet
OAM franes, the destination MAC address represents the destination

MEP in that domamin for a specific MEG For nulticast Ethernet OAM

franes, the destination MAC addresses correspond to all MEPs in that
domain for a specific MEG
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6. OAM Franmework for VPWSs

Figure 6 shows the VPWS reference nodel. VPW5 is a point-to-point
service where CEs are presented with point-to-point virtual circuits.
VPW5 is realized by conmbining a pair of Attachnment Crcuits (ACs) and
a single PWbetween two PEs.

I VPWSL <ACL1, PWL, ACL2> - - --------- >|

| |

| +--- -+ +--- -+ |
Feomm -+ | | ::::::::::::::::::l | Feomm -+
| |---ACL1---| Lo, PWL........ | | --ACL2----| |
| CE1]| | PE1 | | PE2| | CE2 |
| |---AC21---| T P .. ... .. | | --AC22--- - | |
+-- -+ | | ::::::::::::::::::l | +-- -+

| +----+ PSN Tunnel +----+ |

| |

S VPWS2 <AC21, PWR, AC22> - ----------- >|

Figure 6: VPW5 Reference Mbdel
6.1. VPWS5 as Service
VPW5 can be categorized as foll ows:
- VPWS5 with hompbgeneous ACs (where both ACs are sane type)

- VPW5 with heterogeneous ACs (where the ACs are of different
Layer-2 encapsul ati on)

Further, the VPW5 can itself be classified as foll ows:
-  Honogeneous VPWS (when two ACs and PWare of the same type)

- Heterogeneous VPW5 (when at | east one AC or PWis a different
type than the others)

Based on the above classifications, the heterogeneous VPW5 may have
ei ther honbgeneous or heterogeneous ACs. On the other hand,
honogeneous VPWS can have only honpbgeneous ACs.

Thr oughout this docunment, whenever the term"VPWs" is used by itself,
it refers to the service.
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6.2. VPWs OAM

When di scussing the OAM nechani sns for VPW5, it is inportant to
consider that the end-to-end service can span across different types
of networks. As an exanple, the access network between the CE and PE
on one side can be an Ethernet-bridged network, an ATM network, etc.
In conmon scenarios, it could sinply be a point-to-point interface
such as Ethernet Physical Layer (PHY). The core network connecting
PEs can be I P, MPLS, etc.

Therefore, it is inportant that the OAM nechani sns can be applied to
different network types, some of which are nentioned above. Each
such network rmay be associated with a separate administrative domain,
and nmul tiple such networks nmay be associated with a single

adm ni strative domain.

6.2.1. VPWS OAM Layering

Figure 7 shows an exanple of a VPW5 (with two CE devices belonging to
customer A) across a service provider network marked by PE devices.
The service provider network can be considered to be segnented into a
core network and two types of access networKks.

In the nost general case, a PE can be client service aware when it
processes client service PDUs and is responsible for encapsul ating
and de-encapsul ating client service PDUs onto PW and ACs. This is
particularly relevant for honbgeneous VPW5. The service-specific
device view for such a deploynent is highlighted by (A in Figure 7,
for these are the devices that are expected to be involved in end-to-
end VPWs OAM

In other instances, a PE can be client service unaware when it does
not process native service PDUs but instead encapsul ates access
technol ogy PDUs over PW. This nay be relevant for VPWs with

het er ogeneous ACs, such as Ethernet VPW5, which is offered across an
ATM AC, ATM PW and Ethernet AC. In this case, the PE that is
attached to ATM AC and ATM PWnay be transparent to the client

Et hernet service PDUs. On the other hand, the PE that is attached to
ATM PW and Ethernet AC is expected to be client Ethernet service
aware. The service-specific device view for such a deploynment is

hi ghlighted by (B) in Figure 7, for these are the devices that are
expected to be involved in end-to-end VPWs OAM where PE1l is expected
to be client service unaware.
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[ <cmmmmmmeans VPWS <ACL, PW AC2> - ----mnmmm-- >|
| |
| +--- -+ +--- -+ |
Fom -+ | | ::::::::::::::::::l | Fom -+
| e P B PW. ..o\, |--AC2----- | |
| CE1]| | PE1 | | PE2| | CE2
F----+ | | ::::::::::::::::::l | F----+
+----+ PSN Tunnel +----+
access core access
| <---------- S| - D R >|
(A) CE-----mnn-- =S PE- <o een - CE
(B) CE---mmmmmmmmmmmmmmmm e PE- - - mm e CE

Figure 7: VPW5- Specific Device View

6.2.2. VPW5 OAM Donai ns
As described in the previous section, a VPWs for a given custonmer can

span across one or nore network operators.

Fi gures 8a and 8b depict three OAM domai ns:
which is anong the CEs of a given customer, (B) service provider
domai n, whi ch depends on the managenent nodel, and (C) network
operator domain, which is anong the PEs of a given operator and coul d
al so be present in the access network if the ACs are provided by a
different network operator. The core network operator nay be
responsi bl e for managi ng the PSN Tunnel in these exanples.

(A) custoner donain,

For the first managenment nodel, shown in Figure 8a, the CEs are
expected to be managed by the custoner, and the custoner is
responsi ble for running end-to-end service OAM i f needed. The
service provider is responsible for nonitoring the PWMg, and the
monitoring of the ACis the shared responsibility of the custoner and
the service provider. |In nost sinple cases, when the ACis realized
across a physical interface that connects the CE to PE, the

moni toring requirenments across the AC ME are m ni mal
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| Sommmmmmmeeee VPWE <ACL, PW AC2> -~ -=--cammmme- >|
I oot oot I
Fom -+ | | ::::::::::::::::::l | Fom -+
| == ACLo=--| .o PW. ..o, |--AC2----- |
| CE1]| | PE1 | | PE2| | CE2 |
F----+ | | ::::::::::::::::::l | F----+
+----+ PSN Tunnel +----+

Servi ce Provider OAM Donmai n

(9 R >
Fi gure 8a: VPWS OAM Donmi ns - Managenent Model 1

Fi gure 8b hi ghlights anot her management nodel, where the CEs are
managed by the service provider and where CEs and PEs are connected
via an access network. The access network between the CEs and PEs
may or nmay not be provided by a distinct network operator. In this
nodel, the VPWS ME spans between the CEs in the service provider OAM
domai n, as shown by (B) in Figure 8b. The service provider QAM
domain may additionally nonitor the AC MEs and PW MEs i ndividual |y,
as shown by (C in Figure 8b. The network operators may be

responsi bl e for nmanagi ng the access service MEs (e.g., access

tunnel s) and core PSN Tunnel MEs, as shown by (D) in Figure 8b. The
di stinction between (C) and (D) in Figure 8b is that in (C, M have
MEPs at CEs and at PEs and have no MPs. Wile in (D), MEs have MEPs
at CkEs and at PEs; furthernore, MPs may be present in between the
MEPs, thereby providing visibility of the network to the operator.
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| Sommmmmmmeeee VPWE <ACL, PW AC2> -~ -=--cammmme- >|
I oot oot I
Fom -+ | | ::::::::::::::::::l | Fom -+
| == ACLo=--| .o PW. ..o, |--AC2----- |
| CE1]| | PE1 | | PE2| | CE2 |
F----+ | | ::::::::::::::::::l | F----+
+----+ PSN Tunnel +----+

(A) | S e >|
Servi ce Provider (SP) OAM Donain
(B) | S mmmmmm oo >|
SP CAM SP CAM SP CAM
(O |<--------- b S| <---------- >|
Domai n Dormai n Domai n
Oper at or Oper at or Oper at or
(D emmmmm e R S| <---------- >|
OAM Dorrai n OAM Dorrai n OAM Dorrai n

Fi gure 8b: VPWS OAM Donmi ns - Managenent Model 2

Note: It may be noted that unlike VPLS OAM Domain in Figure 4, where
mul ti pl e operator domains may occur between the User-facing PE (U PE)
devi ces, VPWs OAM domain in Figures 8a and 8b highlights a single
operator domain between PE devices. This is since, unlike the
distributed VPLS PE case (D-VPLS), where VPLS-aware U PEs and

Net wor k- faci ng PEs (N-PEs) may be used to realize a distributed PE,
the VPWS has no such distributed PE nodel. [|f the PSN involves

mul ti pl e operator domains, resulting in a Milti-segnent PW

[ M5-PW Arch], VPWS OAM Dommai ns remai n unchanged since sw tched PEs
are typically not aware of native service.

6.2.3. VPWS MEPs and M Ps

The location of MEPs and M Ps can be based upon the managenent nodel
used in the VPW5 scenarios. The interest remains in being able to
nmoni tor end-to-end service and al so support segnment nonitoring in the
network to allow isolation of faults to specific areas within the

net wor k.
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The end-to-end service monitoring is provided by an end-to-end M,
and additional segment OQAM nonitoring is provided by segnent Mes, all
in the service provider OAM domain. The end-to-end MEs and segnent
MEs are hierarchically organized as nentioned in Section 4.2 for

hi erarchi cal OAM domains. This is shown in (B) and (C) in Figure 8b.

The CE interfaces support MEPs at the end-to-end service provider OAM
| evel for VPW5 as an end-to-end service as shown in (Bl) and (B2) in
Figure 9. In addition, PE interfaces may support M Ps at the end-to-
end service provider OAM | evel when PEs are client service aware, as
shown in (B2) in Figure 9. As an exanple, if one considers an end-
to-end Ethernet line service offered using ATM transport (ATM over
MPLS PW, then the PEs are considered to be Ethernet service unaware
and t herefore cannot support any Ethernet MPs. (Bl) in Figure 9
represents this particular situation. O course, another view of the
end-to-end service can be ATM in which case PE1l and PE2 can be
considered to be service aware and therefore support ATM M Ps. (B2)
in Figure 9 represents this particular situation.

In addition, CEs and PE interfaces support MEPs at a segment (| ower
| evel ) service provider OAM | evel for AC and PWMEs, and no MPs are
involved at this segnent service provider OAM | evel, as shown in (O
in Figure 9. (Operators may al so run segnment OAM by havi ng MEPs at
networ k operator OAM | evel, as shown in (D) in Figure 9.

The advant age of having layered OAMis that end-to-end and segnent
OAM can be carried out in an independent manner. It is also possible
to carry out sone optimzations, e.g., when proactive segnent OAM
monitoring is perforned, proactive end-to-end nonitoring may not be
needed since client |ayer end-to-end ME could sinply use fault
notifications fromthe server |ayer segment MEs.

Al t hough many different OAM | ayers are possible, as shown in Figure

9, not all may be realized. For exanple, (B2) and (D) in Figure 9
may be adequate in some cases.
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6.

2.

| Sommmmmmmeeee VPWE <ACL, PW AC2> -~ -=--cammmme- >|
I oot oot I
e+ | | ::::::::::::::::::l | +-- -+
| |---ACl----]............ PW............. | --AC2----- | |
| CE1]| | PE1 | | PE2| | CE2 |
+- -+ | | ::::::::::::::::::l | +----+
+----+ PSN Tunnel t-o--- 1t
(BL) MEP- === == mm o mm e e e NVEP
(B2) MEP---------- M Prmm e MP-ooemmm e VEP
(C) MEP------- VEP| NEP- - - - = == === m o e NVEP| NEP- - - - - - - - VEP
(D) MEP------- VEP| NEP- - - - = == == === o - NVEP| VEP- - - - - - - - VEP

Figure 9: VPW5s MEPs and M Ps
4. VPW5s MEP and M P ldentifiers

In VPW5, the MEPs and M Ps should be identified with their native
addressi ng schenmes. MEPs and M Ps Identifiers, i.e., MEP Ids and MP
Ids, nust be unique to the VPWS instance and in the context of their
correspondi ng OAM donai ns.

VPLS OAM Requi r enent s

These requirenents are applicable to VPLS PE offering VPLS as an
Et hernet Bridged LAN service, as described in Section 5.1. 1.
Further, the performance netrics used in requirenents are based on
[ MEF10. 1] and [ RFC2544].

It is noted that OAM sol utions that neet the foll ow ng requirenents
may nmake use of existing OAM nechani sns, e.g., Ethernet OAM VCCV,
etc.; however, they must not break these existing OAM nmechani sns. |f
extensions are required to existing OAM nechani sns, these shoul d be
coordinated with rel evant groups responsible for these OAM

mechani sns.

Saj assi & Mohan I nf or mat i onal [ Page 23]



RFC 6136 L2VPN OAM Requi renents and Franewor k March 2011

7.1. Discovery

Di scovery allows a VPLS-aware device to | earn about other devices
that support the sane VPLS instance within a given donmain.

Di scovery also allows a VPLS-aware device to | earn sufficient
information (e.g., |P addresses, MAC addresses, etc.) from other
VPLS- awar e devi ces such that VPLS OAM franmes can be exchanged anong
the service-aware devices.

(R1) VPLS OAM MUST al l ow a VPLS-aware device to discover other
devi ces that share the same VPLS instance(s) within a given OAM
domai n.

7.2. Connectivity Fault Managenent
VPLS is realized by exchangi ng service franes/ packets between devi ces
that support the sane VPLS instance. To allow the exchange of
service franes, connectivity between these service-aware devices is
required.

7.2.1. Connectivity Fault Detection

To ensure service, proactive connectivity nonitoring is required.
Connectivity nonitoring facilitates connectivity fault detection.

(R2a) VPLS OAM MUST al | ow proactive connectivity nonitoring between
two VPLS-aware devices that support the sane VPLS instance within a
gi ven OAM donai n.

7.2.2. Connectivity Fault Verification

Once a connectivity fault is detected, connectivity fault
verification may be perforned.

(R2b) VPLS OAM MUST al l ow connectivity fault verification between two
VPLS- awar e devi ces that support the same VPLS instance within a given
OAM dorai n.

7.2.3. Connectivity Fault Localization
Further, localization of connectivity fault may be carried out.
(R2c) VPLS OAM MUST all ow connectivity fault |ocalization between two

VPLS- awar e devi ces that support the same instance within a given QAM
domai n.
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7.2.4. Connectivity Fault Notification and Al arm Suppression

Typi cally, when a connectivity fault is detected and optionally
verified, the VPLS device may notify the NM5 (Network Managenent
Systemnm) via al arns.

However, a single transport/network fault may cause nultiple services
to fail simultaneously, thereby causing nultiple service alarns.
Therefore, VPLS OAM nust all ow service-level fault notification to be
triggered at the client layer as a result of transport/network faults
in the service layer. This fault notification should be used for the
suppression of service-level alarns at the client |ayer

(R2d) VPLS OAM MUST support fault notification to be triggered as a
result of transport/network faults. This fault notificati on SHOULD
be used for the suppression of redundant service-I|evel alarns.

7. 3. Franme Loss

A VPLS may be considered degraded if service-layer frames/packets are
|l ost during transit between the VPLS-aware devices. To determine if
a VPLS is degraded due to frane/ packet |oss, neasurenent of

franme/ packet loss is required.

(R3) VPLS OAM MUST support measurenent of per-service frame/packet
| oss between two VPLS-aware devices that support the same VPLS
instance within a given OAM domai n.

7.4. Franme Del ay

A VPLS nmay be sensitive to delay experienced by the VPLS

franmes/ packets during transit between the VPLS-aware devices. To
determine if a VPLS is degraded due to frane/ packet del ay,

measur enent of franme/packet delay is required

VPLS frane/ packet delay neasurenent can be of two types:

1) One-way delay is used to characterize certain applications |ike
mul ti cast and broadcast applications. The neasurenent for one-
way del ay usually requires clock synchronization between the two
devices in question

2) Two-way delay or round-trip delay does not require clock
synchroni zati on between the two devices involved in nmeasurenent
and is usually sufficient to determ ne the frame/packet del ay
bei ng experi enced.
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(R4a) VPLS OAM MUST support neasurenment of per-service two-way
frane/ packet del ay between two VPLS-aware devices that support the
same VPLS instance within a given OAM domai n.

(R4b) VPLS OAM SHOULD support neasurenent of per-service one-way
frane/ packet del ay between two VPLS-aware devices that support the
sane VPLS instance within a gi ven OAM dormai n.

7.5. Frane Delay Variation

A VPLS may be sensitive to delay variation experienced by the VPLS
frames/ packets during transit between the VPLS-aware devices. To
determine if a VPLS is degraded due to frane/packet delay variation
measur enent of franme/packet delay variation is required. For
frane/ packet delay variati on neasurenents, one-way mechani sns are
considered to be sufficient.

(R5) VPLS OAM MUST support measurenent of per-service frame/packet
del ay variation between two VPLS-aware devices that support the sane
VPLS instance within a gi ven OAM donai n.

7.6. Availability

A service may be considered unavailable if the service franmes/packets
do not reach their intended destination (e.g., connectivity is down
or frane/packet loss is occurring) or the service is degraded (e.qg.,
frane/ packet delay and/or delay variation threshold is exceeded).

Entry and exit conditions nay be defined for unavail able state.
Availability itself may be defined in context of service type.

Since availability measurement may be associated with connectivity,
frane/ packet |oss, frame/packet delay, and frame/ packet del ay

vari ation nmeasurenents, no additional requirenents are specified
currently.

7.7. Data Path Forwarding
If the VPLS OAM frames fl ow across a different path than the one used
by VPLS franes/packets, accurate neasurenent and/or determ nation of
service state may not be nade. Therefore, data path, i.e., the one
bei ng taken by VPLS franes/packets, must be used for the VPLS OAM

(R6) VPLS OAM franes MJST be forwarded al ong the sane path (i.e.,
i nks and nodes) as the VPLS franes.
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7.8. Scalability

Mechani sns devel oped for VPLS OAM need to be such that per-service
OAM can be supported even though the OAM nay only be used for limted
VPLS instances, e.g., premum VPLS instances, and nay not be used for
best-effort VPLSs.

(R7) VPLS OAM MUST be scal abl e such that a service-aware device can
support OAM for each VPLS that is supported by the device.

7.9. Extensibility

Extensibility is intended to allow introduction of additional OAM
functionality in the future such that backward conpatibility can be
mai nt ai ned when interoperating with ol der version devices. 1In such a
case, VPLS OAM with reduced functionality should still be possible.
Further, VPLS OAM shoul d be defined such that OAM i ncapabl e devices
in the mddle of the OAM donmain shoul d be able to forward the VPLS
OAM franes simlar to the regular VPLS data frames/packets.

(R8a) VPLS OAM MUST be extensible such that new functionality and
information el enents related to this functionality can be introduced
in the future.

(R8b) VPLS OAM MUST be defined such that devices not supporting the
OAM are able to forward the OAMframes in a simlar fashion as the
regul ar VPLS data frames/ packets.

7.10. Security

VPLS OAM franmes bel onging to an OAM domai n origi nate and termi nate
within that OAM domain. Security inplies that an OAM domai n nust be
capable of filtering CAMframes. The filtering is such that the OQAM
franes are prevented from|leaki ng outside their domain. Also, OAM
franmes from outside the OAM domai ns shoul d be either discarded (when
such OAM franes belong to the sane level or to a | ower-level OAM
domai n) or transparently passed (when such OAM franes belong to a

hi gher -1 evel OAM domai n).

(R9a) VPLS OAM frames MJST be prevented from | eaking outside their
OAM dorrai n.

(R9b) VPLS OAM frames from outsi de an OAM domai n MJUST be prevented

fromentering the OAM donmai n when such OAM frames belong to the sane
level or to a |ower-level OAM domai n.

Saj assi & Mohan I nf or mat i onal [ Page 27]



RFC 6136 L2VPN OAM Requi renents and Franewor k March 2011

(R9c) VPLS OAM frames from outsi de an OAM domai n MUST be transported
transparently inside the OAM domai n when such OAM frames belong to a
hi gher -1 evel OAM domai n.

7.11. Transport |ndependence

VPLS frane/ packets delivery is carried out across transport
infrastructure, also called network infrastructure. Though specific
transport/ network technol ogi es may provide their own OAM
capabilities, VPLS OAM nust be independently supported as nmany
different transport/network technol ogi es can be used to carry service
frane/ packet s.

(R10a) VPLS OAM MUST be independent of the underlying
transport/ network technol ogi es and specific transport/network QAM
capabilities.

(R10b) VPLS OAM MAY al | ow adaptation/interworking with specific
transport/network OAM functions. For exanple, this would be useful
to allow fault notifications fromtransport/network |ayer(s) to be
sent to the VPLS | ayer.

7.12. Application | ndependence

VPLS itself may be used to carry application frame/packets. The
application may use its own OAM service OAM nust not be dependent on
application OAM As an exanple, a VPLS may be used to carry IP
traffic; however, VPLS OAM should not assune IP or rely on the use of
| P-1 evel OAM functi ons.

(R1l1a) VPLS OAM MUST be independent of the application technol ogies
and specific application OAM capabilities.

8. VPW5s OAM Requi renents

These requirenents are applicable to VPWs5 PE. The performance
metrics used in requirenents are based on [ MEF10. 1] and [ RFC2544],
whi ch are applicable to Ethernet services.

It is noted that OAM sol utions that neet the follow ng requirenents
may nake use of existing OAM nechani sns, e.g., Ethernet OAM VCCV,
etc.; however, they nust not break these existing OAM nechanisns. |f
extensions are required to existing OAM nechani sns, these shoul d be
coordinated with rel evant groups responsible for these OQAM

mechani sns.
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8.1. Discovery

Di scovery allows a VPWs-aware device to | earn about other devices
that support the same VPWS instance within a given domain. Discovery
also all ows a VPWs-aware device to |learn sufficient infornation

(e.g., I P addresses, MAC addresses, etc.) from other VPW5- aware
devi ces such that OAM franes can be exchanged anong the VPW5- aware
devi ces.

(R12) VPWSs OAM MUST al |l ow a VPW5- awar e devi ce to di scover other
devi ces that share the sane VPWS instance(s) within a given OAM
domai n.

8.2. Connectivity Fault Managenent
VPW5 is realized by exchangi ng service franes/ packets between devi ces
that support the sanme VPWS instance. To allow the exchange of
service franes, connectivity between these service-aware devices is
required.

8.2.1. Connectivity Fault Detection

To ensure service, proactive connectivity nonitoring is required.
Connectivity nonitoring facilitates connectivity fault detection.

(R13a) VPW5 OAM MUST al | ow proactive connectivity nonitoring between
two VPWE- aware devi ces that support the sane VPW5 instance within a
gi ven OAM donai n.

(R13b) VPWS OAM mechani sm SHOULD al | ow det ection of m s-branching or
n s- connecti ons.

8.2.2. Connectivity Fault Verification

Once a connectivity fault is detected, connectivity fault
verification may be perforned.

(R13c) VPW5 OAM MUST al l ow connectivity fault verification between
two VPWE- aware devi ces that support the sane VPWS instance within a
gi ven OAM donai n.

8.2.3. Connectivity Fault Localization
Further, localization of connectivity fault nmay be carried out. This

may amount to identifying the specific AC and/or PWthat is resulting
in the VPW5 connectivity fault.
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(R13d) VPWS OAM MUST al | ow connectivity fault |ocalization between
two VPWE- aware devices that support the sane VPWS instance within a
gi ven OQAM domai n.

8.2.4. Connectivity Fault Notification and Al arm Suppressi on

Typically, when a connectivity fault is detected and optionally
verified, the service device may notify the NM5 (Network Managenent
System) via al arns.

However, a single transport/network fault may cause nultiple services
to fail simultaneously causing multiple service alarms. Therefore,
OAM nust all ow service-level fault notification to be triggered at
the client layer as a result of transport/network faults in the
service layer. This fault notification should be used for the
suppressi on of service-level alarns at the client |ayer

For exanple, if an ACfails, both the local CE and the |ocal PE

whi ch are connected via the AC, nay detect the connectivity failure.
The local CE nust notify the renote CE about the failure while the

| ocal PE nust notify the renote PE about the failure.

(R13e) VPW5 OAM MUST support fault notification to be triggered as a
result of transport/network faults. This fault notification SHOULD
be used for the suppression of redundant service-Ilevel alarns.

(R13f) VPW5 OAM SHOULD support fault notification in backward
direction, to be triggered as a result of transport/network faults.
This fault notification SHOULD be used for the suppression of
redundant service-Ilevel alarns.

8. 3. Frame Loss

A VPWS nmay be considered degraded if service-layer franes/packets are
| ost during transit between the VPW5s-aware devices. To determine if
a VPWS is degraded due to frane/ packet |oss, nmeasurenent of

frane/ packet loss is required.

(R14) VPWS OAM MUST support neasurenent of per-service frane/ packet
| oss between two VPW5-aware devices that support the sane VPWS
instance within a given OAM donai n.

8.4. Frane Del ay
A VPWS may be sensitive to del ay experienced by the VPWS
franes/ packets during transit between the VPWs-aware devices. To

determine if a VPWS is degraded due to frane/ packet del ay,
measur enent of frane/packet delay is required
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VPWS frane/ packet delay neasurenent can be of two types:

1) One-way delay is used to characterize certain applications |ike
mul ti cast and broadcast applications. The neasurenent for one-
way del ay usually requires clock synchronization between the two
devices in question

2) Two-way delay or round-trip delay does not require clock
synchroni zati on between the two devices involved in nmeasurenent
and is usually sufficient to determ ne the frame/ packet del ay
bei ng experi enced.

(R15a) VPW5 OAM MUST support measurenent of per-service two-way
frane/ packet del ay between two VPW5-aware devices that support the
same VPWS instance within a given OAM donmai n.

(R15b) VPW5s OAM SHOULD support neasurenent of per-service one-way
frane/ packet del ay between two VPW5-aware devices that support the
sane VPWS instance within a gi ven OAM dormai n.

8.5. Frane Delay Variation

A VPWS may be sensitive to delay variation experienced by the VPWS
frames/ packets during transit between the VPW5-aware devices. To
determine if a VPWs is degraded due to frane/ packet delay variation
measur enent of franme/packet delay variation is required. For
frane/ packet delay variati on neasurenents, one-way mechani sns are
consi dered to be sufficient.

(R16) VPWS OAM MUST support neasurenent of per-service frane/ packet
del ay variation between two VPW5- aware devices that support the sane
VPW5 i nstance within a gi ven OAM donai n.

8.6. Availability

A service may be considered unavailable if the service franmes/packets
do not reach their intended destination (e.g., connectivity is down
or frane/packet loss is occurring) or the service is degraded (e.qg.,
frane/ packet delay and/or delay variation threshold is exceeded).

Entry and exit conditions nay be defined for unavail able state.
Availability itself may be defined in context of service type.

Since availability measurement may be associated with connectivity,
frane/ packet |oss, frame/packet delay, and frame/ packet del ay

vari ation nmeasurenents, no additional requirenents are specified
currently.
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8.7. Data Path Forwarding

If the VPW5 OAM frames fl ow across a different path than the one used
by VPWS franes/ packets, accurate neasurenent and/or determ nation of
service state may not be nade. Therefore data path, i.e., the one
bei ng taken by VPWS franes/packets, nust be used for the VPWs OAM

(R17a) VPW5 OAM frames MJST be forwarded al ong the same path as the
VPWS data franes.

(R17b) VPWs OAM MUST be forwarded using the transfer plane (data
pl ane) as regul ar VPW5 data franes/packets and must not rely on
control plane nessages.

8.8. Scalability

Mechani sns devel oped for VPWS OAM need to be such that per-service
OAM can be supported even though the OAM nay only be used for limted
VPWS i nstances, e.g., prem um VPW5 instance, and nmay not be used for
best-effort services.

(R18) VPWS OAM MUST be scal abl e such that a service-aware device can
support OAM for each VPWS that is supported by the device.

8.9. Extensibility

Extensibility is intended to allow introduction of additional OAM
functionality in the future such that backward conpatibility can be
mai nt ai ned when interoperating with ol der version devices. 1In such a
case, VPW5 OAM with reduced functionality should still be possible.
Further, VPWS OAM shoul d be such that OAM i ncapabl e devices in the

m ddl e of the OAM donmai n should be able to forward the VPWs QAM
franmes simlar to the regular VPWS data frames/ packets.

(R19a) VPWs OAM MUST be extensible such that new functionality and
information el enents related to this functionality can be introduced
in the future.

(R19b) VPW5 OAM MUST be defined such that devices not supporting the
OAM are able to forward the VPWs OAM franmes in a simlar fashion as
the regul ar VPWS data franes/ packets.

8.10. Security
VPW5 OAM frames bel onging to an OAM domai n originate and term nate
within that OAM domain. Security inplies that an OAM domai n nust be

capable of filtering OAMframes. The filtering is such that the VPWs
OAM franes are prevented from | eaking outside their domain. Al so,
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VPWS OAM frames from outside the OAM donai ns shoul d be either

di scarded (when such OAM frames belong to the sane level or to a

| ower-1evel OAM domain) or transparently passed (when such OAM franes
bel ong to a higher-1level OAM donain).

(R20a) VPW5 OAM frames MUST be prevented from | eaki ng outside their
OAM dorai n.

(R20b) VPW5 QAM franmes from outsi de an OAM dormai n MUST be prevented
fromentering the OAM donai n when such OAM franes belong to the sane
level or to a |ower-level OAM domai n.

(R20c) VPWS OAM franes from outsi de an OAM dormai n MJST be transported
transparently inside the OAM domai n when such OAM frames belong to a
hi gher -1 evel OAM domai n.

8.11. Transport Independence

VPWS frane/ packets delivery is carried out across transport
infrastructure, also called network infrastructure. Though specific
transport/ network technol ogi es may provide their own OAM
capabilities, VPW5 OAM nust be independently supported as nmany
different transport/network technol ogi es can be used to carry service
frane/ packet s.

(R21a) VPW5 OAM MUST be independent of the underlying
transport/ network technol ogi es and specific transport/network QAM
capabilities.

(R21b) VPW5 OAM MAY al | ow adaptation/interworking with specific
transport/network OAM functions. For exanple, this would be useful
to allow fault notifications fromtransport/network |ayer(s) to be
sent to the VPW5 | ayer.

8.12. Application Independence

VPW5 itself may be used to carry application frame/packets. The
application may use its own OAM VPW5 OAM nust not be dependent on
application OAM As an exanple, a VPW5 nay be used to carry IP
traffic; however, VPW5 OAM shoul d not assune IP or rely on the use of
| P-1 evel OAM functi ons.

(R22a) OAM MUST be independent of the application technol ogi es and
specific application QAM capabilities.
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8.13. Prioritization

VPW5 coul d be conposed of several data flows, each related to a given
usage/ application with specific requirenments in terns of connectivity
and/ or performance. Dedicated VPWS OAM shoul d be applicable to these
flows.

(R23) VPWS OAM SHOULD support configurable prioritization for OAM
packet/frames to be conpatible with associ ated VPWS packet s/ franes.

9. VPLS (V)LAN Enul ati on OAM Requi renents

9.1. Partial-Msh of PW

As indicated in [ BRIDGE-1 NTEROP], VPLS OQAM relies upon bidirectional
Et hernet links or (V)LAN segnents and failure in one direction or
link results in failure of the whole link or (V)LAN segnent.
Therefore, when partial-nesh failure occurs in (V)LAN emul ation,
either the entire PWnesh shoul d be shut down when only an entire
VPLS is acceptable or a subset of PW should be shut down such that
the remai ning PW have full connectivity anong them when partial VPLS
i s acceptable.

(R13a) PWOAM for PW related to a (V)LAN enul ati on MJUST al | ow
detection of a partial-mesh failure condition.

PW rel at ed

(R13b) PW QAM f or
entire mesh of PW to be shut
failure condition.

(R13c) PWOAM for PW rel ated
subset of PW to be shut down
failure condition in a nanner

to a (V)LAN emul ation MJUST all ow t he
down upon detection of a partial-nmesh

to a (V)LAN emul ation MJUST all ow the
upon detection of a partial-nesh
such that full mesh is present across

the remaini ng subset.

Not e: Shutdown action in R13b and R13c may not necessarily involve
wi t hdrawal of |abels, etc.
9.2. PWFault Recovery

As indicated in [ BRIDGE-1 NTEROP], VPLS OAM fault detection and
recovery relies upon (V)LAN enul ati on recovery such that fault
detection and recovery tinme in (V)LAN ermul ati on should be | ess than
the VPLS fault detection and recovery tine to prevent unnecessary
swi tch-over and tenporary flooding/loop within the custoner QAM
domai n that is dual-honed to the provider OAM donai n.
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(R14a) PWOAM for PW related to a (V)LAN enul ati on MJST support a
fault detection time in the provider OAM domain faster than the VPLS
fault detection time in the customer OAM donmai n.

(R14b) PWOAM for PW related to a (V)LAN enul ati on MJST support a
fault recovery tinme in the provider OAM donain faster than the VPLS
fault recovery time in the custoner QAM donai n.

3. Connectivity Fault Notification and Al arm Suppressi on

When a connectivity fault is detected in (V)LAN erul ation, PE devices
may notify the NVS (Network Managenent System) via alarns. However,
a single (V)LAN ermul ation fault may result in CE devices or U PE

devi ces detecting a connectivity fault in VPLS and therefore al so
notifying the NMs. To prevent nultiple alarns for the sane fault,

(V) LAN enul ati on OAM nust provi de al arm suppressi on capability in the
VPLS OAM

(R15) PWOAM for PW related to a (V)LAN emul ati on MJST support
interworking with VPLS OAMto trigger fault notification and all ow
al arm suppression in the VPLS upon fault detection in (V)LAN

enul ati on.

OAM Oper ati onal Scenari os

Thi s section highlights how the different OAM mechani sms can be
applied as per the OAM framework for different L2VPN services.
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10.1. VPLS OAM Operational Scenari os

/ | ---- / \
| A CE-- / \ / \ / \ --CE A |
\ / \ / \ \ \ / \ /
--- - - UPE NPE NPE UPE- - ---
\ [\ [\ /
\ / \ / \ /
Cust omer OAM Donai n
(O MEP- - - M P-- - m e M P- - - MEP
Servi ce Provider (SP) OAM Donain
(D) MEP- - - - - - - - MP----------- MP------- VEP
SP CAM SP CAM SP CAM
(D1) MVEP- M P- - MEP| MEP- - - - - - - MEP| MEP- - - - - MVEP
domai n domai n domai n
Oper at or Oper at or Oper at or
(EB) MEP- M P- - MEP| MEP- - - - - - - VEP| MEP- - - - - VEP
OAM dorrai n OAM dorrai n OAM dorrai n
MPLS OAM  MPLS OAM
(F) MEP--M P- - - - - MEP- - M P- - MEP

domai n domai n
Fi gure 10: VPLS OAM Domai ns, MEPs, and M Ps

Among the different MEs identified in Figure 5 for VPLS OAMin the
custoner OAM dommi n, [| EEE802. lag] and [Y.1731] Ethernet OAM

mechani sns can be applied to neet the various requirenents identified
in Section 7. The mechani snms can be applied across (C in Figure 10
MEs.

Simlarly, inside the service provider OAM dorai n, [|EEE802.1lag] and
[Y.1731] Ethernet OAM nechani snms can be applied across (D) MEs in
Figure 10 to neet the functional requirenents identified in Section
7.

It may be noted that in the interim when [|EEE802.1ag] and [Y. 1731]
capabilities are not avail able across the PE devices, the Fault
Managenent option using segnent OAMintroduced in Section 6.2.3 can
be applied, with the linmtations cited below. In this option, the
service provider can run segnment OAM across the (D1) MEs in Figure
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11.

10. The OAM nechani sns across the (Dl1) MEs in Figure 10 can be non-
Et hernet, e.g., Virtual Crcuit Connectivity Verification (VCCV), or
Bi di rectional Forwarding Detection (BFD) when network technology is
MPLS. The service provider can nonitor each sub-network segnment M
usi ng the native technol ogy OAM and, by perform ng interworking
across the segnent MEs, attenpt to realize end-to-end nonitoring
between a pair of VPLS endpoints. However, such nechani sns do not
fully exercise the data plane forwarding constructs as experienced by
native (i.e., Ethernet) service PDUs. As a result, service
monitoring ((D1) in Figure 10) is severely limted in the sense that
it my lead to an indication that the ME between VPLS endpoints is
functional while the custoner may be experiencing end-to-end
connectivity issues in the data pl ane.

I nside the network operator OAM domain, [I|EEE802.1lag] and [Y.1731]

Et hernet OAM nechani sns can al so be applied across MEs in (E) in
Figure 10 to neet the functional requirenents identified in Section
7. In addition, the network operator could decide to use native OAM
mechani sms, e.g., VCCV or BFD, across (F) Mes for additional
monitoring or as an alternative to nonitoring across (E) MEs.

Security Considerations

This specification assunmes that L2VPN conponents within the OAM
domain are mutually trusted. Based on that assunption,
confidentiality issues are fully addressed by filtering to prevent
OAM franes from | eaki ng outside their designated OAM domai n.
Simlarly, authentication issues are addressed by preventi ng OAM
franes generated outside a given OAM dormain fromentering the domain
in question. Requirenments to prevent OAM nessages from | eaki ng
out side an OAM dormai n and for OAM domains to be transparent to OAM
frames from hi gher OAM domai ns are specified in Sections 7.10 and

8. 10.

For additional levels of security, solutions may be required to
encrypt and/or authenticate OAM franes inside an OAM donai n.
However, these solutions are out of the scope of this docunent.
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Appendi x A.  Alternate Managenent Mbdel s

In consideration of the managenent nodel s that can be depl oyed

besi des the hierarchical nodels elaborated in this docunent, this
appendi x hi ghlights sone alternate nodels that are not reconmended
due to their limtations, as pointed out below. These alternatives
have been highlighted as potential interimnodels while the network
equi prent is upgraded to support full functionality and neet the
requirenents set forward by this docunent.

A.1l. Aternate Mdel 1 (Mninmal OAM

In this nodel, the end-to-end service nonitoring is provided by
applying CEto CE ME in the service provider OAM donmai n.

A MEP is |located at each CE interface that is part of the VPW5 as
shown in (B) in Figure A.1l. The network operators can carry out

segnent (e.g., PSN Tunnel Mg, etc.) nonitoring i ndependent of the
VPWS end-to-end service nonitoring, as shown in (D) in Figure A 1.

The advantage of this option is that VPW5 nonitoring is limted to
CEs. The limtation of this option is that the |localization of
faults is at the VPWS | evel

| Sommmmmmmeeee VPWE <ACL, PW AC2> -~ -=--cammmmn- >|
| |
| +--- -+ +--- -+ |
Fom -+ | | ::::::::::::::::::l | Fom -+
| == ACLo=--| .o PW. ..o, |--AC2----- |
| CE1]| | PE1 | | PE2| | CE2
F----+ | | ::::::::::::::::::l | F----+
+----+ PSN Tunnel +----+
5 = VEP
(D) MEP------- VEP| MEP- - - - = <= < - oo e oo MEP| MEP- - - - - - - - VEP

Figure A 1: VPWS MEPs and M Ps (M nimal OAM
A.2. Alternate Mddel 2 (Segnment QOAM I nt er wor ki ng)

In this nodel, end-to-end service nonitoring is provided by

i nt erwor ki ng OAM across each segnment. Typical segnments involved in
this case include two AC MEs and a PW Mg, as shown in (C) in Figure
A. 2. These segnents are expected in the service provider OAM domai n.
An interworking function is required to transfer the OAM i nfornation
fl ows across the OAM segnents for the purposes of end-to-end
nmonitoring. Depending on whether homogenous VPWS i s depl oyed or
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het er ogeneous VPWS i s depl oyed, the interworking function could be
straightforward or nore invol ved.

In this option, the CE and PE interfaces support MEPs for AC and PW
MEs, and no MPs are involved at the service provider OAM | evel, as
shown in (C) in Figure A 2. Network operators may run segnent OAM by
havi ng MEPs at the network operator OAM | evel, as shown in (D) in
Figure A 2.

The Iimtations of this nodel are that it requires interworking
across the OAM segnents and does not conformto the OAM | ayeri ng
principles, where each OAM | ayer ought to be independent of the
others. For end-to-end OAM determinations, the end-to-end service
franme path is not necessarily exercised. Further, it requires

i nterworking function inplenmentation for all possible technol ogies
across access and core that may be used to realize end-to-end

servi ces.

| Sommmmmeea VPWS <ACL, PW AC2> -~ - <nomn-- >|

| |

| +--- -+ +--- -+ |
Fom -+ | | ::::::::::::::::::l | Fom -+
| == ACLo=--| .o PW. ..o, |--AC2----- |
| CE1]| | PE1 | | PE2| | CE2 |
F----+ | | ::::::::::::::::::l | F----+

+----+ PSN Tunnel +----+

(C) MNEP------- VEP| MEP- - = - = = === == == = - - MEP| MEP- - - - - - - - VEP
(D) MEP------- VEP| MEP- - - = = < = === m e - MEP| NEP- - - - - - - - VEP

Figure A 2: VPW5S MEPs and M Ps (Segrment QAM I nt er wor ki ng)
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