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1.

1.

I nt roducti on

Babel is a | oop-avoi ding distance-vector routing protocol that is
designed to be robust and efficient both in networks using prefix-
based routing and in networks using flat routing ("nesh networks"),
and both in relatively stable wired networks and in highly dynam c
Wi rel ess networks.

1. Feat ur es

The main property that nakes Babel suitable for unstable networks is
that, unlike naive distance-vector routing protocols [RIP], it
strongly limts the frequency and duration of routing pathol ogi es
such as routing | oops and bl ack-hol es during reconvergence. Even
after a nobility event is detected, a Babel network usually remains
| oop-free. Babel then quickly reconverges to a configuration that
preserves the | oop-freedom and connect edness of the network, but is
not necessarily optimal; in nany cases, this operation requires no
packet exchanges at all. Babel then slowy converges, in a tinme on
the scale of mnutes, to an optinmal configuration. This is achieved
by using sequenced routes, a techni que pioneered by Destination-
Sequenced Di stance-Vector routing [DSDV].

More precisely, Babel has the foll owi ng properties:

o when every prefix is originated by at nost one router, Babel never
suffers fromrouting | oops;

o0 when a prefix is originated by multiple routers, Babel nmay
occasionally create a transient routing |loop for this particular
prefix; this | oop disappears in a tinme proportional to its
di ameter, and never again (up to an arbitrary garbage-collection
(GC) tine) will the routers involved participate in a routing | oop
for the sanme prefix;

0 assum ng reasonabl e packet |oss rates, any routing black-hol es
that may appear after a nobility event are corrected in a tine at
nmost proportional to the network’ s dianeter.

Babel has provisions for link quality estinmation and for fairly
arbitrary netrics. Wen configured suitably, Babel can inplenent
shortest-path routing, or it may use a netric based, for exanple, on
measur ed packet | oss.

Babel nodes will successfully establish an association even when they
are configured with different paraneters. For exanple, a nobile node
that is low on battery may choose to use larger tine constants (hello
and update intervals, etc.) than a node that has access to wall
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power. Conversely, a node that detects high levels of nobility may
choose to use smaller tinme constants. The ability to build such
het er ogeneous net wor ks nakes Babel particularly adapted to the

Wi rel ess environnent.

Finally, Babel is a hybrid routing protocol, in the sense that it can
carry routes for nultiple network-layer protocols (1Pv4 and | Pv6),

whi chever protocol the Babel packets are thenselves being carried
over.

1.2. Limtations

Babel has two limtations that nake it unsuitable for use in sone
environments. First, Babel relies on periodic routing table updates
rather than using a reliable transport; hence, in large, stable
networks it generates nore traffic than protocols that only send
updat es when the network topol ogy changes. |In such networks,
protocol s such as OSPF [OSPF], IS IS [IS1S], or the Enhanced
Interior Gateway Routing Protocol (EIGRP) [EIGRP] night be nore
sui t abl e.

Second, Babel does inpose a hold tinme when a prefix is retracted
(Section 3.5.5). Wile this hold tinme does not apply to the exact
prefix being retracted, and hence does not prevent fast reconvergence
shoul d it becone avail able again, it does apply to any shorter prefix
that covers it. Hence, if a previously deaggregated prefix becones
aggregated, it will be unreachable for a few mnutes. This makes
Babel unsuitable for use in nobile networks that inplenment autonmatic
prefix aggregation.

1.3. Specification of Requirenents

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. Conceptual Description of the Protoco

Babel is a nostly | oop-free distance vector protocol: it is based on
the Bel |l man-Ford protocol, just like the venerable RIP [RIP], but

i ncludes a nunber of refinenments that either prevent |oop formation
al together, or ensure that a |loop disappears in a tinmely manner and
doesn’t form again.

Conceptual Iy, Bellman-Ford is executed in parallel for every source
of routing information (destination of data traffic). |In the

foll owi ng discussion, we fix a source S; the reader will recall that
the sane algorithmis executed for all sources.
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2.1. Costs, Metrics, and Nei ghbourship

As many routing al gorithns, Babel conputes costs of |inks between any
two nei ghbouring nodes, abstract val ues attached to the edges between
two nodes. We wite C(A B) for the cost of the edge fromnode Ato
node B.

G ven a route between any two nodes, the netric of the route is the
sum of the costs of all the edges along the route. The goal of the
routing algorithmis to conpute, for every source S, the tree of the
routes of lowest metric to S.

Costs and netrics need not be integers. In general, they can be
values in any algebra that satisfies two fairly general conditions
(Section 3.5.2).

A Babel node periodically broadcasts Hell o nmessages to all of its

nei ghbours; it also periodically sends an IHU ("I Heard You") nessage
to every nei ghbour fromwhich it has recently heard a Hello. From
the information derived fromHello and | HU messages received fromits
nei ghbour B, a node A conputes the cost C(A, B) of the link fromAto
B.

2.2. The Bellman-Ford Al gorithm

Every node A maintains two pieces of data: its estimted distance to
S, witten D(A), and its next-hop router to S, witten NH(A).
Initially, DS) = 0, D(A) is infinite, and NH(A) is undefined.

Periodically, every node B sends to all of its neighbours a route
update, a nessage containing D(B). Wen a neighbour A of B receives
the route update, it checks whether B is its selected next hop; if
that is the case, then NH(A) is set to B, and D(A) is set to C(A B)
+ D(B). If that is not the case, then A conpares C(A, B) + D(B) to
its current value of D(A). |If that value is snaller, neaning that
the received update advertises a route that is better than the
currently selected route, then NH(A) is set to B, and D(A) is set to

C(A, B) + D(B).

A nunber of refinements to this algorithmare possible, and are used
by Babel. |In particular, convergence speed nay be increased by
sendi ng unschedul ed "tri ggered updates" whenever a nmjor change in
the topology is detected, in addition to the regular, schedul ed
updates. Additionally, a node may maintain a number of alternate
routes, which are being advertised by neighbours other than its

sel ect ed nei ghbour, and which can be used inmmediately if the sel ected
route were to fail.
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2.3. Transient Loops in Bell man-Ford
It is well known that a naive application of Bellnman-Ford to

distributed routing can cause transient |oops after a topol ogy
change. Consider for exanple the follow ng di agram

After convergence, D(B) = D(C) =2, with NH(B) = NH(C = A
Suppose now that the link between S and A fails:

B

a
|
I

1

(0]
D

I
\
C
When it detects the failure of the link, A switches its next hop to B
(which is still advertising a route to Swith netric 2), and
advertises a nmetric equal to 3, and then advertises a new route with
metric 3. This process of nodes changi ng sel ected nei ghbours and
increasing their netric continues until the advertised netric reaches
"infinity", a value larger than all the netrics that the routing
protocol is able to carry.

2.4. Feasibility Conditions

Bel I man-Ford is a very robust algorithm its convergence properties
are preserved when routers delay route acquisition or when they

di scard some updates. Babel routers discard received route
announcenents unl ess they can prove that accepting them cannot

possi bly cause a routing | oop

More formally, we define a condition over route announcenents, known
as the feasibility condition, that guarantees the absence of routing
| oops whenever all routers ignore route updates that do not satisfy

the feasibility condition. |In effect, this makes Bell man-Ford into a
famly of routing algorithns, paraneterised by the feasibility
condi tion.
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Many different feasibility conditions are possible. For exanple, BGP
can be nodell ed as being a di stance-vector protocol with a (rather
drastic) feasibility condition: a routing update is only accepted
when the receiving node’s AS nunber is not included in the update’s
AS-Path attribute (note that BG” s feasibility condition does not
ensure the absence of transitory "mcro-loops" during reconvergence).

Anot her sinple feasibility condition, used in Destination-Sequenced

Di st ance-Vector (DSDV) routing [DSDV] and in Ad hoc On-Denmand

D stance Vector (AODV) routing, stens fromthe foll owi ng observation:
a routing loop can only arise after a router has switched to a route
with a larger netric than the route that it had previously sel ected.
Hence, one could decide that a route is feasible only when its nmetric
at the | ocal node would be no larger than the nmetric of the currently
selected route, i.e., an announcenent carrying a metric D(B) is
accepted by A when C(A B) + D(B) <= D(A). If all routers obey this
constraint, then the nmetric at every router is nonincreasing, and the
followi ng invariant is always preserved: if A has selected B as its
successor, then D(B) < D(A), which inplies that the forwarding graph
is |loop-free.

Babel uses a slightly nore refined feasibility condition, used in
EIGRP [DUAL]. Gven a router A define the feasibility distance of

A witten FD(A), as the smallest metric that A has ever advertised
for Sto any of its neighbours. An update sent by a nei ghbour B of A
is feasible when the metric D(B) advertised by Bis strictly smaller
than A's feasibility distance, i.e., when D(B) < FD(A).

It is easy to see that this latter condition is no nore restrictive
than DSDV-feasibility. Suppose that node A obeys DSDV-feasibility;
then D(A) is nonincreasing, hence at all times D(A) <= FD(A).
Suppose now that A receives a DSDV-feasible update that advertises a
metric D(B). Since the update is DSDV-feasible, C(A B) + D(B) <=
D(A), hence D(B) < D(A), and since D(A) <= FD(A), DB < FD(A).

To see that it is strictly less restrictive, consider the follow ng
di agram where A has selected the route through B, and D(A) = FD(A) =
2. Since (C =1 < FD(A), the alternate route through Cis feasible
for A although its nmetric C(A, O + DC =5 is larger than that of
the currently selected route:

B
1/7\v1
/ \
S A
\ /
1\ 7/ 4

C

Chr oboczek Experi ment al [ Page 7]



RFC 6126 The Babel Routing Protocol April 2011

To show that this feasibility condition still guarantees | oop-
freedom recall that at the time when A accepts an update fromB, the
metric D(B) announced by Bis no smaller than FD(B); since it is
smal l er than FD(A), at that point intinme FOXB) < FD(A). Since this
property is preserved when A sends updates, it remains true at al
times, which ensures that the forwarding graph has no | oops.

2.5. Solving Starvation: Sequencing Routes
Qoviously, the feasibility conditions defined above cause starvation

when a router runs out of feasible routes. Consider the follow ng
di agram where both A and B have selected the direct route to S

A

1 /] DA =1

I FD(A) = 1

s |1

| XB) = 2

2\ FD(B) = 2
B

Suppose now that the |ink between A and S breaks:

A

| FO(A) = 1
s |1
| XB) =2
2\ FO(B) = 2

B

The only route available fromA to S, the one that goes through B, is
not feasible: A suffers froma spurious starvation

At this point, the whole network nust be rebooted in order to solve
the starvation; this is essentially what El GRP does when it perforns
a gl obal synchronisation of all the routers in the network with the
source (the "active" phase of El GRP).

Babel reacts to starvation in a |l ess drastic manner, by using
sequenced routes, a technique introduced by DSDV and adopted by ACDV.
In addition to a nmetric, every route carries a sequence nunber, a
nondecreasi ng i nteger that is propagated unchanged through the
network and is only ever incremented by the source; a pair (s, m,
where s is a sequence nunber and ma netric, is called a distance.

A received update is feasible when either it is nore recent than the
feasibility distance nmaintained by the receiving node, or it is
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equally recent and the nmetric is strictly snaller. Mre formally, if
FD(A) = (s, m, then an update carrying the distance (s', m) is
feasible when either s >s, or s =s” and mi < m

Assumi ng the sequence nunber of S is 137, the di agram above becones:

A
| FD(A) = (137, 1)

S |1

\ D(B) = (137, 2)

2\ FD(B) = (137, 2)
B

After S increases its sequence nunber, and the new sequence nunber is
propagated to B, we have

A

I

| FD(A) = (137, 1)
S |1
\ D(B) = (138, 2)
2\ FD(B) = (138, 2)

B

at which point the route through B becones feasibl e again.

Not e that while sequence nunbers are used for deternning
feasibility, they are not necessarily used in route selection: a node
will normally ignore the sequence number when selecting a route
(Section 3.6).

2.6. Requests

In DSDV, the sequence nunber of a source is increased periodically.
A route becones feasible again after the source increases its
sequence nunber, and the new sequence nunber is propagated through
the network, which may, in general, require a significant amount of
time.

Babel takes a different approach. Wen a node detects that it is
suffering froma potentially spurious starvation, it sends an
explicit request to the source for a new sequence nunber. This
request is forwarded hop by hop to the source, with no regard to the
feasibility condition. Upon receiving the request, the source
increases its sequence nunber and broadcasts an update, which is
forwarded to the requesting node.
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Note that after a change in network topol ogy not all such requests
will, in general, reach the source, as sonme will be sent over links
that are now broken. However, if the network is still connected,
then at | east one anobng the nodes suffering fromspurious starvation
has an (unfeasible) route to the source; hence, in the absence of
packet |oss, at |east one such request will reach the source.
(Resending requests a snmall nunber of times conpensates for packet

| 0ss.)

Since requests are forwarded with no regard to the feasibility
condition, they may, in general, be caught in a forwarding |oop; this
i s avoi ded by having nodes perform duplicate detection for the
requests that they forward.

2.7. Miltiple Routers

The above di scussion assunes that every prefix is originated by a

single router. |In real networks, however, it is often necessary to
have a single prefix originated by nultiple routers; for exanple, the
default route will be originated by all of the edge routers of a

routing domain.

Si nce synchroni si ng sequence nunbers between distinct routers is
probl ematic, Babel treats routes for the same prefix as distinct
entities when they are originated by different routers: every route
announcerent carries the router-id of its originating router, and
feasibility distances are not maintai ned per prefix, but per source,
where a source is a pair of a router-id and a prefix. In effect,
Babel guarantees | oop-freedomfor the forwarding graph to every
source; since the union of multiple acyclic graphs is not in genera
acyclic, Babel does not in general guarantee |oop-freedomwhen a
prefix is originated by multiple routers, but any loops will be
broken in a time at nost proportional to the dianeter of the loop --
as soon as an update has "gone around" the routing | oop

Consi der for exanple the followi ng diagram where A has selected the
default route through S, and B has sel ected the one through S

1 1 1
:1/0 -« S-<- A--- B---S -- ::/0

Suppose that both default routes fail at the same time; then nothing
prevents A fromswtching to B, and B simnultaneously switching to A
However, as soon as A has successfully advertised the newroute to B
the route through A will becone unfeasible for B. Conversely, as
soon as B will have advertised the route through A the route through
B will becone unfeasible for A
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In effect, the routing | oop disappears at the | atest when routing

i nformati on has gone around the loop. Since this process can be
del ayed by | ost packets, Babel makes certain efforts to ensure that
updates are sent reliably after a router-id change.

Additionally, after the routers have advertised the two routes, both
sources will be in their source tables, which will prevent themfrom
ever again participating in a routing loop involving routes fromsS
and S (up to the source GC tine, which, available nmenory permtting,
can be set to arbitrarily |arge val ues)

2.8. Overlapping Prefixes

In the above di scussion, we have assunmed that all prefixes are
disjoint, as is the case in flat ("nesh") routing. |In practice,
however, prefixes may overlap: for exanple, the default route
overlaps with all of the routes present in the network.

After a route fails, it is not correct in general to switch to a
route that subsumes the failed route. Consider for exanple the
foll owi ng confi guration:

1 1
/0 -- A--- B---C

Suppose that node C fails. |If B forwards packets destined to C by
followi ng the default route, a routing loop will form and persi st
until A learns of B s retraction of the direct route to C. Babe
avoids this pitfall by maintaining an "unreachable" route for a few
m nutes after a route is retracted; the tinme for which such a route
must be mai ntai ned shoul d be the worst-case propagation time of the
retraction of the route to C

3. Protocol Qperation

Every Babel speaker is assigned a router-id, which is an arbitrary
string of 8 octets that is assumed uni que across the routing donain
We suggest that router-ids should be assigned in nodified EU -64
format [ ADDRARCH]. (As a matter of fact, the protocol encoding is
slightly nore conpact when router-ids are assigned in the sane manner
as the I Pv6 | ayer assigns host |Ds.)

3.1. Message Transmi ssion and Reception

Babel protocol packets are sent in the body of a UDP datagram Each
Babel packet consists of one or nore TLVs.
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The source address of a Babel packet is always a unicast address,
link-local in the case of I Pv6. Babel packets may be sent to a well-
known (link-local) multicast address (this is the usual case) or to a
(l'ink-local) unicast address. 1In nornmal operation, a Babel speaker
sends both nulticast and uni cast packets to its nei ghbours.

Wth the exception of Hello TLVs and acknow edgenents, all Babel TLVs
can be sent to either unicast or multicast addresses, and their
semanti cs does not depend on whether the destination was a unicast or
mul ti cast address. Hence, a Babel speaker does not need to determ ne
the destinati on address of a packet that it receives in order to
interpret it.

A noderate anmount of jitter is applied to packets sent by a Babe
speaker: outgoing TLVs are buffered and SHOULD be sent with a snal
random del ay. This is done for two purposes: it avoids

synchroni sation of nultiple Babel speakers across a network [JITTER],
and it allows for the aggregation of nmultiple TLVs into a single
packet .

The exact delay and amount of jitter applied to a packet depends on
whet her it contains any urgent TLVs. Acknow edgenment TLVs MJST be
sent before the deadline specified in the correspondi ng request. The
particul ar class of updates specified in Section 3.7.2 MJST be sent
inatinely manner. The particular class of request and update TLVs
specified in Section 3.8.2 SHOULD be sent in a timely manner.

3.2. Data Structures
Every Babel speaker nmmintains a nunber of data structures.
3.2.1. Sequence Nunber

A node’s sequence nunber is a 16-bit integer that is included in
route updates sent for routes originated by this node. A node
increments its sequence nunber (nodul o 2716) whenever it receives a
request for a new sequence nunber (Section 3.8.1.2).

A node SHOULD NOT increnment its sequence number (segno)

spont aneousl y, since increasing seqnos nakes it less likely that

ot her nodes will have feasible alternate routes when their sel ected
routes fail.

3.2.2. The Interface Table
The interface table contains the list of interfaces on which the node

speaks the Babel protocol. Every interface table entry contains the
interface’s Hello seqno, a 16-bit integer that is sent with each
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Hello TLV on this interface and is incremented (nodul o 2216) whenever
a Hellois sent. (Note that an interface’s Hello segno is unrel ated
to the node’s seqno.)

There are two tinmers associated with each interface table entry --
the Hello timer, which governs the sending of periodic Hello and | HU
packets, and the update timer, which governs the sending of periodic
rout e updates.

3.2.3. The Nei ghbour Tabl e

The nei ghbour table contains the Iist of all neighbouring interfaces
fromwhi ch a Babel packet has been recently received. The nei ghbour
table is indexed by pairs of the form (interface, address), and every
nei ghbour table entry contains the foll ow ng data:

o the local node's interface over which this neighbour is reachable;
o the address of the neighbouring interface;

0 a history of recently received Hello packets fromthis neighbour;
this can, for exanple, be a sequence of n bits, for sone snall
val ue n, indicating which of the n hellos nbst recently sent by
t hi s nei ghbour have been received by the | ocal node;

o the "transm ssion cost" value fromthe |last |IHU packet received
fromthis nei ghbour, or FFFF hexadecimal (infinity) if the IHU
hold tinmer for this nei ghbour has expired;

o the neighbour’s expected Hell o sequence nunber, an integer nodulo
27 16.

There are two tinmers associated with each nei ghbour entry -- the
hello timer, which is initialised fromthe interval value carried by
Hello TLVs, and the IHU timer, which is initialised to a small
multiple of the interval carried in IHU TLVs.

Note that the neighbour table is indexed by |IP addresses, not by
router-ids: neighbourship is a relationship between interfaces, not
bet ween nodes. Therefore, two nodes with nmultiple interfaces can
participate in nultiple neighbourship relationships, a fairly common
situation when wirel ess nodes with nmultiple radi os are invol ved.

3.2.4. The Source Table
The source table is used to record feasibility distances. It is

i ndexed by triples of the form (prefix, plen, router-id), and every
source table entry contains the foll owi ng data:
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o the prefix (prefix, plen), where plen is the prefix length, that
this entry applies to;

o the router-id of a router originating this prefix;
0 a pair (segno, netric), this source's feasibility distance.
There is one timer associated with each entry in the source table --
the source garbage-collection tiner. It is initialised to a tine on
the order of minutes and reset as specified in Section 3.7.3.

3.2.5. The Route Table
The route table contains the routes known to this node. It is
i ndexed by triples of the form (prefix, plen, neighbour), and every

route table entry contains the foll ow ng data:

o the source (prefix, plen, router-id) for which this route is
adverti sed;

o the neighbour that advertised this route;

0o the metric with which this route was advertised by the nei ghbour,
or FFFF hexadecimal (infinity) for a recently retracted route;

o the sequence nunmber with which this route was advertised,;

o0 the next-hop address of this route;

0 a boolean flag indicating whether this route is selected, i.e.,
whether it is currently being used for forwarding and i s being
adverti sed.

There is one tinmer associated with each route table entry -- the

route expiry tiner. It is initialised and reset as specified in

Section 3.5. 4.

3.2.6. The Tabl e of Pending Requests

The tabl e of pending requests contains a |list of seqgno requests that

the | ocal node has sent (either because they have been origi nated

| ocally, or because they were forwarded) and to which no reply has
been received yet. This table is indexed by prefixes, and every
entry in this table contains the foll ow ng data:

o the prefix, router-id, and seqno bei ng requested;
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o the neighbour, if any, on behalf of which we are forwarding this
request ;

o a small integer indicating the nunber of times that this request
will be resent if it remains unsatisfied.

There is one timer associated with each pending request; it governs
both the resending of requests and their expiry.

3.3. Acknow edged Packets

A Babel speaker nmay request that any nei ghbour receiving a given
packet reply with an explicit acknow edgenent within a given tine.
VWil e the use of acknow edgenment requests is optional, every Babe
speaker MJST be able to reply to such a request.

An acknow edgenment MJST be sent to a unicast destination. On the

ot her hand, acknow edgenent requests may be sent to either unicast or
mul ticast destinations, in which case they request an acknow edgenent
fromall of the receiving nodes.

When to request acknow edgenments is a matter of |ocal policy; the
sinplest strategy is to never request acknow edgenents and to rely on
periodic updates to ensure that any reachable routes are eventually
propagat ed throughout the routing domain. For increased efficiency,
we suggest that acknow edged packets should be used in order to send
urgent updates (Section 3.7.2) when the nunber of neighbours on a
given interface is small. Since Babel is designed to deal gracefully
wi th packet |oss on unreliable nedia, sending all packets with

acknow edgenent requests is not necessary, and not even recommended,
as the acknow edgenents cause additional traffic and nay force
addi ti onal Address Resolution Protocol (ARP) or Nei ghbour Di scovery
exchanges.

3.4. Neighbour Acquisition

Nei ghbour acquisition is the process by which a Babel node discovers
the set of nei ghbours heard over each of its interfaces and
ascertains bidirectional reachability. On unreliable nedia,

nei ghbour acquisition additionally provides sone statistics that MAY
be used in link quality conputation

3.4.1. Reverse Reachability Detection
Every Babel node sends periodic Hellos over each of its interfaces.
Each Hello TLV carries an increasing (nodul o 2*16) sequence numnber

and the interval between successive periodic packets sent on this
particular interface.
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In addition to the periodic Hell o packets, a node MAY send
unschedul ed Hel |l o packets, e.g., to accelerate |link cost estimation
when a new nei ghbour is discovered, or when |link conditions have
suddenl y changed.

A node MAY change its Hello interval. The Hello interval MAY be
decreased at any tine; it SHOULD NOT be increased, except imrediately
before sending a Hell o packet. (Equivalently, a node SHOULD send an
unschedul ed Hello i medi ately after increasing its Hello interval.)

How to deal with received Hello TLVs and what statistics to maintain
are considered local inplenentation matters; typically, a node wll
mai ntain sone sort of history of recently received Hellos. A
possible algorithmis described in Appendix A 1.

After receiving a Hello, or determning that it has m ssed one, the
node reconputes the association's cost (Section 3.4.3) and runs the
route sel ection procedure (Section 3.6).

3.4.2. Bidirectional Reachability Detection

In order to establish bidirectional reachability, every node sends
periodic IHU ("I Heard You") TLVs to each of its neighbours. Since
IHUs carry an explicit interval value, they MAY be sent |ess often
than Hellos in order to reduce the anmount of routing traffic in dense
networks; in particular, they SHOULD be sent |ess often than Hell os
over links with little packet loss. VWhile IHUs are conceptual ly

uni cast, they SHOULD be sent to a nulticast address in order to avoid
an ARP or Nei ghbour Discovery exchange and to aggregate nultiple | HUs
in a single packet.

In addition to the periodic IHUs, a node MAY, at any tinme, send an
unschedul ed I HU packet. It MAY also, at any time, decrease its IHU
interval, and it MAY increase its IHU interval i mediately before
sendi ng an | HU.

Every I HU TLV contains two pieces of data: the link’s rxcost
(reception cost) fromthe sender’s perspective, used by the nei ghbour
for conputing link costs (Section 3.4.3), and the interval between
periodic | HU packets. A node receiving an | HU updates the val ue of

t he sendi ng nei ghbour’s txcost (transm ssion cost), fromits
perspective, to the value contained in the IHU, and resets this

nei ghbour’s ITHU timer to a small nultiple of the value received in
the | HU.

When a neighbour’s IHU tinmer expires, its txcost is set to infinity.
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After updating a neighbour’'s txcost, the receiving node reconputes
the nei ghbour’s cost (Section 3.4.3) and runs the route selection
procedure (Section 3.6).

3.4.3. Cost Conputation

A nei ghbour ship association’s link cost is conputed fromthe val ues
mai ntai ned in the neighbour table -- namely, the statistics kept in
t he nei ghbour tabl e about the reception of Hellos, and the txcost
conmputed fromreceived | HU packets.

For every nei ghbour, a Babel node conputes a val ue known as this
nei ghbour’s rxcost. This value is usually derived fromthe Hello
hi story, which may be conmbined with other data, such as statistics
mai ntained by the Iink layer. The rxcost is sent to a neighbour in
each | HU.

How t he txcost and rxcost are conbined in order to conpute a link’'s
cost is a matter of local policy; as far as Babel’s correctness is
concerned, only the foll owing conditions MJST be satisfied:

0 the cost is strictly positive;
o if no hellos were received recently, then the cost is infinite;
o if the txcost is infinite, then the cost is infinite.

Note that while this docunment does not constrain cost conputation any
further, not all cost conputation strategies will give good results.
We give a few exanples of strategies for conputing a Iink’s cost that
are known to work well in practice in Appendix A 2.

3.5. Routing Tabl e Mi ntenance

Conceptual |y, a Babel update is a quintuple (prefix, plen, router-id,
seqno, metric), where (prefix, plen) is the prefix for which a route
is being advertised, router-id is the router-id of the router
originating this update, seqno is a nondecreasing (nodul o 2"16)
integer that carries the originating router seqno, and netric is the
announced netric.

Bef ore being accepted, an update is checked against the feasibility
condition (Section 3.5.1), which ensures that the route does not

create a routing loop. |If the feasibility condition is not
satisfied, the update is either ignored or treated as a retraction,
dependi ng on sonme other conditions (Section 3.5.4). |If the

feasibility condition is satisfied, then the update cannot possibly
cause a routing loop, and the update is accepted.
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3.5.1. The Feasibility Condition

The feasibility condition is applied to all received updates. The
feasibility condition conpares the nmetric in the received update with
the nmetrics of the updates previously sent by the receiving node;
updates with finite netrics |arge enough to cause a | oop are

di scarded

A feasibility distance is a pair (segno, netric), where seqno is an
i nteger nodulo 2716 and netric is a positive integer. Feasibility

di stances are conpared | exicographically, with the first conponent

inverted: we say that a distance (seqno, netric) is strictly better
than a distance (seqno’, netric’'), witten

(segno, netric) < (seqno’, netric’)
when

segno > segno’ or (segno = seqno’ and netric < metric’)
wher e sequence nunbers are conpared nodul o 216
G ven a source (p, plen, id), a node's feasibility distance for this
source is the mninum according to the ordering defined above, of
the distances of all the finite updates ever sent by this particul ar
node for the prefix (p, plen) carrying the router-id id. Feasibility
di stances are maintained in the source table; the exact procedure is
given in Section 3.7.3.
A received update is feasible when either it is a retraction (its
metric is FFFF hexadecinmal), or the advertised distance is strictly
better, in the sense defined above, than the feasibility distance for
the correspondi ng source. Mdyre precisely, a route advertisenent
carrying the quintuple (prefix, plen, router-id, segno, netric) is
feasible if one of the follow ng conditions holds:
o metric is infinite; or

0 no entry exists in the source table indexed by (id, prefix, plen);
or

o an entry (prefix, plen, router-id, seqno’, netric’') exists in the
source table, and either

* seqno’ < segno or

* segho = segnho’ and netric < nmetric’.
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Note that the feasibility condition considers the netric advertised
by the nei ghbour, not the route’s metric; hence, a fluctuation in a
nei ghbour’ s cost cannot render a sel ected route unfeasible.

3.5.2. Metric Conputation
Aroute’'s nmetric is conmputed fromthe metric advertised by the
nei ghbour and the nei ghbour’s link cost. Just |like cost conputation,
metric conputation is considered a local policy matter; as far as
Babel is concerned, the function Mc, m used for conputing a netric
froma locally conmputed |ink cost and the netric advertised by a
nei ghbour MJST only satisfy the follow ng conditions:
o if cisinfinite, then Mc, m is infinite;
0 Mis strictly nonotonic: Mc, m > m
Additionally, the metric SHOULD satisfy the follow ng condition
0 Mis isotonic: if m<=m, then Mc, n <= Mc, n).
Note that while strict nonotonicity is essential to the integrity of

the network (persistent routing | oops may appear if it is not
satisfied), isotonicity is not: if it is not satisfied, Babel wll

still converge to a locally optimal routing table, but m ght not
reach a global optimum (in fact, such a global optinum may not even
exi st).

As with cost conputation, not all strategies for conputing route
metrics will give good results. In particular, sonme nmetrics are nore
likely than others to lead to routing instabilities (route flapping).
In Appendi x A. 3, we give a nunber of examples of strictly nonotonic,
isotonic routing netrics that are known to work well in practice.

3.5.3. Encoding of Updates

In a large network, the bulk of Babel traffic consists of route
updat es; hence, sonme care has been given to encoding them
efficiently. An Update TLV itself only contains the prefix, seqgno,
and netric, while the next hop is derived either fromthe network-

| ayer source address of the packet or froman explicit Next Hop TLV
in the same packet. The router-id is derived froma separate
Router-1d TLV in the sane packet, which optim ses the case when

mul tiple updates are sent with the same router-id.

Additionally, a prefix of the advertised prefix can be onmtted in an

Update TLV, in which case it is copied froma previous Update TLV in
the same packet -- this is known as address conpressi on [ PACKETBB] .
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Finally, as a special optinisation for the case when a router-id
coincides with the interface-id part of an |IPv6 address, the
router-id can optionally be derived fromthe | oworder bits of the
advertised prefix.

The encodi ng of updates is described in detail in Section 4.4.
3.5.4. Route Acquisition

When a Babel node receives an update (id, prefix, segno, netric) from
a nei ghbour neigh with a Iink cost value equal to cost, it checks
whether it already has a routing table entry indexed by (neigh, id,
prefix).

If no such entry exists:
o if the update is unfeasible, it is ignored;

o if the metric is infinite (the update is a retraction), the update
is ignored;

0 otherwise, a newroute table entry is created, indexed by (neigh,
id, prefix), with seqno equal to seqno and an advertised netric
equal to the nmetric carried by the update.

If such an entry exists:

o if the entry is currently installed and the update is unfeasible,
then the behavi our depends on whether the router-ids of the two
entries match. |If the router-ids are different, the update is
treated as though it were a retraction (i.e., as though the nmetric
were FFFF hexadecimal). |If the router-ids are equal, the update
i's ignored;

0 otherwise (i.e., if either the update is feasible or the entry is
not currently installed), then the entry’ s sequence nunber,
advertised netric, netric, and router-id are updated and, unless
the advertised nmetric is infinite, the route’s expiry timer is
reset to a small nultiple of the Interval value included in the

updat e.
When a route’'s expiry tiner triggers, the behavi our depends on
whether the route’s nmetric is finite. |If the metric is finite, it is
set to infinity and the expiry tinmer is reset. |If the metric is

already infinite, the route is flushed fromthe route table.

After the routing table is updated, the route sel ection procedure
(Section 3.6) is run.
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3.5.5. Hold Tine

When a prefix p is retracted, because all routes are unfeasible, too
old, or have an infinite nmetric, and a shorter prefix p’ that covers
p is reachable, p’ cannot in general be used for routing packets
destined to p without running the risk of creating a routing | oop
(Section 2.8).

To avoid this issue, whenever a prefix is retracted, a routing table
entry with infinite metric is nmaintai ned as described in

Section 3.5.4 above, and packets destined for that prefix MJST NOT be
forwarded by following a route for a shorter prefix. The infinite
metric entry is maintained until it is superseded by a feasible
update; if no such update arrives within the route hold tinme, the
entry is flushed.

3.6. Route Sel ection

Route selection is the process by which a single route for a given
prefix is selected to be used for forwarding packets and to be
re-advertised to a node’s nei ghbours.

Babel is designed to allow flexible route selection policies. As far
as the protocol’s correctness is concerned, the route selection
policy MIUST only satisfy the follow ng properties:

0o aroute with infinite netric (a retracted route) is never
sel ect ed;

o an unfeasible route is never selected.

Not e, however, that Babel does not naturally guarantee the stability
of routing, and configuring conflicting route selection policies on
different routers may | ead to persistent route oscillation

Defining a good route selection policy for Babel is an open research
problem Route selection can take into account multiple nutually
contradictory criteria; in roughly decreasing order of inportance,

t hese are:

0 routes with a small netric should be preferred over routes with a
| arge netric;

0 switching router-ids should be avoi ded;

0 routes through stable nei ghbours should be preferred over routes
t hrough unst abl e ones;
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o stable routes should be preferred over unstabl e ones;
0 sw tching next hops shoul d be avoi ded.

A sinple strategy is to choose the feasible route with the small est
metric, with a small anmount of hysteresis applied to avoid sw tching
router-ids.

After the route selection procedure is run, triggered updates
(Section 3.7.2) and requests (Section 3.8.2) are sent.

3.7. Sending Updates

A Babel speaker advertises to its neighbours its set of selected
routes. Normally, this is done by sending one or nore multicast
packets containing Update TLVs on all of its connected interfaces;
however, on link technol ogies where nulticast is significantly nore
expensi ve than unicast, a node MAY choose to send nultiple copies of
updates i n uni cast packets when the nunber of neighbours is small

Additionally, in order to ensure that any bl ack-holes are reliably
cleared in a tinmely manner, a Babel node sends retractions (updates
with an infinite metric) for any recently retracted prefixes.

If an update is for a route injected into the Babel domain by the

| ocal node (e.g., the address of a local interface, the prefix of a
directly attached network, or redistributed froma different routing
protocol), the router-id is set to the local id, the nmetric is set to
sonme arbitrary finite value (typically 0), and the seqno is set to
the I ocal router’s sequence nunber.

If an update is for a route | earned from anot her Babel speaker, the
router-id and sequence nunber are copied fromthe routing table
entry, and the nmetric is conputed as specified in Section 3.5. 2.

3.7.1. Periodic Updates

Every Babel speaker periodically advertises all of its selected
routes on all of its interfaces, including any recently retracted
routes. Since Babel doesn't suffer fromrouting | oops (there is no
"counting to infinity") and relies heavily on triggered updates
(Section 3.7.2), this full dunp only needs to happen infrequently.

3.7.2. Triggered Updates
In addition to the periodic routing updates, a Babel speaker sends

unschedul ed, or triggered, updates in order to informits neighbours
of a significant change in the network topol ogy.
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A change of router-id for the selected route to a given prefix may be
indicative of a routing loop in formation; hence, a node MJST send a
triggered update in a tinely manner whenever it changes the sel ected
router-id for a given destination. Additionally, it SHOULD nake a
reasonabl e attenpt at ensuring that all neighbours receive this
updat e.

There are two strategies for ensuring that. |[If the number of

nei ghbours is small, then it is reasonable to send the update
together with an acknow edgenment request; the update is resent unti
al | nei ghbours have acknow edged t he packet, up to sone nunber of
times. If the nunber of neighbours is |large, however, requesting
acknow edgenents fromall of them m ght cause a non-negligi bl e anount
of network traffic; in that case, it may be preferable to sinply
repeat the update sone reasonabl e nunber of tines (say, 5 for
wireless and 2 for wired |inks).

A route retraction is sonewhat |ess worrying: if the route retraction
doesn’t reach all neighbours, a black-hole mght be created, which,
unlike a routing | oop, does not endanger the integrity of the
network. When a route is retracted, a node SHOULD send a triggered
updat e and SHOULD nmake a reasonabl e attenpt at ensuring that al

nei ghbours receive this retraction

Finally, a node MAY send a triggered update when the nmetric for a

gi ven prefix changes in a significant manner, either due to a

recei ved update or because a link cost has changed. A node SHOULD
NOT send triggered updates for other reasons, such as when there is a
m nor fluctuation in a route’s netric, when the sel ected next hop
changes, or to propagate a new sequence nunmber (except to satisfy a
request, as specified in Section 3.8).

3.7.3. Mintaining Feasibility D stances
Bef ore sending an update (prefix, plen, router-id, segno, netric)
with finite metric (i.e., not a route retraction), a Babel node
updates the feasibility distance maintained in the source table.
This is done as foll ows.
If no entry indexed by (prefix, plen, router-id) exists in the source
table, then one is created with value (prefix, plen, router-id,
segno, netric).

If an entry (prefix, plen, router-id, segno’, metric’) exists, then
it is updated as foll ows:

o if seqno > seqno’, then seqno’ := seqno, netric’' := netric;
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o if seqno = seqno’ and netric’ > netric, then netric’ := netric;
0 otherw se, nothing needs to be done.

The garbage-collection tiner for the nodified entry is then reset.
Note that the garbage-collection tinmer is not reset when a retraction
is sent.

3.7.4. Split Horizon

When running over a transitive, symetric |link technology, e.g., a
point-to-point link or a wired LAN technol ogy such as Ethernet, a
Babel node SHOULD use an optinisation known as split horizon. When
split horizon is used on a given interface, a routing update is not
sent on this particular interface when the advertised route was

| earnt from a nei ghbour over the sane interface.

Split horizon SHOULD NOT be applied to an interface unless the
interface is known to be symetric and transitive; in particular,
split horizon is not applicable to decentralised wireless |ink
technol ogies (e.g., |IEEE 802.11 in ad hoc node).

3.8. Explicit Route Requests

In normal operation, a node’'s routing table is popul ated by the
regul ar and triggered updates sent by its neighbours. Under some
ci rcunst ances, however, a node sends explicit requests to cause a
resynchroni sation with the source after a nobility event or to
prevent a route from spuriously expiring.

The Babel protocol provides two kinds of explicit requests: route
requests, which sinply request an update for a given prefix, and
segno requests, which request an update for a given prefix with a
speci fic sequence nunber. The fornmer are never forwarded; the latter
are forwarded if they cannot be satisfied by a nei ghbour.

3.8.1. Handling Requests

Upon receiving a request, a node either forwards the request or sends
an update in reply to the request, as described in the follow ng
sections. |If this causes an update to be sent, the update is either
sent to a nulticast address on the interface on which the request was
received, or to the unicast address of the neighbour that sent the
updat e.

The exact behaviour is different for route requests and seqno
requests.
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3.8.1.1. Route Requests

When a node receives a route request for a prefix (prefix, plen), it
checks its route table for a selected route to this exact prefix. |If
such a route exists, it MJST send an update; if such a route does
not, it MJUST send a retraction for that prefix.

When a node receives a wildcard route request, it SHOULD send a ful
routing table dunp.

3.8.1.2. Seqno Requests

When a node receives a segno request for a given router-id and
sequence nunber, it checks whether its routing table contains a
selected entry for that prefix; if no such entry exists, or the entry
has infinite netric, it ignores the request.

If a selected route for the given prefix exists, and either the
router-ids are different or the router-ids are equal and the entry’s
sequence nunber is no smaller than the requested sequence nunber, it
MJST send an update for the given prefix.

If the router-ids nmatch but the requested seqno is larger than the
route entry’'s, the node conpares the router-id against its own
router-id. |If the router-id is its own, then it increases its
sequence nunber by 1 and sends an update. A node MJST NOT i ncrease
its sequence nunber by nore than 1 in response to a route request.

If the requested router-id is not its own, the received request’s hop
count is 2 or nore, and the node has a route (not necessarily a
feasi bl e one) for the requested prefix that does not use the
requestor as a next hop, the node SHOULD forward the request. It
does so by decreasing the hop count and sending the request in a

uni cast packet destined to a neighbour that advertises the given
prefix (not necessarily the sel ected neighbour) and that is distinct
fromthe nei ghbour fromwhich the request was received.

A node SHOULD maintain a list of recently forwarded requests and
forward the reply in a tinmely manner. A node SHOULD conpare every

i ncom ng request against its list of recently forwarded requests and
avoid forwarding it if it is redundant.

Si nce the request-forwardi ng mechani sm does not necessarily obey the
feasibility condition, it may get caught in routing |oops; hence,
requests carry a hop count to limt the time for which they remain in
the network. However, since requests are only ever forwarded as
uni cast packets, the initial hop count need not be kept particularly
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I ow, and perform ng an expandi ng horizon search is not necessary. A
request MJST NOT be forwarded to a nulticast address, and it MJST be
forwarded to a single neighbour only.

3.8.2. Sending Requests

A Babel node MAY send a route or segno request at any tinme, to a
mul ticast or a unicast address; there is only one case when
originating requests is required (Section 3.8.2.1).

3.8.2.1. Avoiding Starvation

When a route is retracted or expires, a Babel node usually switches
to another feasible route for the same prefix. It may be the case,
however, that no such routes are avail abl e.

A node that has lost all feasible routes to a given destination MJST
send a seqno request. The router-id of the request is set to the
router-id of the route that it has just lost, and the requested seqno
is the value contained in the source table, plus 1.

Such a request SHOULD be nmulticast over all of the node's attached
interfaces. Simlar requests will be sent by other nodes that are
affected by the route’s loss and will be forwarded by nei ghbouring
nodes up to the source. |If the network is connected, and there is no
packet loss, this will result in a route being advertised with a new
sequence nunber. (Note that, due to duplicate suppression, only a
smal | nunmber of such requests will actually reach the source.)

In order to conpensate for packet |oss, a node SHOULD repeat such a
request a small nunber of tines if no route beconmes feasible within a
short time. Under heavy packet |oss, however, all such requests may
be lost; in that case, the second mechanismin the next section wll
eventually ensure that a new segno is received

3.8.2.2. Dealing with Unfeasible Updates

When a route’s nmetric increases, a node night receive an unfeasible
update for a route that it has currently selected. As specified in
Section 3.5.1, the receiving node will either ignore the update or
retract the route.

In order to keep routes from spuriously expiring because they have
becone unfeasible, a node SHOULD send a uni cast segno request
whenever it receives an unfeasible update for a route that is
currently selected. The requested sequence nunber is conputed from
the source table as above.
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Additionally, a node SHOULD send a unicast seqgno request whenever it
recei ves an unfeasible update froma currently unsel ected nei ghbour
that is "good enough", i.e., that would lead to the received route
becom ng selected were it feasible.

3.8.2.3. Preventing Routes from Expiring

In normal operation, a route’s expiry timer should never trigger:
since a route’s hold time is conmputed froman explicit interva
included in Update TLVs, a new update should arrive in time to
prevent a route from expiring.

In the presence of packet |oss, however, it may be the case that no
update is successfully received for an extended period of tinme,
causing a route to expire. In order to avoid such spurious expiry,
shortly before a selected route expires, a Babel node SHOULD send a
uni cast route request to the neighbour that advertised this route;
since nodes always send retractions in response to non-wildcard route
requests (Section 3.8.1.1), this will usually result in either the
route being refreshed or a retracti on being received.

3.8.2.4. Acquiring New Nei ghbours

In order to speed up convergence after a nobility event, a node MAY
send a unicast wildcard request after acquiring a new nei ghbour
Additionally, a node MAY send a small nunber of nulticast wldcard
requests shortly after booting.

4. Protocol Encoding

A Babel packet is sent as the body of a UDP datagram w th network-

| ayer hop count set to 1, destined to a well-known nulticast address
or to a unicast address, over IPv4 or IPv6; in the case of |Pv6,
these addresses are link-local. Both the source and destination UDP
port are set to a well-known port nunber. A Babel packet MJST be
silently ignored unless its source address is either a link-1oca

| Pv6 address, or an |Pv4 address belonging to the | ocal network, and
its source port is the well-known Babel port. Babel packets MJST NOT
be sent as | Pv6 Junbograns.

In order to minimse the nunber of packets being sent while avoiding
| ower -1l ayer fragmentation, a Babel node SHOULD attenpt to maxim se
the size of the packets it sends, up to the outgoing interface’'s MU
adjusted for |ower-layer headers (28 octets for UDP/IPv4, 48 octets
for UDP/IPv6). It MJST NOT send packets larger than the attached
interface’s MIU (adjusted for |ower-layer headers) or 512 octets,

whi chever is larger, but not exceeding 2716 - 1 adjusted for |ower-
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| ayer headers. Every Babel speaker MJST be able to receive packets
that are as large as any attached interface’s MIU (adjusted for
| ower -1 ayer headers) or 512 octets, whichever is |arger.

In order to avoid gl obal synchronisation of a Babel network and to
aggregate nmultiple TLVs into | arge packets, a Babel node MJST buffer
every TLV and del ay sending a UDP packet by a small, randomy chosen
delay [JITTER]. 1In order to allow accurate conputation of packet
|l oss rates, this delay MJUST NOT be |arger than half the advertised
Hell o interval

4.1. Data Types

4.1.1. Interva
Rel ative times are carried as 16-bit val ues specifying a nunber of
centiseconds (hundredths of a second). This allows tinmes up to
roughly 11 minutes with a granularity of 10 ns, which should cover
all reasonabl e applications of Babel

4.1.2. Router-1d

Arouter-id is an arbitrary 8-octet value. Router-ids SHOULD be
assigned in nodified EU -64 formt [ ADDRARCH|

4.1.3. Address
Since the bulk of the protocol is taken by addresses, nultiple ways
of encodi ng addresses are defined. Additionally, a common subnet
prefix may be onmitted when multiple addresses are sent in a single
packet -- this is known as address conpression [ PACKETBB] .
Addr ess encodi ngs:
0 AE 0: wildcard address. The value is 0 octets |ong.
0 AE 1: IPv4 address. Conpression is allowed. 4 octets or |ess.

0 AE 2: IPv6 address. Conpression is allowed. 16 octets or |ess.

0o AE 3: link-local IPv6 address. The value is 8 octets long, a
prefix of fe80::/64 is inplied.

The address famly of an address is either IPv4 or IPv6; it is
undefined for AE O, IPv4 for AE 1, and IPv6 for AE 2 and 3.
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4.1.4. Prefixes
A network prefix is encoded just like a network address, but it is
stored in the smallest nunber of octets that are enough to hold the
significant bits (up to the prefix |ength).

4.2. Packet Format

A Babel packet consists of a 4-octet header, followed by a sequence
of TLVs.

0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Magi ¢ | Ver si on | Body | ength |
B T S i T s i i e e SEI S
| Packet Body ...

T T i R e T i i s i

Fields :

Magi ¢ The arbitrary but carefully chosen value 42 (decimal);

packets with a first octet different from42 MJST be
silently ignored.

Ver si on Thi s docunent specifies version 2 of the Babel protocol.
Packets with a second octet different from2 MJST be
silently ignored.

Body I ength The length in octets of the body foll owing the packet
header .

Body The packet body; a sequence of TLVs.
Any data following the body MJST be silently ignored.
4.3. TLV For nat

Wth the exception of Padl, all TLVs have the follow ng structure:

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Type | Lengt h | Body

i T S S T sl o S S I S S S S
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Fields :

Type The type of the TLV.

Length The I ength of the body, exclusive of the Type and Length
fields. |If the body is |onger than the expected | ength of
a given type of TLV, any extra data MJST be silently

i gnor ed.

Body The TLV body, the interpretation of which depends on the

type.
TLVs with an unknown type value MJST be silently ignored.
4.4. Details of Specific TLVs

4.4.1. Padl

0

01234567

T e il sl T S SR

| Type =0 I

i ol T S S R R

Fi el ds

Type Set to O to indicate a Padl TLV.

This TLV is silently ignored on reception.

4.4.2. PadN

0 1 2
012345678901234567890123456718)9
i e Sl I S S S i S
| Type = 1 | Length | MBZ. . .

T S e s S e i S

Fi el ds

Type Set to 1 to indicate a PadN TLV.

+ O w

Lengt h The length of the body, exclusive of the Type and Length

fields.
MBZ Set to 0 on transm ssion.

This TLV is silently ignored on reception.
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4.4.3. Acknow edgenent Request

+-|>
+ o
—+—+o
1
+on

789
St -+

I
Tow

1
+

+ N

3456789 1
B S e 2
served

+- - +- - R T e e e o ok I R R
Nonce I nterval |

T A S S i Sl S T S S S e T o S S S S

I
?9
< + b

L

-+
n I

1
+
e
+

+(Q+|\J
—

+3_+00

+

1

+

This TLV requests that the receiver send an Acknow edgenent TLV
wi thin the nunber of centiseconds specified by the Interval field.

Fields :
Type Set to 2 to indicate an Acknow edgenent Request TLV.

Lengt h The length of the body, exclusive of the Type and Length
fields.

Reserved Sent as 0 and MJST be ignored on reception.

Nonce An arbitrary value that will be echoed in the receiver’'s
Acknow edgenent TLV.

Interval A time interval in centiseconds after which the sender wll
assune that this packet has been lost. This MJST NOT be O.
The recei ver MJST send an acknow edgenent before this tine
has el apsed (with a margin allowi ng for propagation tine).

4.4.4. Acknow edgenent

I
-||—Ol\)

789
+- 4o+

-Il-O(.AJ

6 123456789 1
- +- e i o NI +-+
| Nonce |
i i R R S e i R S e e

This TLV is sent by a node upon receiving an Acknow edgenent Request.
Fi el ds :
Type Set to 3 to indicate an Acknow edgenent TLV.

Length The I ength of the body, exclusive of the Type and Length
fields.
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Nonce Set to the Nonce val ue of the Acknow edgenent Request that
pronpted this Acknow edgenent.

Si nce nonce val ues are not globally unique, this TLV MJST be sent to
a uni cast address.

4.4.5. Hello

+OH

7 9
+- 4= +-

+
+ o
—+—+o
1
+on

789
St -+

I
Tow

1
+

+ N

3456789 1
B S e 2
served

- +- R T e e e o ok I R R
Seqgno I nterval |

T T S i ST S S T S T o e AT AR S S

< + b

-+
I

?E

L
+- +-

—
+ :—+ w

8 12
- +- -t -
I eng
+- +- +-

+
+

This TLV is used for nei ghbour discovery and for determning a link’'s
reception cost.

Fi el ds
Type Set to 4 to indicate a Hello TLW.

Lengt h The length of the body, exclusive of the Type and Length
fields.

Reserved Sent as 0 and MJST be ignored on reception

Seqgno The val ue of the sending node’s Hello seqno for this
i nterface.

Interval An upper bound, expressed in centiseconds, on the tine
after which the sending node will send a new Hello TLV.
This MJUST NOT be O.

Since there is a single segno counter for all the Hellos sent by a
gi ven node over a given interface, this TLV MJST be sent to a

mul ticast destination. |In order to avoid large discontinuities in
link quality, multiple Hello TLVs SHOULD NOT be sent in the sane
packet .
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4.4.6. |HU
0 1 2 3
01234567890123456789012345678901
i s T S i i T S A b e ok
| Type = 5 | Length | AE | Reserved
i e T i T T L i ot s S R TR R R S S e S
| Rxcost | I nterval |
B i s T T i i o S o T Ji I
| Addr ess
Ho et e e e e e e e - -

An IHU ("1 Heard You") TLV is used for confirning bidirectiona
reachability and carrying a link’s transm ssion cost.

Fi el ds :
Type Set to 5 to indicate an | HU TLV.

Lengt h The I ength of the body, exclusive of the Type and Length
fields.

AE The encoding of the Address field. This should be 1 or 3
in nost cases. As an optimsation, it MAY be O if the TLV
is sent to a unicast address, if the association is over a
poi nt-to-point link, or when bidirectional reachability is
ascertai ned by means outside of the Babel protocol

Reserved Sent as 0 and MJST be ignored on reception

Rxcost The rxcost according to the sending node of the interface
whose address is specified in the Address field. The value
FFFF hexadecimal (infinity) indicates that this interface
i s unreachabl e.

Interval An upper bound, expressed in centiseconds, on the tine
after which the sending node will send a new IHU;, this MJST
NOT be 0. The receiving node will use this value in order
to conpute a hold time for this symmetric associ ation

Addr ess The address of the destination node, in the fornat
specified by the AE field. Address conpression is not
al | oned.

Conceptually, an IHU is destined to a single neighbour. However, |HU

TLVs contain an explicit destination address, and it SHOULD be sent
to a nulticast address, as this allows aggregation of |HUs destined

Chr oboczek Experi ment al [ Page 33]



RFC 6126 The Babel Routing Protocol April 2011

to distinct neighbours into a single packet and avoi ds the need for
an ARP or Nei ghbour Discovery exchange when a nei ghbour is not being
used for data traffic.

IHU TLVs with an unknown value for the AE field MJST be silently
i gnor ed.

4.4.7. Router-1d
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-II-OO
+ ©

'—I
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l
+
l
+
l

B T T NI T T
Router-1d
i I T e e i el i o R e O S S i T S NP R e e

A Router-1d TLV establishes a router-id that is inplied by subsequent
Update TLVs.

Fields :
Type Set to 6 to indicate a Router-1d TLV.

Length The I ength of the body, exclusive of the Type and Length
fields.

Reserved Sent as 0 and MUST be ignored on reception

Router-1d The router-id for routes advertised in subsequent Update
TLVs

4.4.8. Next Hop

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type = 7 | Lengt h | AE | Reserved |
R T e i e i i S L S s il o T SR R R S
| Next hop

R i T e e

A Next Hop TLV establishes a next-hop address for a given address
famly (I Pv4 or IPv6) that is inplied by subsequent Update TLVs.
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Fi el ds :

Type Set to 7 to indicate a Next Hop TLW.

Length The I ength of the body, exclusive of the Type and Length
fields.

AE The encoding of the Address field. This SHOULD be 1 or 3

and MJUST NOT be O.
Reserved Sent as 0 and MJST be ignored on reception

Next hop The next-hop address advertised by subsequent Update TLVs,
for this address fanily.

When the address fam |y natches the network-layer protocol that this
packet is transported over, a Next Hop TLV is not needed: in that
case, the next hop is taken to be the source address of the packet.

Next Hop TLVs with an unknown value for the AE field MJST be silently
i gnor ed.

4.4.9. Update

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type = 8 | Lengt h | AE | FI ags |
R T e i e i i S L S s il o T SR R R S
| Pl en | Oritted | I nterval |
R e o T T e S S T ol S i T S s ik i I S I S S R S R
I Seqno | Metric |
B i s T T i i o S o T Ji I
| Prefix...

B e i e e e

An Update TLV advertises or retracts a route. As an optim sation,
this can al so have the side effect of establishing a newinplied
router-id and a new default prefix.

Fi el ds :

Type Set to 8 to indicate an Update TLV.

Length The I ength of the body, exclusive of the Type and Length
fields.

AE The encoding of the Prefix field.
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Fl ags The individual bits of this field specify special handling

of this TLV (see below). Every node MIST be able to
interpret the flags with values 80 and 40 hexadeci nmal ;
unknown flags MJUST be silently ignored.

Pl en The length of the advertised prefix.

Omntted The nunber of octets that have been onmtted at the

begi nning of the advertised prefix and that should be taken
froma preceding Update TLV with the flag with val ue 80
hexadeci mal set.

Interval An upper bound, expressed in centiseconds, on the tine

after which the sending node will send a new update for
this prefix. This MJST NOT be 0 and SHOULD NOT be | ess
than 10. The receiving node will use this value to conpute
a hold tine for this routing table entry. The val ue FFFF
hexadeci mal (infinity) expresses that this announcenent

will not be repeated unless a request is received

(Section 3.8.2.3).

Seqno The originator’s sequence nunber for this update.

Metric The sender’s metric for this route. The val ue FFFF

hexadeci mal (infinity) neans that this is a route
retraction.

Prefix The prefix being advertised. This field s size is (Plen/8

- Omitted) rounded upwards.

The Flags field is interpreted as foll ows:

(0]

if the bit with value 80 hexadecimal is set, then this Update
establishes a new default prefix for subsequent Update TLVs with a
mat chi ng address family within the sanme packet;

if the bit with value 40 hexadecimal is set, then the | ow order 8
octets of the advertised prefix establish a new default router-id
for this TLV and subsequent Update TLVs in the sanme packet.

The prefix being advertised by an Update TLV is conputed as foll ows:

(]

the first Onitted octets of the prefix are taken fromthe previous
Update TLV with flag 80 hexadeci mal set and the sane address
famly;

the next (Plen/8 - Omitted) (rounded upwards) octets are taken
fromthe Prefix field;
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o the remaining octets are set to O.

If the Metric field is finite, the router-id of the originating node
for this announcenent is taken fromthe | oworder 8 octets of the
prefix advertised by this Update if the bit with value 40 hexadeci nal
is set inthe Flags field. Qherwise, it is taken either fromthe
precedi ng Router-1d packet, or the preceding Update packet with flag
40 hexadeci mal set, whichever comes | ast.

The next-hop address for this update is taken fromthe | ast preceding
Next Hop TLV with a matching address famly in the sanme packet; if no
such TLV exists, it is taken fromthe network-Ilayer source address of
thi s packet.

If the metric field is FFFF hexadecimal, this TLV specifies a
retraction. |In that case, the current router-id and the Seqno are
not used. AE MAY then be 0, in which case this Update retracts all
of the routes previously advertised on this interface.

Update TLVs with an unknown value for the AE field MJST be silently
i gnor ed.

4.4.10. Route Request

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type = 9 | Lengt h | AE | Pl en |
e L o i T L e o o i R S
| Prefi x.

e e e e e

A Route Request TLV pronpts the receiver to send an update for a
given prefix, or a full routing table dunp.

Fi el ds :

Type Set to 9 to indicate a Route Request TLV.

Length The I ength of the body, exclusive of the Type and Length
fields.

AE The encoding of the Prefix field. The value O specifies

that this is a request for a full routing table dunp (a
wi | dcard request).

Pl en The I ength of the requested prefix.
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Prefix The prefix being requested. This field s size is Plen/8
rounded upwards.

A Request TLV pronpts the receiving node to send an update nessage
for the prefix specified by the AE, Plen, and Prefix fields, or a
full dunp of its routing table if AEis O (in which case Plen MJST be
0, and Prefix is of length 0). A Request may be sent to a unicast
address if it is destined to a single node, or to a nulticast address
if the request is destined to all of the neighbours of the sending

i nterface.

4.4.11. Seqno Request

2
7890123 6
i SHE -+

—-+ IS
+ o1

7 8
- - +-
Pl en

+

i i it i e

6

+- - -+

I AE I

B +

| Hop Count | Reserved |

B el T T T S S e ik ik i R
|
+
I
+

Router-1d

0
0
+
I
+
I
+
|
+
I
R i S S e ol e R R S S e it S R R S R S e =

| Prefi x.

T ik ik St S

A Segno Request TLV pronpts the receiver to send an Update for a
given prefix with a given sequence nunber, or to forward the request
further if it cannot be satisfied |ocally.

Fi el ds

Type Set to 10 to indicate a Segno Request nessage

Lengt h The length of the body, exclusive of the Type and Length
fields.

AE The encoding of the Prefix field. This MJST NOT be O.

Pl en The I ength of the requested prefix.

Seqgno The sequence nunber that is being requested.

Hop Count The maxi num nunber of tinmes that this TLV nmay be forwarded,
plus 1. This MJST NOT be 0.
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Prefix The prefix being requested. This field s size is Plen/8
rounded upwards.

A Segno Request TLV pronpts the receiving node to send an Update for
the prefix specified by the AE, Plen, and Prefix fields, with either
arouter-id different fromwhat is specified by the Router-1d field,
or a Segno no less than what is specified by the Seqgno field. If
this request cannot be satisfied locally, then it is forwarded
according to the rules set out in Section 3.8.1.2.

Wil e a Seqno Request MAY be sent to a nulticast address, it MJST NOT
be forwarded to a multicast address and MJUST NOT be forwarded to nore
than one nei ghbour. A request MJST NOT be forwarded if its Hop Count
field is 1.

5. 1 ANA Consi derati ons

I ANA has registered the UDP port nunber 6697, called "babel", for use
by the Babel protocol.

| ANA has registered the I1Pv6 nmulticast group ff02:0:0:0:0:0:1: 6 and
the IPv4 nmulticast group 224.0.0.111 for use by the Babel protocol

6. Security Considerations

As defined in this document, Babel is a conpletely insecure protocol
Any attacker can attract data traffic by advertising routes with a
low netric. This particular issue can be solved either by |ower-

| ayer security nechanisns (e.g., |Psec or |link-layer security), or by
appendi ng a cryptographi c key to Babel packets; the provision of

i gnoring any data contained within a Babel packet beyond the body

| ength declared by the header is designed for just such a purpose.

The information that a Babel node announces to the whole routing
domain is often sufficient to determ ne a nobile node’s physica

| ocation with reasonabl e precision. The privacy issues that this
causes can be mtigated somewhat by using randomy chosen router-ids
and randomy chosen | P addresses, and changi ng them periodically.

When carried over |Pv6, Babel packets are ignored unless they are
sent froma link-local |Pv6 address; since routers don't forward
link-1ocal |Pv6e packets, this provides protection agai nst spoofed
Babel packets being sent fromthe global Internet. No such natura
protection exi sts when Babel packets are carried over |Pv4.
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Appendi x A, Cost and Metric Conputation

The strategy for conputing link costs and route netrics is a loca
matter; Babel itself only requires that it conply with the conditions
given in Sections 3.4.3 and 3.5.2. Different nodes MAY use different
strategies in a single network and MAY use different strategies on
different interface types. This section gives a few exanples of such
strat egi es.

The sanple i npl enmentation of Babel naintains statistics about the

| ast 16 received Hello TLVs (Appendi x A. 1), conputes costs by using
the 2-out-of-3 strategy (Appendix A 2.1) on wired |links, and ETX
[ETX] on wireless links. It uses an additive algebra for nmetric
comput ation (Appendix A 3.1).

A.1l. Mintaining Hello History

For each nei ghbour, the sanple inplenentation of Babel naintains a
Hell o history and an expected sequence number. The Hello history is
a vector of 16 bits, where a 1 value represents a received Hello, and
a 0 value a nmissed Hello. The expected sequence nunber, witten ne,
is the sequence nunber that is expected to be carried by the next
received hello fromthis nei ghbour

Whenever it receives a Hello packet from a nei ghbour, a node conpares
the recei ved sequence nunber nr with its expected sequence number ne.
Dependi ng on the outconme of this conparison, one of the follow ng
actions is taken:

o if the two differ by nore than 16 (nodulo 2716), then the sending
node has probably rebooted and lost its sequence nunber; the
associ at ed nei ghbour table entry is flushed,;

0 otherwise, if the received nr is smaller (nodulo 2716) than the
expect ed sequence nunber ne, then the sendi ng node has increased
its Hello interval w thout our noticing; the receiving node
renoves the last (ne - nr) entries fromthis neighbour’s Hello
hi story (we "undo history");

0o otherwise, if nr is larger (nodulo 2716) than ne, then the sending
node has decreased its Hello interval, and some Hellos were |ost;
the receiving node adds (nr - ne) 0 bits to the Hello history (we
"fast-forward").
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The receiving node then appends a 1 bit to the neighbour’s Hello

hi story, resets the neighbour’s Hello timer, and sets ne to (nr + 1).
It then resets the neighbour’s Hello tiner to 1.5 tines the val ue
advertised in the received Hello (the extra margin allows for the
delay due to jitter).

Whenever the Hello tiner associated to a nei ghbour expires, the |oca
node adds a 0 bit to this neighbour’s Hello history, and increnents
the expected Hello nunber. |If the Hello history is enpty (it
contains 0 bits only), the neighbour entry is flushed; otherw se, it
resets the neighbour’'s Hello tinmer to the value advertised in the
|last Hello received fromthis neighbour (no extra margin is necessary
in this case).

A. 2. Cost Conputation
A 2.1. k-out-of-j

K-out-of-j link sensing is suitable for wired links that are either
up, in which case they only occasionally drop a packet, or down, in
whi ch case they drop all packets.

The k-out-of-j strategy is paraneterised by two snmall integers k and
j, such that 0 < k <= j, and the nominal |ink cost, a constant K >=
1. A node keeps a history of the last j hellos; if k or nore of
those have been correctly received, the link is assuned to be up, and
the rxcost is set to K, otherwise, the link is assumed to be down,
and the rxcost is set to infinity.

The cost of such a link is defined as

0 cost FFFF hexadeci mal if rxcost = FFFF hexadeci mal ;
0 cost = txcost otherw se.

A 2. 2. ETX
The Estimated Transm ssion Cost netric [ETX] estimates the nunber of
times that a unicast frane will be retransmtted by the | EEE 802. 11
MAC, assunming infinite persistence.
A node uses a neighbour’s Hello history to conpute an estinate,
witten beta, of the probability that a Hello TLV is successfully
received. The rxcost is defined as 256/ bet a.

Let al pha be M N(1, 256/txcost), an estinmate of the probability of
successfully sending a Hello TLV. The cost is then conputed by
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cost = 256/ (al pha * beta)
or, equivalently,
cost = (MAX(txcost, 256) * rxcost) / 256
A. 3. Metric Conputation
A.3.1. Additive Metrics

The sinpl est approach for obtaining a nonotonic, isotonic netric is
to define the metric of a route as the sumof the costs of the
component links. More formally, if a neighbour advertises a route
with metric mover a link with cost ¢, then the resulting route has
metric Mc, n) = c + m

A multiplicative netric can be converted to an additive one by taking
the logarithm (in sonme suitable base) of the Iink costs.

A . 3.2. External Sources of WIIingness

A node may want to vary its willingness to forward packets by taking
into account information that is external to the Babel protocol, such
as the nonetary cost of a link, the node’'s battery status, CPU | oad,
etc. This can be done by adding to every route’'s nmetric a value k
that depends on the external data. For exanple, if a battery-powered
node receives an update with nmetric mover a link with cost c, it

m ght conpute a netric Mc, n) = k + ¢ + m where k depends on the
battery status.

In order to preserve strict nmonotonicity (Section 3.5.2), the value k
must be greater than -c.

Appendi x B. Constants

The choice of tinme constants is a trade-off between fast detection of
mobility events and protocol overhead. Two inplenentations of Babe
with different time constants will interoperate, although the
resulting convergence tinme will nost likely be dictated by the

sl owest of the two inplenentations.

Experience with the sanple inplementation of Babel indicates that the
Hello interval is the nost inportant tine constant: a mobility event
is detected within 1.5 to 3 Hello intervals. Due to Babel’s reliance
on triggered updates and explicit requests, the Update interval only
has an effect on the tine it takes for accurate netrics to be
propagated after variations in link costs too small to trigger an
unschedul ed updat e.
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At the time of witing, the sanple inplenentation of Babel uses the
foll owi ng default val ues:

Hello Interval: 4 seconds on wireless links, 20 seconds on wred
|'i nks.

IHU Interval: the advertised IHU interval is always 3 tinmes the
Hello interval. IHUs are actually sent with each Hello on | ossy
links (as determined fromthe Hello history), but only with every
third Hello on | ossless |inks.

Update Interval: 4 tinmes the Hello interval

IHU Hold Time: 3.5 tines the advertised IHU interval

Route Expiry Tine: 3.5 times the advertised update interval
Source GC time: 3 mnutes.

The anmount of jitter applied to a packet depends on whether it
contains any urgent TLVs or not. Urgent triggered updates and urgent
requests are delayed by no nore than 200 ns; other TLVs are del ayed
by no nore than one-half the Hello interval

Appendix C.  Sinplified Inplenentations

Babel is a fairly econom c protocol. Route updates take between 12
and 40 octets per destination, depending on how successfu
conpression is; in a double-stack mesh network, an average of |ess
than 24 octets is typical. The route table occupies about 35 octets
per IPv6 entry. To put these values into perspective, a single full-
size Ethernet frane can carry sone 65 route updates, and a negabyte
of menory can contain a 20000-entry routing table and the associ ated
source table.

Babel is also a reasonably sinple protocol. The sanple
i npl ement ati on consists of less than 8000 |lines of C code, and it
compiles to less than 60 kB of text on a 32-bit Cl SC architecture.

Nonet hel ess, in sone very constrai ned environnents, such as PDAs,
m crowave ovens, or abacuses, it nmay be desirable to have subset
i npl ement ati ons of the protocol

A parasitic inplementation is one that uses a Babel network for
routing its packets but does not announce any of the routes that it
has learnt fromits neighbours. (This is slightly nore than a
passi ve i npl enmentation, which doesn’t even announce routes to
itself.) It may either maintain a full routing table or sinply
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sel ect a gateway anongst any one of its neighbours that announces a
default route. Since a parasitic inplenmentation never forwards
packets, it cannot possibly participate in a routing |oop; hence, it
need not evaluate the feasibility condition and need not maintain a
source table.

A parasitic inplenentati on MJST answer acknow edgement requests and
MJST participate in the Hello/IHU protocol. Finally, it MJST be able
to reply to segno requests for routes that it announces and SHOULD be
able to reply to route requests.

Appendi x D. Software Availability

The sanple inplementation of Babel is available from
<http://ww. pps.jussieu.fr/~jch/software/babel/>.
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