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Recomendati on for a Routing Architecture
Abst r act

It is conmmonly recogni zed that the Internet routing and addressing
architecture is facing challenges in scalability, multihomng, and
inter-domain traffic engineering. This docunent presents, as a
recommendation of future directions for the | ETF, solutions that
could aid the future scalability of the Internet. To this end, this
docunent surveys nany of the proposals that were brought forward for
discussion in this activity, as well as sonme of the subsequent

anal ysis and the architectural reconmendation of the chairs. This
docunent is a product of the Routing Research G oup

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publi shed for informational purposes.

Thi s docunent is a product of the Internet Research Task Force
(IRTF). The I RTF publishes the results of Internet-related research
and devel opnment activities. These results night not be suitable for
depl oynent. This RFC represents the individual opinion(s) of one or
nmore menbers of the Routing Research Group of the Internet Research
Task Force (I RTF). Docunments approved for publication by the |IRSG
are not a candidate for any |level of Internet Standard; see Section 2
of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6115
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I ntroduction

It is conmmonly recogni zed that the Internet routing and addressing
architecture is facing challenges in scalability, multihomng, and
inter-domain traffic engineering. The problem being addressed has
been docunented in [Scalability PS], and the design goals that we
have di scussed can be found in [ RRG Desi gn_GCoal s].

Thi s docunent surveys nany of the proposals that were brought forward
for discussion in this activity. For sone of the proposals, this
docunent al so includes additional analysis show ng sone of the
concerns with specific proposals, and how sone of those concerns may
be addressed. Readers are cautioned not to draw any concl usions
about the degree of interest or endorsenent by the Routing Research
Goup (RRG fromthe presence of any proposals in this docunent, or
the amobunt of analysis devoted to specific proposals.

Background to This Docunent

The RRG was chartered to research and recommend a new routing
architecture for the Internet. The goal was to explore many
alternatives and build consensus around a single proposal. The only
constraint on the group’s process was that the process be open and
the group set forth with the usual discussion of proposals and trying
to build consensus around them There were no explicit contingencies
in the group’s process for the eventuality that the group did not
reach consensus.

The group met at every | ETF meeting from March 2007 to March 2010 and
di scussed nmany proposals, both in person and via its mailing list.
Unfortunately, the group did not reach consensus. Rather than | ose
the contributions and progress that had been nade, the chairs (Lixia
Zhang and Tony Li) elected to collect the proposals of the group and
some of the debate concerning the proposals and nake a recomrendati on
fromthose proposals. Thus, the reconmendation reflects the opinions
of the chairs and not necessarily the consensus of the group

The group was able to reach consensus on a nunber of itens that are
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i ncluded bel ow. The proposals included here were collected in an
open call anongst the group. Once the proposals were collected, the

group was solicited to submt critiques of each proposal. The group
was asked to self-organize to produce a single critique for each
proposal. |In cases where there were several critiques submtted, the

editor selected one. The proponents of each proposal then were given
the opportunity to wite a rebuttal of the critique. Finally, the
group again had the opportunity to wite a counterpoint of the
rebuttal. No counterpoints were submtted. For pragmatic reasons,
each subm ssion was severely constrained in |ength.

Al of the proposals were given the opportunity to progress their
docunments to RFC status; however, not all of them have chosen to
pursue this path. As a result, some of the references in this
docunent may becone inaccessible. This is unfortunately unavoi dabl e.

The group did reach consensus that the overall docunent should be
publ i shed. The docunent has been revi ewed by nmany of the active
menbers of the Research G oup.

2. Areas of G oup Consensus

The group was al so able to reach broad and cl ear consensus on sone
term nol ogy and several inportant technical points. For the sake of
posterity, these are recorded here:

1. A "node" is either a host or a router

2. A "router" is any device that forwards packets at the network
| ayer (e.g., |IPv4, IPv6) of the Internet architecture.

3. A "host" is a device that can send/receive packets to/fromthe
net wor k, but does not forward packets.

4. A "bridge" is a device that forwards packets at the link |ayer
(e.g., Ethernet) of the Internet architecture. An Ethernet
switch or Ethernet hub are exanpl es of bridges.

5. An "address" is an object that conbi nes aspects of identity with
topol ogi cal location. [Pv4 and | Pv6 addresses are current
exanpl es.

6. A "locator" is a structured topol ogy-dependent name that is not

used for node identification and is not a path. Two related
meani ngs are current, depending on the class of things being
named:

1. The topol ogy-dependent name of a node’s interface.
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2. The topol ogy-dependent nanme of a single subnetwork OR
t opol ogy- dependent nane of a group of related subnetworks
that share a single aggregate. An IP routing prefix is a
current exanple of the latter

An "identifier" is a topol ogy-independent nane for a |ogica
node. Depending upon instantiation, a "logical node" might be a
singl e physical device, a cluster of devices acting as a single
node, or a single virtual partition of a single physical device.
An OSI End Systemldentifier (ESID) is an exanple of an
identifier. A Fully Qualified Domain Nanme (FQDN) that precisely
nanes one | ogical node is another exanple. (Note well that not
all FQDNs neet this definition.)

Various other nanes (i.e., other than addresses, |ocators, or
identifiers), each of which has the sol e purpose of identifying
a conponent of a logical systemor physical device, might exist
at various protocol layers in the Internet architecture.

The Research Group has rough consensus that separating identity
fromlocation is desirable and technically feasible. However,
the Research Group does NOT have consensus on the best

engi neering approach to such an identity/location split.

The Research Group has consensus that the Internet needs to
support multihomng in a manner that scales well and does not
have prohibitive costs.

Any | ETF solution to Internet scaling has to not only support
mul ti hom ng, but address the real-world constraints of the end
customers (large and snall)

3. Abbreviations

This section lists sone of the npbst conmon abbreviations used in the
remai nder of this document.

DFzZ

El D

ETR

FI B

Def aul t - Free Zone

Endpoint I Dentifier or Endpoint Interface iDentifier: The
preci se definition varies depending on the proposal

Egress Tunnel Router: In a systemthat tunnels traffic across
the existing infrastructure by encapsulating it, the device
close to the actual ultimte destination that decapsul ates the
traffic before forwarding it to the ultimte destination

Forwardi ng I nformati on Base: The forwarding table, used in the
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data plane of routers to select the next hop for each packet.

I TR I ngress Tunnel Router: In a systemthat tunnels traffic across
the existing infrastructure by encapsulating it, the device
close to the actual original source that encapsul ates the
traffic before using the tunnel to send it to the appropriate
ETR

PA Provi der - Aggr egat abl e: Address space that can be aggregated as
part of a service provider's routing advertisenents.

PI Provi der -1 ndependent: Address space assigned by an |nternet
regi stry i ndependent of any service provider

PMIUD Path Maxi mum Transm ssion Unit Di scovery: The process or
mechani smthat determ nes the | argest packet that can be sent
bet ween a given source and destination wthout being either i)
fragmented (I Pv4 only), or ii) discarded (if not fragmentable)
because it is too large to be sent down one link in the path
fromthe source to the destination

R B Routing Infornmation Base. The routing table, used in the
control plane of routers to exchange routing information and
construct the FIB

R R Regi onal Internet Registry.

RLOC Routing LOCator: The precise definition varies depending on
t he proposal .

XTR Tunnel Router: In some systenms, the termused to describe a
devi ce which can function as both an I TR and an ETR

2. Locator/ID Separation Protocol (LISP)
2.1. Summary
2.1.1. Key ldea

I npl enents a locator/identifier separation mechani sm using

encapsul ati on between routers at the "edge" of the Internet. Such a

separation allows topol ogi cal aggregation of the routable addresses

(locators) while providing stable and portabl e nunbering of end

systens (identifiers).
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3.

Gai ns
t opol ogi cal aggregation of |ocator space (RLOCs) used for routing,
whi ch greatly reduces both the overall size and the "churn rate"
of the informati on needed to operate the Internet global routing
system
separate identifier space (EIDs) for end systems, effectively
allowing "PlI for all"™ (no renunbering cost for connectivity
changes) without adding state to the global routing system
i nproved traffic engineering capabilities that explicitly do not
add state to the gl obal routing system and whose depl oynent wil|l
all ow active removal of the nore-specific state that is currently
used
no changes required to end systens
no changes to Internet "core" routers
m ni mal and straightforward changes to "edge" routers
day-one advantages for early adopters
defined router-to-router protoco
defi ned database mappi ng system
defined depl oynent pl an
defined interoperability/interworking nechani sns
defined scal abl e end-host nobility nechani sns
prototype inplenentation already exists and is undergoing testing
production inplenmentations in progress

Cost s
mappi ng systeminfrastructure (nmap servers, nap resolvers,
Alternative Logi cal Topology (ALT) routers). This is considered a

new potential business opportunity.

interworking infrastructure (proxy ITRs). This is considered a
new potential business opportunity.
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o0 overhead for determ ning/ maintaining |ocator/path |iveness. This
is a conmon issue for all identifier/locator separation proposals.

1.4. References

[LISP] [LISP+ALT] [LISP-MS] [LISP-Interworking] [LISP-MN] [LIQG
[LOC I D Inplications]

2. Critique

LI SP+ALT distributes napping infornmation to ITRs via (optional,
| ocal, potentially caching) Map Resolvers and with gl obally
distributed query servers: ETRs and optional Map Servers (Mses).

A fundanental problemw th any gl obal query server network is that
the frequently long paths and greater risk of packet |oss nay cause
ITRs to drop or significantly delay the initial packets of many new
sessions. | TRs drop the packet(s) they have no mapping for. After
the mapping arrives, the ITR waits for a re-sent packet and will
tunnel that packet correctly. These "initial-packet delays" reduce
performance and so create a nmjor barrier to voluntary adoption on a
wi de enough basis to solve the routing scaling probl em

ALT s del ays are conpounded by its structure being "aggressively
aggregated”, without regard to the geographic |ocation of the
routers. Tunnels between ALT routers will often span
intercontinental distances and traverse many Internet routers.

The nmany | evels to which a query typically ascends in the ALT

hi erarchy before descending towards its destination will often

i nvol ve excessively | ong geographic paths and so worsen initial-
packet del ays.

No sol ution has been proposed for these problens or for the
contradicti on between the need for high aggregation while making the
ALT structure robust against single points of failure.

LISP's ITRsS’ nultihom ng service restoration depends on their
determning the reachability of end-user networks via two or nore
ETRs. Large nunbers of ITRs doing this is inefficient and may
over burden ETRs.

Testing reachability of the ETRs is conplex and costly -- and
insufficient. |1TRs cannot test network reachability via each ETR
since the 1 TRs do not have the address of a device in each ETR s
network. So, ETRs must report network unreachability to | TRs.

I nf or mat i onal [ Page 10]



RFC 6115 RRG Reconmrendat i on February 2011

2. 3.

Li

LI SP i nvol ves conpl ex conmuni cati on between | TRs and ETRs, with UDP
and 64-bit LISP headers in all traffic packets.

The advantage of LISP+ALT is that its ability to handle billions of
ElIDs is not constrained by the need to transmt or store the mapping
to any one location. Such nunbers, beyond a few tens of mllions of
ElIDs, will only result if the systemis used for nobility. Yet the
concerns just nentioned about ALT' s structure arise fromthe mllions
of ETRs that woul d be needed just for non-nobile networks.

In LISP's nobility approach, each Mbile Node (M\) needs an RLOC
address to be its own ETR, neaning the MN cannot be behind a NAT.
Mappi ng changes must be sent instantly to all relevant | TRs every
time the MN gets a new address -- LISP cannot achieve this.

In order to enforce ISP filtering of incom ng packets by source
address, LISP ITRs would have to inplenent the sane filtering on each
decapsul ated packet. This may be prohibitively expensive.

LI SP nonolithically integrates nultihom ng failure detection and
restoration decision-making processes into the Core-Edge Separation
(CES) schene itself. End-user networks nmust rely on the necessarily
limted capabilities that are built into every ITR

LI SP+ALT nmay be able to solve the routing scaling problem but

al ternative approaches woul d be superior because they elimnate the
initial-packet delay problem and give end-user networks real-time
control over |TR tunneling.

Rebutta

Initial-packet |oss/delays turn out not to be a deep issue.

Mechani sns for interoperation with the | egacy part of the network are
needed in any viably depl oyabl e design, and LI SP has such nechani sns.
If needed, initial packets can be sent via those | egacy nechani sns
until the ITR has a mapping. (Field experience has shown that the
caches on those interoperation devices are guaranteed to be

popul ated, as ’'crackers’ doi ng address-space sweeps periodically send
packets to every avail abl e mapping.)

On ALT issues, it is not at all nmandatory that ALT be the mapping
systemused in the long term LISP has a standardi zed mappi ng system
interface, in part to allow reasonably snmooth depl oynment of whatever
new mappi ng systen(s) experience m ght show are required. At |east
one ot her mapping system (LI SP-TREE) [LISP-TREE], which avoids ALT s
probl ems (such as query | oad concentration at high-1evel nodes), has
al ready been laid out and extensively sinmulated. Exactly what

m xture of mapping systen(s) is optinal is not really answerabl e
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wi t hout nore extensive experience, but LISP is designed to all ow
evol uti onary changes to ot her mappi ng systen(s).

As far as ETR reachability goes, a potential problemto which there
is a solution with an adequate | evel of efficiency, conplexity, and
robustness is not really a problem LISP has a nunber of overl apping
mechani sms that it is believed will provide adequate reachability
detection (along the three axes above), and in field testing to date,
they have behaved as expected.

Qperation of LISP devices behind a NAT has al ready been denonstrat ed.
A nunber of mechani sns to update correspondent nodes when a nmapping
i s updat ed have been designed (sone are already in use).

3. Routing Architecture for the Next Generation Internet (RANG)
3.1. Summary
3.1.1. Key ldea

Simlar to Host ldentity Protocol (H P) [RFC4423], RANG introduces a
host identifier |ayer between the network |ayer and the transport

| ayer, and the transport-|ayer associations (i.e., TCP connections)
are no | onger bound to I P addresses, but to host identifiers. The
major difference fromHP is that the host identifier in RANG is a
128-bit hierarchical and cryptographic identifier that has

organi zational structure. As a result, the corresponding |ID >l ocator
mappi ng system for such identifiers has a reasonabl e busi ness nodel
and clear trust boundaries. In addition, RANG uses |Pv4-enbedded

| Pv6 addresses as |ocators. The Locator Donmin Identifier (LD ID)
(i.e., the leftnost 96 bits) of this locator is a provider-assignhed
/96 1 Pv6 prefix, while the last four octets of this locator are a

| ocal I Pv4 address (either public or private). This special |ocator
could be used to realize 6over4 automatic tunneling (borrow ng ideas
fromthe Intra-Site Autonmatic Tunnel Addressing Protocol (| SATAP)

[ RFC5214]), which will reduce the depl oyment cost of this new routing
architecture. Wthin RANG, the mappings from FQDN to host
identifiers are stored in the DNS system while the mappi ngs from
host identifiers to locators are stored in a distributed |ID/Iocator
mappi ng system (e.g., a hierarchical Distributed Hash Tabl e (DHT)
system or a reverse DNS systen)

3.1.2. ins
RANG achieves alnost all of the goals set forth by RRG as foll ows:

1. Routing Scalability: Scalability is achieved by decoupling
identifiers fromlocators.
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2. Traffic Engineering: Hosts located in a nmultihoned site can
suggest the upstream | SP for outbound and inbound traffic, while
the first-hop Locator Domain Border Router (LDBR, i.e., site
border router) has the final decision on the upstream | SP
sel ecti on.

3. Mobility and Miulti honing: Sessions will not be interrupted due to
| ocator change in cases of nmobility or nultihom ng.

4. Sinplified Renunbering: Wen changi ng providers, the |local |Pv4
addresses of the site do not need to change. Hence, the interna
routers within the site don't need renunbering.

5. Decoupling Location and Identifier: Cbvious.

6. Routing Stability: Since the |ocators are topologically
aggregatabl e and the internal topology within the LD will not be
di scl osed outside, routing stability could be inproved greatly.

7. Routing Security: RANGA reuses the current routing system and
does not introduce any new security risks into the routing
system

8. Increnental Deployability: RANG allows an easy transition from
| Pv4 networks to | Pv6 networks. |In addition, RANG proxy allows
RANG - aware hosts to conmuni cate to | egacy | Pv4 or | Pv6 hosts,
and vice versa

3.1.3. Costs
1. A host change is required.

2. The first-hop LDBR change is required to support site-controlled
traffic-engineering capability.

3. The ID->locator mapping systemis a new infrastructure to be
depl oyed.

4. RANG proxy needs to be depl oyed for conmmunication between RANG -
awar e hosts and | egacy hosts.

3.1. 4. Ref er ences

[ RFC3007] [ RFC4423] [RANG ] [RANG - PROXY] [ RANG - SLI DES]
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2. Critique

RANG is an ID/locator split protocol that, like H P, places a
cryptographically signed ID between the network | ayer (IPv6) and
transport. Unlike the HHP ID, the RANG |ID has a hierarchica
structure that allows it to support |ID >locator |ookups. This

hi erarchi cal structure addresses two weaknesses of the flat HP ID:
the difficulty of doing the |ID >l ocator |ookup, and the

adm nistrative scalability of doing firewall filtering on flat IDs.
The usage of this hierarchy is overloaded: it serves to nake the ID
uni que, to drive the | ookup process, and possibly other things like
firewall filtering. Mre thought is needed as to what constitutes
these levels with respect to these various roles.

The RANG docunent [ RANG ] suggests FQDN->I D | ookup through DNS, and
separately an | D->l ocator | ookup that may be DNS or may be sonething
el se (a hierarchy of DHTs). It would be nore efficient if the FQDN
| ookup produces both ID and | ocators (as does the Identifier-Locator
Net work Protocol (ILNP)). Probably DNS alone is sufficient for the
I D->l ocat or | ookup since individual DNS servers can hold very | arge
nunbers of mappi ngs.

RANG provides strong sender identification, but at the cost of
conmputing crypto. Mny hosts (public web servers) may prefer to
forgo the crypto at the expense of |osing sonme functionality
(receiver nobility or dynami c nultihom ng | oad bal ancing). Wile
RANG doesn’t require that the receiver validate the sender, it may
be good to have a mechani sm whereby the receiver can signal to the
sender that it is not validating, so that the sender can avoid

| ocat or changes.

Architecturally, there are many advantages to putting the nmapping
function at the end host (versus at the edge). This sinplifies the
probl enms of nei ghbor aliveness and del ayed first packet, and avoids
stateful m ddl eboxes. Unfortunately, the early-adopter incentive for
host upgrade nay not be adequate (H P's | ack of uptake being an
exanpl e) .

RANG does not have an explicit solution for the nobility race
condition (there is no nention of a home-agent-1like device).
However, host-to-host notification combined with fallback on the

| D->l ocat ors | ookup (assum ng adequate dynam c update of the | ookup
system) may be good enough for the vast majority of mobility
situations.
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RANG uses proxies to deal with both | egacy IPv6 and | Pv4d sites
RANG proxies have no nmechani snms to deal with the edge-to-edge

al i veness problem The edge-to-edge proxy approach dirties up an
ot herwi se cl ean end-to-end nodel .

RANG exploits existing I Pv6 transition technol ogi es (| SATAP and
softwire). These transition technol ogies are in any event being
pursued outside of RRG and do not need to be specified i n RANG
drafts per se. RANG only needs to address how it interoperates with
I Pv4 and | egacy I Pv6, which it appears to do adequately well through
proxi es.

Rebutta

The reason why the I D>l ocator |ookup is separated fromthe FQDN->ID
| ookup is: 1) not all applications are tied to FQDNs, and 2) it seens
unnecessary to require all devices to possess a FQN of their own.
Basically, RANG uses DNS to realize the |ID >l ocator mapping system
If there are too many entries to be naintained by the authoritative
servers of a given Administrative Domain (AD), Distributed Hash Tabl e
(DHT) technol ogy can be used to nmake these authoritative servers
scal e better, e.g., the mappings maintained by a given AD will be

di stributed anong a group of authoritative servers in a DHT fashion
As a result, the robustness feature of DHT is inherited naturally
into the | D->l ocator mapping system Meanwhile, there is no trust

i ssue since each AD authority runs its own DHT ring, which maintains
only the mappings for those identifiers that are adm nistrated by
that AD authority.

For host nobility, if comrunicating entities are RANG nodes, the
nmobi |l e node will notify the correspondent node of its new | ocator
once its locator changes due to a nmobility or re-honing event.
Meanwhil e, it should also update its locator information in the

I D->l ocat or mapping systemin a tinely fashion by using the Secure
DNS Dynani ¢ Updat e nmechani sm defined in [RFC3007]. In case of

simul taneous nobility, at |east one of the nodes has to resort to the
| D- >l ocat or mapping systemfor resolving the correspondent node’s new
| ocator so as to continue their communication. |f the correspondent
node is a legacy host, Transit Proxies, which fulfill a simlar
function as the hone agents in Mbile IP, will relay the packets

bet ween the comuni cating parties.

RANG uses proxies (e.g., Site Proxy and Transit Proxy) to deal with
both I egacy IPv6 and I Pv4 sites. Since proxies function as RANG
hosts, they can handl e Locator Update Notification nmessages sent from
renote RANG hosts (or even fromrenote RANG proxies) correctly.
Hence, there is no edge-to-edge aliveness problem Details will be
specified in a |l ater version of RANG - PROXY.
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The intention behind RANG using |IPv4-enbedded | Pv6 addresses as

| ocators is to reduce the total deploynent cost of this new Internet
architecture and to avoid renunbering the site’s internal routers
when such a site changes | SPs.

4. Internet Vastly |nproved Plunbing (Ivip)
4.1. Sunmmary
4.1.1. Key ldeas

Ivip (pronounced eye-vip, est. 2007-06-15) is a Core-Edge Separation
scheme for 1Pv4 and I Pv6. It provides nmultihom ng, portability of
address space, and inbound traffic engineering for end-user networks
of all sizes and types, including those of corporations, SOHO ( Snal
Ofice, Home Ofice), and nobil e devi ces.

Ivip neets all the constraints inposed by the need for w despread
vol untary adoption [lvip_Constraints].

Ivip's global fast-push mapping distribution network is structured
like a cross-linked nulticast tree. This pushes all mappi ng changes
to full-database query servers (@Ds) within | SPs and end- user
networ ks that have | TRs. Each mappi ng change is sent to all QSDs
within a few seconds. (Note: "QSD'" is from Query Server with full
Dat abase. )

I TRs gain mapping information fromthese local @SDs within a few tens
of milliseconds. @QSDs notify |ITRs of changed mappings with sinmlarly
low latency. |TRs tunnel all traffic packets to the correct ETR

wi t hout significant del ay.

Ivip' s mapping consists of a single ETR address for each range of
mapped address space. Ilvip ITRs do not need to test reachability to
ETRs because the mapping is changed in real-tinme to that of the
desired ETR

End- user networks control the mapping, typically by contracting a
speci al i zed conpany to monitor the reachability of their ETRs, and
change the mapping to achieve nultihom ng and/or traffic engineering
(TE). So, the nechanisns that control |ITR tunneling are controlled
by the end-user networks in real-time and are conpletely separate
fromthe Core-Edge Separation schene itself.

I TRs can be inplenmented in dedicated servers or hardware-based
routers. The ITR function can also be integrated into sending hosts.
ETRs are relatively sinple and only comunicate with |TRs rarely --
for Path MIU managenent with | onger packets.
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I vi p- mapped ranges of end-user address space need not be subnets.
They can be of any length, in units of |IPv4 addresses or |Pv6 /64s.

Conpared to conventional unscal abl e BGP techni ques, and to the use of
Cor e- Edge Separation architectures with non-real -ti ne nappi ng
systens, end-user networks will be able to achieve nore flexible and
responsi ve inbound TE. If inbound traffic is split into severa
streans, each to addresses in different napped ranges, then real-tinme
mappi ng changes can be used to steer the streans between nultiple
ETRs at nultiple |ISPs.

Default ITRs in the DFZ (DI TRs; sinmilar to LISP's Proxy Tunne
Rout ers) tunnel packets sent by hosts in networks that lack I TRs. So
mul ti hom ng, portability, and TE benefits apply to all traffic.

| TRs request nappings either directly froma |local QSD or via one or
nmore | ayers of caching query servers (QSCs), which in turn request it
froma local QSD. @SCs are optional but generally desirable since
they reduce the query |l oad on @SDs. (Note: "QSC' is from Query
Server with Cache.)

ETRs may be in ISP or end-user networks. |1P-in-1P encapsulation is
used, so there is no UDP or any other header. PMIUD (Path MIU

Di scovery) managenent with mininmal conplexity and overhead will
handl e the probl enms caused by encapsul ati on, and adapt snoothly to
junbo frame paths becoming available in the DFZ. The outer header’s
source address is that of the sending host -- this enabl es existing
| SP Border Router (BR) filtering of source addresses to be extended
to encapsul ated traffic packets by the sinple nmechani smof the ETR
droppi ng packets whose inner and outer source address do not natch.

1.2. Ext ensi ons
1.2.1. TTR Mobhility

The Transl ating Tunnel Router (TTR) approach to nobility
[lvip_Mbility] is applicable to all Core-Edge Separation techni ques
and provides scalable IPv4 and | Pv6 nmobility in which the MN keeps
its own mapped | P address(es) no matter how or where it is physically
connect ed, including behind one or nore | ayers of NAT.

Path | engths are typically optinmal or close to optinmal, and the M\
conmuni cates normally with all other non-nobile hosts (no stack or
appl i cation changes), and of course other MNs. Mapping changes are
only needed when the MN uses a new TTR, which would typically occur
if the MN noved nore than 1000 km Mappi ng changes are not required
when the MN changes its physical address(es).
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1.2.2. Modified Header Forwarding

Separate schemes for 1 Pv4 and | Pv6 enable tunneling fromITR to ETR
wi t hout encapsulation. This will renove the encapsul ati on over head
and PMIUD probl ens. Both approaches involve nodifying all routers
between the ITR and ETR to accept a nodified formof the |IP header
These schenes require new FIB/RIB functionality in DFZ and sonme ot her
routers but do not alter the BGP functions of DFZ routers.

1.3. @Gins

0 Anenable to w despread voluntary adopti on due to no need for host
changes, conplete support for packets sent from non-upgraded
net wor ks and no significant degradation in perfornmance.

0 Mbdul ar separation of the control of ITR tunneling behavior from
the 1 TRs and the Core-Edge Separation schene itself: end-user
networ ks control mapping in any way they like, in real-tine.

o A small fee per mapping change deters frivol ous changes and hel ps
pay for pushing the mapping data to all QSDs. End-user networks
that make frequent napping changes for inbound TE should find
these fees attractive considering how it inproves their ability to
utilize the bandwidth of nultiple ISP |inks.

0 End-user networks will typically pay the cost of Open ITR in the
DFZ (O TRD) forwarding to their networks. This provides a
busi ness nodel for O TRD depl oynment and avoids unfair distribution
of costs.

0 Existing source address filtering arrangenents at BRs of |SPs and
end- user networks are prohibitively expensive to inplenent
directly in ETRs, but with the outer header’s source address being
the sane as the sending host’s address, lvip ETRs inexpensively
enforce BR filtering on decapsul ated packets.

1.4. Costs

SDs receive all mappi ng changes and store a conpl ete copy of the

mappi ng dat abase. However, a worst-case scenario is 10 billion |IPv6

mappi ngs, each of 32 bytes, which fits on a consuner hard drive today
and should fit in server DRAM by the tinme such adoption is reached.

The maxi mum nunber of non-nobile networks requiring multihom ng,

etc., is likely to be ~10 mllion, so nost of the 10 billion mappi ngs

woul d be for nobile devices. However, TTR nobility does not involve

frequent mappi ng changes since nost MNs only rarely nove nore than

1000 km
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1.5. Ref erences

[Ivip_EAF] [lvip_PMIUD] [lvip_PLF] [Ivip_Constraints] [Ivip_Mbility]
[Ivip_ DRTM [1vip_d ossary]

2. Critique
Looked at fromthe thousand-foot level, lvip shares the basic design

approaches with LI SP and a nunber of other nap-and-encap designs
based on the Core-Edge Separation. However, the details differ

substantially. |Ivip's design nakes a bold assunption that, with
technol ogy advances, one could afford to nmaintain a real-tine
di stributed gl obal nmappi ng database for all networks and hosts. lvip

proposes that multiple parties collaborate to build a mapping
distribution systemthat pushes all mapping information and updates
to local, full-database query servers located in all I1SPs within a
few seconds. The system has no single point of failure and uses end-
to-end aut henti cati on.

A "real time, globally synchronized mappi ng database" is a critica
assunption in Ivip. Using that as a foundation, |vip design avoids
several challenging design issues that others have studied
extensively, that include

1. special considerations of nobility support that add additiona
complexity to the overall system

2. pronpt detection of ETR failures and notification to all rel evant
I TRs, which turns out to be a rather difficult problem and

3. devel opnent of a partial-mapping | ookup sub-system |vip assunes
the existence of local query servers with a full database with
the | atest mapping information changes.

To be considered as a viable solution to the Internet routing
scalability problem Ivip faces two fundanmental questions. First,
whet her a gl obal -scal e system can achi eve real -ti me synchronized
operations as assumed by Ivip is an entirely open question. Past
experi ences suggest otherw se.

The second question concerns increnmental rollout. |Ivip represents an
anbi ti ous approach, with real-tine mapping and | ocal full-database
query servers -- which many people regard as inpossible. Devel oping

and inplenenting Ivip may take a fair amount of resources, yet there
is an open question regarding howto quantify the gains by first
nmovers -- both those who will provide the Ivip infrastructure and
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those that will use it. Significant gl obal routing table reduction
only happens when a | arge enough nunber of parties have adopted Ivip.
The sane question arises for nost other proposals as well.

One belief is that Ivip's nore anbitious nappi ng system nakes a good
design tradeoff for the greater benefits for end-user networks and
for those that develop the infrastructure. Another belief is that
this anbitious design is not viable.

Rebut t al
Since the Summary and Critique were witten, lvip s mapping system

has been significantly redesigned: DRTM - Distributed Real Tine
Mappi ng [1vi p_DRTM .

DRTM makes it easier for I1SPs to install their own ITRs. It also
facilitates Mapped Address Bl ock (MAB) operating conpanies -- which
need not be ISPs -- |easing Scal abl e Provi der-|ndependent (SPI)

address space to end-user networks with alnmost no | SP invol venent.

I SPs need not install ITRs or ETRs. For an ISP to support its
custoners using SPI space, they need only all ow the forwarding of

out goi ng packets whose source addresses are from SPlI space. End-user
networ ks can inplenment their own ETRs on their existing PA
address(es) -- and MAB operating conpanies nake all the initial

i nvestments.

Once SPI adoption becones wi despread, ISPs will be notivated to
install their own ITRs to locally tunnel packets that are sent from
custoner networks and that nust be tunneled to SPI-using custoners of
the sane ISP -- rather than letting these packets exit the ISP s
network and return in tunnels to ETRs in the network.

There is no need for full-database query servers in | SPs or for any
device that stores the full mapping information for all Mapped
Address Bl ocks (MABs). [SPs that want ITRs will install two or nore
Map Resol ver (MR) servers. These are caching query servers which
query nmultiple (typically nearby) query servers that are full-

dat abase for the subset of MABs they serve. These "nearby" query
servers will be at DITR sites, which will be run by, or for, MAB
operating conpani es who | ease MAB space to | arge nunbers of end-user
networks. These DITR-site servers will usually be close enough to
the MRs to generate replies with sufficiently | ow delay and ri sk of
packet loss for ITRs to buffer initial packets for a few tens of

m | 1liseconds while the mapping arrives.

DRTMwill scale to billions of mcronets, tens of thousands of MABs,

and potentially hundreds of MAB operating conpanies, w thout single
points of failure or central coordination.
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The critique inplies a threshold of adoption is required before
significant routing scaling benefits occur. This is untrue of any
Cor e- Edge Separation proposal, including LISP and Ivip. Both can
achi eve scal able routing benefits in direct proportion to their |eve
of adoption by providing portability, nultihom ng, and inbound TE to
| arge nunbers of end-user networks.

Core-Edge Elimnation (CEE) architectures require all Internet
communi cations to change to I1Pv6 with a new | ocator/identifier
separation namng nodel. This would inpose burdens of extra
managenent effort, packets, and session establishnent delays on al
hosts -- which is a particularly unacceptabl e burden on battery-
operated nmobile hosts that rely on wirel ess |inks.

Cor e- Edge Separation architectures retain the current, efficient,

nam ng nodel, require no changes to hosts, and support both |IPv4 and
IPv6. Ilvip is the nost promising architecture for future devel opnent
because its scalable, distributed, real-time mapping system best
supports TTR nobility, enables I TRs to be sinpler, and gives real -
time control of ITR tunneling to the end-user network or to

organi zations they appoint to control the mapping of their mcronets.

Hi erarchical |Pv4 Franework (hlPv4)
1. Summary
1.1. Key ldea

The Hierarchical 1Pv4 Framework (hlPv4) adds scalability to the
routing architecture by introducing additional hierarchy in the |Pv4
address space. The |Pv4 addressing schene is divided into two parts,
the Area Locator (ALCC) address space, which is globally unique, and
the Endpoint Locator (ELOC) address space, which is only regionally
uni que. The ALOC and ELCC prefixes are added as a shi m header

bet ween the | P header and transport protocol header; the shim header
is identified with a new protocol number in the |IP header. Instead
of creating a tunneling (i.e., overlay) solution, a new routing

el ement is needed in the service provider’s routing domain (called
ALCC realm -- a Locator Swap Router. The current |Pv4 forwarding
pl ane renmmins intact, and no new routing protocols, mapping systens,
or caching solutions are required. The control plane of the ALCC
real mrouters needs sonme nodification in order for ICVWP to be
conpatible with the hlPv4 franework. Wen an area (one or severa
aut ononous systems (ASes)) of an ISP has transformed into an ALCC
realm only ALCC prefixes are exchanged with other ALCC real ns.
Directly attached ELOC prefixes are only inserted to the RIB of the
| ocal ALCC realm ELQOC prefixes are not distributed to the DFZ.

Mul ti hom ng can be achieved in two ways, either the enterprise
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1.

requests an ALCC prefix fromthe RIR (this is not reconmended) or the
enterprise receives the ALCC prefixes fromtheir upstream|SPs. ELOC
prefixes are Pl addresses and remain intact when an upstream ISP is
changed; only the ALOC prefix is replaced. Wen the RIB of the DFZ
is conpressed (containing only ALOC prefixes), ingress routers wll
no | onger know the availability of the destination prefix; thus, the
endpoi nts nmust take nore responsibility for their sessions. This can
be achi eved by using multipath enabled transport protocols, such as
SCTP [ RFC4960] and Multipath TCP (MPTCP) [ MPTCP_Arch], at the
endpoints. The nultipath transport protocols al so provide a session
identifier, i.e., verification tag or token; thus, the |location and
identifier split is carried out -- site nmobility, endpoint nobility,
and nobile site nobility are achi eved. DNS needs to be upgraded: in
order to resolve the location of an endpoint, the endpoint nust have
one ELOC value (current A-record) and at |east one ALOC val ue in DNS
(in multihomng solutions there will be several ALCC values for an
endpoi nt) .

2. @ins

1. Inproved routing scalability: Adding additional hierarchy to the
address space enables nore hierarchy in the routing architecture.
Early adapters of an ALOC realmw Il no longer carry the current
RIB of the DFZ -- only ELOC prefixes of their directly attached
net wor ks and ALOC prefixes fromother service providers that have
mgrated are installed in the ALOCC real ms RIB.

2. Scal abl e support for traffic engineering: Miltipath enabl ed
transport protocols are recommended to achi eve dynam c | oad-
bal anci ng of a session. Support for Valiant Load-bal anci ng (VLB)
[Valiant] schenmes has been added to the framework; nore research
work is required around VLB swi tching.

3. Scal abl e support for multihom ng: Only attachnent points of a
mul ti honed site are advertised (using the ALOC prefix) in the
DFZ. DNS will informthe requester on how many attachnent points
the destination endpoint has. It is the initiating endpoint’s
choi ce/responsibility to choose which attachment point is used
for the session; endpoints using multipath-enabled transport
protocol s can make use of several attachnent points for a
sessi on.

4. Sinplified Renunbering: Wen changing provider, the |ocal ELCC
prefixes remains intact; only the ALOC prefix is changed at the
endpoints. The ALCC prefix is not used for routing or forwarding
decisions in the |local network

I nf or mat i onal [ Page 22]



RFC 6115 RRG Reconmrendat i on February 2011

5. 1.

6

5.1. 4.

Decoupling Location and ldentifier: The verification tag (SCTP)
and token (MPTCP) can be considered to have the characteristics
of a session identifier, and thus a session |layer is created

bet ween the transport and application layers in the TCP/ I P nodel.

Routing quality: The hlPv4 framework introduces no tunneling or
cachi ng mechanisms. Only a swap of the content in the |Pv4
header and | ocator header at the destination ALOC realmis
required; thus, current routing and forwarding al gorithns are
preserved as such. Valiant Load-bal ancing m ght be used as a new
forwardi ng nechani sm

Routing Security: Simlar as with today’'s DFZ, except that ELCC
prefixes cannot be hijacked (by injecting a | ongest match prefix)
out side an ALCC real m

Depl oyabi lity: The hlPv4 franework is an evolution of the current
| Pv4 framework and i s backwards conpatible with the current |Pv4
framework. Sessions in a local network and inside an ALCC real m
mght in the future still use the current |Pv4 framework.

Costs and | ssues

Upgrade of the stack at an endpoint that is establishing sessions
outside the I ocal ALOC realm

In a nultihom ng solution, the border routers should be able to
apply policy-based routing upon the ALOCC value in the |ocator
header .

New | P all ocation policies nmust be set by the R Rs.

There is a short tinefrane before the expected depletion of the
| Pv4 address space occurs.

WIl enterprises give up their current globally unique |Pv4d
address bl ock allocation they have gai ned?

Coordi nation with MPTCP is highly desirable.

Ref er ences

[hi Pv4] [Valiant]

Li
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2. Critique

hl Pv4 is an innovative approach to expanding the |IPv4 addressing
systemin order to resolve the scalable routing problem This
critique does not attenpt a full assessnent of hlPv4's architecture
and nechani sns. The only question addressed here is whether hlPv4
shoul d be chosen for | ETF devel opnent in preference to, or together
with, the only two proposal s which appear to be practical solutions
for 1Pv4: lvip and LI SP.

Ivip and LI SP appear to have a nmajor advantage over hlPv4 in terns of
support for packets sent from non-upgraded hosts/networks. |lvip's

DI TRs (Default ITRs in the DFZ) and LISP's PTRs (Proxy Tunnel

Rout ers) both accept packets sent by any non-upgraded host/network
and tunnel themto the correct ETR -- thus providing the ful

benefits of portability, multihom ng, and i nbound TE for these
packets as well as those sent by hosts in networks with | TRs. hl Pv4d
appears to have no such nechanism so these benefits are only
avai l abl e for comuni cati ons between two upgraded hosts in upgraded
net wor ks.

This neans that significant benefits for adopters -- the ability to
rely on the new systemto provide the portability, nmultihom ng, and
i nbound TE benefits for all, or alnost all, their communications --
will only arise after all, or alnobst all, networks upgrade their

net wor ks, hosts, and addressing arrangenents. hlPv4’s relationship
bet ween adoption | evels and benefits to any adopter therefore are far
| ess favorable to w despread adoption than those of Core-Edge
Separation (CES) architectures such as Ivip and LISP

This results in hlPv4 al so being at a di sadvantage regardi ng the

achi evenment of significant routing scaling benefits, which Iikew se
will only result once adoption is close to ubiquitous. Ivip and LISP
can provide routing scaling benefits in direct proportion to their

| evel of adoption, since all adopters gain full benefits for al

their comunications, in a highly scal abl e manner.

hl Pv4 requires stack upgrades, which are not required by any CES
architecture. Furthernore, a |arge nunber of existing |Pv4
application protocols convey |P addresses between hosts in a manner
that will not work with hlPv4: "There are several applications that
are inserting |IP address information in the payl oad of a packet.
Sone applications use the I P address information to create new
sessions or for identification purposes. This sectionis trying to
list the applications that need to be enhanced; however, this is by
no neans a conprehensive list" [hlPv4].
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If even a few widely used applications would need to be rewitten to
operate successfully with hlPv4, then this would be such a

di sincentive to adoption to rule out hlPv4d ever being adopted w dely
enough to solve the routing scaling problem especially since CES
architectures fully support all existing protocols, w thout the need
for altering host stacks.

It appears that hlPv4 involves major practical difficulties, which
mean that in its current formit is not suitable for |ETF
devel opnent.
Rebutt a
No rebuttal was submitted for this proposal
Nanme Overlay (NOL) Service for Scal able Internet Routing
Summary

.1. Key ldea

The basic idea is to add a nane overlay (NOL) onto the existing
TCP/ | P st ack.

Its functions include:

1. Managi ng host nanme configuration, registration, and
aut henti cati on;

2. Initiating and nmanagi ng transport connection channels (i.e.,
TCP/ 1 P connections) by nane;

3. Keeping application data transport continuity for mobility.

At the edge network, we introduce a new type of gateway, a Nane
Transfer Relay (NTR), which blocks the Pl addresses of edge networks
into upstreamtransit networks. NTIRs perform address and/or port
transl ati on between bl ocked Pl addresses and gl obally routable
addresses, which seem|ike today’s wi dely used NAT / Network Address
Port Transl ation (NAPT) devices. Both |egacy and NCL applications
behind a NTR can access the outside as usual. To access the hosts
behind a NTR from outside, we need to use NOL to traverse the NTR by
nane and initiate connections to the hosts behind it.
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Different from proposed host-based ID/locator split solutions, such
as H P, Shinb, and nanme-oriented stack, NOL doesn’'t need to change
the existing TCP/ 1P stack, sockets, or their packet formats. NOL can
coexist with the legacy infrastructure, and the Core-Edge Separation
solutions (e.g., APT, LISP, Six/One, lvip, etc.).

2. @ins

1. Reduce routing table size: Prevent edge network Pl address from
| eaking into the transit network by depl oyi ng gat eway NTRs.

2. Traffic Engineering: For |egacy and NCL application sessions,
the incomng traffic can be directed to a specific NTR by DNS
In addition, for NOL applications, initial sessions can be
redirected fromone NTR to other appropriate NTRs. These
mechani sns provi de sonme support for traffic engineering.

3. Mul ti homing: When a Pl addressed network connects to the
Internet by multihomng with several providers, it can depl oy
NTRs to prevent the Pl addresses from | eaking into provider
net wor ks.

4. Transparency: NTRs can be all ocated PA addresses fromthe
upstream providers and store themin NTRs’ address pool. By DNS
query or NOL session, any session that wants to access the hosts
behi nd the NTR can be del egated to a specific PA address in the
NTR addr ess pool

5. Mobility: The NOL | ayer manages the traditional TCP/IP transport
connections, and provides application data transport continuity
by checkpointing the transport connection at sequence numnber
boundari es.

6. No need to change TCP/I P stack, sockets, or DNS system

7. No need for extra napping system

8. NTR can be depl oyed unilaterally, just |ike NATs.

9. NCOL applications can comruni cate with | egacy applications.

10. NOL can be conpatible with existing solutions, such as APT,
LI SP, lvip, etc.

11. End-user-controlled multipath indirect routing based on
distributed NTRs. This will give benefits to the perfornance-
awar e applications, such as video streaning, applications on
MSN. com etc.
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1.3.

1.

3.

1.

4.

Cost s

Legacy applications have trouble with initiating access to the

servers behind NTR  Such trouble can be resol ved by depl oyi ng

the NOL proxy for |egacy hosts, or delegating globally routable
PA addresses in the NTR address pool for these servers, or

depl oyi ng a proxy server outside the NIR

NCL may increase the nunber of entries in DNS, but it is not
drastic because it only increases the nunber of DNS records at
domai n granularity not the nunber of hosts. The name used in
NOL, for exanple, is simlar to an enmail address

host name@xanpl e. net. The needed DNS entries and query are just

for "exanple.net", and the NTR knows the "hostnames”. Not only
wi Il the nunber of DNS records be increased, but the dynam cs of
DNS m ght be agitated as well. However, the scalability and

performance of DNS are guaranteed by its nam ng hierarchy and
cachi ng nmechani sms.

Address translating/rewiting costs on NTRs.

Ref er ences

No references were submtted.

2

Critique

Applications on hosts need to be rebuilt based on a nane overl ay
library to be NOL-enabl ed. The |egacy software that is not

mai ntained will not be able to benefit from NOL in the Core-Edge
Elimnation situation. 1In the Core-Edge Separation schenme, a new
gateway NTR is deployed to prevent edge-specific Pl prefixes from
| eaking into the transit core. NOL doesn’t inpede the |egacy
endpoi nts behind the NTR from accessing the outside Internet, but
the | egacy endpoints cannot access or will have difficultly
accessing the endpoints behind a NTR without the hel p of NOL.

In the case of Core-Edge Elimnation, the end site will be
assigned nultiple PA address spaces, which |eads to renunbering
troubl es when switching to other upstream providers. Upgrading
endpoints to support NOL doesn’t give any benefits to edge
networks. Endpoints have little incentive to use NOL in a Core-
Edge Elim nation scenario, and the same is true with other host-
based I D/l ocator split proposals. \Whether they are I Pv4 or |Pv6
net wor ks, edge networks prefer Pl address space to PA address
space.
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3. In the Core-Edge Separation scenario, the additional gateway NTR
is to prevent the specific prefixes fromthe edge networks, just
like a NAT or the I TR ETR of LISP. A NIR gateway can be seen as
an extension of NAT (Network Address Translation). Although NATs
are depl oyed wi dely, upgrading themto support NOL extension or
depl oyi ng additi onal new gateway NTRs at the edge networks is on
a voluntary basis and has few econom ¢ incentives.

4. The stateful or stateless translation for each packet traversing
a NTRwill require the cost of the CPU and nenory of NTRs, and
i ncrease forwarding delay. Thus, it is not appropriate to depl oy
NTRs at the high-level transit networks where aggregated traffic
may cause congestion at the NTRs.

5. In the Core-Edge Separation scenario, the requirenment for
mul ti homing and inter-donmain traffic engineering will nake end
sites accessible via multiple different NTRs. For reliability,
all of the associations between nultiple NTRs and the end site
name will be kept in DNS, which may increase the | oad on DNS

6. To support nobility, it is necessary for DNS to update the
correspondi ng name- NTR nmappi ng records when an end system noves
from behind one NTR to another NTR  The NOL-enabled end relies
on the NCOL | ayer to preserve the continuity of the transport
| ayer, since the underlying TCP/UDP transport session would be
broken when the | P address changed.

3. Rebutta

NOL resenbl es neither CEE nor CES as a solution. By supporting
application-level sessions through the nanme overlay |layer, NOL can
support some solutions in the CEE style. However, NOL is in genera
closer to CES solutions, i.e., preventing Pl prefixes of edge
networks fromentering into the upstreamtransit networks. This is
done by the NTR, like the I TRs/ETRs in CES solutions, but NOL has no
need to define the clear boundary between core and edge networKks.
NOL is designed to try to provide end users or networks a service
that facilitates the adoption of multihom ng, multipath routing, and
traffic engineering by the indirect routing through NTRs, and that,
in the nean tinme, doesn’'t accelerate or decelerate the growh of

gl obal routing table size.

Some problens are described in the NOL critique. In the original NOL
proposal document, the DNS query for a host that is behind a NTR wi ||
i nduce the return of the actual |P addresses of the host and the
address of the NTR This arrangenent m ght cause sone difficulties
for | egacy applications due to the non-standard response from DNS

To resolve this problem we instead have the NOL service use a new
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nanespace, and have DNS not return NTR | P addresses for the |egacy
hosts. The names used for NOL are fornmatted |ike email addresses,
such as "des@xanple.net”. The mappi ng between "exanpl e.net"” and the
| P address of the corresponding NTR will be registered in DNS. The
NCOL |ayer will understand the neaning of the nane "des@xanpl e.net" |,

and it will send a query to DNS only for "exanple.net". DNS will
then return | P addresses of the corresponding NTRs. Legacy
applications will still use the traditional FQDN nanme, and DNS wil |

return the actual |P address of the host. However, if the host is
behind a NTR, the | egacy applications may be unable to access the
host .

The statel ess address translation or stateful address and port

transl ation may cause a scaling problemw th the nunber of table
entries NTR nust maintain, and | egacy applications cannot initiate
sessions with hosts inside the NOL-adopting End User Network (EUN)
However, these problens may not be a big barrier for the depl oynent

of NOL or other sinmilar approaches. Many NAT-Ii ke boxes, proxy, and
firewall devices are widely used at the ingress/egress points of
enterprise networks, campus networks, or other stub EUNs. The hosts
runni ng as servers can be depl oyed outside NTRs or can be assigned PA
addresses in an NTR-adopting EUN

7. Conpact Routing in a Locator Identifier Mapping System (CRM
7.1. Sunmmary
7.1.1. Key ldea

This proposal (referred to here as "CRM') is to build a highly

scal abl e locator identity mappi ng system using compact routing
principles. This provides the nmeans for dynam c topol ogy adaption to
facilitate efficient aggregation [CRM. Map servers are assigned as
cluster heads or | andmarks based on their capability to aggregate EID
announcenents.

7.1.2. G@Gains

0 Mnimzes the routing table sizes at the systemlevel (i.e., map
servers). Provides clear upper bounds for routing stretch that
define the packet delivery delay of the map request / first
packet .

o0 Organi zes the mappi ng system based on the EI D nunbering space,
m nimzes the adm nistrative overhead of nanagi ng the El D space.
No need for administratively planned hierarchical address
all ocation as the systemw |l find convergence into a set of EID
al | ocati ons.
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0 Availability and robustness of the overall routing system
(including xTRs and map servers) are inproved because of the
potential to use nultiple map servers and direct routes without
the invol venent of nmap servers

7.1.3. Costs

The scalability gains will materialize only in |arge deploynments. |If
the stretch is bounded to those of conpact routing (worst-case
stretch less or equal to 3, on average, l+epsilon), then each xTR
needs to have nenory/cache for the mappings of its cluster

7.1.4. Ref er ences

[ CRM
7.2. Critique

The CRM proposal is not a conplete proposal and therefore cannot be
considered for further devel opnent by the | ETF as a scal able routing
sol uti on.

Wi | e Conpact Routing principles nmay be able to inprove a napping
overlay structure such as LI SP+ALT, there are several objections to
t hi s approach.

Firstly, a CRMnodified ALT structure would still be a gl obal query
server system No matter how ALT's path | engths and del ays are
optinmized, there is a problemw th a querier -- which could be
anywhere in the world -- relying on mapping information from one or
ideally two or nore authoritative query servers, which could also be
anywhere in the world. The delays and risks of packet |oss that are
i nherent in such a systemconstitute a fundanental problem This is
especially true when multiple, potentially long, traffic streans are
received by ITRs and forwarded over the CRM networks for delivery to
the destination network. |TRs nust use the CRMinfrastructure while
they are awaiting a map reply. The traffic forwarded on the CRM
infrastructure functions as map requests and can present a

scal ability and performance issue to the infrastructure.

Secondly, the alterations contenplated in this proposal involve the
roles of particular nodes in the network being dynam cally assi gnhed
as part of the network’s self-organizing nature.

The di scussion of clustering in the mddl e of page 4 of [CRM also

i ndicates that particular nodes are responsi ble for registering ElDs
fromtypically far-distant ETRs, all of which are handling closely
related EIDs that this node can aggregate. Since Mses are apparently
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nodes within the conpact routing system and the process of an M
deci ding whether to accept EID registrations is determ ned as part of
the self-organi zing properties of the system there are concerns
about how EID registration can be perforned securely, when no
particul ar physical node is responsible for it.

Thirdly, there are concerns about individually owned nodes perform ng
wor k for other organizations. Such problens of trust and of
responsibilities and costs being placed on those who do not directly
benefit already exist in the inter-donmain routing systemand are a
chal  enge for any scal able routing sol ution

There are sinpler solutions to the mappi ng probl emthan having an

el aborate network of routers. |If a global-scale query systemis
still preferred, then it would be better to have I TRs use | ocal MRs,
each of which is dynamically configured to know the | P address of the
mllion or so authoritative Map Server (MS) query servers -- or two
mllion or so assuning they exist in pairs for redundancy.

It appears that the inherently greater delays and risks of packet

| oss of global query server systens nake them unsuitabl e mappi ng
solutions for Core-Edge Elimnation or Core-Edge Separation
architectures. The solution to these problens appears to involve a
greater nunber of widely distributed authoritative query servers, one
or more of which will therefore be close enough to each querier that
del ays and risk of packet |oss are reduced to acceptable |evels.

Such a structure would be suitable for map requests, but perhaps not
for handling traffic packets to be delivered to the destination

net wor ks.

Rebutta

CRMis nost easily understood as an alteration to the routing
structure of the LISP+ALT mappi ng overlay system by altering or
adding to the network’s BGP control plane.

CRM s ains include the delivery of initial traffic packets to their
destination networks where they also function as map requests. These
packet streans may be | ong and nunerous in the fractions of a second
to perhaps several seconds that nay el apse before the I TR recei ves
the map reply.

Conpact Routing principles are used to optim ze the path I ength taken
by these query or traffic packets through a significantly nodified
version of the ALT (or simlar) network, while also generally
reduci ng typical or nmaxi num paths taken by the query packets.
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An overlay network is a diversion fromthe shortest path. However,
CMR limts this diversion and provi des an upper bound. Landmark
routers/servers could deliver nore than just the first traffic
packet, subject to their CPU capabilities and their network
connectivity bandw dt hs.

The trust between the | andmarks (mapping servers) can be built based
on the current BGP rel ationships. Registration to the |andmark nodes
needs to be authenticated mutually between the M5 and the systemt hat
is registering. This part is not docunented in the proposal text.

Layered Mappi ng System (LMS)
1. Summary
1.1. Key ldeas

The | ayered nmappi ng system proposal builds a hierarchical mapping
systemto support scalability, analyzes the design constraints,
presents an explicit system structure, designs a two-cache nechani sm
on ingress tunneling router (ITR) to gain |ow request delay, and
facilitates data validation. Tunneling and mapping are done at the
core, and no change is needed on edge networks. The mappi ng system
is run by interest groups independent of any ISP, which confornms to
an econom cal nodel and can be voluntarily adopted by various
networ ks. Mappi ng systens can al so be constructed stepw se,
especially in the 1 Pv6 scenario.

1.2. @Gins
1. Scalability
A. Distributed storage of mapping data avoi ds central storage of
massi ve anobunts of data and restricts updates within | oca

ar eas.

B. The cache nmechanismin an | TR reasonably reduces the request
| oads on the mapping system

2. Deployability

A.  No change on edge systens, only tunneling in core routers,
and new devices in core networKks.

B. The mappi ng system can be constructed stepw se: a mappi ng

node needn’'t be constructed if none of its responsible ELOCs
is allocated. This nakes sense especially for |Pv6.
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1.

2

C. Conforns to a viable econom ¢ nodel: the mapping system
operators can profit fromtheir services; core routers and
edge networks are willing to join the circle either to avoid
router upgrades or realize traffic engineering. Benefits
fromjoining are i ndependent of the schene’s inplenentation
scal e.

3. Low request delay: The | ow nunber of |ayers in the mapping
structure and the two-stage cache hel p achi eve | ow request del ay.

4. Data consistency: The two-stage cache enables an I TR to update
data in the map cache conveniently.

5. Traffic engineering support: Edge networks informthe mapping
systemof their prioritized mappings with all upstreamrouters,
thus giving the edge networks control over their ingress flows.

.3. Costs
1. Deploynent of LMS needs to be further discussed.

2. The structure of the mappi ng system needs to be refined according
to practical circunstances.

4. References
[ LM5_Summary] [LM5]
Critique

LMS i s a mappi ng nmechani sm based on Core-Edge Separation. |In fact,
any proposal that needs a gl obal mapping systemw th keys with
simlar properties to that of an "edge address” in a Core-Edge
Separation scenario can use such a nechanism This nmeans that those
keys are globally unique (by authorization or just statistically), at
the disposal of edge users, and may have several satisfied mappings
(with possibly different weights). A proposal to address routing
scalability that needs mapping but doesn’t specify the mapping
mechani sm can use LMS to strengthen its infrastructure.

The key idea of LMSis simlar to that of LISP+ALT: that the napping
system shoul d be hierarchically organized to gain scalability for
storage and updates and to achi eve qui ck indexing for | ookups.
However, LMS advocates an | SP-independent mappi ng system and ETRs
are not the authorities of mapping data. ETRs or edge-sites report
their mapping data to rel ated mappi ng servers.
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LMS assunes that mappi ng servers can be incrementally deployed in
that a server may not be constructed if none of its adm nistered edge
addresses are allocated, and that mapping servers can charge for
their services, which provides the econonic incentive for their

exi stence. How this brand-new system can be constructed is still not
clear. Explicit layering is only an ideal state, and the proposa
anal yzes the layering linits and feasibility, rather than provide a
practical way for depl oynent.

The drawbacks of LMS's feasibility analysis also include that it 1)
i s based on current PC power and nmay not represent future
circunstances (especially for I1Pv6), and 2) does not consider the
variability of address utilization. Sone |IP address spaces nmay be
effectively allocated and used while some may not, causing sone
mappi ng servers to be overl oaded while others are poorly utilized.
More thoughts are needed as to the flexibility of the |ayer design

LMS doesn’t fit well for mobility. It does not solve the problem
when hosts nove faster than the mappi ng updates and propagation
bet ween rel ative mappi ng servers. On the other hand, nobile hosts
movi ng across ASes and changing their attachment points (core
addresses) is |less frequent than hosts’ noving within an AS.

Separation needs two pl anes: Core-Edge Separation (which is to gain
routing table scalability) and identity/location separation (which is
to achieve nobility). The d obal Locator, Local Locator, and
Identifier (GLI) schene does a good clarification of this, and in
that case, LMS can be used to provide identity-to-core address

mappi ng. O course, other schemes may be conpetent, and LMS can be
incorporated with themif the schenme has gl obal keys and needs to map
themto other nanespaces.

8.3. Rebutta
No rebuttal was subnmitted for this proposal
9. Two-Phased Mapping
9.1. Summary
9.1.1. Considerations
1. A mapping fromprefixes to ETRs is an M M mappi ng. Any change of
a (prefix, ETR) pair should be updated in a tinely manner, which

can be a heavy burden to any mapping systemif the relation
changes frequently.
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. 1.2,

. 1. 3.

A prefix<->ETR mappi ng system cannot be depl oyed efficiently if
it is overwhel med by worl dwi de dynami cs. Therefore, the mapping
itself is not scalable with this direct mappi ng schene.

Basi cs of a Two- Phased Mappi ng

Introduce an AS nunber in the niddle of the mapping, the phase
mappi ng i s prefix<->AS#, phase Il mapping is AS#<->ETRs. This
creates a M 1: M mappi ng nodel

It is fair to assune that all ASes know their |ocal prefixes (in
the 1GP) better than other ASes and that it is nost likely that

| ocal prefixes can be aggregated when they can be mapped to the
AS nunmber, which will reduce the nunber of mapping entries.

Al so, ASes also know clearly their ETRs on the border between
core and edge. So, all mapping information can be coll ected

| ocal ly.

A registry systemwi |l take care of the phase | napping

i nformati on. Each AS should have a registration agent to notify
the registry of the local range of |IP address space. This system
can be organi zed as a hierarchical infrastructure |like DNS, or
alternatively, as a centralized registry like "whois" in each

RIR.  Phase Il mapping information can be distributed between
XTRs as a BGP extension

The basic forwarding procedure is that the ITRfirst gets the
destination AS nunber fromthe phase | mapper (or from cache)

when the packet is entering the "core". Then, it will extract
the closest ETR for the destination AS nunber. This is local,
since phase Il mapping i nformati on has been "pushed" to the I TR

through BGP updates. Finally, the ITR tunnels the packet to the
correspondi ng ETR

Gai ns

Any prefix reconfiguration (aggregation/deaggregation) within an
AS will not be reflected in the mappi ng system

Local prefixes can be aggregated with a hi gh degree of
efficiency.

Bot h phase | and phase Il nappings can be stable.

A stable mapping systemw ||l reduce the update overhead
i ntroduced by topol ogy changes and/or routing policy dynanics.
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9.1.4. Sunmary

1. The two-phased mappi ng schene introduces an AS nunber between the
mappi ng prefixes and ETRs.

2. The decoupling of direct mapping nmakes hi ghly dynani ¢ updates
stable; therefore, it can be nore scal able than any direct
mappi ng desi gns.

3. The two-phased mappi ng schene is adaptable to any proposal s based
on the core/edge split.

9.1.5. References
No references were submtted.

9.2. Critique
This is a sinple idea on how to scal e mappi ng. However, this design
is too inconplete to be considered a serious input to RRG Take the
followi ng two i ssues as exanpl e:
First, in this two-phase scheme, an AS is essentially the unit of
destinations (i.e., sending ITRs find out destination AS D, then send
data to one of Ds ETRs). This does not offer much choice for

traffic engineering.

Second, there is no considerati on what soever on failure detection and
handl i ng.

9.3. Rebutta
No rebuttal was submitted for this proposal

10. d obal Locator, Local Locator, and ldentifier Split (G.I-Split)

10.1. Sunmary

10.1.1. Key ldea
G.l-Split inplenents a separation between global routing (in the
gl obal Internet outside edge networks) and local routing (inside edge
net wor ks) using global and local locators (Gs and LLs). In
addition, a separate static identifier (ID) is used to identify
communi cati on endpoints (e.g., nodes or services) independently of
any routing information. Locators and IDs are encoded in | Pv6

addresses to enabl e backwards-conpatibility with the | Pv6 Internet.
The higher-order bits store either a GL or a LL, while the | ower-
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order bits contain the ID. A local mapping systemmaps IDs to LLs,
and a gl obal mapping systemmaps IDs to G.s. The full G.I-node
requi res nodes with upgraded networking stacks and special GlI-
gateways. The G.l-gateways performstateless locator rewiting in

| Pv6 addresses with the help of the |ocal and gl obal mapping system
Non- upgraded | Pv6 nodes can al so be accommpdated in G.I-domai ns since
an enhanced DHCP service and CGLI-gateways conpensate for their

m ssing G.l-functionality. This is an inportant feature for
incremental deployability.

1.2. @Gins

The benefits of G.I-Split are:

o Hierarchical aggregation of routing information in the globa
I nternet through separation of edge and core routing

o Provider changes not visible to nodes inside G.I-donains
(renunbering not needed)

0 Rearrangenent of subnetworks within edge networks not visible to
the outside world (better support of |arge edge networks)

o0 Transport connections survive both types of changes
o Miltihom ng
o |Inproved traffic engineering for incomng and outgoing traffic
o Miltipath routing and | oad bal ancing for hosts
o Inproved resilience
0 Inproved nobility support wi thout honme agents and triangle routing
o Interworking with the classic Internet
* without triangle routing over proxy routers
*  without stateful NAT
These benefits are avail able for upgraded Gl -nodes, but non-upgraded
nodes in GLI-domains partially benefit fromthese advanced features,
too. This offers multiple incentives for early adopters, and they

have the option to mgrate their nodes gradually from non-G.I -stacks
to G.I-stacks.
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1.3. Costs

o0 Local and gl obal mapping system

o Modified DHCP or similar nechanism

0 G.l-gateways with stateless locator rewiting in | Pv6 addresses
0 Upgraded stacks (only for full GLI-nopde)

1.4. References

[GLI]

2. Critique

G.l-Split nmakes a clear distinction between two separation pl anes:
the separation between identifier and | ocator (which is to neet end-
users’ needs including nobility) and the separation between | ocal and
gl obal I ocator (which nakes the global routing table scalable). The
distinction is needed since |ISPs and hosts have different
requirenents, with both needing to make the changes inside and
outside CGLlI-donmains invisible to their opposites.

A mai n drawback of G.I-Split is that it puts a burden on hosts.

Bef ore routing a packet received fromupper |ayers, network stacks in
hosts first need to resolve the DNS nane to an IP address; if the IP
address is Gl-forned, it may ook up the map fromthe identifier
extracted fromthe | P address to the local locator. |If the

comuni cation is between different G.LI-domai ns, hosts may further

| ook up the mapping fromthe identifier to the global |ocator

Havi ng the | ocal mapping system forward requests to the gl oba

mappi ng system for hosts is just an option. Though host | ookup nmay
ease the burden of internedi ate nodes, which would otherw se to
performthe mappi ng | ookup, the three | ookups by hosts in the worst
case may lead to |l arge delays unless a very efficient mapping

mechani smis devised. The work may al so becone inpractical for |ow
powered hosts. On one hand, G.I-Split can provi de backward
compatibility where classic and upgraded | Pv6 hosts can conmuni cate.
This is its big virtue. On the other hand, the need to upgrade may
wor k agai nst hosts’ enthusiasmto change. This is offset against the
benefits they woul d gain.

G.l-Split provides additional features to inprove TE and to inprove
resilience, e.g., exerting multipath routing. However, the cost is
that nore burdens are placed on hosts, e.g., they may need nore

| ookup actions and route selections. However, these kinds of
tradeoffs between costs and gains exist in nost proposals.
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One inprovenent of GLI-Split is its support for mobility by updating
DNS data as GLI-hosts nove across G.l-domains. Through this, the

Gl - correspondi ng-node can query DNS to get a valid global |ocator of
the G.I-nobil e-node and need not query the global napping system
(unless it wants to do nultipath routing), giving nore incentives for
nodes to becone GLI-enabled. The nerits of G.I-Split, including
sinplified-nmobility-handover provision, conpensate for the costs of
this inprovenent.

Gl-Split claims to use rewiting instead of tunneling for
conversi ons between | ocal and gl obal |ocators when packets span G.I -
domai ns. The nmj or advantage is that this kind of rewiting needs no
extra state, since local and global |ocators need not map to each
other. Many other rewiting mechani snms instead need to naintain
extra state. It also avoids the MIU probl em faced by the tunneling
met hods. However, GLI-Split achieves this only by conpressing the
nanespace size of each attribute (identifier and | ocal /gl oba

| ocator). CGLI-Split encodes two nanespaces (identifier and |ocal/
global locator) into an | Pv6 address (each has a size of 2764 or

| ess), while map-and-encap proposal s assune that identifier and

| ocator each occupy a 128-bit space.

3. Rebutta

The argurments in the GLI-Split critique are correct. There are only
two points that should be clarified here. First, it is not a
drawback that hosts performthe mappi ng | ookups. Second, the
critique proposed an inprovenent to the nobility nmechanism which is
of a general nature and not specific to GI-Split.

1. The additional burden on the hosts is actually a benefit,
compared to having the sane burden on the gateways. |If the
gat eway woul d performthe | ookups and packets addressed to
uncached EIDs arrive, a |ookup in the mappi ng system nust be
initiated. Until the mapping reply returns, packets nust be
ei ther dropped, cached, or sent over the mapping systemto the
destination. Al these options are not optinmal and have their
drawbacks. To avoid these problems in GLI-Split, the hosts
performthe | ookup. The short additional delay is not a big
i ssue in the hosts because it happens before the first packets
are sent. So, no packets are lost or have to be cached. @.I-
Split could also easily be adapted to special G.l-hosts (e.g.,
| ow- power sensor nodes) that do not have to do any | ookup and
simply let the gateway do all the work. This functionality is
i ncluded anyway for backward conpatibility with regular |Pv6
hosts inside the G.I-domain.
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2. The critique proposes a DNS-based nmobility nechani smas an
i mprovenent to G.I-Split. However, this inmprovenment is an
alternative nobility approach that can be applied to any routing
architecture (including GLI-Split) and al so rai ses sone concerns,
e.g., the update speed of DNS. Therefore, we prefer to keep this
i ssue out of the discussion

Tunnel ed I nter-Domain Routing (TIDR)

1. Summary

1.1. Key ldea

Provides a method for locator/identifier separation using tunnels

between routers on the edge of the Internet transit infrastructure.

It enriches the BGP protocol for distributing the identifier-to-

| ocator mapping. Using new BGP attributes, "identifier prefixes" are

assigned inter-donmain routing locators so that they will not be

installed in the RIB and will be noved to a new table called the

Tunnel Information Base (TIB). Afterwards, when routing a packet to

an "identifier prefix", first the TIB will be searched to perform

tunneling, and secondly the RIB will be searched for actual routing.

After the edge router perfornms tunneling, all routers in the nmddle

will route this packet until the packet reaches the router at the

tail-end of the tunnel

1.2. @Gins

0 Snooth depl oynent

0 Size reduction of the global R B

0 Determnistic custoner traffic engineering for incomng traffic

0 Nunerous forwardi ng decisions for a particular address prefix

0 Stops AS nunber space depletion

o |Inproved BGP convergence

0 Protection of the inter-domain routing infrastructure

0 Easy separation of control traffic and transit traffic

o Different layer-2 protocol IDs for transit and non-transit traffic

o Miltihomng resilience
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0 New address fanilies and tunneling techniques

0 Support for IPv4d or 1Pv6, and mgration to |IPv6
0 Scalability, stability, and reliability

o Faster inter-domain routing

1.3. Costs

0 Routers on the edge of the inter-domain infrastructure will need
to be upgraded to hold the nmappi ng database (i.e., the TIB)

0 "Mapping updates” will need to be treated differently from usua
BGP "routing updates”.

1.4. References
[TIDR] [TIDR identifiers] [TIDR and_LISP] [TIDR_AS forwarding]
2. Critique

TIDR is a Core-Edge Separation architecture fromlate 2006 that
distributes its mapping information via BGP nessages that are passed
bet ween DFZ routers.

Thi s means that TIDR cannot solve the nost inportant goal of scal able
routing -- to accommodat e much | arger nunbers of end-user network
prefixes (mllions or billions) w thout each such prefix directly
burdeni ng every DFZ router. Messages advertising routes for TIDR
managed prefixes may be handled with lower priority, but this would
only marginally reduce the workl oad for each DFZ router conpared to
handl i ng an adverti senent of a conventional Pl prefix.

Therefore, TIDR cannot be considered for RRG recommendati on as a
solution to the routing scaling probl em

For a TIDR-using network to receive packets sent fromany host, every
BR of all ISPs nust be upgraded to have the new | TR-|i ke
functionality. Furthernore, all DFZ routers would need to be altered
so they accepted and correctly propagated the routes for end-user

net wor k address space, with the new LOCATOR attri bute, which contains
the ETR address and a REMOTE- PREFERENCE val ue. Firstly, if they
received two such advertisenments with different LOCATORs, they woul d
advertise a single route to this prefix containing both. Secondly,
for end-user address space (for I1Pv4) to be nore finely divided, the
DFZ routers must propagate LOCATOR-contai ning advertisenents for
prefixes | onger than /24.
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TIDR s ITRlike routers store the full mapping database -- so there
woul d be no delay in obtaining mappi ng, and therefore no significant
delay in tunneling traffic packets.

[TIDR] is witten as if traffic packets are classified by reference
to the RIB, but routers use the FIB for this purpose, and "FIB" does
not appear in [TIDR].

TI DR does not specify a tunneling technique, leaving this to be
chosen by the ETR-1ike function of BRs and specified as part of a
second kind of new BGP route advertised by that ETR-1ike BR  There
is no provision for solving the PMIUD probl ens i nherent in
encapsul ati on-based tunneli ng.

I TR functions nmust be performed by already busy routers of | SPs,

rat her than being distributed to other routers or to sendi ng hosts.
There is no practical support for mobility. The mapping in each end-
user route advertisement includes a REMOTE- PREFERENCE for each ETR-
like BR, but this is used by the ITR-1ike functions of BRs to al ways
sel ect the LOCATOR with the highest value. As currently described,
TI DR does not provide inbound | oad-splitting TE

Mul ti homi ng service restoration is achieved initially by the ETR-|i ke
function of the BR at the ISP (whose link to the end-user network has
just failed). It looks up the nmapping to find the next preferred
ETR-1i ke BR s address. The first ETR-l1ike router tunnels the packets
to the second ETR-l1ike router in the other I1SP. However, if the
failure was caused by the first ISP itself being unreachable, then
connectivity would not be restored until a revised napping (with

hi gher REMOTE- PREFERENCE) from the reachable ETR-1ike BR of the
second | SP propagated across the DFZ to all ITRlike routers, or the
wi t hdrawn adverti senent for the first one reaches the I TR-|ike
router.

3. Rebutta

No rebuttal was submitted for this proposal
Identifier-Locator Network Protocol (1LNP)

1. Summary

1.1. Key ldeas

0 Provides crisp separation of Identifiers from Locators.

o Ildentifiers nane nodes, not interfaces.
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Locators name subnetworks, rather than interfaces, so they are
equi valent to an IP routing prefix.

Identifiers are never used for network-Ilayer routing, whilst
Locators are never used for Node ldentity.

Transport-1layer sessions (e.g., TCP session state) use only
Identifiers, never Locators, mneaning that changes in |ocation have
no adverse inpact on an | P session

.2. Benefits

The underlying protocol nechanisns support fully scalable site
mul ti hom ng, node nultihom ng, site nobility, and node mobility.

I LNP enabl es topol ogi cal aggregation of |ocation information while
provi ding stabl e and topol ogy-i ndependent identities for nodes.

In turn, this topol ogical aggregation reduces both the routing
prefix "churn" rate and the overall size of the Internet’s gl oba
routing table, by elimnating the value and need for nore-specific
routing state currently carried throughout the global (default-
free) zone of the routing system

I LNP enabl es inproved traffic engineering capabilities w thout
addi ng any state to the global routing system TE capabilities

i nclude both provider-driven TE and al so end-site-controlled TE
ILNP's nobility approach

* elinmnates the need for special-purpose routers (e.g., hone
agent and/or foreign agent now required by Mbile I P and NEMD).

* elimnates "triangle routing” in all cases.

* supports both "nmake before break" and "break before nmake"
| ayer-3 handoffs.

I LNP i mproves resilience and network availability while reducing
the global routing state (as conpared with the currently depl oyed
I nternet).

ILNP is increnentally depl oyabl e:

* No changes are required to existing IPv6 (or 1Pv4) routers.
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1.3

* Upgraded nodes gain benefits inmediately ("day one"); those
benefits gain in value as nore nodes are upgraded (this foll ows
Metcal fe's Law).

* The increnental deploynent approach i s docunented.

I LNP i s backwards conpati bl e:

* |LNPv6 is fully backwards conpatible with IPv6 (ILNPv4 is fully
backwards conpatible with | Pv4).

* Reuses existing known-to-scal e DNS nechani sns to provide
identifier/locator mapping.

* Existing DNS security nmechani snms are reused w thout change.

* Existing IP Security nmechanisns are reused with one mnor
change (I Psec Security Associations replace the current use of
| P addresses with the use of ldentifier values). NB: IPsec is
al so backwards conpati bl e.

* The backwards conpatibility approach is docunented

No new or additional overhead is required to determne or to
mai ntain |l ocator/path |iveness.

I LNP does not require locator rewiting (NAT); ILNP permts and
tol erates NAT, should that be desirable in sonme depl oynment(s).

Changes to upstream network providers do not require node or
subnet work renumbering within end-sites.

ILNP is conpatible with and can facilitate the transition from
current single-path TCP to nultipath TCP

I LNP can be inplenmented such that existing applications (e.g.,
applications using the BSD Sockets API) do NOT need any changes or
nodi fications to use |LNP

Cost s

End systenms need to be enhanced incrementally to support ILNP in
addition to IPv6 (or |Pv4 or both).

DNS servers supporting upgraded end systens al so shoul d be

upgraded to support new DNS resource records for ILNP. (The DNS
protocol and DNS security do not need any changes.)
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1. 4. Ref er ences

[ILNP_Site] [Mobi Archl] [ Mbi Arch2] [MLCOML] [M LCOMR] [ DNSnBI NDJ
[Referral _Obj] [ILNP_Intro] [ILNP_Nonce] [ILNP_DNS] [ILNP_I CVP]
[ JSAC Arch] [RFC4033] [RFC4034] [RFC4035] [RFC5534] [ RFC5902]

2. Critique

The primary issue for ILNP is how the depl oyment incentives and
benefits line up with the RRG goal of reducing the rate of growth of
entries and churn in the core routing table. |If a site is currently
using Pl space, it can only stop advertising that space when the
entire site is ILNP capable. This needs (at |east) clear elucidation
of the incentives for ILNP which are not related to routing scaling,
in order for there to be a path for this to address the RRG needs.
Simlarly, the incentives for upgrading hosts need to align with the
val ue for those hosts.

A closely related question is whether this nmechani smactually
addresses the sites need for Pl addresses. Assunming ILNP is

depl oyed, the site does achieve flexible, resilient, comunication
using all of its Internet connections. Wile the proposal addresses
the host updates when the host |earns of provider changes, there are
ot her aspects of provider change that are not addressed. This

i ncl udes renunbering routers, subnets, and certain servers. (It is
presunmed that nost servers, once the entire site has noved to | LNP
wi Il not be concerned if their |ocator changes. However, sone
servers must have known | ocators, such as the DNS server.) The

i ssues described in [ RFC5887] will be ameliorated, but not resolved.
To be able to adopt this proposal, and have sites use it, we need to
address these issues. Wen a site changes points of attachment, only
a smal|l anount of DNS provisioning should be required. The LP
resource record type is apparently intended to help with this. It is
also likely that the use of dynamic DNS will help this.

The I LNP nechanismis described as being suitable for use in
conjunction with nobility. This raises the question of race
conditions. To the degree that nobility concerns are valid at this
time, it is worth asking how comuni cation can be established if a
node is sufficiently nobile that it is noving faster than the DNS
update and DNS fetch cycle can effectively propagate changes.

Thi s proposal does presune that all conmunication using this
mechanismis tied to DNS nanmes. While it is true that nopst

communi cati on does start froma DNS nane, it is not the case that all
exchanges have this property. Some conmunication initiation and
referral can be done with an explicit identifier/locator pair. This
does appear to require sone extensions to the existing nmechani sm (for
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both sides to add locators). |In general, sonme additional clarity on
the assunptions regarding DNS, particularly for | ow end devices,
woul d seem appropri at e.

One issue that this proposal shares with nany others is the question
of how to determi ne which locator pairs (local and renpte) are

actually functional. This is an issue both for initial
communi cati ons establishment and for robustly maintaining

communi cation. It is likely that a conbination of nonitoring of
traffic (in the host, where this is tractable), coupled wth other
active nmeasures, can address this. |ICW is clearly insufficient.
3. Rebutta

ILNP elinmnates the perceived need for Pl addressing and encourages
i ncreased DFZ aggregation. Many enterprise users view DFZ scaling

i ssues as too abstruse, so ILNP creates nore user-visible incentives
to upgrade depl oyed systens.

ILNP nobility elimnates Duplicate Address Detection (DAD), reducing
the | ayer-3 handoff time significantly when conpared to | ETF standard
Mobile IP, as shown in [ Mobi Archl] and [ Mobi Arch2]. | CWP | ocation
updat es separately reduce the |ayer-3 handoff | atency.

Al so, |ILNP enables both host nultihomng and site mnultihom ng.
Current BGP approaches cannot support host nultihom ng. Host
multihom ng is valuable in reducing the site’'s set of externally
vi si bl e nodes.

I mproved mobility support is very inmportant. This is shown by the
research literature and al so appears in discussions with vendors of
mobi | e devi ces (smartphones, MP3 players). Several operating system
vendors push "updates” with maj or networking software changes in

mai nt enance rel eases today. Security concerns mean nost hosts
recei ve vendor updates nore quickly these days.

ILNP enables a site to hide exterior connectivity changes from

i nterior nodes, using various approaches. One approach depl oys

uni que | ocal address (ULA) prefixes within the site, and has the site
border router(s) rewite the Locator values. The usual NAT issues
don't arise because the Locator value is not used above the network-

| ayer. [MLCOML] [M LCOWR]

[ RFC5902] nmkes clear that many users desire 1Pv6 NAT, with site

interior obfuscation as a mgjor driver. This nakes gl obal -scope P
addressing nuch |l ess desirable for end sites than fornerly.
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| LNP- capabl e nodes can talk existing IP with | egacy |P-only nodes,
with no loss of current IP capability. So, |LNP-capable nodes will
never be worse off.

Secure Dynamic DNS Update is standard and wi dely supported in

depl oyed hosts and DNS servers. [DNSnBlI ND] says nmany sites have

depl oyed this technology without realizing it (e.g., by enabling both
the DHCP server and Active Directory of the MS-Wndows Server).

If a node is as nobile as the critique says, then existing | ETF
Mobile I P standards also will fail. They also use |ocation updates
(e.g., MN -> hone agent, M\ -> foreign agent).

I LNP al so enabl es new approaches to security that elimnate
dependence upon | ocation-dependent Access Control Lists (ACLs)

wi t hout packet authentication. Instead, security appliances track
flows using ldentifier values and validate the identifier/locator
rel ati onship cryptographically [ RFC4033] [ RFC4034] [ RFC4035] or non-
cryptographically by reading the nonce [ILNP_Nonce].

The DNS LP record has a nore detail ed expl anati on now. LP records
enable a site to change its upstream connectivity by changing the L
resource records of a single FQDN covering the whole site, thereby
providing scalability.

DNS- based server | oad bal ancing works well with ILNP by using DNS SRV
records. DNS SRV records are not new, are widely available in DNS
clients and servers, and are widely used today in the |IPv4 Internet
for server |oad bal anci ng.

Recent |LNP docunents discuss referrals in nore detail. A node with
a binary referral can find the FQDN usi ng DNS PTR records, which can
be aut henticated [ RFC4033] [ RFC4034] [RFC4035]. Approaches such as
[Referral _Obj] inprove user experience and user capability, so are
likely to self-deploy.

Selection fromnultiple Locators is identical to an |IPv4 system
selecting frommultiple A records for its correspondent. Deployed IP
nodes can track reachability via existing host mechani sms or by using
the SH M6 nethod. [RFC5534]
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Enhanced Efficiency of Mapping Distribution Protocols in
Map- and- Encap Schenes ( EENDP)

1. Summary
1.1. Introduction

We present sone architectural principles pertaining to the mapping
distribution protocols, especially applicable to the map-and-encap
(e.g., LISP) type of protocols. These principles enhance the
efficiency of the map-and-encap protocols in terns of (1) better
utilization of resources (e.g., processing and nmenory) at |ngress
Tunnel Routers (ITRs) and mappi ng servers, and consequently, (2)
reduction of response tinme (e.g., first-packet delay). W consider
how Egress Tunnel Routers (ETRs) can perform aggregati on of endpoint
ID (EI D) address space belonging to their downstream delivery
networks, in spite of migration/re-homing of some subprefixes to
other ETRs. This aggregation nay be useful for reducing the
processing | oad and nenory consunption associated with map nessages,
especially at some resource-constrained | TRs and subsystenms of the
mappi ng di stribution system W al so consider another architectura
concept where the ETRs are organized in a hierarchical manner for the
potential benefit of aggregation of their EID address spaces. The
two key architectural ideas are discussed in sone nore detail bel ow
A nore conpl ete description can be found in [ EEMDP_Consi der ati ons]
and [ EEMDP_Present ati on].

It will be helpful to refer to Figures 1, 2, and 3 in
[ EEMDP_Consi derations] for some of the discussions that follow here
bel ow.

1.2. Managenent of Mapping Distribution of Subprefixes Spread across
Mul tiple ETRs

To assist in this discussion, we start with the high | eve
architecture of a map-and-encap approach (it would be hel pful to see
Figure 1 in [ EEMDP_Considerations]). |In this architecture, we have
the usual |ITRs, ETRs, delivery networks, etc. In addition, we have
the 1 D-Locator Mapping (I LM servers, which are repositories for
conpl ete mapping infornmation, while the LM Regional (ILMR) servers
can contain partial and/or regionally rel evant mappi ng i nformation.

Wil e a | arge endpoi nt address space contained in a prefix may be
mostly associated with the delivery networks served by one ETR, sone
fragments (subprefixes) of that address space may be | ocated

el sewhere at other ETRs. Let a/20 denote a prefix that is
conceptual ly viewed as conposed of 16 subnets of /24 size that are
denoted as al/24, a2/24, ..., al6/24. For exanple, a/20 is nostly at
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ETR1, while only two of its subprefixes a8/24 and al5/ 24 are

el sewhere at ETR3 and ETR2, respectively (see Figure 2

[ EEMDP_Consi derations]). Fromthe point of view of efficiency of the
mappi ng distribution protocol, it may be beneficial for ETRL to
announce a map for the entire space a/20 (rather than fragnment it
into a nultitude of nore-specific prefixes), and provide the
necessary exceptions in the map information. Thus, the nmap nmessage
could be in the formof Mp:(a/20, ETRLl; Exceptions: a8/24, al5/24).
In addition, ETR2 and ETR3 announce the maps for al5/24 and a8/ 24,
respectively, and so the |ILMs know where the exception EID addresses
are located. Now consider a host associated with ITRL initiating a
packet destined for an address a7(1), which is in a7/24 that is not
in the exception portion of a/20. Now a question arises as to which
of the foll owi ng approaches woul d be the best choi ce:

1. ILMR provides the conplete mapping information for a/20 to | TRl
including all maps for rel evant exception subprefixes.

2. ILMR provides only the directly relevant map to | TRL, which in
this case is (a/20, ETR1).

In the first approach, the advantage is that I TRL woul d have the
conpl ete nmapping for a/20 (including exception subnets), and it woul d
not have to generate queries for subsequent first packets that are
destined to any address in a/20, including a8/24 and al5/24.

However, the di sadvantage is that if there is a significant number of
exception subprefixes, then the very first packet destined for a/20
wi Il experience a long delay, and also the processors at | TRl and

I LM R can experience overload. |In addition, the nenory usage at |TR1
can be very inefficient. The advantage of the second approach above
is that the ILMR does not overload resources at | TRL, neither in
terns of processing or menory usage, but it needs an enhanced map
response in of the form Map: (a/ 20, ETR1l, Ms=1), where the M5 (Mre
Specific) indicator is set to 1 to indicate to I TRL that not al
subnets in a/20 map to ETRlL. The key idea is that aggregation is
beneficial, and subnet exceptions nust be handled with additiona
messages or indicators in the maps.

1.3. Managenent of Mapping Distribution for Scenarios with Hi erarchy
of ETRs and Mul ti hom ng

Now we hi ghlight another architectural concept related to mapping
managenent (please refer to Figure 3 in [ EEMDP_Consi derations]).

Here we consider the possibility that ETRs may be organized in a

hi erarchi cal manner. For instance, ETR7 is higher in the hierarchy
relative to ETRL, ETR2, and ETR3, and |ike-wi se ETR8 is higher
relative to ETR4, ETR5, and ETR6. For instance, ETRs 1 through 3 can
relegate the locator role to ETR7 for their EID address space. In
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essence, they can allow ETR7 to act as the locator for the delivery
networks in their purview ETR7 keeps a |ocal mapping table for
mappi ng the appropriate EI D address space to specific ETRs that are
hi erarchically associated with it in the level below. In this
situation, ETR7 can perform EI D address space aggregati on across ETRs
1 through 3 and can also include its own i rmedi ate EI D address space
for the purpose of that aggregation. The nany details related to
this approach and special circunmstances involving nultihom ng of
subnets are discussed in detail in [ EEMDP_Considerations]. The

hi erarchi cal organi zation of ETRs and delivery networks should hel p
in the future growh and scalability of ETRs and napping distribution
networks. This is essentially recursive nap-and-encap, and sone of
the mapping distribution and nanagenent functionality will remain

| ocal to topol ogically neighboring delivery networks that are

hi erarchi cal l y underneath ETRs.

1.4. References
[ EEMDP_Consi derations] [ EEMDP_Presentation] [ Fl BAggregatability]
2. Critique

The schene described in [ EEMDP_Consi derations] represents one
approach to mappi ng overhead reduction, and it is a general idea that
is applicable to any proposal that includes prefix or EID
aggregation. A somewhat simlar idea is also used in Level -3
aggregation in the FIB aggregati on proposal [FIBAggregatability].
There can be cases where deaggregation of EID prefixes occur in such
a way that the bulk of an EID prefix P would be attached to one

| ocator (say, ETR1) while a few subprefixes under P would be attached

to other locators el sewhere (say, ETR2, ETR3, etc.). ldeally, such
cases shoul d not happen; however, in reality it can happen as the
RIR s address allocations are inperfect. In addition, as new IP

address all ocati ons becone harder to get, an I Pv4 prefix owner m ght
split previously unused subprefixes of that prefix and allocate them
to renmote sites (honed to other ETRs). Assuming these situations
could arise in practice, the nature of the solution would be that the
response fromthe mapping server for the coarser site would include

i nformati on about the nore specifics. The solution as presented
seens correct.

The proposal nentions that in Approach 1, the |ID Locator Mapping
(ILM system provides the conmpl ete mapping information for an
aggregate EID prefix to a querying ITR, including all the maps for
the rel evant exception subprefixes. The sheer nunber of such nore-
specifics can be worrisone, for exanple, in LISP. Wat if a
conpany’s nobil e-node ElDs canme out of their corporate EID prefix?
Approach 2 is far better but still there may be too many entries for
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a regional ILMto store. |n Approach 2, the |ILM conmunicates that
there are nore specifics but does not conmunicate their mask-I|ength.
A suggested i nprovenent would be that rather than saying that there
are nore specifics, indicate what their nmask-lengths are. There can
be multiple mask | engths. This nunber should be pretty snmall for

| Pv4 but can be large for |Pv6.

Later in the proposal, a different problemis addressed, involving a
hi erarchy of ETRs and how aggregation of EID prefixes froml ower-

| evel ETRs can be perforned at a higher-level ETR  The various
scenarios here are well illustrated and described. This seens |like a
good idea, and a solution |like LISP can support this as specified.

As any optim zation schene woul d i nevitably add sone conplexity; the
proposed scheme for enhanci ng mappi ng efficiency cones with sone of
its own overhead. The gain depends on the details of specific EID

bl ocks, i.e., how frequently the situations (such as an ETR that has
a bigger EID block with a few hol es) ari se.

3. Rebutta

There are two main points in the critique that are addressed here:

(1) The gain depends on the details of specific EID blocks, i.e., how
frequently the situations arise such as an ETR having a bigger EID
block with a few holes, and (2) Approach 2 is | acking an added
feature of conveying just the mask-length of the nore specifics that
exi st as part of the current map response.

Regardi ng corment (1) above, there are multiple possibilities
regardi ng how situations can arise, resulting in allocations having
holes in them An exanple of one of these possibilities is as
follows. Og-A has historically received nultiple /20s, /22s, and
/24s over the course of time that are adjacent to each other. At the
present time, these prefixes would all aggregate to a /16 but for the
fact that just a few of the underlying /24s have been all ocated

el sewhere historically to other organizations by an RIR or 1SPs. An
exanmpl e of a second possibility is that Org-A has an allocation of a
/16. 1t has suballocated a /22 to one of its subsidiaries, and
subsequently sold the subsidiary to another Org-B. For ease of
keeping the /22 subnet up and running w thout service disruption, the
/22 subprefix is allowed to be transferred in the acquisition
process. Now the /22 subprefix originates froma different AS and is
serviced by a different ETR (as conpared to the parent \16 prefix).
We are in the process of performing an analysis of RIR allocation
data and are aware of other studies (notably at UCLA) that are al so
performing simlar analysis to quantify the frequency of occurrence
of the holes. W feel that the problemthat has been addressed is a
realistic one, and the proposed schene woul d hel p reduce the

over heads associated with the napping distribution system
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Regardi ng comment (2) above, the suggested nodification to Approach 2
woul d be definitely beneficial. In fact, we feel that it would be
fairly straightforward to dynam cally use Approach 1 or Approach 2
(with the suggested nodification), depending on whether there are
only a few (e.g., <=5) or many (e.g., >5) nore specifics,
respectively. The suggested nodification of notifying the nask-

I ength of the nore specifics in the nmap response is indeed very

hel pf ul because then the I TR woul d not have to resend a map-query for
El D addresses that match the EID address in the previous query up to
at | east nask-length bit positions. There can be a two-bit field in
the map response that would be interpreted as follows.

(a) value 00: there are no nore specifics

(b) wvalue 01: there are nore specifics and their exact information
follows in additional map-responses

(c) wvalue 10: there are nore-specifics and the mask-1ength of the
next nmore-specific is indicated in the current map-response.

An additional field will be included that will be used to specify the
mask-1 ength of the next nore-specific in the case of value 10 (case
(c) above).

Evol uti on
1. Summary

As the Internet continues its rapid growh, router nmenory size and
CPU cycl e requirenents are outpacing feasible hardware upgrade
schedul es. W propose to solve this problem by applying aggregation
with increasing scopes to gradually evolve the routing systemtowards
a scal able structure. At each evolutionary step, our solution is
able to interoperate with the existing systemand provide i nmedi ate
benefits to adopters to enabl e depl oynent. This docunent summrarizes
the need for an evolutionary design, the relationship between our
proposal and ot her revolutionary proposals, and the steps of
aggregation with increasing scopes. Qur detailed proposal can be
found in [Evol ution].

1.1. Need for Evolution

Multiple different views exist regarding the routing scalability
problem Networks differ vastly in goals, behavior, and resources,
giving each a different view of the severity and i mm nence of the
scalability problem Therefore, we believe that, for any solution to
be adopted, it will start with one or a few early adopters and may
not ever reach the entire Internet. The evolutionary approach
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recogni zes that changes to the Internet can only be a gradual process
with multiple stages. At each stage, adopters are driven by and
rewarded with solving an i medi ate problem Each solution nust be
depl oyabl e by individual networks who deemit necessary at a tine
they deemit necessary, w thout requiring coordination from other
networ ks, and the solution has to bring imediate relief to a single
first-nover.

1.2. Relation to Gther RRG Proposal s

Most proposals take a revolutionary approach that expects the entire
Internet to eventually nove to some new desi gn whose main benefits
woul d not materialize until the vast najority of the system has been
upgraded; their incremental deployment plan sinply ensures

i nteroperation between upgraded and | egacy parts of the system In
contrast, the evolutionary approach depicts a system where changes
may happen here and there as needed, but there is no dependency on
the system as a whol e maki ng a change. Woever takes a step forward
gains the benefit by solving his own problem wi thout depending on
others to take actions. Thus, deployability includes not only
interoperability, but also the alignnent of costs and gains.

The main differences between our approach and nore revol utionary map-
and- encap proposals are: (a) we do not start with a pre-defined
boundary between edge and core; and (b) each step brings i mediate
benefits to individual first-novers. Note that our proposal neither
interferes nor prevents any revol utionary host-based sol utions such
as ILNP frombeing rolled out. However, host-based solutions do not
bring useful inpact until a large portion of hosts have been
upgraded. Thus, even if a host-based solution is rolled out in the
long run, an evolutionary solution is still needed for the near term

1.3. Aggregation with Increasing Scopes

Aggregating many routing entries to a fewer nunber is a basic
approach to inproving routing scalability. Aggregation can take
different forms and be done within different scopes. In our design,
the aggregati on scope starts froma single router, then expands to a
singl e network and nei ghbor networks. The order of the follow ng
steps is not fixed but is nmerely a suggestion; it is under each

i ndi vi dual network’s discretion which steps they choose to take based
on their evaluation of the severity of the problens and the
affordability of the solutions.

1. FIB Aggregation (FA) in a single router. A router

algorithmcally aggregates its FIB entries without changing its
RIB or its routing announcenents. No coordi nati on anbng routers
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i s needed, nor any change to existing protocols. This brings
scalability relief to individual routers with only a software
upgr ade.

Enabl i ng ' best external’ on Provider Edge routers (PEs),

Aut ononobus System Border Routers (ASBRs), and Route Reflectors
(RRs), and turning on next-hop-self on RRs. For hierarchica
networ ks, the RRs in each Point of Presence (PoP) can serve as a
default gateway for nodes in the PoP, thus allow ng the non-RR
nodes in each PoP to maintain smaller routing tables that only

i nclude paths that egress that PoP. This is known as ’'topol ogy-
based node’ Virtual Aggregation, and can be done with existing
hardware and configurati on changes only. Please see

[ Evol ution_G ow Presentation] for details

Virtual Aggregation (VA) in a single network. Wthin an AS, sone
fraction of existing routers are designated as Aggregati on Poi nt
Routers (APRs). These routers are either individually or
collectively maintain the full FIB table. Oher routers may
suppress entries fromtheir FIBs, instead forwardi ng packets to
APRs, which will then tunnel the packets to the correct egress
routers. VA can be viewed as an intra-domai n map-and-encap
systemto provide the operators with a control mechanismfor the
FIB size in their routers

VA across nei ghbor networks. Wen adjacent networks have VA

depl oyed, they can go one step further by piggybacking egress
router information on existing BGP announcenents, so that packets
can be tunneled directly to a nei ghbor network’s egress router
Thi s inproves packet delivery performance by perforning the
encapsul ati on/ decapsul ati on only once across these nei ghbor
networ ks, as well as reducing the stretch of the path.

Reducing RIB Size by separating the control plane fromthe data
pl ane. Although a router’s FIB can be reduced by FA or VA, it
usual ly still needs to maintain the full RIB to produce conpl ete
routi ng announcenents to its neighbors. To reduce the RIB size,
a network can set up special boxes, which we call controllers, to
take over the External BGP (eBGP) sessions from border routers.
The controllers receive eBGP announcenents, nake routing

deci sions, and then informother routers in the sane network of
how to forward packets, while the regular routers just focus on
the job of forwardi ng packets. The controllers, not being part
of the data path, can be scal ed using conodity hardware

Insulating forwarding routers fromrouting churn. For routers

with a snaller RIB, the rate of routing churn is naturally
reduced. Further reduction can be achieved by not announcing
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failures of customer prefixes into the core, but handling these
failures in a data-driven fashion, e.g., alink failure to an
edge network is not reported unless and until there are data
packets that are heading towards the failed |ink

1.4. References
[ Evol ution] [Evolution_G ow Presentation]
2. Critique

Al'l of the RRG proposals that scale the routing architecture share
one fundanental approach, route aggregation, in different forns,

e.g., LISP renoves "edge prefixes" using encapsulation at |ITRs, and

I LNP achi eves the goal by locator rewite. In this evolutionary path
proposal, each stage of the evolution applies aggregation with

i ncreasing scopes to solve a specific scalability problem and
eventually the path | eads towards gl obal routing scalability. For
exanple, it uses FIB aggregation at the single router level, virtua
aggregation at the network | evel, and then between nei ghboring
networks at the inter-domain |evel

Conpared to other proposals, this proposal has the |owest hurdle to
depl oynent, because it does not require that all networks nove to use
a gl obal nmapping system or upgrade all hosts, and it is designed for
each individual network to get imredi ate benefits after its own

depl oynent .

Criticisnms of this proposal fall into two types. The first type
concerns several potential issues in the technical design as listed
bel ow

1. FIB aggregation, at level-3 and |level -4, may introduce extra
rout abl e space. Concerns have been rai sed about the potentia
routing | oops resulting fromforwarding ot herwi se non-routabl e
packets, and the potential inpact on Reverse Path Forwarding
(RPF) checking. These concerns can be addressed by choosing a
| ower |evel of aggregation and by adding null routes to mnimze
the extra space, at the cost of reduced aggregation gain.

2. Virtual Aggregation changes the traffic paths in an | SP network,
thereby introducing stretch. Changing the traffic path may al so
i npact the reverse path checking practice used to filter out
packets from spoofed sources. Mre analysis is need to identify
the potential side-effects of VA and to address these issues.
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3. The current Virtual Aggregation descriptionis difficult to
understand, due to its nultiple options for encapsul ati on and
popul ar prefix configurations, which makes the mechani sm | ook
overly conplicated. More thought is needed to sinplify the
desi gn and description.

4. FIB Aggregation and Virtual Aggregation may require additiona
operational cost. There may be new design trade-offs that the
operators need to understand in order to select the best option
for their networks. Mre analysis is needed to identify and
quantify all potential operational costs.

5. In contrast to a nunmber of other proposals, this solution does
not provide nobility support. It remains an open question as to
whet her the routing system should handle nobility.

The second criticismis whether deploying quick fixes |like FIB
aggregation would alleviate scalability problens in the short term
and reduce the incentives for deploying a new architecture; and

whet her an evol uti onary approach would end up with addi ng nore and
nmore patches to the old architecture, and not |ead to a fundanentally
new architecture as the proposal had expected. Though this solution
may get rolled out nore easily and quickly, a new architecture, if/
once depl oyed, could solve nore problens with cleaner solutions.

3. Rebutta

No rebuttal was submitted for this proposal
Nane- Based Socket s

1. Summary

Nane- based sockets are an evol ution of the existing address-based
sockets, enabling applications to initiate and receive comunication
sessi ons based on the use of domain nanes in lieu of |P addresses.
Nane- based sockets nmove the existing indirection fromdomain nanes to
| P addresses fromits current position in applications dow to the IP
layer. As a result, applications communi cate exclusively based on
dommi n nanes, while the discovery, selection, and potentially in-
session re-selection of IP addresses is centrally perforned by the IP
stack itself.

Nane- based sockets help mitigate the Internet routing scalability
probl em by separating nam ng and addressing nore consistently than
what is possible with the existing address-based sockets. This
supports | P address aggregati on because it sinplifies the use of IP
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addresses with high topol ogical significance, as well as the dynanic
repl acenent of | P addresses during network-topol ogi cal and host -
attachnent changes.

A particularly positive effect of name-based sockets on Internet
routing scalability is the new incentives for edge network operators
to use provider-assigned | P addresses, which are nore aggregatabl e
than the typically preferred provider-independent |P addresses. Even
t hough provider-independent |P addresses are harder to get and nore
expensi ve than provider-assigned | P addresses, nmany operators desire
provi der-i ndependent addresses due to the high indirect cost of

provi der-assigned | P addresses. This indirect cost is conprised of
both difficulties in nmultihoning, and tedious and | argely manual
renunberi ng upon provi der changes.

Nane- based sockets reduce the indirect cost of provider-assigned |IP
addresses in three ways, and hence nake the use of provider-assigned
| P addresses nore acceptable: (1) They enable fine-grained and
responsive nultihoming. (2) They sinplify renunbering by offering an
easy nmeans to replace I P addresses in referrals with domai n nanes.
Thi s hel ps avoi di ng updates to application and operating system
configurations, scripts, and databases during renunbering. (3) They
facilitate | owcost solutions that elininate renunbering altogether
One such lowcost solution is | P address translation, which in

conbi nati on with name-based sockets |oses its adverse inpact on
appl i cations.

The prerequisite for a positive effect of nane-based sockets on
Internet routing scalability is their adoption in operating systens
and applications. Operating systens should be augnented to offer
nane- based sockets as a new alternative to the existing address-based
sockets, and applications should use nane-based sockets for their
communi cations. Neither an instantaneous, nor an eventually conplete
transition to nane-based sockets is required, yet the positive effect
on Internet routing scalability will grow with the extent of this
transition.

Nane- based sockets were hence designed with a focus on depl oynent

i ncentives, conprising both i medi ate depl oynent benefits as well as
| ow depl oynent costs. Nane-based sockets provide a benefit to
appl i cation devel opers because the alleviation of applications from
| P address managenent responsibilities sinplifies and expedites
application devel opnent. This benefit is inmediate owing to the
backwards conpatibility of name-based sockets with | egacy
applications and | egacy peers. The appeal to application devel opers,
inturn, is an i mediate benefit for operating system vendors who
adopt nane-based sockets.
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Nane- based sockets furthernore m ninize depl oyment costs: Alternative
techni ques to separate nami ng and addressing provide applications
with "surrogate | P addresses” that dynamically map onto regular IP
addresses. A surrogate |P address is indistinguishable froma
regular | P address for applications, but does not have the
topol ogi cal significance of a regular I P address. Mobile IP and the
Host Identity Protocol are exanples of such separation techniques.
Mobile I P uses "hone | P addresses” as surrogate |P addresses with
reduced topol ogical significance. The Host ldentity Protocol uses
"host identifiers" as surrogate |P addresses without topol ogica
significance. A disadvantage of surrogate |IP addresses is their
incurred cost in ternms of extra administrative overhead and, for sone
techni ques, extra infrastructure. Since surrogate |IP addresses nust
be resolvable to the correspondi ng regul ar | P addresses, they nust be
provisioned in the DNS or simlar infrastructure. Mbile IP uses a
new i nfrastructure of hone agents for this purpose, while the Host
Identity Protocol populates DNS servers with host identities. Nane-
based sockets avoid this cost because they function w thout surrogate
| P addresses, and hence without the provisioning and infrastructure
requi renents that acconpany surrogate addresses.

Certainly, some edge networks will continue to use provider-

i ndependent addresses despite name-based sockets, perhaps sinply due
to inertia. But nane-based sockets will help reduce the nunber of
those networks, and thus have a positive inpact on Internet routing
scal ability.

A nore conprehensive description of name-based sockets can be found
in [ Name_Based_Socket s].

1.1. References
[ Name_Based_Socket s]
2. Critique

Nane- based sockets contribution to the routing scalability problemis
to decrease the reliance on Pl addresses, allow ng a greater use of
PA addresses, and thus a less fragnented routing table. It provides
end hosts with an APl which nmakes the applications address-agnostic.
The nane abstraction allows the hosts to use any type of |ocator,

i ndependent of format or provider. This increases the notivation and
usability of PA addresses. Sone applications, in particular
boot st rappi ng applications, may still require hard coded IP
addresses, and as such will still notivate the use of Pl addresses.

I nf or mat i onal [ Page 58]



RFC 6115 RRG Reconmrendat i on February 2011

15.

15.

15.

16.

16.

Li

2.1. Depl oynment

The main incentives and drivers are geared towards the transition of
applications to the nane-based sockets. Adoption by applications
will be driven by benefits in terns of reduced application

devel opment cost. Legacy applications are expected to migrate to the
new APl at a slower pace, as the nane-based sockets are backwards
compati bl e, this can happen in a per-host fashion. Al so, not al
applications can be ported to a FQDN dependent infrastructure, e.g.,
DNS functions. This hurdle is nmanageable, and nay not be a definite
obstacle for the transition of a whole domain, but it needs to be
taken into account when striving for nobility/multihoning of an
entire site. The transition of functions on individual hosts may be
trivial, either through upgrades/changes to the OS or as |inked
libraries. This can still happen increnmentally and independently, as
conpatibility is not affected by the use of name-based sockets.

2.2. Edge- networks

Nane- based sockets rely on the transition of individual applications
and are backwards conmpati ble, so they do not require bilatera
upgrades. This allows each host to mgrate its applications

i ndependently. Nanme-based sockets may nake an individual client
agnostic to the networking nedium be it PA/PlI |P-addresses or in a
the future an entirely different networking medium However, an
entire edge-network, with internal and external services will not be
able to make a conplete transition in the near future. Hence, even
if a substantial fraction of the hosts in an edge-network use nane-
based sockets, Pl addresses nay still be required by the edge-
network. In short, new services nmay be inplenented using name-based
sockets, old services nmay be ported. Nane-based sockets provide an
increased notivation to nove to PA-addresses as actual provider

i ndependence relies | ess and | ess on PI-addressing.

3. Rebutta
No rebuttal was submitted for this proposal

Routing and Addressing in Networks with G obal Enterprise Recursion
(1 RON- RANGER)

1. Sunmary

RANGER is a locator/identifier separation approach that uses IP-in-IP
encapsul ati on to connect edge networks across transit networks such
as the global Internet. End systens use endpoint interface
identifier (EID addresses that may be routable within edge networks
but do not appear in transit network routing tables. EID to Routing
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Locator (RLOC) address bindings are instead naintained i n mappi ng
tabl es and al so cached in default router FIBs (i.e., very nuch the
same as for the global DNS and its associ ated cachi ng resol vers).
RANGER enterprise networks are organi zed in a recursive hierarchy
with default mappers connecting |ower |ayers to the next higher |ayer
in the hierarchy. Default mappers forward initial packets and push
mappi ng i nformation to lower-tier routers and end systens through
secure redirection.

RANGER i s an architectural framework derived fromthe Intra-Site
Aut omat i ¢ Tunnel Addressing Protocol (| SATAP)

1.1. @Gins

0 provides a scalable routing systemalternative in instances where
dynami ¢ routing protocols are inpractica

o naturally supports a recursivel y-nested "network-of - networks" (or,
"enterprise-within-enterprise") hierarchy

0 uses asymetric security mechanisnms (i.e., secure neighbor
di scovery) to secure router discovery and the redirection
mechani sm

0 can quickly detect path failures and pick alternate routes

0 naturally supports provider-independent addressing

o support for site multihom ng and traffic engi neering

0o ingress filtering for nultihomed sites

o mobility-agile through explicit cache invalidation (rmuch nore
reactive than dynam c DNS)

0 supports nei ghbor discovery and nei ghbor unreachability detection
over tunnels

0 no changes to end systens
0 no changes to nost routers

0 supports IPv6 transition
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0 conpatible with true identity/locator split mechanisms such as H P
(i.e., packets contain a H P Host ldentity Tag (H T) as an end
systemidentifier, |IPv6 address as endpoint interface identifier
(EID) in the inner |IP header and | Pv4 address as Routing LOCator
(RLOC) in the outer |P header)

0 prototype code avail abl e
1.2. Costs
0 new code needed in enterprise border routers

o locator/path liveness detection using RFC 4861 nei ghbor
unreachability detection (i.e., extra control nessages, but data-
driven) [RFC4861]

1.3. References
[ RON] [ RANGER Scen] [VET] [SEAL] [RFC5201] [ RFC5214] [RFC5720]
2. Critique

The RANGER architectural framework is intended to be applicable for a
Cor e- Edge Separation (CES) architecture for scal able routing, using
either 1Pv4 or IPv6 -- or using both in an integrated system which
may carry one protocol over the other.

However, despite [I RON] being readied for publication as an
experinental RFC, the framework falls well short of the |evel of
detail required to envisage howit could be used to inplenment a
practical scal able routing solution. For instance, the docunent
contains no specification for a mapping protocol, or how the nmapping
| ookup system woul d work on a gl obal scale.

There is no provision for RANGER s I TR-1i ke routers being able to
probe the reachability of end-user networks via multiple ETR-1ike
routers -- nor for any other approach to nultihom ng service
restoration.

Nor is there any provision for inbound TE or support of nobile
devi ces which frequently change their point of attachnent.

Therefore, in its current form RANGER cannot be contenplated as a

superior scal able routing solution to sone other proposals which are
specified in sufficient detail and which appear to be feasible.

I nf or mat i onal [ Page 61]



RFC 6115 RRG Reconmrendat i on February 2011

16.

Li

RANCER uses its own tunneling and PMIUD nanagenent protocol: SEAL.
Adoption of SEAL in its current formwould prevent the proper
utilization of junbo frame paths in the DFZ, which will becone the
normin the future. SEAL uses "Packet Too Bi g" [ RFC4443] and
"Fragnent ati on Needed" [RFC0792] nessages to the sending host only to
fix a preset maxi num packet length. To avoid the need for the SEAL

| ayer to fragment packets of this length, this MU value (for the

i nput of the tunnel) needs to be set significantly bel ow 1500 bytes,
assunming the typically ~1500 byte MIU val ues for paths across the DFZ
today. In order to avoid this excessive fragnentation, this val ue
could only be raised to a ~9k byte value at sone tine in the future
where essentially all paths between | TRs and ETRs were junbo frame
capabl e.

3. Rebutta

The Internet Routing Overlay Network (IRON) [IRON] is a scal able
Internet routing architecture that builds on the RANGER recursive
enterprise network hierarchy [RFC5720]. | RON bonds toget her

partici pati ng RANGER net wor ks using VET [VET] and SEAL [ SEAL] to
enabl e secure and scal able routing through automatic tunneling wthin
the Internet core. The | RON-RANGER autonmatic tunneling abstraction
views the entire global Internet DFZ as a virtual Non-Broadcast

Mul ti-Access (NBMA) link similar to | SATAP [ RFC5214]

| RON- RANGER is an exanpl e of a Core-Edge Separation (CES) system

I nstead of a classical mappi ng database, however, | RON- RANGER uses a
hybrid conbi nation of a proactive dynam c routing protocol for
distributing highly aggregated Virtual Prefixes (VPs) and an on-
demand data driven protocol for distributing nore-specific Provider-
I ndependent (Pl) prefixes derived fromthe VPs.

The | RON- RANGER hi erarchy consists of recursivel y-nested RANGER
enterprise networks joined together by IRON routers that participate
in a global BGP instance. The I RON BGP instance is maintained
separately fromthe current Internet BGP Routing LOCator (RLOC)
address space (i.e., the set of all public IPv4 prefixes in the
Internet). Instead, the I RON BGP instance maintains VPs taken from
Endpoint Interface iDentifier (EID) address space, e.g., the IPv6

gl obal wuni cast address space. To accommpdate scaling, only Q(10k) --
O(100k) VPs are allocated e.g., using /20 or shorter |Pv6 prefixes.

I RON routers | ease portions of their VPs as Provider-1ndependent (Pl)
prefixes for customer equiprment (CEs), thereby creating a sustainable
busi ness nodel. CEs that | ease Pl prefixes propagate address

mappi ng(s) throughout their attached RANGER networks and up to VP-
owni ng I RON router(s) through periodic transmni ssion of "bubbles" with
aut hentication and Pl prefix information. Routers in RANGER net works
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and I RON routers that receive and forward the bubbl es securely
install Pl prefixes in their FIBs, but do not inject theminto the
RIB. IRON r routers therefore keep track of only their custonmer base
via the FIB entries and keep track of only the Internet-w de VP

dat abase in the RIB

| RON rout ers propagate nore-specific prefixes using secure
redirection to update router FIBs. Prefix redirection is driven by
the data plane and does not affect the control plane. Redirected
prefixes are not injected into the RIB, but rather are nmmintained as
FIB soft state that is purged after expiration or route failure

Nei ghbor unreachability detection is used to detect failure.

Secure prefix registrations and redirections are accomvodat ed t hrough
the mechani sms of SEAL. Tunnel endpoints using SEAL synchroni ze
sequence nunbers, and can therefore discard any packets they receive
that are outside of the current sequence nunber wi ndow. Hence, off-
path attacks are defeated. These synchronized tunnel endpoints can
theref ore exchange prefixes with signed certificates that prove
prefix ownership in such a way that DoS vectors that attack crypto
cal cul ation overhead are elimnated due to the prevention of off-path
att acks.

CEs can nmove from ol d RANGER networks and re-inject their Pl prefixes
i nto new RANGER networks. This would be accommpdat ed by | RON- RANGER
as a site multihoming event while host nobility and true | ocator-1D
separation is accommpdated via H P [ RFC5201] .

Reconmrendat i on

As can be seen fromthe extensive list of proposals above, the group
expl ored a nunber of possible solutions. Unfortunately, the group
did not reach rough consensus on a single best approach

Accordingly, the recomendati on has been left to the co-chairs. The
remai nder of this section describes the rationale and decision of the
co-chairs.

As a remi nder, the goal of the research group was to develop a
recomendati on for an approach to a routing and addressing
architecture for the Internet. The primary goal of the architecture
is to provide inproved scalability for the routing subsystem
Specifically, this inplies that we should be able to continue to grow
the routing subsystemto neet the needs of the Internet without
requiring drastic and continuous increases in the anount of state or
processing requirenments for routers.
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1. Mbtivation

There is a general concern that the cost and structure of the routing
and addressing architecture as we know it today nmay becone
prohibitively expensive with continued growmh, with repercussions to
the health of the Internet. As such, there is an urgent need to
exam ne and eval uate potential scalability enhancenents.

For the long termfuture of the Internet, it has become apparent that
IPv6 is going to play a significant role. It has taken nore than a
decade, but IPv6 is starting to see sone non-trivial amount of
deploynent. This is in part due to the depletion of |IPv4 addresses.
It therefore seens apparent that the new architecture nust be
applicable to IPv6. It may or may not be applicable to | Pv4, but not
addressing the 1Pv6 portion of the network would sinply lead to
recreating the routing scalability problemin the | Pv6 domain,
because the two share a common routing architecture.

What ever change we nmake, we shoul d expect that this is a very |ong-
lived change. The routing architecture of the entire Internet is a
| oosely coordi nated, conpl ex, expensive subsystem and permanent,
pervasi ve changes to it will require difficult choices during

depl oynent and integration. These cannot be undertaken |ightly.

By extension, if we are going to the trouble, pain, and expense of
maki ng maj or architectural changes, it follows that we want to make
the best changes possible. W should regard any such changes as
per manent and we should therefore aimfor long termsolutions that
pl ace the network in the best possible position for ongoing grow h.
These changes should be cleanly integrated, first-class citizens
within the architecture. That is to say that any new el ements that
are integrated into the architecture should be fundamenta
primtives, on par with the other existing | egacy primtives in the
architecture, that interact naturally and logically when in
conbination with other elenents of the architecture.

Over the history of the Internet, we have been very good about
creating tenporary, ad-hoc changes, both to the routing architecture
and ot her aspects of the network | ayer. However, many of these band-
aid solutions have come with a significant overhead in terns of |ong-
term mai nt enance and architectural conplexity. This is to be avoided
and short-terminprovenents shoul d eventually be replaced by |ong-
term permanent sol utions.

In the particular instance of the routing and addressing architecture
today, we feel that the situation requires that we pursue both short-
terminprovenents and | ong-term sol utions. These are not

i nconpati bl e because we truly intend for the short-terminprovenents
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to be conpletely localized and tenporary. The short-term

i mprovenents are necessary to give us the time necessary to devel op,
test, and deploy the long-termsolution. As the long-term solution
is rolled out and gains traction, the short-termi nprovenents shoul d
be of |less benefit and can subsequently be wi thdrawn.

2. Recommendation to the | ETF

The group explored a nunmber of proposed sol utions but did not reach
consensus on a single best approach. Therefore, in fulfillnent of
the routing research group’s charter, the co-chairs recomrend that
the | ETF pursue work in the follow ng areas:

Evol uti on [ Evol uti on]
Identifier-Locator Network Protocol (ILNP) [ILNP_Site]
Renunberi ng [ RFC5887]

3. Rationale

We sel ected Evol ution because it is a short-terminprovenent. It can
be applied on a per-domain basis, under |ocal adm nistration and has
imedi ate effect. While there is some conplexity involved, we fee
that this option is constructive for service providers who find the
additional conplexity to be | ess painful than upgradi ng hardware.
Thi s inprovenent can be depl oyed by domains that feel it necessary,
for as long as they feel it is necessary. |f this deploynent |asts

| onger than expected, then the inplications of that decision are
wholly local to the domain

We recommended | LNP because we find it to be a clean solution for the
architecture. It separates location fromidentity in a clear,
straightforward way that is consistent with the remai nder of the
Internet architecture and makes both first-class citizens. Unlike
the many map-and-encap proposals, there are no conplications due to
tunneling, indirection, or semantics that shift over the lifetime of
a packet’s delivery.

We recomend further work on automating renunbering because even with
ILNP, the ability of a domain to change its |locators at mininal cost
is fundamental ly necessary. No routing architecture will be able to
scal e wi thout sonme form of abstraction, and domains that change their
poi nt of attachnent nust fundanentally be prepared to change their
locators in line with this abstraction. W recognize that [RFC5887]
is not a solution so nuch as a problemstatenment, and we are sinply
recomrendi ng that the | ETF create effective and conveni ent nechani sns
for site renunbering.
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