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1. Introduction

In some situations, there is a need for Mbile IPv4 entities, such as
the hone agent (HA), foreign agent (FA) and nobile node (M\) to send
and recei ve asynchronous notification nessages during a nobility
session. In this context, 'Asynchronous nmessages’ is used to nean
nmessages that are not synchronous with the Registrati on Request and
Regi stration Reply nmessages of the base Mbile IP (MP) specification
[ RFC5944]. The base Mbile I P specification does not have a
provision for this.

In order to rectify that, this docunent defines a generic
notification nmessage and a notification nodel that can be used by
Mobile IPv4 entities to send various notifications. It also defines
a correspondi ng acknow edgenent nessage to nake it possible to ensure
reliable delivery of notifications. Only the follow ng extensions
may be present in these new nessages, as defined by this docunent:

- M\-HA Aut henti cati on Extension

- M\-FA Aut henti cation Extension

- FA-HA Aut hentication Extension

- Message String Extension
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3.

3.

The semantics of receiving a generic notification nmessage with a
Message String Extension are null; i.e., it has no effect on the
state of a nobile node’'s existing registration. See Section 3.1 for
sonme application exanples that notivate the new nessages defined in
thi s docunent.

Ter mi nol ogy
It is assuned that the reader is famliar with the term nol ogy used
in [RFC4917] and [ RFC5944]. |In addition, this docunent frequently
uses the follow ng terns:
Notification Message
A nmessage froma mobility agent to a an MN or other nmobility
agent, or froman MNto a nobility agent, to asynchronously notify
it about an event that is relevant to the nobility service it is
currently providing.
Generic Notification Message
A Notification Message in the context of Mobile I1Pv4 with a
wel | -defined envel ope format and extensibility, and with certain
limtations on how extensions nmay be defined and used, but
ot herwi se generally available for notification purposes within the
Mobile | Pv4 protocol. Abbreviated "GNM in this docunent.
Generic Notification Acknow edgenent Message

An acknow edgenment of a received Generic Notification Message.
Abbreviated 'GNAM in this docunent.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in RFC 2119 [ RFC2119].
Notification Message - Usage Scenari os

1. Notification Message - Exanpl es

The sinpl est usage scenario for a notification nessage i s one where

the notification has no semantic nmeaning within the protocol; it is
only carrying a nessage that can be displayed to a user or an
operator (depending on which is the receiving entity -- see nore on
this below, in Section 3.2). Exanples of such usage are nessages
fromoperator to user about billing- or service-related events ("You
have used nearly all of your prepaid quota; there are only XX MB | eft
-- please purchase further service if you are going to need it."; or
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"You have now used data transfer services for the ambunt of $XXX
since your last bill; this is above the notification threshold for
your account.") or nessages about service interruptions, and nore.
These exanples are all supported by the use of the Mbile |Pv4
Generic Notification Message together with the Message String

Ext ensi on, as defined in this docunent.

There are al so ot her exanples, which cannot be inplemented solely
usi ng the nessages and extensions defined in this docunent. Some of
these are described briefly bel ow, and covered slightly nore
extensively in Section 5.

One exanpl e of an application of an extended Generic Notification
Message is that during handover between CDVA 2000 1x EV-DO and
Wreless LAN, the PPP resource on the CDVA side has to be renpved on
the FA (Packet Data Serving Node) to avoid over-chargi ng subscribers.
To address this, the Registration Revocati on Message was defined in

[ RFC3543], but it would have been preferable to have had it defined
as a separate nessage (i.e., the Generic Notification Message) with a
Regi stration Revocati on extension

O her applications are:

0 HA switch-over (before the HA decides to go off-line, it would
like to notify the MNs to register with another candi date HA),

0 Network Mbility (NEMO) prefix changes (an MNis notified by the
HA about NEMO prefix changes and service- or billing-rel ated
events; this is an operational requirenent),

o load balancing (the HA wants to nove sonme of the registered M\s to
ot her HAs),

0 service termnation (due to end of prepaid tine), and
0 service interruption (due to system nai ntenance).
3.2. Notification Message - Topol ogy
There are several scenarios where a nobility agent could initiate

notification events. Sone of these are described in the follow ng
secti ons.

Deng, et al. St andards Track [ Page 5]



RFC 6098 M P4 Generic Notification Message April 2012

3.

2

1. Notification Message between a Honme Agent and a Mbil e Node

3.2.1.1. Mobile Registered Using a Foreign Agent Care-of Address

In this case, the HA cannot directly notify the M\, but nust send the
notification via the FA and vice versa.

+----+ notification +----+ notification +----+

Figure 1: HA notifies MN or MN notifies HA through FA

3.2.1.2. Mobile Registered Using a Co-Located Care-of Address

3.

2

In this case, the MN has registered with the hone agent directly, so
the notification nmessage can go directly to the WN

The notification nechani smas specified here does not support the
case of co-located Care-of Address (CoA) nmode with registration
through an FA (due to the 'R bit being set in the FA's advertisenent
messages) .

+----+ notification +----+

Figure 2: HA directly notifies MN or MN directly notifies HA
2. Notification Message between a Forei gn Agent and a Mobil e Node

There are two cases where an FA may send notification nmessages to an
MN -- one where it is relaying a nmessage, the other where the
notification is triggered by a nmessage from another network entity,
for exanple, an Authentication, Authorization, and Accounting (AAA)
node. (Notification nessages between a AAA entity and the FA could
be based on RADI US or Dianeter, but this is out of scope for this
docunment.) If the notification is initiated by an FA, the FA may

al so need to notify the HA about the event.
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+----+ notification +----+ trigger oo +
| VN |<::::::::::::::::>| FA |<:::::::::::::| AAA
Homm - Homm - o +
| ] notification +----+
::::::::::::::::>| HA
Fomm-t

Figure 3: FA notifies M\

3.2.3. Notification Message between a Home Agent and a Forei gn Agent
The HA may also need to send a notification to the FA, but not to the
MN. The FA may al so need to send a notification to the HA as
illustrated bel ow

+----+ notification +----+
| FA |<:::::::::::::>| HA
+----+ +----+
Figure 4: HA notifies FA or FA notifies HA

4. Generic Notification Message and Consi derations
This section describes in detail the Generic Notification Message
(G\NM, GCeneric Notification Acknow edgement Message (GNAM, and sone
considerations related to the handling of these nessages in the M\
FA, and HA.

The MN and HA MUST naintain the followi ng information:

- the IP source address of the Registrati on Request/Reply

- the I P destination address of the Registration Request/Reply

- the UDP source port of the Registration Request/Reply

- the UDP destination port of the Registration Request/Reply
The sendi ng node al ways sends the GNM foll owi ng the same procedure
for sending a Registration Request as in Section 3.3 of [RFC5944],
and the receiving node follows the sanme procedure for Registration
Reply as in Section 3.4 of [RFC5944] when sendi ng GNAM

4.1. Ceneric Notification Message
A GNMis sent by a nobility agent to informanother nobility agent,

or an MN, of MP-related information in the formof a Message String
Ext ensi on [ RFC4917]. These nessages MJST use the sane | P and UDP
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headers as any previ ous Registration Request (RRQ or Reply (RRP)
message to the sane entity. This would support NAT traversal and
ensure the sanme security association used for GNM GNAM and RRQ RRP.
The G\M is defined as foll ows:
I P Fields:
Sour ce Address
Typically, copied fromthe destination address of the |ast
Regi stration Reply/ Request nessage that the agent received from
the agent to which it is sending the G\M
Desti nati on Address
Copi ed fromthe source address of the |ast Registration
Repl y/ Request nessage that the agent received fromthe agent to
which it is sending the G\M
UDP Fi el ds:
Source Port
Typi cally, copied fromthe destination port of the |ast
Regi stration Reply/ Request nessage that the agent received from
the agent to which it is sending the G\M
Destination Port
Copied fromthe source port of the |ast Registration Reply/Request

message that the agent received fromthe agent to which it is
sendi ng the G\M
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The UDP header is followed by the Mbile IP fields shown bel ow

0 1 2 3

01234567890123456789012345678901
R e s T o T S R El ok i R e e S S e o o s
| Type | VD | Al Reserved |
R e o T T e S S T ol S i T S s ik i I S I S S R S R
| Home Address |
B i s T T i i o S o T Ji I
| Horme Agent Address |
R e s T o T S R El ok i R e e S S e o o s
| Car e- of Address |
R e o T T e S S T ol S i T S s ik i I S I S S R S R

I
Identification +
I
+

Ext ensi ons. ..

+
=
N S

Type 22

MD: Message Direction

Deng,

This meno defines the semantics of the following MD field val ue:
0 -- Message sent by the HA to the WN
1 -- Message sent by the HA to the FA
2 -- Message sent by the MNto the HA
3 -- Message sent by the MWNto the FA
4 -- Message sent by the FA to the W

5 -- Message sent by the FAto the HA

This bit indicates whether the notification nmessage MJST be
acknow edged by the recipient. |[If the "A" bit has been set during
the message, but the sender doesn't receive any acknow edgenent
message, then the sender will have to re-send the notification
nmessage again.

Set to "1" to indicate that acknow edgenent i s REQU RED.
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Set to "0" to indicate that acknow edgenment is OPTI ONAL.
Reserved
MUST be sent as 0, and ignored when received.
Home Address
The hone address of the nobile node.
Hone Agent Address
The | P address of the nobile node’s HA
Car e- of Address

The nobil e node’ s care-of address, either the co-located care-of
address or the foreign agent care-of address.

Identification

A 64-bit nunber, constructed by the sender, used for nmatching G\M
with GNAM and for protecting against replay attacks of
notification nessages. See Sections 7.1.1 and 7.1.2 for nore on
the use of tinestanps and nonces in this field. Support for the
use of tinmestanps is REQUI RED, and support for nonces is OPTI ONAL.

Ext ensi ons

The fixed portion of the GNMis followed by one or nore extensions
that may be used with this nessage, and by one or nore
aut henti cation extensions as defined in Section 3.5 of [RFC5944].

Apart fromthe Authentication Extensions nentioned below, only one
extension is defined in this docunment as pernmitted for use with
the GNM the Message String Extension defined in [ RFC4917].

Thi s docunent requires the MN-HA Authentication Extension (AE) to
be used when this nmessage is sent between the MN and the HA; M\FA
AE and FA-HA AE are OPTIONAL. This docunent al so requires the use
of the MN-FA AE when this nessage is sent between the MN and the
FA, where the MN\-HA AE and FA-HA AE are not needed. This docunent
finally requires the use of the FA-HA AE when this nessage is sent
between the FA and the HA, and the MN\-HA AE and M\N-FA AE are not
needed. This could be determ ned based on the "MD' val ue

See Sections 3.6.1.3 and 3.8.3.3 of [RFC5944] for the rules on the
order of these extensions as they appear in Mbile |IPv4 RRQ and
RRP nessages. The sane rules are applicable to G\NM and GNAM
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4.2. Ceneric Notification Acknow edgenent Message

A GNAMis sent by nobility agents or MNs to indicate the successful
recei pt of a G\M

| P Fiel ds:
Sour ce Address

Typically, copied fromthe destination address of the G\Mto which
the agent is replying.

Desti nati on Address

Copi ed fromthe source address of the GNMto which the agent is
repl yi ng.

UDP Fi el ds:
Sour ce Port
Copi ed fromthe destination port of the correspondi ng G\M
Destinati on Port
Copied fromthe source port of the correspondi ng G\M
The UDP header is followed by the Mbile IP fields shown bel ow

0 1 2 3

01234567890123456789012345678901
B T I e R i i i T S S e e I e ik oI I S S e S S
| Type | VD | Code | Reserved |
el i I e i it T e e e e i i T o S e e S e T R R
| Hone Address |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Home Agent Address |
B T I e R i i i T S S e e I e ik oI I S S e S S
| Car e- of Address |
el i I e i it T e e e e i i T o S e e S e T R R

I
I dentification +
I
+

Ext ensi ons. ..

+
I S i S T T I S e e e T S S i i
i S
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Type 23

MD: Message Direction

Thi

0 -

5 -

Code

Av
cur

s meno defines the semantics of the fol
- Message sent by the HA to the MN
- Message sent by the HA to the FA
- Message sent by the MNto the HA
- Message sent by the MNto the FA
- Message sent by the FA to the MN

- Message sent by the FAto the HA

alue indicating the result of the G\M
rently defined Code val ues.

Noti fication successful

0 -

- notification accepted

Notification denied by the HA

128

129

130

131

132

133

-- reason unspecified

-- administratively prohibited

-- insufficient resources

-- mobil e node failed authentication
-- foreign agent failed authentication

-- notification ldentification m smatch

Notification denied by the FA

Deng,

64

65

66

et

-- reason unspecified
-- administratively prohibited

-- insufficient resources

al . St andards Track

sage April 2012

owing MD field val ue:

See below for a |ist of
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67 -- nmobile node failed authentication
68 -- home agent failed authentication
69 -- notification ldentification m snatch

Notification denied by the nobil e node

192 -- reason unspecified

193 -- adnministratively prohibited

194 -- insufficient resources

195 -- foreign agent failed authentication
196 -- hone agent failed authentication

197 -- notification Identification m smatch

Hone Address

The hone address of the nobil e node.

Honme Agent Address

The | P address of the sender’s home agent.

Car e- of Address

The nobil e node’'s care-of address, either the co-located care-of
address or the foreign agent care-of address.

Identification

Deng,

A 64-bit nunber used for matching the GN\Mwith the GNAM and for
protecting agai nst replay attacks of notification nmessages. See
Sections 7.1.1 and 7.1.2 for nore on the use of tinmestanmps and
nonces in this field. Support for the use of tinmestanps is

REQUI RED, and support for nonces is OPTIONAL. The value is based
on the ldentification field fromthe G\Mfromthe sender, and on
the style of replay protection used in the security context

bet ween the sender and its receiver (defined by the mobility
security association between them and the Security Paraneter
Index (SPI) value in the authorization-enabling extension).
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4. 3.

Den

Ext ensi ons

The fixed portion of the GNAMis foll owed by one or nore
extensions that may be used with this nessage, and by one or nore
aut henti cation extensions as defined in Section 3.5 of [RFC5944].

Thi s docunent REQUI RES the M\-HA Aut hentication Extension (AE) to
be used when this nmessage is sent between the MN and the HA; M\-FA
AE and FA-HA AE are OPTIONAL. This docunent al so requires the use
of the MN-FA AE when this nessage is sent between the MN and the
FA, where the M\-HA AE and FA-HA AE are not needed. This docunent
finally requires the use of the FA-HA AE when this nessage is sent
between the FA and the HA, and the MN-HA AE and MN-FA AE are not
needed. This could be determ ned based on the "MD' val ue

See Sections 3.6.1.3 and 3.8.3.3 of [RFC5944] for the rules on the
order of these extensions as they appear in Mbile |IPv4 RRQ and
RRP nessages. The sane rules are applicable to G\M and GNAM

Notification Retransm ssion

If the "A" flag has been set during the GN\M but the sender doesn’t
receive any GNAM within a reasonable time, then the G\M SHOULD be
retransmitted. Wen tinestanps are used, a new notification
Identification is chosen for each retransnmission; thus, it counts as
a new GNM  Wien nonces are used, the unanswered GNMis retransnitted
unchanged; thus, the retransnission does not count as a new G\M
(Section 7.1). In this way, a retransmssion will not require the
receiver to re-synchronize with the sender by issuing another nonce
in the case in which the original G\M (rather than its GNAM was | ost
by the network.

The maximumtine until a new GNMis sent SHOULD be no greater than
the requested Lifetime of the last GN\M  The m ni nrum val ue SHOULD be
| arge enough to account for the size of the messages, tw ce the
round-trip time for transm ssion to the receiver, and at |east an
additional 100 mlliseconds to allow for processing the nessages
before responding. The round-trip time for transnission to the
receiver will be at least as large as the time REQU RED to transm t
the messages at the link speed of the sender’s current point of
attachnent. Some circuits add another 200 milliseconds of satellite
delay in the total round-trip tine to the receiver. The mninumtine
between GNMs MUST NOT be |less than 1 second. Each successive
retransm ssion tineout period SHOULD be at |east tw ce the previous
period, as long as that is |less than the naxi mum as specified above.
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4.4. Ceneral |Inplenmentation Considerations

4.

4.

I mpl enent ati ons of this specifications should provide support for
managenent of the various settings related to the notification
messages. |In particular, it should be possible to do the foll ow ng:

o List the notification nessages supported.

o Show enabl ed/ di sabl ed status for notification nmessage support,
overall and in detail.

o Show the value of the nmaxi mum and m ni mrum retransmni ssion tines.
o Enable and disable notification support entirely.
o Enable and disable the individual notification nessages support ed.

0 Set the values of the maxi num and m ni nrum retransm ssion tines
descri bed in Section 4. 3.

5. Mobi | e Node Consi derati ons

It is possible that the MN MAY receive a G\NM froman FA or HA. Both
in the case of FA-CoA and co-located CoA, the MN MAY reply with a
GNAM based on the "A" flag in the G\M

5.1. Receiving CGeneric Notification Messages

When the MN is using an FA-CoA and receives a notification nessage,

if the "MD" value is 0, it nmeans that the notification nessage cane
fromthe HA. If the "MD" value is 4, the notification cane fromthe
FA. If the MNis using a co-located CoA and receives a notification
message, the "MD' value will be O, indicating that the notification

message canme fromthe HA

The MN MUST check for the presence of an authorization-enabling
extension and performthe indicated authentication. Exactly one
aut hori zati on-enabl i ng extensi on MJST be present in the G\M

If this nmessage cane froman FA then an M\-FA AE MJUST be present.

If no M+FA AE is found, or if nore than one MN-FA AE is found, or if
the Authenticator is invalid, then the MN\ MUST reject the GNM and MAY
send a GNAMto the FA with Code 195, including an ldentification
field conputed in accordance with the rules specified in Section 7.1.
The MN MJST do no further processing with such a notification, though
it SHOULD Il og the error as a security exception.
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If this notification nessage cane fromthe HA, relayed by the FA or
if the MNis using a co-located CoA, then the MN-HA AE MJST be
checked and the MN MUST check the Authenticator value in the
Extension. |If no M\V-HA AE is found, or if nore than one MN-HA AE is
found, or if the Authenticator is invalid, then the MN MJST reject
the GNM and MAY send a GNAMto the initiator with Code 196, including
an ldentification field conmputed in accordance with the rules
specified in Section 7.1. The MN MJST do no further processing with
such a notification, though it SHOULD | og the error as a security
exception.

The MN MJST check that the Identification field is correct using the
context selected by the SPI within a mandatory authentication
extension like the MN-FA AE or M\-HA AE. See Section 7.1 for a
description of howthis is performed. |If incorrect, the MN MJST
reject the GNM and MAY send a GNAMto the initiator with Code 197,
including an ldentification field conputed in accordance with the
rules specified in Section 7.1. The MN MJUST do no further processing
with such a notification, though it SHOULD I og the error as a
security exception.

The MN MUST al so check that the extensions present in the Generic
Notification Message are permitted for use with the GNM  |If not, the
MN MUST silently discard the nessage. It MJST NOT do any further
processing with such a notification, though it SHOULD | og the error.

If the MN accepts a GNM then it will process it according to the
specific rules for the extensions. After that, the MN MAY reply to
the originator with a GNAM with Code 0 based on the "A" flag in the
G\M

4.5.2. Sending Ceneric Notification Acknow edgenent Messages

Both in the case of a co-located CoA and FA-CoA, the MN MAY reply
with a GNAM based on the "A" flag in the GNM as foll ows:

If the GN\Mwas initiated fromthe FAto the MN ("MD' value is set to
4), then the MN-FA AE MUST be the | ast extension in order to protect
all other non-authentication extensions as defined in Section 3.5.3
of [ RFC5944].

In the case of an FA-CoA, the source address is the MN's address, the
destination address is the FA s address.

The Code field of the GNAMis chosen in accordance with the rul es

specified in Section 4.2. Wen replying to an accepted notification,
an MN SHOULD respond with Code O.
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There are a nunber of reasons why the MN might reject a notification,
such as for example not being permtted to receive notifications,

whi ch could be for a nunber of reasons, causing the return of a GNAM
with Code value 193 (admnistratively prohibited); or being unable to
act on or display the notification, or otherw se being resource
constrai ned, causing the use of Code val ue 194 (insufficient
resources); or other reasons for which no other specific Code val ue
is avail abl e, which would cause the use of Code value 192 (reason
unspeci fied).

If the GNMwas initiated fromthe HA to the MN ("MD' value is set to
0) and in the case of a co-located CoA, then the M\-HA AE MUST be the
| ast extension in order to protect all other non-authentication
extensions as defined in Section 3.5.2 of [RFC5944].

When replying to a GWMfroman HA to an MN with an FA-CoA, the source
address is the MN's hone address and the destination address is the
FA's address ("MD' value is set to 2). The ordering of the extension
i s: any non-authentication Extensions intended for the HA followed
by the MN\-HA AE defined in Section 3.5.2 of [RFC5944], followed by
any non-authentication Extensions intended for the FA, followed by
the MN-FA AE defined in Section 3.5.3 of [RFC5944].

4.5.3. Sending Generic Notification Messages
The MN may send a GN\Mto notify either the FA or HA

If the nessage is sent to the FA, then the source address is the W's
address, and the destination address is the FA' s address

If the FAis the target of this notification nmessage, then the "M’
value is set to 3, and the MN\-FA AE MIUST be the | ast extension in
order to protect all other non-authentication extensions. Conputing
the Authentication Extension Values is done in the sane manner as in
Section 3.5.1 of [RFC5944].

If the FAis working only as a relay agent, then the "MD" value is
set to 2, and the ordering of the extension is: the notification

ext ensi on, followed by any non-authentication extension expected to
be used by HA, followed by the M\-HA AE defined in Section 3.5.2 of

[ RFC5944], followed by any non-aut hentication Extensions intended for
the FA, followed by the MNMFA AE defined in Section 3.5.3 of

[ RFC5944]. Conputing the Authentication Extension Values is done in
the sane manner as in Section 3.5.1 of [RFC5944].

In the case of a co-located CoA, the MN MAY send a notification

nmessage directly to the HAif it needs to be notified. The "M’
value is set to 2, and the ordering of the extension is: the
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notification extension, followed by any non-authenticati on extension
expected to be used by HA, followed by the MN-HA AE defined in
Section 3.5.2 of [RFC5944].

The MN chooses the Identification field in accordance with the style
of replay protection it uses with its HA. This is part of the
mobility security association the MN shares with its HA  See
Section 7.1 for the nethod by which the MN conmputes the
Identification field.

4.5.4. Receiving Generic Notification Acknow edgenment Messages

In the case of an FA-CoA, if the MN receives this nmessage, and the
"MD' value is set to 0, it neans that the GNAM cane fromthe HA

If the "MD" value is set to 4, then the MN\-FA AE MJUST be checked, and
the MN MUST check the Authenticator value in the Extension. [|f no
MN- FA AE is found, or if nore than one M\-FA AE is found, or if the
Aut henticator is invalid, then the M\ MUST silently discard the GNAM

In addition, the loworder 32 bits of the Identification field in the
GNAM MUST be conpared to the loworder 32 hits of the Identification
field in the nost recent GNMsent to the replying agent. |If they do
not match, then the GNAM MUST be silently discarded.

If the "MD' value is set to 0, then the MN-HA AE MUST be checked, and
the MN MJUST check the Authenticator value in the Extension. |[If no
MN-HA AE is found, or if nore than one MNV-HA AE is found, or if the
Aut henticator is invalid, then the MN\ MUST silently discard the GNAM
If the MN accepted this nmessage, then the MN MAY al so process it
based on the notification event.

In the case of a co-located CoA, if the MN received this nessage,
then the MN\-HA AE MUST be checked, and the MN MUST check the

Aut henticator value in the Extension. If no MN\HA AE is found, or if
nmore than one MN-HA AE is found, or if the Authenticator is invalid,
then the MN MIUST silently discard the Notification Acknow edgenent
message.

4.6. Foreign Agent Consideration
The FA may initiate a GNMto the MN or the HA. Additionally, the FA

al so rel ays GNMs and GNAMs between the MN and its HA as long as there
is an active binding for the MN at the FA
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4.6.1. Receiving CGeneric Notification Messages

If the FA receives a G\M and the "MD' value is set to 0, then it
means that the HA is asking the FAto relay the nessage to the M\

If the "MD" value is set to 1, then it neans that the target of the
notification is the FA. If the "MD" value is set to 2, then it neans
that the MN is asking the FAto relay the nessage to the HA. |f the
"MD" value is set to 3, then it nmeans that the notification cane from
the W to the FA

If the "MD" value is set to 0, then the FA MAY validate the FA-HA AE
if present. |If the FAHA AE is invalid, then all extensions between
the HA-MN AE and the HA-FA AE MJST be renoved, the FA SHOULD rel ay
the G\Mto the MN s honme address as specified in the Hone Address
field of the GNM and the MN will eventually validate the MN-HA AE to
ensure that all information sent to the MNis integrity protected.

If the FAA-HA AE is valid, the FA MJST relay the GN\Mto the MN' s hone
address as specified in the Hone Address field of the GN\M The FA
MUST NOT nodify any of the fields beginning with the fixed portion of
the G\M through the M\-HA AE or other authentication extension
supplied by the HA as an authorization-enabling extension for the M\

Furthernore, the FA MJUST process and renbve any extensions foll ow ng
the M\-HA AE. |If the FA shares a nobility security association with
the M\, the FA MAY append any of its own non-authentication
extensions that are relevant to the MN\. In this case, the FA MJST
append the MN-FA AE after these non-authentication extensions.

If the "MD' value is set to 1, the FA-HA AE MUST be checked, and the
FA MJUST check the Authenticator value in the Extension. |[|f no FA-HA
AE is found, or if nore than one FA-HA AE is found, or if the

Aut henticator is invalid, the FA MJST reject the G\M and MAY send a
GNAMto the HA with Code 68, including an ldentification field
conputed in accordance with the rules specified in Section 7.1. The
FA MJUST do no further processing with such a notification, though it
SHOULD | og the error as a security exception.

The FA MJST check that the Identification field is correct using the
context selected by the SPI within the mandatory FA-HA AE. See
Section 7.1 for a description of howthis is perforned. |If
incorrect, the FA MJST reject the G\M and MAY send a GNAM to t he
initiator with Code 69, including an lIdentification field conmputed in
accordance with the rules specified in Section 7.1. The FA MJST do
no further processing with such a notification, though it SHOULD I og
the error as a security exception.
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The FA MJST al so check that the extensions present in the Ceneric
Notification Message are permitted for use with the GNM If not, the
FA MJUST silently discard the nessage. It MJST NOT do any further
processing with such a notification, though it SHOULD | og the error.

If the FA accepts the HA's GNM it will process it based on the
specific rules for the extensions it contains. The FA MAY then reply
to the HAwith a GNAMwith Code 0O based on the "A" flag in the G\M

In the case of an FA-CoA and if the "MD" value is set to 2, if the FA
received this nmessage, and if the M\-FA AE is present, the M\-FA AE
MUST be checked, and the FA MUST check the Authenticator value in the
Extension. |If no MN-FA AE is found, or if nore than one M\-FA AE is
found, or if the Authenticator is invalid, the FA MJST silently
discard the G\M |If the MN-FA is valid, the FA MJST relay the GNMto
the HA's address as specified in the Hone Agent Address field of the
GWM The HA will eventually validate the M\M-HA AE to ensure that all
information sent to the HAis integrity protected. The FA MJUST NOT
modi fy any of the fields beginning with the fixed portion of the G\M
through the M\-HA AE or other authentication extension supplied by
the MN as an aut hori zation-enabling extension for the HA

Furthernore, the FA MJUST process and renbve any extensions foll ow ng
the MN-HA AE, and MAY append any of its own non-authentication

ext ensions of relevance to the HA, if applicable. Also, it MJST
append the FA-HA AE if the FA shares a nobility security association
with the HA

If the "MD' value is set to 3, the MNdFA AE MUST be checked, and the
FA MJUST check the Authenticator value in the Extension, as described
in Section 3.7.2.1 of [RFC5944]. If no MN-FA AE is found, or if nore
than one MN\-FA AE is found, or if the Authenticator is invalid, the
FA MJST reject the G\M and MAY send a GNAMto the MN with Code 67,
including an ldentification field conputed in accordance with the
rules specified in Section 7.1. The FA MJST do no further processing
with such a notification, though it SHOULD I og the error as a
security exception.

The FA MJST check that the Identification field is correct using the
context selected by the SPI within nmandatory MN\-FA AE. See

Section 7.1 for a description of howthis is perforned. |If
incorrect, the FA MJUST reject the G\M and MAY send a GNAM to t he
initiator with Code 69, including an lIdentification field conmputed in
accordance with the rules specified in Section 7.1. The FA MJST do
no further processing with such a notification, though it SHOULD | og
the error as a security exception.
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If the FA accepts the MN's GNM it will process it based on the
specific rules for the extensions it contains. The FA MAY then reply
to the MM with a GNAMwith Code 0O based on the "A" flag in the G\M

4.6.2. Sending Ceneric Notification Acknow edgenent Messages

The FA may need either to relay a GNAM between the MN and the HA or
to send one as a response to a GNMthat was sent to it. In both
cases, the GNAM i s defined as foll ows.

The source address is the FA address, and the destination address is
the HA's or MN's hone address.

The Code field of the GNAMis chosen in accordance with the rules
specified in Section 4.2. Wen replying to an accepted notification,
an FA SHOULD respond with Code O.

The FA might reject a notification by returning a GNAM with the Code
val ue 65 (administratively prohibited), which could be for a nunber
of reasons; 64 (reason unspecified); or 66 (insufficient resources).

If the FAis relaying this nessage to only the HA, the FA MJUST NOT
nmodi fy any of the fields beginning with the fixed portion of the GNAM
up through and including the M\-HA AE or other authentication

ext ension supplied by the MN as an authori zati on-enabl i ng extension
for the MN. Furthernore, the foreign agent MJST process and renove
any extensions following the MNNHA AE. If the FA shares a mobility
security association with the HA, the FA MAY append any of its own
non-aut hentication extensions that are relevant to the HA. In this
case, the FA MJUST append the FA-HA AE after these non-authentication
ext ensi ons.

If the notification nmessage is fromthe HA to the FA then the "M’
value is set to 5 and the ordering of the extension is: any non-

aut henti cation Extensions intended for the FA, followed by the FA-HA
AE defined in Section 3.5.4 of [RFC5944].

If the notification nmessage is fromthe MNto the FA then the "M
value is set to 4 and the ordering of the extension is: any non-
aut henti cation Extensions intended for the FA followed by the M\-FA
AE defined in Section 3.5.3 of [RFC5944].

4.6.3. Sending Generic Notification Messages

If the FAis initiating a notification to the MN using the G\NM it
MAY al so notify the HA
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In the nessage to the M\, the source address is the FA address, the
destination address is the MN's address, the "MD" value is set to 4,
and the ordering of the extension is: the notification extension,
foll owed by any non-authentication extensions intended for the M\,
followed by the MN-FA AE defined in Section 3.5.3 of [RFC5944].
Conputing the Authentication Extension Values is done in the sane
manner as in Section 3.5.1 of [RFC5944] except the payload is the
notification rather than the registration.

In the nessage to the HA, the source address is the FA's address, the
destination address is the HA s address (the "MD' value is set to 5),
and the ordering of the extension is: notification extension,

foll owed by any non-authentication Extensions intended for the HA,
foll owed by the FA-HA AE defined in Section 3.5.4 of [RFC5944].
Conputing the Authentication Extension Value is done in the sane
manner as described in Section 3.5.1 of [RFC5944], except that the
payload is the notification instead of the registration.

4.6.4. Receiving Generic Notification Acknow edgenment Messages

In the case of an FA-CoA, if the FA receives this message, and the
"MD' value is set to 2, it means that the notification

acknow edgenent nessage is fromthe MNto the HA, if the "MD' val ue
is set to 3, the nessage is fromthe MNto the FA, otherwise, it cane
fromthe HA

If the "MD" value is set to 1, the FA-HA AE MJST be checked, and the
FA MUST check the Authenticator value in the Extension. |f no FA-HA
AE is found, or if nore than one FA-HA AE is found, or if the

Aut henticator is invalid, the FA MJST silently discard the
Notification Acknow edgenent nessage. |If the FA accepted this
message, the FA MAY al so process it based on the notification event.

If the "MD" value is set to 3, and if the MN\-FA AE is present, the AE
MUST be checked, and the FA MUST check the Authenticator value in the
extension. If no MVFA AE is found, or if nore than one M\-FA AE is
found, or if the Authenticator is invalid, the FA MJST silently
discard the GNAM | f the FA accepted this nessage, the FA MAY al so
process it based on the notification event.

In the case of an FA-CoA and if the "MD" value is set to 2, if the FA
received this nessage, and if the MNFA AE is present, the M\-FA AE
MJUST be checked, and the FA MJUST check the Authenticator value in the
Extension. |If no MN-FA AE is found, or if nmore than one MN-FA AE i s
found, or if the Authenticator is invalid, the FA MJST silently
discard the GNAM |If the FA accepted the MN's GNAM it MJUST rel ay
this nessage to the HA. The FA MJUST NOT nodify any of the fields
beginning with the fixed portion of the GNAM up through and incl udi ng
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the MN-HA AE or other authentication extension supplied by the HA as
an aut hori zation-enabling extension for the M\. Furthernore, the FA
MJST process and rempve any extensions follow ng the M\:-HA AE and MAY
append any of its own non-authentication extensions of rel evance to
the HA, if applicable. Also, it MJST append the FA-HA AE, if the FA
shares a nobility security association with the HA

4.7. Home Agent Consideration

The HA MAY initiate a GNMto both the nobile node and FA and it al so
MAY receive a GNAM from both the FA and MN. The HA al so MAY receive
a G\N\Mfromthe FA, but only when there is a binding for an MN. |f
the HA receives a G\M froman FA and there is no correspondi ng MN
regi stration, the HA SHOULD drop the G\M

4.7.1. Sending CGeneric Notification Messages

In the case of an FA-CoA, the HA may either send a GNMto notify the
FA, or have the FArelay the G\Mto the MNif the MN needs to be
noti fi ed.

If the nessage is fromthe HA to the FA the source address is the
HA's address, and the destination address is the FA' s address

If the FAis working only as a relay agent, the "MD" value is set to
0, and the ordering of the extension is: the notification extension,
foll owed by any non-authentication extension expected to be used by
MN, followed by the MN-HA AE defined in Section 3.5.2 of [RFC5944],
foll owed by any non-authentication extensions intended for the FA,
foll owed by the FA-HA AE defined in Section 3.5.4 of [RFC5944].
Conputing the Authentication Extension Value is done in the sane
manner as in Section 3.5.1 of [RFC5944].

If the FAis the target of this notification nessage, then the "M
value is set to 1, and the ordering of the extension is: the
notification extension, followed by any non-authenticati on Extensions
i ntended for the FA, followed by the FA-HA AE defined in Section
3.5.4 of [RFC5944]. Computing the Authentication Extension Values is
done in the sane manner as in Section 3.5.1 of [RFC5944].

In the case of a co-located CoA, the HA MAY send a notification
message directly to the MNif it needs to be notified. The "M’
value is set to 0, and the ordering of the extension is: the
notification extension, followed by any non-authenticati on extension
expected to be used by the MN, followed by the M\-HA AE defined in
Section 3.5.2 of [RFC5944].
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4.7.2. Receiving Generic Notification Acknow edgenment Messages

In the case of an FA-CoA, if the HA receives this message, and the
"MD' value is set to 2, it means that the GNAM cane from the M\

If the "MD" value is set to 5, and the HA accepted this nessage, the

HA MAY al so process it based on the notification event. The FA-HA AE
MJUST be checked, and the HA MUST check the Authenticator value in the
extension. |If no FA-HA AE is found, or if nore than one FA-HA AE is

found, or if the Authenticator is invalid, the HA MUST silently

di scard the GNAM

If the "MD" value is set to 2, in the case of an FA-CoA, and if the
FA-HA AE is present, the FA-HA AE MJUST be checked, and the HA MUST
check the Authenticator value in the Extension. |If nore than one
FA-HA AE is found, or if the Authenticator is invalid, the HA MJST
silently discard the GNAM No matter what, the MN\-HA AE MJST be
checked, and the HA MJST check the Authenticator value in the
Extension. If no MVHA AE is found, or if nore than one M\-HA AE is
found, or if the Authenticator is invalid, the HA MIUST silently
discard the GNAM I f the HA accepted this nessage, the HA MAY al so
process it based on the notification event.

If the "MD" value is set to 2, in the case of a co-located CoA, the
M\ HA AE MUST be checked, and the HA MJUST check the Authenticator

val ue in the Extension. If no M+HA AE is found, or if nore than one
MN-HA AE is found, or if the Authenticator is invalid, the HA MJST
silently discard the GNAM |If the HA accepted this nessage, the HA
MAY al so process it based on the notification event.

4.7.3. Receiving CGeneric Notification Messages

The HA MAY receive a GNM sent fromthe FA. Wen the HA receives this
message, if the "MD' value is set to 5, this nmessage cane from FA
The FA-HA AE MUST be checked, and the HA MJUST check the Authenticator
value in the extension. |If no FA-HA AE is found, or if nore than one
FA-HA AE is found, or if the Authenticator is invalid, the HA MJST
reject the GNM and MAY send a GNAMto the FA with Code 132, including
an ldentification field conputed in accordance with the rules
specified in Section 7.1. The HA MJUST do no further processing with
such a notification, though it SHOULD | og the error as a security
exception.

The HA MJST check that the Identification field is correct using the
context selected by the SPI within a mandatory authentication
extension like MN\-HA AE or FA-HA AE. See Section 7.1 for a
description of howthis is performed. |If incorrect, the HA MJST
reject the G\NM and MAY send a GNAMto the initiator with Code 133,
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including an lIdentification field conputed in accordance with the
rules specified in Section 7.1. The HA MJST do no further processing
with such a notification, though it SHOULD I og the error as a
security exception. |If the HA accepts the FA's GNM it will process
it based on the notification extension. Furthernore, the HA MAY
reply to the FAwith a GNAMwith Code 0 based on the "A" flag in the
G\M

If the "MD" value is set to 2, this nessage comes fromthe M\. In
the case of FA-CoA, if FA-HA AE is present, it MJST be checked, and
the HA MJUST check the Authenticator value in the Extension. |If nore
than one FA-HA AE Extension is found, or if the Authenticator is
invalid, the HA MUST reject the GN\M and MAY send a GNAM to the FA
with Code 132, including an ldentification field computed in
accordance with the rules specified in Section 7.1. The HA MJST do
no further processing with such a notification, though it SHOULD | og
the error as a security exception. Al so, the M\MHA AE MIUST be
checked, and the HA MJUST check the Authenticator value in the
Extension. |If no MN-HA AE is found, or if nore than one M\-HA AE is
found, or if the Authenticator is invalid, the HA MIST reject the G\M
and MAY send a GNAMto the MN with Code 131, including an
Identification field conputed in accordance with the rules specified
in Section 7.1. The HA MJUST do no further processing with such a
notification, though it SHOULD |l og the error as a security exception.
If the HA accepts the MNs GNM it will process it based on the
notification extension. Furthernore, the HA MAY reply to the MN with
a GNAM back with Code 0 based on the "A" flag in the G\M

If the "MD' value is set to 2, in the case of a co-located CoA, the
M\- HA AE MUST be checked, and the HA MJST check the Authenticator
value in the Extension. |If no MVHA AE is found, or if nore than one
MN-HA AE is found, or if the Authenticator is invalid, the HA MJST
reject the GNM and MAY send a GNAMto the MN with Code 131, including
an ldentification field conputed in accordance with the rules
specified in Section 7.1. The HA MJST do no further processing with
such a notification, though it SHOULD | og the error as a security
exception. |If the HA accepts the MN's GNM it will process it based
on the notification extension. Furthernore, the HA MAY reply to the
M\ with a GNAMwith Code 0 based on the "A" flag in the G\M

The HA MJST al so check that the extensions present in the Ceneric
Notification Message are permitted for use with the GNM If not, the
HA MJUST silently discard the nessage. It MJST NOT do any further
processing with such a notification, though it SHOULD | og the error.

Deng, et al. St andards Track [ Page 25]



RFC 6098 M P4 Generic Notification Message April 2012

4.7.4. Sending Ceneric Notification Acknow edgenent Messages

If the G\M cane fromthe FA only, and if the "A" flag is set in the
G\NM then the HA MUST send a GNAM  The nessage is as follows: The
source address is the HA' s address, the destination address is the
FA' s address, and the "MD' value is set to 1. The ordering of the
extension is: any non-authentication Extensions intended for the FA
foll owed by the Foreign-Hone Authentication extension defined in
Section 3.5.4 of [RFC5944].

The Code field of the GNAMis chosen in accordance with the rules
specified in Section 4.2. Wen replying to an accepted GNM an M
SHOULD respond wi th Code O.

If the G\NM cane fromthe M\, and if the "A" flag is set in the G\M
then the HA MUST send a GNAM The nmessage is as follows: The source
address is the HA' s address, the destination address is the FA's
address, and the "MD' value is set to 0. The ordering of the
extension is: any non-authentication extensions intended for the M
foll owed by the MN-HA AE defined in Section 3.5.2 of [RFC5944],
optionally foll owed by any non-authentication extensions intended for
the FA, optionally followed by the M\-FA AE defined in Section 3.5.3
of [ RFC5944].

5. Future Extensibility

Thi s docunent defines the Generic Notification Message used with the
Message String Extension [ RFC4917].

However, it is possible to define new notification-related extensions
for use with the Generic Notification Message, for cases where the
notification is intended to have a semantic content and is intended
for the HA, FA, or M\, rather than for the user

5.1. Exanpl es of Possibl e Extensions

One exanpl e of such usage, which would have been defined in this
docunent if it hadn’t already been defined as a separate nmessage, is
the Registration Revocation Message [RFC3543]. This is a nessage
sent fromthe HAto the FA(s) or MNto notify the receiving node that
a currently active registration is being revoked. The use case for
this is clearly laid out in [ RFC3543].

Anot her exanpl e woul d be managed mai nt enance sw tch-over between HA

i nstances, where an HA due to go down for maintenance could direct
the MNs registered with it to re-register with another specified HA
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Such a nessage could al so be used for nanaged | oad bal ancing. There
is currently no support for such forced switch-over in the Mbile
| Pv4 protocol

Yet another exanple is when the prefix set handl ed by an M Pv4 NEMO
[ RFC5177] HA changes; to ensure proper routing, the nobile router
needs to be notified about the change so that its internal routing
rul es may be updat ed.

One final exanple is home network changes that require host
configuration changes, for instance, a change of address for the DNS
server or another network server. Again, this is a case where the HA
woul d want to notify the MN of the change, so that service

i nterruptions can be avoi ded.

5.2. Extension Specification

In order to avoid nmaking the M Pv4 CGeneric Notification Message a
generic protocol extension mechani sm by which new protocol mechani sns
coul d be inplenented without appropriate discussion and approval, any
new extensions that are to be used with the Generic Notification
Message nust be registered with | ANA, where registrationis limted
by the ' RFC Required’ policy defined in [ RFC5226].

I f additional extensions are specified for use with the Generic
Notification Message, the practice exenplified in [ RFC5944] and

rel ated specifications should be followed. Generally, it has not
been necessary so far to provide versioning support wthin individua
extensions; in a few cases, it has been necessary to define new
extensions with new extension nunbers where a generalization of a
pre-exi sting extension has been needed. Wth the current rate of

ext ensi on nunber consunption, that seens to be an acceptable

appr oach.

If at sone point extensions are specified for use with the CGeneric
Notification Message that overlap with pre-existing notification
messages, the authors of the specification should consider providing
a method to flag which notification messages are supported, and which
notification message usage is requested, in a manner simlar to the
way tunneling nmethod capabilities and usage requests are flagged in
the Mobile | Pv4 base specification [ RFC5944].

Encoded in the extension nunber of Mbile |Pv4d extensions is the

noti on of ’'skippable’ and ’'not skippable extensions; see Section 1.8
of [RFC5944]. This notion is also applicable when extensions are
used with the Generic Notification Message: It is not required that a
recei ver understand a ski ppabl e extension, but a non-ski ppabl e

ext ensi on needs to be handl ed according to Section 1.8 of [RFC5944]
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(i.e., the nessage nust be silently discarded if the extension is not
recogni zed). This docunent does not specify any change fromthe
Mobi | e | Pv4 base specification [ RFC5944] in this respect.

6. | ANA Consi derations

Thi s docunent defines two new nessages, the Generic Notification
Message described in Section 4.1, and the Generic Notification
Acknowl edgenent Message described in Section 4.2. The nessage
nunbers for these two nessages have been allocated fromthe sane
nunber space used by the Registrati on Request and Regi stration Reply
messages i n [ RFC5944].

The Generic Notification Message may only carry extensions that are
explicitly permtted for use with this nmessage. Section 4.1 of this
docunent defines 4 extensions that are permitted. |ANA has added a
columm to the registry of Mbile I Pv4d extensions, which will indicate
for each extension if it is permtted for use with the Generic
Notification Message. Approval of new extensions that are permtted
for use with the Generic Notification Message requires that they be
defined in an RFC according to the ' RFC Required’ policy described in
[ RFC5226] .

The Generic Notification Acknow edgenment Message, specified in
Section 4.2, has a Code field. The nunber space for the Code field
values is new and al so specified in Section 4.2. The Code number
space is structured according to whether the notification was
successful, the HA denied the notification, the FA denied the
notification, or the M\ denied the notification, as follows:

0 Success Code

64- 69 Error Codes fromthe FA
128- 133 Error Codes fromthe HA
192-197 Error Codes fromthe M

Approval of new Code val ues requires expert review.
7. Security Considerations

This specification operates with the security constraints and

requi renents of [RFC5944]. This neans that when this nessage is
transmtted between the MN and the HA, the M\-HA AE i s REQUI RED; when
this message is transmtted between the MN and the FA the M\-FA AE
is REQUI RED;, when this nessage is transmtted between the FA and the
HA, the FA-HA AE is REQU RED. It extends the operations of the M\
HA, and FA defined in [RFC5944] to notify each other about sone
events. The GNM defined in this specification could carry
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information that nodifies the nobility bindings. Therefore, the
message MJUST be integrity protected. Replay protection MIST al so be
guar ant eed.

RFC 5944 provides replay protection only for Registration Requests
sent by the M\. There is no mechanismfor replay protection for
messages initiated by an FA or HA. The 64-bit ldentification field
specified in this docunent (Sections 4.1 and 4.2) for the GNMis used
to provide replay protection for the notification nessages initiated
by the FA or HA

7.1. Replay Protection for GNMs and GNAMs

The ldentification field is used to |l et the receiving node verify
that a G\M has been freshly generated by the sendi ng node, not

repl ayed by an attacker from sone previous notification. Two nethods
are described in this section: tinmestanps (REQU RED) and "nonces"
(OPTIONAL). Al senders and receivers MJST inpl enent tinestanp-based
replay protection. These nodes MAY al so inpl enent nonce-based repl ay
protection

The style of replay protection in effect between any two peer nodes
anong the M\, FA, and HA is part of the nopbile security association.
A sendi ng node and its receiving node MJST agree on whi ch nethod of
replay protection will be used. The interpretation of the
Identification field depends on the nethod of replay protection as
described in the subsequent subsecti ons.

What ever nethod is used, the loworder 32 bits of the Identification
field MUST be copi ed unchanged fromthe G\Mto the GNAM The

recei ver uses those bits (and the sender’s source address) to match

the GNAM with corresponding replies. The receiver MJST verify that

the loworder 32 bits of any GNAM I dentification field are identica
to the bits it sent in the G\M

The ldentification in a new GNM MUST NOT be the sane as in an
i medi ately preceding GNM and SHOULD NOT repeat while the sane
security context is being used between the MN and the HA

7.1.1. Replay Protection Using Tinmestanps

The basic principle of tinestanp replay protection is that the node
generating a nessage inserts the current time of day, and the node
recei ving the message checks that this tinestanp is sufficiently
close to its own tine of day. Unless specified differently in the
security association between the nodes, a default value of 7 seconds
MAY be used to limt the time difference. This value SHOULD be
greater than 3 seconds. Obviously, the two nodes nust have
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adequat el y synchroni zed tinme-of-day clocks. As with any nmessages,
time synchroni zati on nessages may be protected agai nst tanpering by
an aut hentication mechani sm determ ned by the security context

bet ween the two nodes.

In this docunment, the tinmestanps are used, and the sender MJST set
the lIdentification field to a 64-bit value formatted as specified by
the Network Time Protocol (NTP) [RFC5905]. The |ow order 32 bits of
the NTP format represent fractional seconds. Note, however, that
when using tinestanps, the 64-bit Identification used in a G\M from
the sender MUST be greater than that used in any previous GNM as the
receiver uses this field also as a sequence nunber. Wthout such a
sequence nunber, it would be possible for a del ayed duplicate of an
earlier GNMto arrive at the receiver (within the clock
synchroni zati on required by the receiver), and thus be applied out of
order, mstakenly altering the sender’s current status.

Upon receipt of a GNMw th an authorization-enabling extension, the
recei ver MJST check the Identification field for validity. |n order
to be valid, the tinmestanp contained in the Identification field MJST
be cl ose enough to the receiver’s tine-of-day clock and the tinestanp
MUST be greater than all previously accepted tinestanps for the
requesting sender. Tine tolerances and re-synchronization details
are specific to a particular nobility security association.

If the timestanmp is valid, the receiver copies the entire
Identification field into the GNAM and it returns the GNAMto the

sender. If the tinmestanp is not valid, the receiver copies only the
| ow-order 32 bits into the GNAM and supplies the high-order 32 bits
fromits own tinme of day. 1In this latter case, the receiver MJST

reject the notification by returning Code 69, 133, or 197
(notification lIdentification msmatch) in the GNAM

Furthernore, the receiver MJST verify that the | oworder 32 bits of
the ldentification in the GNAM are identical to those in the rejected
G\M attenpt, before using the high-order bits for clock re-
synchroni zati on.

7.1.2. Replay Protection Using Nonces

The basic principle of nonce replay protection is that node A

i ncludes a new random nunber in every nessage to node B, and checks
that node B returns that sanme nunber in its next nessage to node A
Bot h nessages use an authenticati on code to protect against
alteration by an attacker. At the sane tinme, node B can send its own
nonces in all nmessages to node A (to be echoed by node A), so that it
too can verify that it is receiving fresh nessages
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The recei ver may be expected to have resources for conputing pseudo-
random nunbers useful as nonces, according to [ RFC4086]. It inserts
a new nonce as the high-order 32 bits of the Identification field of
every GNAM The receiver copies the loworder 32 bits of the
Identification field fromthe GN\Minto the | oworder 32 bits of the
Identification field in the GNAM \When the sender receives an

aut henticated GNAM fromthe receiver, it saves the high-order 32 bits
of the lIdentification field for use as the high-order 32 bits of its
next G\M

The sender is responsible for generating the |oworder 32 bits of the
Identification field in each GN\M ldeally, it should generate its
own random nonces. However, it may use any expedi ent nethod,

i ncludi ng duplication of the random value sent by the receiver. The
met hod chosen is of concern only to the sender because it is the node
that checks for valid values in the GNAM The hi gh-order and | ow
order 32 bits of the Identification chosen SHOULD both differ from
their previous values. For each notification nessage, the receiver
uses a new hi gh-order value and the sender uses a new | ow order

val ue.

If a GN\Mis rejected because of an invalid nonce, the GNAM al ways
provi des the sender with a new nonce to be used in the next nessage.
Thus, the nonce protocol is self-synchronizing.

7.2. Non-Authentication Extensions Handling in the Foreign Agent

When the FA is relaying a G\M between the MN and the HA, and if the
FA does not share a nobility security association with the MN or HA,
al | non-authentication extensions between the MN and FA, or FA and
HA, are not protected. In this case, all non-authentication

ext ensi ons shoul d be silently discarded.
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