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1.

I nt roducti on

Mobile | Pv6 [ RFC3775], Dual -Stack M Pv6 (DSM Pv6) [RFC5555], and

Net work Mobility (NEMO) Basic Support [RFC3963] allow a nobile node /
nmobil e router to nanage its nobility using the binding update
message, whi ch binds one care-of address to one hone address and
associ ated nobil e networks. The bi ndi ng update nessage can be sent
to the home agent. |In Mbile IPv6, the binding update can al so be
sent to a correspondent node or to a nobility anchor point (see

[ RFC5380]). The semantics of the binding update are linmted to
care-of address changes. That is, [RFC3775], [RFC5555], and

[ RFC3963] do not allow a mobile node / nobile router to bind nore
than one address to the honme address. |In [RFC5648], Mbile |Pv6 and
NEMO Basi ¢ Support are extended to allow the binding of nore than one
care-of address to a home address. This specification further
extends Mohile I Pv6, DSM Pv6, and NEMO Basic Support to allow themto
specify policies associated with each binding. A policy can contain
a request for special treatnent of a particular IPv4 or |IPv6 flow,
which is viewed as a group of packets matching a traffic sel ector
Hence, this specification allows a nmobile node / nmobile router to
bind a particular flowto a care-of address w thout affecting other
flows using the same hone address. |In addition, this specification
allows to bind a particular flowto a particular care-of address
directly with correspondent node and nobility agents (i.e., hone
agents [RFC3775] and mobility anchor points [RFC5380]).

In this docunment, a flowis defined as a set of |IP packets matching a
traffic selector. A traffic selector can identify the source and
destination |IP addresses, transport protocol nunber, the source and
destination port nunbers and other fields in I P and higher-I|ayer
headers. This specification does not define traffic selectors, which
are going to be defined in other specifications. This specification,
however, does define the traffic selector sub-option format to be
used for any specific traffic selector.

Using the flow identifier option introduced in this specification, a
mobi |l e node / nobile router can bind one or nore flows to a care- of
address while nmaintaining the reception of other flows on another
care-of address. The nobile node / mobile router assenbles the flow
bi ndi ng requests based on | ocal policies, link characteristics, and
the types of applications running at the tinme. Such policies are
out side the scope of this docunent.

It should be noted that the flow identification nmobility option can
be associated with any binding update, whether it is sent to a
mobil ity agent or a correspondent node.
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Not e that per-packet |oad bal anci ng nmay have negative inpacts on TCP
congesti on avoi dance mechanisnms as it is desirable to maintain order
bet ween packets belonging to the sane TCP connection. This behavi or
is specified in [RFC2702]. Qher negative inpacts are al so foreseen
for other types of real-tine connections due to the potentia
variations in round-trip time between packets. Moreover, per-packet
| oad-bal ancing will negatively affect traffic with anti-replay
protection mechani sms. Hence, per-packet |oad bal ancing is not
envisioned in this specification

In the rest of the docunment, the term"nobile node" is used to
designate either a nobile node as defined in [ RFC3775] and [ RFC5648],
or a nobile router as defined in [RFC3963] unl ess stated otherw se.

2. Requirements Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Term nol ogy

Ternms used in this docunent are defined in [ RFC3753] and [ RFC4885].
The following terms are al so used in this docunent:

Flow. A flowis a sequence of packets for which the nobile node
(MN\) desires special handling either by the hone agent (HA), the
correspondi ng node (CN) or the nobility anchor point (NAP)

Traffic Selector: One or nore paraneters that can be matched
against fields in the packet’'s headers for the purpose of
classifying a packet. Exanples of such paraneters include the
source and destination | P addresses, transport protocol nunber,
the source and destination port nunbers, and other fields in IP
and hi gher-1ayer headers.

Fl ow binding: It consists of a traffic selector, and one or nore
binding identifiers (BIDs). |P packets fromone or nore flows

that match the traffic selector associated with the flow binding
are forwarded to the Bl Ds associated with the sane fl ow bi ndi ng.

Flow Identifier: Aflowidentifier uniquely identifies a flow
bi ndi ng associated with a nobile node. It is generated by a
mobi |l e node and is cached in the table of flow binding entries
mai ntai ned by the M\, HA, CN, or MNAP.
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4. Mobile | Pv6 Extensions

This section introduces extensions to Mdbile I Pv6 that are necessary
for supporting the flow binding mechani sm described in this docunent.

4.1. Definition Update for Binding Identifier Mbility Option

Thi s specification updates the definition of the Binding ldentifier
Mobility option defined in [RFC5648], as foll ows:

1 2 3
01234567890123456789012345678901
T S e

| Type = 35 | Lengt h |

B i s T T i i o S o T Ji I
Bi nding I D (BID) | St at us | H Bl D- PRI |

T e e e e e e S S T +
+ +

| Pv4 or 1 Pv6 Care-of Address (CoA)

+ +
o m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmem o +

Figure 1: The Binding ldentifier Mbility Option
Bl D- PRI

This is a 7-bit unsigned integer placing each BIDto a relative
priority (PRI) with other registered BIDs. Value '0' is
reserved and MJUST NOT be used. A |lower nunber in this field

i ndi cates a higher priority, while BIDs with the sane Bl D-PRI
val ue have equal priority neaning that, the BID used is an

i npl ementation issue. This is consistent with current practice
in packet classifiers.

4.2. Flow ldentification Mbility Option

The flow identification nobility option is a new mobility option
[ RFC3775], and it is included in the binding update and

acknow edgenent nessages. This option contains information that
all ows the receiver of a binding update to install policies on a
traffic flow and route it to a given care-of address. Miltiple
options may exist within the same bindi ng update nessage. The
alignment requirenent for this option is 2n.
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Option Type | Option Len | FI D |
e T o i i T S I S e e
| FI D- PRI | Reserved | St at us |
i e e R e s o e e o i i o S N B T
| Sub- options (optional)

B il s S S S S I S i

Figure 2: The Flow lIdentification Mbility Option
Option Type
45
Option Len
Length of the option in octets as per [RFC3775].
FI D

The Flow Identifier field is a 16-bit unsigned integer that

i ncludes the unique identifier for the flow binding. This
field is used to refer to an existing flow binding or to create
a new fl ow binding. The value of this field is set by the
mobil e node. FID = 0 is reserved and MJUST NOT be used.

FI D- PRI

This is a 16-bit unsigned integer priority field to indicate
the priority of a particular option. This field is needed in
cases where two different flow descriptions in tw different
options overlap. The priority field decides which policy
shoul d be executed in those cases. A |ower nunber in this
field indicates a higher priority. Value 'O is reserved and
MUST NOT be used. FID PRI MJST be unique to each of the flows
pertaining to a given MN. |In other words, two FIDs MJUST NOT be
associated with the sane FI D-PRl val ue.

St at us

This 8-bit unsigned integer field indicates the success or
failure of the flow binding operation for the particular flow
in the option. This field is not relevant to the binding
updat e nessage as a whole or to other flow identification
options. This field is only relevant when included in the
Bi ndi ng Acknow edgenment nessage and nust be ignored in the
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bi ndi ng update nessage. The follow ng values are reserved for
the Status field within the flow identification mobility
opti on:
0 Fl ow bi ndi ng successf ul
128 Administratively prohibited
129 Fl ow binding rejected, reason unspecified
130 Flow identification nobility option malforned
131 BI D not found
132 FID not found
133 Traffic selector format not supported
Sub-options (optional)
Zero or nore sub-options, defined in Section 4.2.1.
4.2.1. Flow ldentification Sub-Options Definition
Fl ow i dentification sub-options are encoded wi thin the remaining
space of the flow identification mobility option, using a sub-option
type-1l ength-value (TLV) format as foll ows:
0 1 2 3
01234567890123456789012345678901
- e i i i i I S i sl S S S S e

+- - +-
Sub- Opt Type | Sub-Opt Length | Sub- Opti on Data. ..
i T i T S e i S R g ol S I R S S

+

+— +
+

Figure 3: Flow Identification Sub-Option Fornat
Sub- Opt Type

8-bit unsigned integer indicating the sub-option Type. When
processing a flow identification nobility option containing an
option for which the sub-option Type value is not recogni zed by
the receiver, the receiver MIST silently ignore and skip over
the sub-option, correctly handling any renmaining sub-options in
the sanme option.
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Sub- Opt Len

8-bit unsigned integer, representing the length in octets of
the flow identification sub-option. This field indicates the
| ength of the sub-option not including the Sub-Opt Type and
Sub- Opt Length fields. Note that Sub-Opt Type 'O’

(Section 4.2.1.1) is a special case that does not take a Sub-
Opt Length field.

Sub- Opti on Data

A variable length field that contains data specific to the sub-
opti on.

The foll owi ng subsections specify the sub-option Types that are
currently defined for use in the flow identification option

I mpl enentati ons MJUST silently ignore any sub-options that they do not
under st and.

These sub-options may have alignnent requirements. Follow ng the
convention in [ RFC3775], regarding nobility options, these sub-
options are aligned in a packet so that nulti-octet values within the
sub-option Data field of each sub-option fall on natural boundaries
(i.e., fields of width n octets are placed at an integer nultiple of
n octets fromthe start of the header, for n =1, 2, 4, or 8).

4.2.1.1. Padl

The Padl sub-option does not have any alignnent requirenents. |Its
format is as foll ows:

0
01234567

i ok It S S R R
| Sub-Opt Type |
e T e ek
Sub- Opt Type
0
NOTE: The fornmat of the Padl sub-option is a special case -- it has

neit her sub-option Length nor sub-option Data fields.

The Padl sub-option is used to insert one octet of padding in the
flowidentification option. |If nore than one octet of padding is
requi red, the PadN sub-option, described next, should be used rather
than nultiple Padl sub-options.
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4.2.1.2. PadN

The PadN sub-option does not have any alignnent requirenents. |Its
format is as foll ows:

0 1
0123456789012345

B i s i T e R S R S S e
| Sub-Opt Type | Sub-Opt Len | Option Data

R i T R e i it i i S e e

Sub- Opt Type

1
Sub- Opt Len

Set to the length of the sub-option.
Sub- Opt Dat a

0 or nore bhytes set to 0 by the sender and ignored by the
receiver.

The PadN sub-option is used to insert two or nore octets of padding
inthe flowidentification mobility option. For N octets of padding,
the sub-option Length field contains the value N, and the sub-option
Data field consists of N-2 zero-valued octets. PadN sub-option Data
MUST be ignored by the receiver.

4.2.1.3. Binding Reference Sub-Option

This section introduces the binding reference sub-option, included in
the flowidentification nobility option. A node MJUST NOT i ncl ude
nmore than one binding reference sub-options in a given flow binding
identification option. The binding reference sub-option includes one
or more BIDs defined in Miultiple Care-of Addresses (MCoA) [ RFC5648].
Thi s sub-option associates the flow described in a flow
identification nobility option with one or nore regi stered BIDs.

When binding a flow using this sub-option, the binding identifier
mobility option, defined in [ RFC5648], MJST be included in either the
same or an earlier binding update (BU). The binding reference sub-
option is shown below. The alignment requirenent for this sub-option
is 2n.
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Sub- Opt Type | Sub-Opt Len | BI D |
i i i T i I S i e s o o i i
| BID ........

i R e
Figure 4: The Bi ndi ng Reference Sub-Option
Sub- Opt Type
2
Sub- Opt Len
Vari abl e
BI D

A 16-bit unsigned integer indicating the BID that the nobile
node wants to associate with the flow identification option.
One or nore BID fields can be included in this sub-option.
Since each BIDis 2 bytes long, the value of the Sub-opt Len
field indicates the nunber of BIDs present. Nunber of BIDs =
Sub- Opt Len/ 2.

4.2.1.4. Traffic Selector Sub-Option

The traffic selector sub-option includes the paraneters used to nmatch
packets for a specific flow binding. A node MJST NOT include nore
than one traffic selector sub-option in a given flow binding
identification option.

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Sub- Opt Type | Sub-Opt Len | TS For mat | Reserved |
B i s T T i i o S o T Ji I
| Traffic Selector

e o ok e o

Figure 5: The Traffic Sel ector Sub-Option
Sub- Opt Type
3
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Sub- Opt Len
Vari abl e
TS For mat

An 8-bit unsigned integer indicating the Traffic Sel ector Format.
Val ue "0" is reserved and MUST NOT be used.

Reser ved

An 8-bit reserved field. It MJST be set to zero by the sender and
i gnored by the receiver.

Traffic Sel ector

A variable-length field, the format and content of which is out of
scope for this specification. The traffic selector defined in
[ RFC6088] is nandatory to inplenent.

4.2.2. Flow Summary Mobility Option

The flow summary nobility option is a new nobility option [ RFC3775],

whi ch includes one or nore flowidentifiers (FIDs) for the purpose of
refreshing their state. The alignnent requirenment for this optionis
2n.

0 1 2 3

01234567890123456789012345678901

R s i o e i ol S e S e T ik ik T S e T S T S

Option Type | Option Len | FI D |

i T o T T i T A S S S T
FID ........

ik S T A

+-
I
+-
|
+-

Figure 6: The Flow Sunmary Mobility Option
Option Type
44
Option Length

Length of the option in octets as per [RFC3775].
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FI D

A 16-bit unsigned integer indicating a registered FID. One or
nmore FID fields can be included in this option. Nunber of FIDs
= Option Len/2.

4.3. Flow Bindings Entries List and Its Relationship to Binding Cache

The conceptual Mobile I Pv6 binding cache was defined in [ RFC3775] to
identify the nobile IP state nmintained by the nobile node, nmobility
agent, and correspondent node. The binding cache includes, anong
others, the nobile node’'s home address, the registered care-of
address, and the lifetime of the binding. The binding cache has been
ext ended by [ RFC5648] to include nore than one care-of addresses and
to associate each of themw th a binding identifier (BID).

Thi s specification does not nodify the Mbile | Pv6 binding cache any
further.

Fl ow bi ndi ngs can be thought of as a conceptual list of entries that
is separate fromthe binding cache. The flow bindings |ist contains
an entry for each of the registered flow bindings. Flow binding
entries point to an entry in the binding cache by neans of the BID
Each flow binding entry includes the foll ow ng paraneters:

o FID (Flow ldentifier): For a given nobile node, identified by its
primary honme address, the FID MJUST uniquely identify an entry,
i.e., a unique flow binding. Each nobile node can only have a
single entry identified by a given FID at any one tine. A given
FI D nunber space is used for all the addresses associated to a
given MN by the HA (e.g., via [RFC3963]). Different nobile nodes
use the sane FI D nunber space.

o A Traffic Selector: Included in a traffic selector sub-option
o BID(s): The list of BlIDs associated with the entry as defined by
the binding reference sub-option included in the FID option that

created it.

o Activel/lnactive flag: This flag indicates whether the entry is
active or inactive.

o0 FIDPRI: This field indicates the priority of the fl ow binding and
is used to break the tie between overl appi ng fl ow bi ndi ngs.
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The flow bindings list is associated with a given nobile node, and
the correspondent binding cache. An entry in the flow bindings Iist,
however, is identified by the FID and the list is ordered according
tothe FID-PRI field as defined in the FID option that created each

entry.

A valid BIDis required to nmake the entry "Active'. If all of the
BIDs pointed to by a given entry are deregistered [ RFC5648], the flow
bi nding entry becomes ’lnactive’, in other words it does not affect
data traffic. Note that an entry beconmes 'Inactive only if all of
the BIDs are deregistered. |If only some of the BIDs are still valid,

the invalid BIDs are sinply ignored.

Al so, note that the state described in this section is maintained by
the mobil e node as well as in mobility agents and correspondent
nodes. As such, the nobile node is fully aware of which BIDs are
valid at any time and which flow binding entries are active/inactive.
Section 5 defines how these flow binding entries are mani pul ated by
the nmobile node in detail.

As an example, the follow ng represents an ordered flow binding entry
table for a nobile node that has registered multiple care-of
addresses and fl ow bi ndi ngs.

FI D- PRI FID Traffic Sel ector Bl Ds Al
10 4 TCP 2 Active
30 2 sr cAddr =I Py 4 I nactive
40 5 UDP 1,3 Active

Ordered Flow Binding Entries

According to the above list of flow binding entries, all TCP traffic
will match the first entry, and will be forwarded to BI D2,
corresponding to a given care-of address (I1P3), as shown bel ow.

The second entry is marked as 'l nactive since the BID 4 does not
exist in the ordered list of BID entries below Inactive entries do
not affect traffic, i.e., packets are not nmatched agai nst them

Any UDP traffic that does not match any of the earlier entries wll
match the third rule, at which point it will be replicated and
forwarded to BIDs 1 and 3, corresponding to care-of addresses |P1 and
| P2 shown bel ow.
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5.

5

Finally, any renmining packets that do not match any of the entries
above will be sinply forwarded to the care-of address indicated by
the highest order BIDin the table below. In the exanple, such
packets will be forwarded to BIDl1 corresponding to care-of address
| P1.

Bl D- PRI BI D CoA
20 1 I P1
30 3 I P2
30 2 I P3

Ordered BID Entries

Mobility agent and correspondi ng node inpl ementations should take
care to avoid flow binding rules affecting the fundanental operation
of Mobile IPv6 and its extensions. |In particular, flow binding rules
MUST NOT apply to Mbile | Pv6 signaling generated by nmobility agents
and correspondi ng nodes comunicating with a given nobil e node, since
that could adversely affect the operation of the protocol. O her,
non-M Pv6 traffic generated by these entities SHOULD be mat ched

agai nst the nobile node’'s flow binding rules as nornal.

Pr ot ocol Operations
1. Genera

This specification introduces a flow bindings Iist of entries and an
ordered list of flow binding identifiers, allow ng nobile nodes to
associate flow binding policies with the registered care- of

addr esses.

The flow identification nmobility option defines how the nobile node
can control a set of flow binding entries maintained in a mohility
agent, or correspondent node.

This specification allows nobile nodes to direct flows to a
particul ar care-of address. The granularity of what constitutes a
fl ow depends on the traffic sel ector used.

The remai nder of this section discusses how nobil e nodes can use the
options and sub-options defined in this document when sendi ng bi nding
updates to the correspondent node, honme agent, or nobility anchor
point. In addition, refresh, deletion, and nodification of flow
binding entries are all discussed bel ow
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5.1.1. Preferred Care-of Address

Any node that supports this specification MIUST mai ntain an ordered
list of care-of addresses for each nobile node for which it maintains
a list of flow bindings. The ordered |ist of care-of addresses is
built based on the BID-PRI field of the binding identifier nobility
option (see Section 4.1).

The ordered list of BIDs is used to determ ne how to forward a packet
to a given nobile node when the packet does not match any of the flow
binding entries defined in Section 4.3. A packet that does not match
any of the flow binding entries SHOULD be forwarded to the care-of
address identified by the BID with the highest priority, i.e., |owest
Bl D- PRI val ue

5.2. Mbbil e Node Considerations

This specification allows the nobile node to naintain severa
bindings with its nobility agent and correspondent nodes, and it
allows it to direct packets to different care-of addresses according
to fl ow bi ndi ngs.

The nobility agent and correspondent node list of flow bindings is
mani pul ated by the nobile node, via flow identification and fl ow
summary nobility options included in binding update nmessages. Each
fl ow bi ndi ng update can add, nodify, refresh, or delete a given

bi nding. Mre than one flow identification nobility option MAY be
included in the same bi nding update, but each of them MJUST include a
different FID. In other words, two flow identification options in

t he same nessage cannot be about the sanme flow bindi ng.

Al flow binding state MIST be refreshed in every binding update the
mobi | e node sends. Any previously registered flow binding that is
not included in a given binding update will be deleted. So, any flow
bi ndi ngs that are not added or nodified by a flow identification
mobility option, but have previously registered and need to be

mai nt ai ned, MUST be included in a flow sunmary nobility option.

5.2.1. Sending BUw th BID Options

This specification (see Section 4.1) updates the definition of the
binding identifier nobility option, originally defined in [ RFC5648].
According to this specification, the BID option includes a Bl D PRI
field assigning each registered care-of address a priority, and thus
pl aces themin an ordered list, as also described in Section 4. 3.

To ensure backwards conpatibility with [ RFC5648], for the purpose of
this specification, the field BID-PRI MJST NOT be set to zero.

Tsirtsis, et al. St andards Track [ Page 15]



RFC 6089 Fl ow Bi ndi ng January 2011

Recei ver inplenmentation of this specification will take a BlID PR
field of value zero as an indication that this is a BID option of the
format defined in [ RFC5648].

Mobi | e nodes supporting this specification MJST use the BID option
format defined in Section 4.1. Mdbile nodes MIJST al so register al
care-of addresses using the updated BID option format, either in the
same BU as any flow identification nobility options using themor in
earlier BUs.

5.2.2. Sending BUwith Flow Identification Mbility Options
5.2.2.1. New Fl ow Bi ndi ngs

VWhen addi ng a new fl ow binding, a nobile node sends the fl ow
identification nobility option in the binding update, with the FID
field set to a value that is not already present in the list of flow
bi nding entries nmaintained by the receiver. The care-of address(es)
associ ated with each flow identification nobility option in the

bi ndi ng update nust be logically registered by this binding update,
or nmust have al ready been registered by the receiver of the binding
update in an earlier binding update, as defined in Section 5.2.1.

The flow identification nobility option MJUST include a unique flow
identifier inthe FIDfield. The FID need only be unique for the
recei ver of the binding update and for the same sender, i.e., the
same FID can be used across different receivers of the binding
update, for the same sender. The FID-PRI field is set to the desired
uni que priority of the FID, defining the order of the flow binding to
be added in the list of flow binding entries, as defined in

Section 4.3. The Status field is set to zero in all binding update
messages.

Since this flowidentification nobility option is requesting the
addition of a new flow binding in the Iist of flow bindings

mai nt ai ned by the receiver, the nobile node MJIST include exactly one
traffic selector sub-option (see Section 4.2.1.4) describing the flow
associated with the new flow binding. The TS Format field of the
traffic sel ector sub-option MIJST be set to the non-zero value of the
format used by the nobile node.

The nobile node MJUST al so include exactly one BID reference sub-

option (see Section 4.2.1.3) to associate the flow binding with a
gi ven set of BIDs and correspondi ng CoAs.
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5.2.2.2. Updating Fl ow Bi ndi ngs

Fl ow bi nding nodification is essentially a process where paraneters
associated with an existing flow binding in the list of flow binding
entries are replaced by paranmeters included in the flow
identification nobility option, and the sane FIDis maintained. Wth
this procedure, the nobile node can change the priority, the BlID(s),
and/or the traffic selector associated with a flow bi ndi ng.

To nodify an existing flow binding, the nobile node MIST send a

bi ndi ng update with a flow identification option, with the FID field
set to one of the FID values already in the list of flow binding
entries. The FID-PRI field MJST be set to the priority value for the
flow binding entry. The Status field is set to zero since this
option is in a binding update.

The nobil e node MAY include exactly one traffic selector sub-option
(see Section 4.2.1.4) describing the updated flow to be associ ated
with the flow binding. The nobile node MAY, however, onmit the
traffic selector sub-option if it wants the traffic sel ector
currently associated with the flow binding entry identified by the
FID field to be naintai ned.

The nobil e node MAY include exactly one binding reference sub-option
(see Section 4.2.1.3) to associate the existing flow binding with a
new set of CoAs. The nobile node MAY omit the binding reference sub-
option if it wants the BIDs currently associated with the flow
binding entry identified by the FID field to be maintai ned.

Note that it is also possible for the nobile node to effectively
nmodi fy the effect of a flow binding entry without actually changi ng
the entry itself. This can be done by changi ng the CoA associ at ed
with a given BID, which is a process defined in detail in [ RFC5648].

5.2.3. Sending BUwith a Flow Sunmary Option

When the nobil e node sends a binding update, it MJST refresh all flow
bindings it wants to maintain even if it does not want to change any
of their paraneters.

To refresh an existing flow binding, the nobile node MIST send a

bi ndi ng update with a flow summary option. The flow summary option
MUST i nclude one or nore FID fields, as indicated in Section 4.2.2.
Each FID field included MIJST be set to one of the FID val ues al ready
inthe list of flow binding entries. Each flow summary nmobility
option can identify up to 127 FIDs, so nore than one such option can
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be included in a binding update nmessage as required. A given FID
SHOULD NOT be included nore than once in all of the flow summary
mobility options included in a given binding update message.

Any flow bindings (active or inactive) that are not identified in a
bi ndi ng update will be renoved fromthe list of flow binding entries.

Note that any inactive flow bindings, i.e., flow bindings wthout
associated BlIDs that are marked as 'l nactive’ in the list of flow
bi nding entries (see Section 4.3), MJST al so be refreshed, or

nodi fied, to be maintained. |f they are not included in a BU
message, they will be renoved.

5.2.4. Renoving Fl ow Bi ndi ngs

Renoval of flow binding entries is perforned inplicitly by onission
of a given FID from a bi ndi ng update.

To renove a flow binding, the MN sinply sends a binding update
message that includes flowidentification and flow summary nobility
options for all the FIDs that need to be refreshed, nodified, or
added, and sinply omts any FIDs that need to be renoved.

Note that a nobile node can also render a flow binding inactive by
removing the Bl Ds associated with it, without renoving the flow
binding itself. The procedure for renoving a BIDis defined in
detail in [RFC5648].

When all the Bl Ds associated with a flow binding are renoved, the

fl ow bi nding MUST be narked as 'Inactive’ in the list of flow binding
entries, as shown in Section 4.3. In other words, the state
associated with the flow bi nding MUST be mai ntai ned, but it no | onger
affects the nobile node’s traffic. The MN can return an inactive
flow binding to the active state by using the flow binding
nodi fi cation process, described in Section 5.2.2.2, to associate it
again with one or nore valid BIDs.

5.2.5. Returning Hone

This specification is conpatible with the honme registration
procedures defined in [RFC3775] and [ RFC5648]. More specifically, if
the nmobil e node performs a deregistration in the [RFC3775] style, al
of its bindings, including flow bindings are deleted. |If the nobile
node, however, performs a hone registration in the [ RFC5648] style,
then the hone Iink is associated with a specific BID and so, as far
as this specification is concerned, it is treated as any other |ink
associated with a given BID.
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5.2.6. Receiving Binding Acknow edgenent s

According to [ RFC3775], all nodes are required to silently ignore
mobi l ity options not understood while processing binding updates. As
such, a nobile node receiving a Binding Acknow edgenent nessage in
response to the transm ssion of a binding update nessage MJST
determine if the Binding Acknow edgenent nmessage contains a copy of
every flowidentification nobility options included in the binding
update. A Binding Acknow edgenent without flow identification
option(s), in response to a binding update with flow identification
mobility option, would indicate the inability (or unw | lingness) on
behal f of the source node to support the extensions presented in this
docunent .

If a received Bi nding Acknow edgenent contains a copy of each flow
identification nobility option that was sent within the binding
update, the Status field of each flow identification option indicates
the status of the flow binding on the distant node.

5.2.7. Return Routability Procedure

A nobil e node may performroute optim zation with correspondent
nodes, as defined in [RFC3775]. Route optim zation allows a nobile
node to bind a care-of address to a hone address in order to all ow
the correspondent node to direct the traffic to the current |ocation
of the nmobile node. Before sending a binding update to correspondent
node, the Return Routability Procedure needs to be perfornmed between
the nobil e node and the correspondent node. This procedure is not

af fected by the extensions defined in this docunent.

5.3. HA, MAP, and CN Consi derations

This specification allows the nobility agents (home agents and
mobi l ity anchor points), and correspondent nodes to maintain severa
fl ow bindings for a given hone address and to direct packets to
different care-of addresses according to flow bindings. This section
details the hone agent operations necessary to inplenment this
specification. These operations are identical for MAPs and CNs,

unl ess ot herw se stated.

Note that route optimi zation is only defined for nobile nodes (M Pv6
[ RFC3775]) and not nobile routers (NEMOv6 [ RFC3963]). Thus, these
sections only apply to correspondent nodes with respect to nobile
nodes and not nobile routers.
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5.3.1. Handling Binding Identifier Mbility Options

This specification (see Section 4.1) updates the definition of the
binding identifier nmobility option, originally defined in [ RFC5648].
According to this specification, the BID option includes a Bl D PRI
field assigning each registered care-of address a priority, and thus
pl aces themin an ordered list (see Section 4.3).

Hone agents receiving BUs including BID options and fl ow
identification options MIST |ogically process BID options first.
This is because BID reference sub-options included in the flow
identification nobility options mght refer to BIDs defined in BID
options included in the sane nessage.

The BID option is processed as defined in [ RFC5648], but then the BID
to care-of address nmapping is placed in an ordered |ist according to
the BID-PRI field of the BID option

Bi nding identifier registrations and deregistrations indirectly
affect the MN's flow binding entries. The hone agent MJST update the
flow binding entries table accordingly as Bl Ds are added or renoved
(as per [RFC5648]). For exanple, as discussed in Section 4.3, if all
of the BlIDs associated with a given flow binding entry are renoved
(i.e., becone invalid) the entry MUST be marked as 'Inactive’. Wile
if any of the invalid Bl Ds associated with an inactive flow binding
entry are registered (i.e., becone valid), the entry MJST be nmarked
as ' Active’

5.3.2. Handling Flow Identification Mbility Options

When the hone agent receives a binding update that includes at |east
one flow identification nobility option, it first perforns the
operation described in section 10.3.1 of RFC 3775, followed by the
operations defined in Section 5.3.1 of this docunent.

Hone agents that do not support this specification will ignore the
flowidentification nmobility options and all their sub-options,
havi ng no effect on the operation of the rest of the protocol

If the binding update is accepted, and the honme agent is willing to
support flow bindings for this M\, the hone agent checks the flow
identification nobility options.

If nmore than one flow identification nmobility option in the same BU

has the same value in the FIDfield, all the flowidentification
mobility options MJUST be rejected.
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If all FIDfields have different values the flow identification
mobility options can be processed further and in any order, as
defined by the foll ow ng subsecti ons.

5.3.2.1. Handling New FI Ds

If the FIDfield of the flowidentification nobility option is not
al ready present in the list of flow binding entries for this nobile
node, then this is a request for a new entry.

If the flowidentification nmobility option does not include a
traffic selector sub-option, the hone agent MJST reject this
request by copying the flow identification nmobility option in the
Bi ndi ng Acknowl edgement (BA) and setting the Status field to the
val ue defined in Figure 2 for "Flow identification option

mal f or med".

If the flowidentification option does include a traffic sel ector
sub-option, but the format indicated in the TS Format field is not
supported, the hone agent MJST reject this request by copying the
flowidentification nmobility option in the BA, and setting the
Status field to the value defined in Figure 2 for "Traffic

Sel ector format not supported".

Then, the honme agent MJUST check the binding reference sub-option

If the binding reference sub-option is not included, the hone
agent MUST reject this request by copying the flow identification
mobility option in the BA and setting the Status field to the

val ue defined for "Flow identification nobility option nalfornmed"
in Section 4. 2.

If the binding reference sub-option is present and includes one or
nmore BIDs that are not present in the binding cache of the nobile
node, the hone agent MJST reject this request by copying the flow
identification option in the BA and setting the Status field to
the val ue defined for "BID not found" in Section 4.2.

If the binding reference sub-option is present and includes one or
nmore Bl Ds, and the BIDs exist in the nobile node s binding cache,
the hone agent SHOULD add a new entry in the nobile node's |ist of
flow binding entries, as defined bel ow

When t he hone agent decides to add an entry in the nobile node’'s |ist
of flow binding entries, as discussed above, it MJST do it according
to the following rules: the entry MIST be placed according to the
order indicated by the FID-PRI field of the flow identification
mobility option and it MUST include:
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the FID as a key to the entry,

the traffic selector included in the correspondi ng sub-option,

the BIDs indicated in the binding reference sub-option, and

the entry MJST be marked as 'Active', as shown in Section 4.3.
5.3.2.2. Handling Known FIDs

If the FIDfield of the flowidentification nobility option is
al ready present in the list of flow binding entries for this nobile
node, then this is a request to update the existing entry.

The flow binding nodification is essentially a process where
paraneters associated with an existing flow binding entry are

repl aced by the paraneters included in a flowidentification nmobility
option with the sane FID as the existing entry.

The hone agent MJST change the priority of the entry according to the
FID-PRI field of the flowidentification nmobility option

Since this flowidentification nobility option is designed to update
an existing entry, it may or nay not include a traffic selector sub-
option. Specifically:

if atraffic selector sub-option is not included in the flow
identification nobility option, then the traffic selector already
associated with entry MJUST be nai ntai ned;

otherwi se, the traffic selector in the entry MIST be repl aced by
the traffic selector in the sub-option

Since this flow identification nobility option is designed to update
an existing entry, it nay or may not include a binding reference sub-
option. Specifically:

if a binding reference sub-option is not included in the flow
identification nobility option, then the Bl Ds al ready associ ated
with entry MJUST be maintai ned;

otherwi se, the BIDs in the entry MJST be replaced by the BIDs in
t he sub-option.
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5.3.3. Handling Flow Summary Mbility Option

When the hone agent receives a binding update that includes flow
sunmmary nmobility options, it first perforns the operation described
so far in Section 5. 3.

If the value of any of the FID fields included in a flow sumary
mobility option is not present in the list of flow binding entries
for this nmobile node, the home agent MJST reject this flow binding
refresh by including a flowidentification nobility option in the BA
for each FID that is not found, and by setting the FID field to the
value of the FID that is not found and the Status field to the val ue
defined for "FID not found" in Section 4.2.

If the value of the FID field is present in the nobile nodes |ist of
fl ow binding entries the, hone agent SHOULD refresh the flow bi ndi ng
entry identified by the FID wi thout changi ng any of the other
paraneters associated with it.

If a given FIDis included nore than once in the same or different
flow summary nobility options in the same bindi ng update nessage, the
duplicates can be sinply ignored.

Note that, an [RFC3775] deregistration binding update (with a zero
lifetime) would result in deleting all bindings, including all flow
bi ndi ngs regardl ess of the presence of flow summary nobility options.
A binding update (with a zero lifetinme) would result in deleting all
bi ndi ngs, including all flow bindings regardl ess of the presence of
flow summary nobility options. A specific binding deregistration,
however, as defined in [ RFC5648] (with lifetime of zero and one or
nmore binding identifier nmobility options identifying specific BIDs)
does not renove all the bindings for the M\, and thus it SHOULD
include flow sunmary mobility options to maintain the flow bindi ngs
that need to be preserved.

5.3.4. Flow Bindi ng Renoval s

Renoval of flow bindings is perforned inplicitly by om ssion of a
given FID from a bi ndi ng update.

When a valid binding update is received, any registered FIDs that are
not explicitly referred toin a flowidentification nmobility option
or in a flow summary nobility option, in the same bindi ng update,
MJUST be renoved fromthe list of flow binding entries for the nobile
node.
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5.3.5. Sending Bi ndi ng Acknow edgenents

Upon the reception of a binding update, the honme agent is required to
send back a Bi ndi ng Acknow edgenent. The status code in the Binding

Acknowl edgenent nust be set as recommended in [RFC3775]. This status
code does not give information on the success or failure of flow

bi ndi ngs.

In order to informthe nobile node about the status of the flow

bi ndi ng(s) requested by a nobile node, flow identification options
SHOULD be included in the Binding Acknow edgenent nessage.
Specifically, the hone agent SHOULD copy each flow identification
mobility option received in the binding update and set its status
code to an appropriate value. Note that the home agent does not need
to respond specifically regarding FIDs included in a flow summary
mobility option but only to those in flowidentification nobility
options. |If an operation requested in a flow identification option
by a nobile node is performed successfully by the honme agent, the
Status field on the copied flow identification nobility option in the
BA, SHOULD be set to the value defined for "Fl ow binding successful"”
in Section 4.2; otherwise, it SHOULD be set to one of the rejection
codes also defined in Section 4.2. Section 5.3.2 identifies a nunber
of cases where specific error codes should be used.

Hone agents that support this specification MAY refuse to maintain
fl ow bindings by setting the Status field of any flow identification
mobility options to the value defined for "Adm nistratively
prohibited" in Section 4.2, or by just ignoring all the flow binding
options.

Note that BID options and their Status field are handl ed as defi ned
in [RFC5648]. The BID-PRI field in a BID option included in the

Bi ndi ng Acknow edgement is copied fromthe BID-PRI field of the
corresponding BID option in the binding request.

5.3.6. Packet Processing

Thi s section defines packet processing rules according to this
specification. This specification does not change any of the packet
interception rules defined in [ RFC3775] and [ RFC5555]. These rul es
apply to HAs, MAPs, and CNs as part of the routing process for any
packet with a destination address set to a valid hone address of the
mobi | e node. For nodes other than CNs, this also applies to packets
with a destination address set to an address under any of the

regi stered prefixes. These rules apply equally to I Pv6 packets as
well as to | Pv4 packets as per [RFC5555].
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Bef ore a packet is forwarded to the nobile node, it MJST be natched
agai nst the ordered list of flow bindings stored in the list of flow
binding entries for this nobile node (see Section 4.3). A match is
attenpted with the traffic selector included in the first |ine
(highest order) of the table. The first entry that creates a match
defines how the packet is routed. Wen a packet matches the traffic
sel ector of a given entry, a copy of the packet is forwarded to each
of the care-of addresses associated with the BIDs indicated in the
same line of the table.

If any of the BIDs indicated does not correspond to a valid care-of
address, e.g., the BID was deregistered then, that BID has no effect
on the traffic. In other words, packets matching the flow binding
are forwarded to the remaining Bl Ds, pointing to registered care-of
addresses. If none of the BIDs pointed to in a flow binding entry is
valid, then the entry is considered to be inactive (as defined in
Section 4.3) and is skipped. In other words, packets should not be
mat ched agai nst that entry.

If a packet does not match any of the active flow binding entries for
the given M\, the packet SHOULD be forwarded to the highest order
care-of address, i.e., the one associated with the BIDwith the

| onest BI D PRI .

If a packet is fragmented, only the first fragnent contains all IP
and transport |ayer headers, while subsequent fragnents only contain
an | P header w thout transport |ayer headers. For this reason, it is
possi bl e that subsequent fragnents do not match the sane traffic
selector as the initial fragment of such a packet. Unless specific
measures are taken, the likely outconme is that the initial fragnent
is routed as the MN i ntended whil e subsequent fragments are routed
differently, and probably based on the default flow binding. HAs,
MAPs, and CNs SHOULD take care to forward all fragments of a given
packet the same way, and in accordance to the fl ow bindi ng nmatching
the first fragment of said packet. This should be possible given the
fact that fragment headers include enough information to identify a
fragment as part of a specific packet, but the details of howthis is
ensured are inplenentation specific and are not defined in this

speci fication.

6. MIU Consi derations

The options and sub-options defined in this specification add to
those defined in [RFC3775] and other related specifications, all of
whi ch potentially add to the size of binding update nessages.

I mpl enent ati ons SHOULD take care to minimze fragnentation by formng
bi ndi ng updates that are shorter than what the path MIU al |l ows
whenever possible.
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This specification offers a nunber of nechanisns for reducing the
size of binding updates. The operations defined in this
specification that require the nost verbose options are those

regi stering new Bl Ds, Section 4.1, and identifying new fl ows,

Section 4.2.1.4. Inplenentations are encouraged to keep binding
updates to sizes below that of the path’s MU by making full use of
the BID reference sub-option, Section 4.2.1.3, and flow sumrary
option, Section 4.2.2, which allows themto refer to al ready

regi stered care-of addresses and fl ow bi ndi ngs, while registering new
ones in subsequent bindi ng update nessages.

7. Security considerations

Thi s docunent introduces a new option that adds nore granularity to
the bi ndi ng update and acknow edgenent nessages defined in [RFC3775],
[ RFC5555], and [ RFC3963], so it inherits the security considerations
di scussed in these docunents. The new option allows the nobile node
to associate sonme flows to one interface and other flows to another
interface. Since the flowidentification nmobility option is part of
the mobility header, it uses the sanme security as the binding update,
whether it is sent to a nobility agent or to a correspondent node.

Thi s specification does not open up new fundanental |ines of attack
on comuni cations between the MN and its correspondent nodes.
However, it allows attacks of a finer granularity than those on the
bi ndi ng update. For instance, the attacker can divert or replicate
flows of special interest to the attacker to an address of the
attacker’s choosing, if the attacker is able to inpersonate the MN or
nmodi fy a binding update sent by the MN\. Hence, it beconmes doubly
critical that authentication and integrity services are applied to

bi ndi ng updat es.

Finally, when the optional anti-replay feature of Encapsul ating
Security Payload (ESP) [ RFC4303] is enpl oyed and packets to/from
different CoAs are sent on the sanme security association (SA), sone
packets coul d be discarded at the receiver due to the w ndow ng
mechani smused by this feature. Therefore, a sender SHOULD put
traffic to/fromdifferent CoAs, but with the sane HoA in the sel ector
val ues, on different SAs to support Miltiple Care-of Addresses
appropriately. To permt this, the IPsec inplenentation SHOULD
establish and maintain nultiple SAs between a given sender and
receiver, with the same selectors. Distribution of traffic anong
these parallel SAs to support Miltiple Care-of Addresses is locally
determ ned by the sender and is not negotiated by the Internet Key
Exchange version 2 (1 KEv2) protocol [RFC5996]. The receiver wll
process the packets fromthe different SAs wi thout prejudice.
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8. | ANA Consi derati ons

This specification requires the foll owi ng | ANA assi gnhnents on
exi sting nanespaces as well as the creation of sone new nanespaces

New Mobility Options [ RFC3775]: This registry is avail able from
http://ww. i ana.org under "Mbile |IPv6 paraneters”. The follow ng
type nunbers have been assigned for:

44 Flow ldentification Mbility Option, defined in Section 4.2

45 Fl ow Sunmmary Mobility Option, defined in Section 4.2.2
A new "Flow ldentification Mbility Option Status Codes" nanmespace
has been created. The following *Status’ codes are defined in
this specification, in Section 4.2:

0 Fl ow bi ndi ng successfu

1-127 Unassigned. Avail able for success codes to be allocated
via Standards Action or |ESG Approval as per [RFC5226].

128 Administratively prohibited

129 Fl ow binding rejected, reason unspecified

130 Flow identification nmobility option malformed
131 BI D not found

132 FI D not found

133 Traffic selector format not supported

134- 250 Unassigned. Available for reject codes to be allocated
via Standards Action or |ESG Approval as per [RFC5226].

251- 255 Reserved for experimental use. This small nunber of

status codes should be sufficient for experinments with
currently unforeseen error conditions.
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A new "Flow Il dentification Sub-Options" nanespace for the flow
identification nobility option has been created. The sub-option
space is defined in Figure 3. The follow ng sub-option Type

val ues are defined in this specification

0 Pad

1 PadN

2 BI D Reference

3 Traffic Selector

4- 250 Unassigned. Available for allocation based on Standards
Action or | ESG Approval as per [RFC5226].

251- 255 Reserved for experinmental use. This snmall nunber of
sub-option Types should be sufficient for experinents with
addi tional parameters associated with a flow

A new "Traffic Selector Format" nanespace for the traffic sel ector
sub-option has been created. The traffic selector format space is
defined by the TS Format field in Figure 5. The foll owi ng val ues
are defined in this specification:

0 Reserved

1- 250 Unassigned. Available for allocation based on Standards
Action or | ESG Approval as per [RFC5226].

251- 255 Reserved for experinental use. This small nunber of
traffic selector format types should be sufficient for
experinents with different ways of representing a traffic
sel ector.

Simlar to the procedures specified for Mbile | Pv6 [ RFC3775] nunber
spaces, future allocations fromthe new nunber spaces requires
St andards Action or | ESG Approval as per [ RFC5226].
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