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I ntroduction

Thi s docunent defines binary formats for I Pv4 and IPv6 traffic
sel ector sub-options, as defined in [ RFC6089].

The binary traffic selector format defined here, allows for efficient
identification of flowms) based on well-known fields in |Pv4

[ RFCO791], |1Pv6 [ RFC2460], and transport |ayer headers |ike TCP

[ RFCO793] and UDP [ RFCO768] .

Requi rements Not ati on

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Traffic Sel ector Sub-Options

[ RFC6089] defines the format for the traffic selector sub-option.

The followi ng values of the TS Format field are defined in this
specification for binary traffic sel ectors.

TS For mat :
1 IPv4 binary traffic selector
2 I Pv6 binary traffic selector
I Pv4 Binary Traffic Sel ector
If the TS Fornmat field of the traffic sel ector sub-option indicates

"I'Pv4 binary traffic selector”, then the traffic selector is
formatted as shown bel ow.
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The alignnent requirerment for this sub-option is:
4n if A B, C, D E or Fis set
2n if G H |, or Jis set
nif K L, M or Nis set
0 1 2 3

01234567890123456789012345678901
T I T S S i T T S AR

| Sub-opt Type | Sub-Opt Len | TS For mat | Reserved |
R et e s i o e s i i
|AIBICIDIEJFIGHI|J|KLMN Reser ved |

B i s T T i i o S o T Ji I
| (A) Start Source Address |
R e s T o T S R El ok i R e e S S e o o s
(B) End Source Address |

i T T S i i s i e S S S e S S S T i St I NI S
(C) Start Destination Address |

B S S e i S S T A S S S S S S i S S
(D) End Destination Address |

i T T e T i i s i i S S S S S e et s o i i S
(E)yStart | Psec SPI |

i T T S i i s i e S S S e S S S T i St I NI S
(F)End | Psec SPI |

B S S e i S S T A S S S S S S i S S
G Start Source port | (H) End Source port |
i I T e e e e ok i s S NI T S S i S S S et S T S

+-+
(l')yStart Destination port | (J)End Destination port |
-+
+

B o e R L i i i i e e e -
(KyStart DS | (L)End DS |(MStart Prot. | (N End Prot. |
i T o T i e S S S i S e S

+—

-+
Figure 1: IPv4 binary traffic selector

Flags (A-N)

Each flag indicates whether the corresponding field is present in
t he nessage.

(A) Start Source Address

This field identifies the first source address, fromthe range of
32-bit 1 Pv4 addresses to be matched, on data packets sent froma
correspondi ng node to the nobile node as seen by the hone agent.

In other words, this is one of the addresses of the correspondent
node.
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(B) End Source Address

If nmore than one contiguous source address needs to be matched,
then this field can be used to indicate the end val ue of a range
starting fromthe value of the Start Source Address field. This
field MUST NOT be included unless the Start Source Address field
is included. When this field is included, the receiver will match
all of the addresses between fields (A) and (B), inclusive of (A)
and (B).

(O Start Destination Address

This field identifies the first destination address, fromthe
range of 32-bit |Pv4 addresses to be matched, on data packets sent
froma correspondi ng node to the nobile node as seen by the hone
agent. In other words, this is one of the registered hone
addresses of the nobile node.

(D) End Destination Address

If nmore than one contiguous destination address needs to be

mat ched, then this field can be used to indicate the end val ue of
a range starting fromthe value of the Start Destination Address
field. This field MJUST NOT be included unless the Start
Destination Address field is included. Wen this field is
included, the receiver will match all of the addresses between
fields (C and (D), inclusive of (C and (D).

(E)yStart IPsec SPI - Security Paraneter |ndex

This field identifies the first 32-bit |IPsec SPI value, fromthe
range of SPI values to be matched, on data packets sent froma
correspondi ng node to the nobile node as seen by the honme agent.
This field is defined in [ RFC4303].

(F)End I Psec SPI - Security Paraneter |ndex

If nmore than one contiguous SPlI val ue needs to be matched, then
this field can be used to indicate the end val ue of a range
starting fromthe value of the Start IPsec SPI field. This field
MUST NOT be included unless the Start |Psec SPI field is included.
Wien this field is included, the receiver will match all of the
SPI val ues between fields (E) and (F), inclusive of (E) and (F).
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(G Start Source Port

This field identifies the first 16-bit source port nunber, from
the range of port nunbers to be nmatched, on data packets sent from
a correspondi ng node to the nobile node as seen by the home agent.
This is fromthe range of port nunbers defined by | ANA
(http://ww. i ana. orqg).

(H) End Source Port

If nmore than one contiguous source port nunber needs to be

mat ched, then this field can be used to indicate the end val ue of
a range starting fromthe value of the Start Source Port field.
This field MJUST NOT be included unless the Start Source Port field
is included. When this field is included, the receiver will match
all of the port nunbers between fields (G and (H), inclusive of

(G and (H
(l)Start Destination Port

This field identifies the first 16-bit destination port nunber,
fromthe range of port nunbers to be matched, on data packets sent
froma correspondi ng node to the nobile node as seen by the hone
agent .

(J)End Destination Port

If nore than one contiguous destination port nunber needs to be
mat ched, then this field can be used to indicate the end val ue of
a range starting fromthe value of the Start Destination Port
field. This field MJUST NOT be included unless the Start
Destination Port field is included. Wen this field is included,
the receiver will match all of the port nunbers between fields (1)
and (J), inclusive of (1) and (J).

(KyStart DS - Differential Services

This field identifies the first differential services value, from
the range of differential services values to be matched, on data
packets sent froma correspondi ng node to the nobil e node as seen
by the hone agent. Note that this field is called a "Type of
Service field" in [RFCO791]. [RFC3260] then clarified that the
field has been redefined as a 6-bit DS field with 2 bits reserved,
| ater clainmed by Explicit Congestion Notification (ECN) [ RFC3168].
For the purpose of this specification, the (KyStart DS field is 8
bits I ong, where the 6 nbst significant bits indicate the DS field
to be matched and the 2 | east significant bits values MJST be

i gnored in any conpari son.
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(L)End DS - Differential Services

If nmore than one contiguous DS val ue needs to be matched, then
this field can be used to indicate the end val ue of a range
starting fromthe value of the Start DS field. This field MJST
NOT be included unless the Start DS field is included. When this
field is included, it MJST be coded the sane way as defined for
(K). When this field is included, the receiver will match all of
the val ues between fields (K) and (L), inclusive of (K) and (L).

(M Start Protocol
This field identifies the first 8-bit protocol value, fromthe

range of protocol values to be matched, on data packets sent from
a correspondi ng node to the nobile node as seen by the home agent.

(N) End Protocol
If nmore than one contiguous protocol value needs to be matched,
then this field can be used to indicate the end value of a range
starting fromthe value of the Start Protocol field. This field
MUST NOT be included unless the Start Protocol field is included.
Wien this field is included, the receiver will match all of the
val ues between fields (M and (N), inclusive of (M and (N).

Reserved

Reserved for future use. These bits MJST be set to zero by the
sender and ignored by the receiver.

3.2. 1Pv6 Binary Traffic Selector
If the TS Format field of the traffic sel ector sub-option indicates
"I Pv6 binary traffic selector”, then the traffic selector is
formatted as foll ows:
The alignnent requirenment for this sub-option is:
8nif AL B, C or Dis set
4n if E, F, G or His set
2n if I, J, K or L is set

nif M N O or Pis set
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N Tk o e R i s o e R e o
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Figure 2: 1Pv6 binary traffic sel ector
gs (A-P)

Each flag indicates whether the corresponding field is present in
t he nessage

Start Source Address

This field identifies the first source address, fromthe range of
128-bit 1 Pv6 addresses to be matched, on data packets sent froma
correspondi ng node to the nobile node as seen by the honme agent.
In other words, this is one of the addresses of the correspondent
node.

End Source Address

If nmore than one contiguous source address needs to be natched,
then this field can be used to indicate the end value of a range
starting fromthe value of the Start Source Address field. This
field MUST NOT be included unless the Start Source Address field
is included. When this field is included, the receiver will match
all of the addresses between fields (A) and (B), inclusive of (A
and (B).

Start Destination Address

This field identifies the first destination address, fromthe
range of 128-bit | Pv6 addresses to be matched, on data packets
sent froma correspondi ng node to the nobile node as seen by the
home agent. In other words, this is one of the registered home
addresses of the nobil e node.

End Destinati on Address

If nmore than one contiguous destination address needs to be

mat ched, then this field can be used to indicate the end val ue of
a range starting fromthe value of the Start Destination Address
field. This field MIUST NOT be included unless the Start
Destination Address field is included. Wen this field is
included, the receiver will match all of the addresses between
fields (CQ and (D), inclusive of (C) and (D).
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(E)yStart IPsec SPI - Security Parameter |ndex

This field identifies the first 32-bit |IPsec SPI value, fromthe
range of SPI values to be matched, on data packets sent froma
correspondi ng node to the nobile node as seen by the honme agent.
This field is defined in [ RFC4303].

(F)End I Psec SPI - Security Parameter |ndex

If nore than one contiguous SPI val ue needs to be matched, then
this field can be used to indicate the end val ue of a range
starting fromthe value of the Start IPsec SPI field. This field
MUST NOT be included unless the Start IPsec SPI field is included.
When this field is included, the receiver will match all of the
SPI val ues between fields (E) and (F), inclusive of (E) and (F).

(G Start Fl ow Label

This field identifies the first flow |l abel value, fromthe range
of flow | abel values to be matched, on data packets sent froma
correspondi ng node to the nobil e node as seen by the honme agent.
According to [ RFC2460], the flow label is 24 bits long. For the
purpose of this specification, the sender of this option MJST
prefix the flow | abel value with 8 bits of "0" before inserting it
inthe (GStart Flow Label field. The receiver SHOULD ignore the
first 8 bits of this field before using it in comparisons with
flow | abel s in packets.

(H) End Fl ow Label

If nmore than one contiguous flow | abel value needs to be matched,
then this field can be used to indicate the end value of a range
starting fromthe value of the Start Flow Label field. This field
MJUST NOT be included unless the Start Fl ow Label field is
included. Wen this field is included, the receiver will match
all of the flow |abel values between fields (G and (H), inclusive
of (@ and (H. Wen this field is included, it MJST be coded the
same way as defined for (Q.

(I')Start Source Port
This field identifies the first 16-bit source port nunber, from

the range of port nunbers to be nmatched, on data packets sent from
a correspondi ng node to the nobile node as seen by the home agent.
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(J)End Source Port

If nmore than one contiguous source port nunber needs to be

mat ched, then this field can be used to indicate the end val ue of
a range starting fromthe value of the Start Source Port field.
This field MJUST NOT be included unless the Start Source Port field
is included. When this field is included, the receiver will match
all of the port nunbers between fields (I) and (J), inclusive of
(1) and (J).

(K)yStart Destination Port

This field identifies the first 16-bit destination port nunber,
fromthe range of port numbers to be nmatched, on data packets sent
froma correspondi ng node to the nobile node as seen by the hone
agent .

(L) End Destination Port

If nmore than one contiguous destination port nunber needs to be
mat ched, then this field can be used to indicate the end val ue of
a range starting fromthe value of the Start Destination Port
field. This field MUST NOT be included unless the Start
Destination Port field is included. Wen this field is included,
the receiver will match all of the port nunbers between fields (K)
and (L), inclusive of (K) and (L).

(MStart TC - Traffic dass

This field identifies the first traffic class value, fromthe
range of traffic class values to be matched, on data packets sent
froma correspondi ng node to the nobil e node as seen by the hone
agent. This field is equivalent to the Start DS field in the |IPv4
traffic selector in Figure 1. As per [RFC3260], the field is
defined as a 6-bit DS field with 2 bits reserved, |ater clained by
Explicit Congestion Notification (ECN) [ RFC3168]. For the purpose
of this specification, the (MStart TCfield is 8 bits |ong, where
the 6 nost significant bits indicate the DS field to be matched
and the 2 least significant bits’ values MJST be ignored in any
conpari son.

(NEnd TC - Traffic C ass
If nmore than one contiguous TC val ue needs to be matched, then
this field can be used to indicate the end value of a range

starting fromthe value of the Start TC field. This field MJST
NOT be included unless the Start TC field is included. When this
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field is included, it MJST be coded the sane way as defined for
(M. Wien this field is included, the receiver will match all of
the val ues between fields (M and (N), inclusive of (M and (N)

(O Start NH - Next Header

This field identifies the first 8-bit next header value, fromthe
range of next header values to be matched, on data packets sent
froma correspondi ng node to the nobile node as seen by the hone
agent .

(P)End NH - Next Header

If nmore than one contiguous next header val ue needs to be matched,
then this field can be used to indicate the end value of a range
starting fromthe value of the Start NHfield. This field MJST
NOT be included unless the Start next header field is included.
Wien this field is included, the receiver will match all of the
val ues between fields (O and (P), inclusive of (O and (P)

Reserved

Reserved for future use. These bits MJST be set to zero by the
sender and ignored by the receiver.

4. Security Considerations
This docunent defines the format of the traffic selector field of a
sub-option defined for flow bindings [ RFC6089]. The authors have not
identified any security concerns pertaining to this docunent beyond
what is already identified in [ RFC6089].
5. | ANA Consi derations
The foll owing new TS format val ues have been assigned fromthe
"Traffic Selector Format" namespace for the traffic selector sub-
option defined in [ RFC6089] .
1 IPv4 Binary Traffic Selector
2 I1Pv6 Binary Traffic Sel ector
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