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1. Introduction

Thi s docunent defines a nmethod, INFO for the Session Initiation
Protocol (SIP) [RFC3261].

The purpose of the INFO nessage is to carry application |eve

i nformati on between endpoints, using the SIP dialog signaling path.
Note that the INFO nethod is not used to update characteristics of a
SIP dialog or session, but to allow the applications that use the SIP
session to exchange information (which mght update the state of
those applications).

Use of the I NFO nmethod does not constitute a separate dial og usage.
I NFO nessages are always part of, and share the fate of, an invite
di al og usage [ RFC5057]. | NFO nessages cannot be sent as part of

ot her di al og usages, or outside an existing dial og.

Thi s docunent al so defines an Info Package nechanism An Info
Package specification defines the content and semantics of the
information carried in an | NFO nmessage associated with the Info
Package. The |Info Package mechani sm al so provides a way for user
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agents (UAs) to indicate for which Info Packages they are willing to
recei ve I NFO requests, and which Info Package a specific | NFO request
is associated wth.

A UA uses the Recv-Info header field, on a per-dialog basis, to
indicate for which Info Packages it is willing to receive INFO
requests. A UA can indicate an initial set of Info Packages during
di al og establishment and can indicate a new set during the lifetime
of the invite dial og usage.

NOTE: A UA can use an enpty Recv-Info header field (a header field
without a value) to indicate that it is not willing to receive

I NFO requests for any Info Package, while still informing other
UAs that it supports the Info Package mechani sm

When a UA sends an | NFO request, it uses the Info-Package header
field to indicate which Info Package is associated with the request.
One particular I NFO request can only be associated with a single Info
Package.

1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

2. Mot i vati on

A nunber of applications, standardi zed and proprietary, nake use of
the INFO nmethod as it was previously defined in RFC 2976 [ RFC2976],
here referred to as "legacy | NFO usage". These include but are not
limted to the foll ow ng:

0 RFC 3372 [RFC3372] specifies the encapsul ation of | SDN User Part
(I'SUP) in SIP nessage bodies. |ITU T and the Third Generation
Partnership Project (3GPP) have specified simlar procedures

0 [ECMA-355] specifies the encapsulation of "QSIG' in SIP nessage
bodi es.

0 RFC 5022 [ RFC5022] specifies how INFO is used as a transport
mechani sm by the Media Server Control Markup Language (MSCM)
protocol. MSCM. uses an option-tag in the Require header field to
ensure that the receiver understands the | NFO content.

0 RFC 5707 [ RFC5707] specifies how INFO is used as a transport
mechani sm by the Media Server Markup Language (MSM.) protocol
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0 Conpani es have been using | NFO nmessages in order to request fast
vi deo update. Currently, a standardi zed mechani sm based on the
Real -time Transport Control Protocol (RTCP), has been specified in
RFC 5168 [ RFC5168] .

0 Conpani es have been using | NFO nessages in order to transport
Dual - Tone Multi-Frequency (DTMF) tones. Al mechani sns are
proprietary and have not been standardi zed.

Sone | egacy | NFO usages are al so recogni zed as being shortcuts to
nore appropriate and fl exi bl e nechani sns.

Furthernore, RFC 2976 did not define mechanisnms that would enable a
SIP UAto indicate (1) the types of applications and contexts in
whi ch the UA supports the INFO nethod or (2) the types of
applications and contexts with which a specific I NFO nessage is
associ at ed.

Because | egacy | NFO usages do not have associ ated | nfo Packages, it
is not possible to use the Recv-Info and I nfo-Package header fields
with | egacy | NFO usages. That is, a UA cannot use the Recv-Info
header field to indicate for which | egacy INFO usages it is willing
to receive | NFO requests, and a UA cannot use the Info-Package header
field to indicate with which | egacy | NFO usage an | NFO request is
associ at ed.

Due to the probl ens descri bed above, |egacy | NFO usages often require
static configuration to indicate the types of applications and
contexts for which the UAs support the I NFO nethod, and the way they
handl e application information transported in | NFO nessages. This
has caused interoperability problens in the industry.

To overcone these problenms, the SIP Wrking G oup has spent
significant discussion tine over nmany years coning to agreenent on
whether it was nore appropriate to fix INFO (by defining a

regi stration mechanismfor the ways in which it was used) or to
deprecate it altogether (with the usage described in RFC 3398

[ RFC3398] being grandfathered as the sole legitimte usage).

Al though it required substantial consensus building and concessions
by those nore inclined to conpletely deprecate I NFO, the eventua
direction of the working group was to publish a franmework for
registration of Info Packages as defined in this specification

3. Applicability and Backward Conpatibility
Thi s docunent defines a nethod, INFO, for the Session Initiation

Protocol (SIP) [RFC3261], and an |Info Package nmechanism This
docunent obsol etes RFC 2976 [ RFC2976]. For backward conpatibility,
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this document also specifies a "legacy" node of usage of the INFO
met hod that is conpatible with the usage previously defined in
RFC 2976, here referred to as "l egacy | NFO Usage"

For backward conpatibility purposes, this docunment does not deprecate
| egacy | NFO usages, and does not nandate users to define Info
Packages for such usages. However:

1. A UA MIUST NOT insert an Info-Package header field in a | egacy
I NFO request (as described in Section 4.2.1, an | NFO request
associated with an Info Package al ways contai ns an | nfo-Package
header field).

2. Any new usage MJST use the Info Package nechani smdefined in this
specification, since it does not share the issues associated with
| egacy | NFO usage, and since Info Packages can be registered with
| ANA.

3. UAs are allowed to enable both I egacy | NFO usages and Info
Package usages as part of the same invite dial og usage, but UAs
SHALL NOT nmi x | egacy | NFO usages and | nfo Package usages in order
to transport the sane application |evel information. |If
possi bl e, UAs SHALL prefer the usage of an |Info Package.

The | NFO Met hod

.1. GCenera

The | NFO net hod provi des a nechani smfor transporting application

| evel information that can further enhance a SIP application
Section 8 gives nore details on the types of applications for which
the use of INFO is appropriate.

Thi s section describes how a UA handl es | NFO requests and responses,
as well as the nmessage bodies included in | NFO nessages.

. 2. | NFO Request
.2.1. I NFO Request Sender

An | NFO request can be associated with an Info Package (see
Section 5), or associated with a | egacy | NFO usage (see Section 2).

The construction of the INFO request is the sane as any other
non-target refresh request within an existing invite dial og usage as
described in Section 12.2 of RFC 3261
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4. 2.

Hol

When a UA sends an | NFO request associated with an Info Package, it

MUST i ncl ude an | nfo-Package header field that indicates which Info

Package is associated with the request. A specific |INFO request can
be used only for a single Info Package.

When a UA sends an | NFO request associated with a | egacy | NFO usage,
there is no I nfo Package associated with the request, and the UA MJST
NOT i ncl ude an I nfo-Package header field in the request.

The | NFO request MJST NOT contain a Recv-Info header field. A UA can
only indicate a set of Info Packages for which it is willing to
receive I NFO requests by using the SIP nmethods (and their responses)
listed in Section 5.

A UA MUST NOT send an | NFO request outside an invite dial og usage and
MUST NOT send an | NFO request for an Info Package inside an invite
dialog usage if the renbte UA has not indicated willingness to
receive that |Info Package within that dialog.

If a UA receives a 469 (Bad Info Package) response to an | NFO
request, based on RFC 5057 [ RFC5057], the response represents a
Transaction Only failure, and the UA MJUST NOT term nate the invite
di al og usage.

Due to the possibility of forking, the UA that sends the initial

I NVI TE request MJUST be prepared to receive | NFO requests from
multiple renmote UAs during the early dialog phase. 1In addition, the
UA MJST be prepared to receive different Recv-Info header field

val ues fromdifferent renote UAs.

NOTE: |If the User Agent Server (UAS) (receiver of the initial

I NVI TE request) sends an I NFO request just after it has sent the
response that creates the dialog, the UAS needs to be prepared for
the possibility that the I NFO request will reach the User Agent
Client (UAC) before the dialog-creating response, and ni ght
therefore be rejected by the UAC. In addition, an | NFO request

nm ght be rejected due to a race condition, if a UA sends the | NFO
request at the sane time that the renote UA sends a new set of

I nfo Packages for which it is willing to receive INFO requests.

2. I NFO Request Recei ver
If a UA receives an | NFO request associated with an Info Package that
the UA has not indicated willingness to receive, the UA MJST send a

469 (Bad Info Package) response (see Section 11.6), which contains a
Recv-Info header field with Info Packages for which the UAis willing
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4. 2.

4. 3.

4. 3.

Hol

to receive I NFO requests. The UA MJST NOT use the response to update
the set of Info Packages, but sinply to indicate the current set. In
the term nol ogy of nmultiple dial og usages [ RFC5057], this represents
a Transaction Only failure, and does not ternminate the invite dialog
usage.

If a UA receives an | NFO request associated with an Info Package, and
the message body part with Content-Disposition "Info-Package" (see
Section 4.3.1) has a Miltipurpose Internet Miil Extensions (M ME)
type that the UA supports but not in the context of that Info
Package, it is RECOMVENDED that the UA send a 415 (Unsupported Media
Type) response.

The UA MAY send ot her error responses, such as Request Failure (4xx),
Server Failure (5xx), and G obal Failure (6xx), in accordance wth
the error-handling procedures defined in RFC 3261

O herwise, if the INFOrequest is syntactically correct and well
structured, the UA MUST send a 200 (OK) response.

NOTE: If the application needs to reject the information that it
received in an | NFO request, that needs to be done on the

application level. That is, the application needs to trigger a
new | NFO request, which contains information that the previously
recei ved application data was not accepted. |Individual Info

Package specifications need to describe the details for such
pr ocedures.

3. SIP Proxies

Proxi es need no additional behavi or beyond that described in RFC 3261
to support | NFO

I NFO Message Body
1. | NFO Request Message Body
The purpose of the INFO request is to carry application |eve
i nformati on between SIP UAs. The application information data is
carried in the payl oad of the nessage body of the INFO request.
NOTE: An | NFO request associated with an Info Package can al so

i nclude i nformati on associated with the |Info Package using
I nf o- Package header field paraneters
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If an I NFO request associated with an Info Package contains a nessage
body part, the body part is identified by a Content-Di sposition
header field "Info-Package" value. The body part can contain a
single MME type, or it can be a nmultipart [RFC5621] that contains

ot her body parts associated with the Info Package.

UAs MJUST support multipart body parts in accordance with RFC 5621.

NOTE: An | NFO request can al so contain other body parts that are
meani ngful within the context of an invite dial og usage but are
not specifically associated with the I NFO nethod and the

appl i cation concer ned.

When a UA supports a specific Info Package, the UA MJST al so support
message body M ME types in accordance with that Info Package.
However, in accordance with RFC 3261, the UA still indicates the
supported M ME types using the Accept header.

4.3.2. | NFO Response Message Body

A UA MUST NOT include a nessage body associated with an Info Package
in an I NFO response. Message bodi es associated with | nfo Packages
MUST only be sent in I NFO requests.

A UA MAY include a nessage body that is not associated with an Info
Package in an | NFO response.

4.4. Oder of Delivery

5.

5.

The | nfo Package nmechani sm does not define a delivery order
mechani sm I nfo Packages can rely on the CSeq header field [ RFC3261]
to detect if an INFO request is received out of order.

If specific applications need additional nechanisns for order of
delivery, those nechanisns, and related procedures, are specified as
part of the associated |Info Package (e.g., the use of sequence
nunbers within the application data).

I nfo Packages
1. General

An | nfo Package specification defines the content and semantics of
the information carried in an | NFO nmessage associated with an Info
Package. The I nfo Package mechani sm provides a way for UAs to

i ndicate for which Info Packages they are willing to receive | NFO
requests, and with which Info Package a specific INFO request is
associ at ed.

Hol nberg, et al. St andards Track [ Page 9]



RFC 6086 I NFO Fr anewor k January 2011

5.2. User Agent Behavi or
5.2.1. GCenera

Thi s section describes how a UA handl es Info Packages, how a UA uses
the Recv-Info header field, and how the UA acts in re-INVITE roll back
situations.

5.2.2. UA Procedures

A UA that supports the Info Package mechani sm MJUST i ndi cate, using
the Recv-Info header field, the set of Info Packages for which it is
willing to receive INFO requests for a specific session. A UA can
list multiple Info Packages in a single Recv-Info header field, and
the UA can use multiple Recv-Info header fields. A UA can use an
enpty Recv-Info header field, i.e., a header field without any header
field val ues.

A UA provides its set of Info Packages for which it is willing to
receive I NFO requests during the dialog establishnent. A UA can
update the set of Info Packages during the invite dial og usage.

If a UAis not willing to receive INFO requests for any Info
Packages, during dialog establishment or later during the invite
di al og usage, the UA MJST indicate this by including an enpty
Recv-Info header field. This infornms other UAs that the UA stil
supports the Info Package mechani sm

Example: If a UA has previously indicated Info Packages "foo" and
"bar" in a Recv-Info header field, and the UA during the lifetime of
the invite dial og usage wants to indicate that it does not want to
receive I NFO requests for any Info Packages anynmore, the UA sends a
message with an enpty Recv-Info header field.

Once a UA has sent a nessage with a Recv-Info header field containing
a set of Info Packages, the set is valid until the UA sends a new
Recv-1nfo header field containing a new, or enpty, set of Info
Packages.

Once a UA has indicated that it is willing to receive | NFO requests
for a specific Info Package, and a di al og has been established, the
UA MJST be prepared to receive | NFO requests associated with that

I nfo Package until the UA indicates that it is no longer willing to
receive I NFO requests associated with that |Info Package.

For a specific dialog usage, a UA MUST NOT send an | NFO r equest

associated with an Info Package until it has received an indication
that the renote UAis willing to receive INFO requests for that Info
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Package, or after the UA has received an indication that the renote
UA is no longer willing to receive I NFO requests associated with that
I nfo Package.

NOTE: When a UA sends a nessage that contains a Recv-Info header
field with a new set of Info Packages for which the UAis willing
to receive I NFO requests, the renpte UA night, before it receives
the message, send an I NFO request based on the old set of Info

Packages. In this case, the receiver of the I NFO requests
rejects, and sends a 469 (Bad |Info Package) response to, the INFO
request.

If a UAindicates nultiple Info Packages that provide simlar
functionality, it is not possible to indicate a priority order of the
Info Packages, or to indicate that the UA wishes to only receive | NFO
requests for one of the Info Packages. It is up to the application

| ogi c associated with the Info Packages, and particul ar Info Package
specifications, to describe application behavior in such cases.

For backward conpatibility purposes, even if a UA indicates support
of the Info Package mechanism it is still allowed to enabl e | egacy

I NFO usages. In addition, if a UA indicates support of the |INFO

met hod using the Al ow header field [ RFC3261], it does not inplicitly
i ndi cate support of the Info Package nmechanism A UA MJST use the
Recv-Info header field in order to indicate that it supports the Info
Package nechani sm Likew se, even if a UA uses the Recv-Info header
field to indicate that it supports the Info Package nmechanism in
addition the UA still indicates support of the I NFO nethod using the
Al | ow header

Thi s docunent does not define a SIP option-tag [ RFC3261] for the Info
Package nechani sm However, an |Info Package specification can define
an option-tag associated with the specific Info Package, as described
in Section 10.6.

5.2.3. Recv-Info Header Field Rules

The text bel ow defines rules on when a UAis required to include a
Recv-Info header field in SIP nmessages. Section 7.1 lists the SIP
nmet hods for which a UA can insert a Recv-Info header field in
requests and responses.

o0 The sender of an initial INVITE request MJST include a Recv-Info
header field in the initial INVITE request, even if the sender is
not willing to receive INFO requests associated with any Info
Package.
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5.2

5.3.

Hol

0 The receiver of a request that contains a Recv-Info header field
MUST include a Recv-Info header field in a reliable 18x/2xx
response to the request, even if the request contains an enpty
Recv-1nfo header field, and even if the header field value of the
recei ver has not changed since the previous tine it sent a
Recv-Info header field.

o0 A UA MIUST NOT include a Recv-Info header field in a response if
the associ ated request did not contain a Recv-Info header field.

NOTE: In contrast to the rules for generating Session Description
Protocol (SDP) answers [ RFC3264], the receiver of a request is not
restricted to generating its own set of Info Packages as a subset
of the Info Package set received in the Info-Package header field
of the request.

As with SDP answers, the receiver can include the sane Recv-Info
header field value in multiple responses (18x/2xx) for the sane
INVITE/ re-I NVI TE transaction, but the receiver MJST use the sane
Recv-Info header field value (if included) in all responses for the
sanme transaction.

.4. Info Package Fall back Rul es

If the receiver of a request that contains a Recv-Info header field
rejects the request, both the sender and receiver of the request MJST
roll back to the set of Info Packages that was used before the
request was sent. This also applies to the case where the receiver
of an INVITE/ re-I NVITE request has included a Recv-Info header field
in a provisional response, but later rejects the request.

NOTE: The dialog state rollback rules for Info Packages m ght
differ fromthe rules for other types of dialog state information
(SDP, target, etc.).

REQ STER Processi ng

This docunent allows a UAto insert a Recv-Info header field in a
REQ STER request. However, a UA SHALL NOT include a header val ue for
a specific Info Package unless the particular Info Package
specification describes how the header field value shall be
interpreted and used by the registrar, e.g., in order to determ ne
request targets.
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Rat her than using the Recv-Info header field in order to determ ne
request targets, it is recommended to use nore appropriate

mechani sms, e.g., based on RFC 3840 [ RFC3840]. However, this
docunent does not define a feature tag for the Info Package
mechani sm or a nechanismto define feature tags for specific Info
Packages.

6. Formal | NFO Met hod Definition

6.1. | NFO Met hod
Thi s docunent describes one new SIP nethod: INFQO  This docunent
repl aces the definition and registrations found in RFC 2976

[ RFC2976] .

This table expands on Tables 2 and 3 in RFC 3261 [ RFC3261].

Header field wher e I NFO
Accept R o]
Accept 415 o]
Accept - Encodi ng R 0
Accept - Encodi ng 2XX 0
Accept - Encodi ng 415 C
Accept - Language R o]
Accept - Language 2XX o]
Accept - Language 415 o]
Accept - Resource-Priority 2xx, 417 0
Alert-Info -
Al | ow R 0
Al | ow 405 m
Al | ow r 0
Aut henti cation-Info 2XX 0
Aut hori zati on R 0
Call-1D c m
Call-Info 0
Cont act -
Cont ent - Di sposition 0
Cont ent - Encodi ng 0
Cont ent - Language o]
Content - Length 0
*

Cont ent - Type

CSeq C
Dat e

Error-Info 3XX- 6XX
Expi res

From C
Ceol ocati on R

o3 'oo03
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Geol ocati on- Error
Max- Br eadt h

Max- For war ds

M ME- Ver si on

M n- Expi res
Organi zati on
Priority R
Privacy

Pr oxy- Aut henti cat e 401
Pr oxy- Aut henti cat e 407
Pr oxy- Aut hori zati on
Pr oxy- Require
Reason

Recor d- Rout e

Recor d- Rout e 2xx, 18x
Ref err ed- By

Request - Di sposition
Require
Resource-Priority
Retry-After R
Retry-After 404, 413, 480, 486
Retry-After 500, 503
Retry-After 600, 603
Rout e R
Security-dient R
Security- Server 421, 494
Security-Verify

Server

Subj ect

Supported

Supported 2
Ti mest anp

To o
Unsupport ed 420
User - Agent

Vi a

Wr ni ng r
WANM Aut hent i cat e 401
WAV Aut henti cat e 407

X~
''oo o

00030

PV

x -
XJUJU Py

(w Tag)

030300300000 0D0DO0O0O00OO0'"O0OOOOODODOOO3 00!

Table 1. Summary of Header Fields
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7. I NFO Header Fields
7.1. Cenera
This table expands on Tables 2 and 3 in RFC 3261 [ RFC3261].

Header field where proxy ACK BYE CAN I NV OPT REG PRA I NF M5G UPD

I nf o- Package R - - - - - - - - -
Recv-Info R - - - m - 0 0 - - 0
Recv-Info 2XX - - - or* - - ox**- - QX **
Recv-Info Ixx - - - o** - - - - - -
Recv-1Info 469 - - - - - - - o - -
Recv-1nfo r - - - o - - o - - 0

Header field where SUB NOT RFR

I nf o- Package R - - -

Recv-1nfo R - - -
Recv-1nfo 2XX - - -
Recv-Info Ixx - - -
Recv-1Info 469 - - -
Recv-1Info r - - -

Tabl e 2: | NFO Rel at ed Header Fi el ds

The support and usage of the I|Info-Package and Recv-I1nfo header fields
are not applicable to UAs that only support |egacy |INFO usages.

* Not applicable to I NFO requests and responses associated with
| egacy | NFO usages.

** Mandatory in at |east one reliable 18x/2xx response, if sent, to
the INVITE request, if the associated I NVITE request contained a
Recv-1nfo header field.

*** Mandatory if the associated request contained a Recv-Info header
field.

As defined in Section 20 of RFC 3261, a "mandatory" header field MJST
be present in a request, and MJST be understood by the UAS receiving
the request.

7.2. |Info-Package Header Field
Thi s docunent adds "I nfo-Package" to the definition of the el enent

"message- header"” in the SIP nessage gramar [RFC3261]. Section 4
descri bes the Info-Package header field usage.
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For the purposes of matching I nfo Package types indicated in
Recv-Info with those in the Info-Package header field val ue, one
compar es the |Info-package-name portion of the Info-package-type
portion of the |Info-Package header field octet by octet with that of
the Recv-Info header field value. That is, the Info Package nane is
case sensitive. |Info-package-paramis not part of the conparison-
checking al gorithm

Thi s docunent does not define values for |nfo-Package types.
I ndi vi dual 1 nfo Package specifications define these val ues.

7.3. Recv-Info Header Field

Thi s docunent adds Recv-Info to the definition of the el ement
"message- header” in the SIP message grammar [RFC3261]. Section 5
descri bes the Recv-Info header field usage.

8. Info Package Considerations
8.1. Cenera

This section covers considerations to take into account when deci di ng
whet her the usage of an Info Package is appropriate for transporting
application information for a specific use-case.

8.2. Appropriateness of Info Package Usage

When desi gning an Info Package, for application |evel infornmation
exchange, it is inportant to consider: is signaling, using |INFO
requests, within a SIP dialog, an appropriate nechanismfor the use-
case? Is it because it is the nost reasonable and appropriate
choice, or nerely because "it’'s easy"? Choosing an inappropriate
mechani sm for a specific use-case can cause negative effects in SIP
net wor ks where the nechanismis used.

8.3. INFO Request Rate and Vol une

I NFO nessages differ fromnmany other sorts of SIP messages in that
they carry application information, and the size and rate of | NFO
messages are directly determned by the application. This can cause
application information traffic to interfere with other traffic on
that infrastructure, or to self-interfere when data rates becone too
hi gh.

There is no default throttling mechanismfor INFO requests. Apart
fromthe SIP session establishnment, the nunber of SIP nessages
exchanged during the lifetine of a normal SIP session is rather
smal | .
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Sone applications, like those sendi ng Dual - Tone Milti-Frequency
(DTMF) tones, can generate a burst of up to 20 messages per second.
O her applications, |ike constant GPS | ocati on updates, could

generate a high rate of INFO requests during the lifetinme of the
invite dial og usage.

A designer of an Info Package, and the application that uses it, need
to consider the inmpact that the size and the rate of the INFO
messages have on the network and on other traffic, since it normally
cannot be ensured that | NFO nessages will be carried over a
congestion-controlled transport protocol end-to-end. Even if an |INFO
message i s sent over such a transport protocol, a downstream SIP
entity mght forward the nessage over a transport protocol that does
not provi de congestion control

Furthernore, SIP nessages tend to be relatively small, on the order
of 500 Bytes to 32K Bytes. SIP is a poor nmechanismfor direct
exchange of bul k data beyond these limts, especially if the headers
pl us body exceed the User Datagram Protocol (UDP) MIU [ RFCO768] .
Appropriate mechani sms for such traffic include the Hypertext
Transfer Protocol (HTTP) [RFC2616], the Message Session Rel ay

Prot ocol (MSRP) [ RRFC4975], or other nedia plane data transport
mechani sns.

RFC 5405 [ RFC5405] provi des additional guidelines for applications
usi ng UDP that may be useful background readi ng.

8.4. Alternative Mechani sns

8.4.1. Aternative SIP Signaling Plane Mechani sns

8.4.1.1. GCenera
Thi s subsection describes sone alternative mechani sns for
transporting application information on the SIP signaling plane,
usi ng SI P nmessages.

8.4.1.2. SUBSCRI BE/ NOTI FY
An alternative for application level interaction is to use
subscri ption-based events [ RFC3265] that use the SIP SUBSCRI BE and
NOTI FY met hods. Using that nechanism a UA requests state

i nformati on, such as keypad presses froma device to an application
server, or key-map inmages froman application server to a device.
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Event Packages [ RFC3265] performthe role of disanbiguating the
context of a message for subscription-based events. The |Info Package
mechani sm provides simlar functionality for application information
exchange using invite dial og usages [ RFC5057].

Wil e an I NFO request is always part of, and shares the fate of, an
existing invite dial og usage, a SUBSCRI BE request creates a separate
di al og usage [RFC5057], and is normally sent outside an existing

di al og usage.

The subscri ption-based nechani smcan be used by SIP entities to
receive state information about SIP dial ogs and sessi ons, without
requiring the entities to be part of the route set of those dial ogs
and sessions.

As SUBSCRI BE/ NOTI FY nessages traverse through stateful SIP proxies
and back-to-back user agents (B2BUAs), the resource inpact caused by
the subscription dialogs needs to be considered. The nunber of
subscription dial ogs per user also needs to be considered.

As for any other SIP-signaling-plane-based mechani smfor transporting
application information, the SUBSCRI BE/ NOTI FY nessages can put a
significant burden on internediate SIP entities that are part of the
di al og route set, but do not have any interest in the application

i nformati on transported between the end users.

8.4.1.3. MESSAGE

The MESSAGE net hod [ RFC3428] defines one-tine instant nessage
exchange, typically for sending MM contents for rendering to the
user.

8.4.2. Medi a Pl ane Mechani sns
8.4.2.1. GCenera

In SIP, nedia plane channels associated with SIP dialogs are

est abli shed using SIP signaling, but the data exchanged on the nedia
pl ane channel does not traverse SIP signaling internediates, so if
there will be a |ot of information exchanged, and there is no need
for the SIP signaling internediaries to exam ne the information, it
is reconmmended to use a nedia plane nechani sm rather than a SIP-

si gnal i ng- based mechani sm

A low | atency requirenent for the exchange of information is one
strong indicator for using a nedia channel. Exchanging infornmation
through the SIP routing network can introduce hundreds of

m | 1iseconds of |atency.
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8.4.2.2. NMRCP

One nechani sm for nedi a pl ane exchange of application data is the
Medi a Resource Control Protocol (MRCP) [ SPEECHSC- MRCPv2], where a
medi a pl ane connection-oriented channel, such as a Transm ssion
Control Protocol (TCP) [RFCO793] or Stream Control Transm ssion
Protocol (SCTP) [RFC4960] streamis established.

8.4.2.3. MSRP

MBRP [ RFC4975] defines session-based instant nmessaging as well as
bulk file transfer and other such |arge-vol ume uses.

8.4.3. Non- Sl P- Rel at ed Mechani sns

Anot her alternative is to use a Sl P-independent nechani sm such as
HTTP [ RFC2616]. |In this nodel, the UA knows about a rendezvous point
to which it can direct HTTP requests for the transfer of information.
Exanpl es i nclude encoding of a pronpt to retrieve in the SIP Request
URI [RFC4240] or the encoding of a SUBMT target in a Voi ceXM.

[ WBC. REC- voi cexml 21-20070619] script.

9. Syntax
9.1. Ceneral

This section describes the syntax extensions to the ABNF synt ax
defined in RFC 3261 required for the I NFO nethod, and adds
definitions for the Info-Package and Recv-Info header fields. The
previ ous sections describe the senmantics. The ABNF defined in this
specification is conformant to RFC 5234 [ RFC5234].

9.2. ABNF
I NFOm = %49. 4E. 46.4F ; INFO in caps
Met hod =/ 1 NFOm
message- header =/ (I nfo-Package / Recv-1nfo) CRLF

I nf o- Package
Recv-1nfo

I nf o- package-|i st

I nf o- package-t ype

I nf o- package- nane

I nf o- package- par am

"I nf o- Package" HCOLON I nf o- package-type
"Recv-Info" HCOLON [ I nfo-package-Ilist]

I nf o- package-type *( COVWMA | nf o- package-type )
I nf o- package- nane *( SEM | nf o- package- param)
t oken

generi c- param
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10.

10.

10.

10.

I nfo Package Requirenents
1. Cenera

Thi s section provides gui dance on how to define an Info Package, and
what information needs to exist in an Info Package specification

If, for an Info Package, there is a need to extend or nodify the
behavi or described in this docunent, that behavi or MJUST be descri bed
in the Info Package specification. 1t is bad practice for Info
Package specifications to repeat procedures defined in this docunent,
unl ess needed for purposes of clarification or enphasis.

I nfo Package specifications MIST NOT weaken any behavi or desi gnated
with "SHOULD' or "MJST" in this specification. However, |Info Package
speci fications MAY strengthen "SHOULD', "MAY', or " RECOVVENDED'
requirenents to "MJST" if applications associated with the Info
Package require it.

I nfo Package specifications MIST address the issues defined in the
foll owi ng subsections, or document why an issue is not applicable to
the specific Info Package.

Section 8.4 describes alternative mechani sms, which shoul d be
considered as part of the process for solving a specific use-case,
when there is a need for transporting application informtion

2. Overall Description

The | nfo Package specification MUST contain an overall description of
the I nfo Package: what type of information is carried in I NFO
requests associated with the Info Package, and for what types of
applications and functionalities UAs can use the |Info Package.

If the Info Package is defined for a specific application, the Info
Package specification MJST state which application UAs can use the
Info Package with.

3. Applicability

The I nfo Package specification MJST describe why the Info Package
mechani sm rather than some other nechani sm has been chosen for the
specific use-case to transfer application information between SIP
endpoi nts. Conmon reasons can be a requirenent for SIP proxies or
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10.

10.

back-to-back user agents (B2BUAs) to see the transported application
i nformati on (which would not be the case if the information was
transported on a media path), or that it is not seen as feasible to
establish separate dial ogs (subscription) in order to transport the
i nformation.

Section 8 provides nore information and describes alternative
mechani sms t hat one shoul d consider for solving a specific use-case.

4. I1nfo Package Nane

The | nfo Package specification MIUST define an Info Package nane,

whi ch UAs use as a header field value (e.g., "infoX") to identify the
I nfo Package in the Recv-Info and Info-Package header fields. The
header field value MJST conformto the ABNF defined in Section 9.2.

The | nfo Package nechani sm does not support package versi oni ng.

Speci fic I nfo Package nessage body payl oads can contain version

i nformati on, which is handl ed by the applications associated with the
I nfo Package. However, such a feature is outside the scope of the
generic Info Package mechani sm

NOTE: Even if an Info Package name contai ns versi on nunbering
(e.g., foo_v2), the Info Package nmechani sm does not distinguish a
versi on nunmber fromthe rest of the Info Package nane.

5. Info Package Parameters

The I nfo Package specification MAY define |Info Package paraneters,
whi ch can be used in the Recv-Info or |nfo-Package header fields,
together with the header field value that indicates the Info Package
nane (see Section 10.4).

The I nfo Package specification MJST define the syntax and semantics
of the defined paraneters. |In addition, the specification MJST
define whether a specific paraneter is applicable to only the
Recv-1nfo header field, only the |Info-Package header field, or to
bot h.

By default, an Info Package paranmeter is only applicable to the Info
Package for which the paraneter has been explicitly defined.
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10.

10.

10.

Info Package parameters defined for specific Info Packages can share
the nane with paraneters defined for other |Info Packages, but the
paraneter semantics are specific to the Info Package for which they
are defined. However, when choosing the nane of a paraneter, it is
RECOMVENDED to not use the sane nane as an existing paraneter for
anot her | nfo Package, if the semantics of the paraneters are
different.

6. SIP Option-Tags

The I nfo Package specification MAY define SIP option-tags, which can
be used as described in RFC 3261

The registration requirenents for option-tags are defined in RFC 5727
[ RFC5727] .

7. | NFO Message Body Parts

The I nfo Package specification MJST define which nmessage body part

M ME types are associated with the I nfo Package. The specification
MJST ei ther define those body parts, including the syntax, semantics,
and M ME type of each body part, or refer to other docunents that
define the body parts.

If multiple message body part M ME types are associated with an Info
Package, the Info Package specification MIJST defi ne whet her UAs need
to use multipart body parts, in order to include multiple body parts
in a single | NFO request.

8. Info Package Usage Restrictions

If there are restrictions on how UAs can use an |Info Package, the
I nfo Package specification MIJST docunent such restrictions.

There can be restrictions related to whether UAs are allowed to send
overl appi ng (outstanding) |INFO requests associated with the Info
Package, or whether the UA has to wait for the response for a

previ ous | NFO request associated with the same | nfo Package.

There can al so be restrictions related to whether UAs need to support
and use other SIP extensions and capabilities when they use the Info
Package, and if there are restrictions related to how UAs can use the
Info Package together with other |Info Packages.
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10.

10.

As the SIP stack m ght not be aware of |Info Package specific
restrictions, it cannot be assunmed that overl appi ng requests woul d be
rejected. As defined in Section 4.2.2, UAs will normally send a 200
(OK) response to an I NFO request. The application |ogic associated
with the Info Package needs to handl e situations where UAs do not
follow restrictions associated with the Info Package.

9. Rate of INFO Requests

If there is a maximumor mnimumrate at which UAs can send | NFO
requests associated with the Info Package within a dialog, the Info
Package specification MJST docunent the rate val ues

If the rates can vary, the Info Package specification MAY define Info
Package paraneters that UAs can use to indicate or negotiate the
rates. Alternatively, the rate information can be part of the
application data infornmation associated with the I nfo Package.

10. Info Package Security Considerations

If the application information carried in I NFO requests associ at ed
with the Info Package requires a certain |level of security, the Info
Package specification MJST describe the nechani sns that UAs need to
use in order to provide the required security.

If the Info Package specification does not require any additiona
security, other than what the underlying SIP protocol provides, this
MUST be stated in the I nfo Package specification

NOTE: In some cases, it may not be sufficient to nandate Transport
Layer Security (TLS) [RFC5246] in order to secure the Info Package
payl oad, since internediaries will have access to the payl oad, and
because beyond the first hop, there is no way to assure subsequent
hops will not forward the payload in clear text. The best way to
ensure secure transport at the application level is to have the
security at the application level. One way of achieving this is
to use end-to-end security techniques such as Secure/ Ml tipurpose
Internet Mail Extensions (S/M M) [RFC5751].

11. Inplenentation Details

It is strongly RECOMMENDED t hat the Info Package specification define
the procedure regardi ng how i npl ementors shall inplenment and use the
I nfo Package, or refer to other |ocations where inplementors can find
that information.
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11.

11.

11.

11.

NOTE: Sonetimes an | nfo Package designer m ght choose to not

reveal the details of an Info Package. However, in order to allow
mul tiple inplenmentations to support the Info Package, Info Package
designers are strongly encouraged to provide the inplenmentation
detail s.

12. Exanpl es

It is RECOVWENDED that the Info Package specification provide
denonstrative nessage flow di agrans, paired with conpl ete nessages
and nessage descri ptions.

Note that exanple flows are by definition informative, and do not
repl ace normative text.

I ANA Consi derati ons
1. Update to Registration of SIP | NFO Met hod
| ANA updated the existing registration in the "Methods and Response

Codes" registry under "Session Initiation Protocol (SIP) Paraneters
from

Met hod: I NFO

Ref erence: [RFC2976]
to:

Met hod: I NFO

Ref erence: [RFC6086]
2. Registration of the |Info-Package Header Field

| ANA added the following new SIP header field in the "Header Fields"
registry under "Session Initiation Protocol (SIP) Paraneters".

Header Narne: I nf o- Package
Conpact Form (none)
Ref er ence: [ RFC6086]

3. Registration of the Recv-Info Header Field

| ANA added the follow ng new SI P header field in the "Header Fields"
registry under "Session Initiation Protocol (SIP) Paraneters".

Header Nane: Recv-1nfo
Conpact Form (none)
Ref er ence: [ RFC6086]
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4. Creation of the Info Packages Registry

| ANA created the follow ng registry under "Session Initiation
Protocol (SIP) Parameters":

I nf o Packages
Note to the reviewer:

The policy for review of Info Packages is "Specification
Required", as defined in [RFC5226]. This policy was sel ected
because | nfo Packages re-use an existing nechani smfor transport
of arbitrary session-associated data within SIP; therefore, new

I nfo Packages do not require the nore extensive review required by
speci fications that make fundanental protocol changes. However,
the reviewer is expected to verify that each Info Package
registration is in fact consistent with this definition. Changes
to the SIP protocol and state machine are outside of the allowable
scope for an Info Package and are governed by other procedures

i ncluding RFC 5727 and its successors, if any.

The foll owi ng data el enents popul ate the I nfo Packages Registry.
o Info Package Nane: The Info Package Nane is a case-sensitive
token. In addition, | ANA shall not register nultiple |Info Package

nanmes that have identical case-insensitive val ues.

o0 Reference: Areference to a specification that describes the Info
Package.

The initial population of this table shall be:

Narme Ref er ence

5. Registration of the Info-Package Content-Di sposition

| ANA added the follow ng new header field value to the "Mil Content
Di sposition Val ues" registry under "Ml Content Disposition Val ues
and Paraneters”.

Nane: i nfo-package

Description: The body contains information associated with an

I nfo Package
Ref erence: RFC6086
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11.6. SIP Response Code 469 Registration

| ANA registered the foll owi ng new response code in the "Session
Initiation Protocol (SIP) Paraneters" -- "Response Codes" registry.

Response Code: 469
Def ault Reason Phrase: Bad | nfo Package
Ref erence: RFC6086

12. Exanpl es

12.1. Indication of WIlingness to Receive I NFO Requests for Info
Packages

12.1.1. Initial INVITE Request

The UAC sends an initial INVITE request, where the UAC i ndi cates that
it iswilling to receive INFO requests for Info Packages P and R

I NVI TE si p: bob@xanpl e.com SI P/ 2.0

Via: SIP/2.0/ TCP pc33. exanpl e. com br anch=z9hG4bK776
Max- Forwar ds: 70

To: Bob <sip: bob@xanpl e. conr

From Alice <sip:alice@xanple.con;tag=1928301774
Call-1D: aB4b4c76e66710@c33. exanpl e. com

CSeq: 314159 INVITE

Recv-Info: P, R

Contact: <sip:alice@c33. exanpl e.conr
Cont ent - Type: application/sdp

Cont ent - Lengt h: .
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12.

The UAS sends a 200 (OK) response back to the UAC, where the UAS
indicates that it is willing to receive INFO requests for Info
Packages R and T.

SIP/2.0 200 X

Via: SIP/ 2.0/ TCP pc33. exanpl e. com branch=z9hX4bK776;
received=192.0.2.1

To: Bob <sip: bob@xanpl e. conp; t ag=a6c85cf

From Alice <sip:alice@xanple.conp;tag=1928301774

Call-1D: aB84b4c76e66710@c33. exanpl e. com

CSeq: 314159 INVITE

Contact: <sip: bob@c33. exanpl e. conp

Recv-Info: R T

Cont ent - Type: application/sdp

Cont ent - Lengt h: .

The UAC sends an ACK request.

ACK si p: bob@c33. exanpl e.com SIP/ 2.0

Via: SIP/2.0/ TCP pc33. exanpl e. com branch=z9h&4bK754
Max- Forwards: 70

To: Bob <sip: bob@xanpl e. conp; t ag=a6c85cf

From Alice <sip:alice@xanple.conp;tag=1928301774
Call-1D: aB84b4c76e66710@c33. exanpl e. com

CSeq: 314159 ACK

Content-Length: O

1.2. Target Refresh

The UAC sends an UPDATE request within the invite dial og usage, where
the UAC indicates (using an enpty Recv-Info header field) that it is
not willing to receive INFO requests for any |Info Packages.

UPDATE si p: bob@c33. exanpl e. com SI P/ 2.0

Via: SIP/2.0/ TCP pc33. exanpl e. com branch=z9hX4bK776
Max- Forwards: 70

To: Bob <sip: bob@xanpl e. conp; t ag=a6c85cf

From Alice <sip:alice@xanple.conp;tag=1928301774
Call-1D: aB84b4c76e66710@c33. exanpl e. com

CSeq: 314163 UPDATE

Recv- | nf o:

Contact: <sip:alice@c33. exanpl e.conp

Cont ent - Type: application/sdp

Cont ent - Lengt h:
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12.

12.

12.

The UAS sends a 200 (OK) response back to the UAC, where the UAS
indicates that it is willing to receive INFO requests for Info
Packages R and T.

SIP/2.0 200 X

Via: SIP/ 2.0/ TCP pc33. exanpl e. com branch=z9hX4bK893;
received=192.0.2.1

To: Bob <sip: bob@xanpl e. conp; t ag=a6c85cf

From Alice <sip:alice@xanple.conp;tag=1928301774

Call-1D: aB4b4c76e66710@c33. exanpl e. com

CSeq: 314163 INVITE

Contact: <sip:alice@c33. exanpl e.conp

Recv-Info: R T

Cont ent - Type: application/sdp

Cont ent - Lengt h: .

2. I NFO Request Associated with |Info Package
2.1. Single Payl oad
The UA sends an | NFO request associated with Info Package "foo0"

I NFO si p: ali ce@c33. exanpl e.com SI P/ 2.0

Via: SIP/2.0/UDP 192. 0. 2. 2: 5060; branch=z9hGibKnabcdef
To: Bob <sip: bob@xanpl e. conp; t ag=a6c85cf

From Alice <sip:alice@xanple.conp;tag=1928301774
Call-1d: aB84b4c76e66710@c33. exanpl e. com

CSeq: 314333 I NFO

I nf o- Package: foo

Content-type: application/foo

Cont ent - Di sposi tion: |nfo-Package

Content-length: 24

I ama foo nmessage type

2.2. Miltipart I NFO

2.2.1. Non-Info Package Body Part

SI P extensions can sonetines add body part payloads into an | NFO
request, independent of the Info Package. In this case, the Info
Package payl oad gets put into a multipart M ME body, with a

Content-Di sposition header field that indicates which body part is
associated with the Info Package.
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I NFO si p: ali ce@c33. exanpl e.com SI P/ 2.0

Via: SIP/2.0/UDP 192.0. 2. 2: 5060; branch=z9hGibKnabcdef
To: Alice <sip:alice@xanple.net>;tag=1234567

From Bob <sip: bob@xanpl e. conP; t ag=abcdef g

Call-1d: aB84b4c76e66710@c33. exanpl e. com

CSeq: 314400 I NFO

I nf o- Package: foo

Cont ent - Type: mul ti part/ m xed; boundar y="t heboundar y"
Cont ent - Lengt h:

--theboundary
Cont ent - Type: application/ nmunbl e

<munbl e stuff>

--theboundary

Cont ent - Type: application/foo-x
Cont ent - Di sposi tion: | nfo-Package
Content-1ength: 59

I ama foo-x nessage type, and | belong to Info Package foo
--theboundary- -

2.2.2. Info Package with Miultiple Body Parts inside Miltipart Body
Part

Mul tiple body part payl oads can be associated with a single Info
Package. In this case, the body parts are put into a nultipart MM
body, with a Content-Di sposition header field that indicates which
body part is associated with the Info Package.

I NFO si p: ali ce@c33. exanpl e.com SIP/2.0

Via: SIP/2.0/UDP 192.0. 2.2:5060; branch=z9hG4bKnabcdef
To: Alice <sip:alice@xanple.net>;tag=1234567

From Bob <sip: bob@xanpl e. conp; t ag=abcdef g

Call-1d: aB4b4c76e66710@c33. exanpl e. com

CSeq: 314423 | NFO

I nf o- Package: foo

Cont ent - Type: mul ti part/ m xed; boundar y="t heboundar y"
Content-Di sposition: |nfo-Package

Cont ent - Lengt h:

--theboundary
Cont ent - Type: application/foo-x
Content-1ength: 59
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I ama foo-x nessage type, and | belong to Info Package foo
<munbl e stuff>

--theboundary
Cont ent - Type: application/foo-y
Content-1ength: 59

I ama foo-y nessage type, and | belong to Info Package foo
--theboundary- -

2.2.3. Info Package with Single Body Part inside Miltipart Body Part

The body part payl oad associated with the Info Package can have a
Content-Di sposition header field value other than "Info-Package". In
this case, the body part is put into a multipart MM body, with a
Content-Di sposition header field that indicates which body part is
associ ated with the I nfo Package.

I NFO si p:alice@c33. exanpl e.com SIP/2.0

Via: SIP/2.0/UDP 192. 0. 2. 2: 5060; branch=z9hG4bKnabcdef
To: Alice <sip:alice@xanple.net>;tag=1234567

From Bob <sip: bob@xanpl e. conp; t ag=abcdef g

Call-1d: aB84b4c76e66710@c33. exanpl e. com

CSeq: 314423 | NFO

I nf o- Package: foo

Cont ent - Type: rmul ti part/ m xed; boundar y="t heboundar y"
Content-Di sposition: |nfo-Package

Cont ent - Lengt h:

--theboundary

Cont ent - Type: application/foo-x
Content-Di sposition: icon
Content-1ength: 59

I am a foo-x nessage type, and | belong to Info Package foo
--theboundary- -

Security Considerations

By elimnating nultiple usages of | NFO nessages w t hout adequate
community review, and by elimnating the possibility of rogue SIP UAs
confusi ng anot her UA by purposely sending unrel ated | NFO requests, we
expect this document’s clarification of the use of INFO to inprove
the security of the Internet. While rogue UAs can still send

unrel ated I NFO requests, this nechani sm enables the UAS and ot her
security devices to associate I NFO requests with I nfo Packages that
have been negotiated for a session.
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If the content of the Info Package payload is private, UAs will need
to use end-to-end encryption, such as SIMME to prevent access to
the content. This is particularly inportant, as transport of INFOis
likely not to be end-to-end, but through SIP proxies and back-to-back
user agents (B2BUAs), which the user may not trust.

The | NFO request transports application |evel information. One
inplication of this is that | NFO nessages may require a higher |eve
of protection than the underlying SIP dialog signaling. 1In
particular, if one does not protect the SIP signaling from
eavesdroppi ng or authentication and repudiati on attacks, for exanple
by using TLS transport, then the INFO request and its contents wll
be vulnerable as well. Even with SIP/TLS, any SIP hop along the path
fromUAC to UAS can view, nodify, or intercept INFO requests, as they
can with any SIP request. This neans sone applications may require
end-to-end encryption of the |INFO payl oad, beyond, for exanple, hop-
by-hop protection of the SIP signaling itself. Since the application
dictates the level of security required, individual |nfo Packages
have to enunerate these requirenents. In any event, the Info Package
mechani sm descri bed by this docunment provides the tools for such
secure, end-to-end transport of application data.

One interesting property of Info Package usage is that one can re-use
the same di gest-chall enge mechani smused for |NVITE-based

aut hentication for the I NFO request. For exanple, one could use a
qual ity-of -protection (qop) value of authentication with integrity
(auth-int), to challenge the request and its body, and prevent

i ntermedi ate devices fromnodi fying the body. However, this assunes
the device that knows the credentials in order to performthe | NVITE
challenge is still in the path for the I NFO request, or that the far-
end UAS knows such credentials.
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