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Abstract

The General Internet Signaling Transport (G ST) protocol currently

uses TCP or Transport Layer Security (TLS) over TCP for Connection

nmode operation. This docunment describes the usage of G ST over the
Stream Control Transm ssion Protocol (SCTP) and Dat agram Transport

Layer Security (DTLS).

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenmentation, and
eval uati on.

Thi s docunent defines an Experinental Protocol for the Internet
community. This document is a product of the Internet Engineering
Task Force (IETF). It represents the consensus of the | ETF
community. It has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
al | docurents approved by the I1ESG are a candidate for any |evel of
Internet Standard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6084.

Copyri ght Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
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to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Thi s docunent nmay contain material from | ETF Docunments or |ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
materi al may not have granted the I ETF Trust the right to all ow

nmodi fications of such nmaterial outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this document may not be nodified
outside the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to fornmat
it for publication as an RFC or to translate it into | anguages ot her
than Engli sh.
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1.

Fu,

I nt roducti on

Thi s docunent describes the usage of the General Internet Signaling
Transport (Qd ST) protocol [1] and Datagram Transport Layer Security
(DTLS) [2].

G ST, inits initial specification for Connection node (C node)
operation, runs on top of a byte-streamoriented transport protoco
providing a reliable, in-sequence delivery, i.e., using the

Transm ssion Control Protocol (TCP) [9] for signaling nessage
transport. However, some Next Steps in Signaling (NSIS) Signaling
Layer Protocol (NSLP) [10] context information has a definite
lifetime; therefore, the G ST transport protocol could benefit from
flexible retransm ssion, so stale NSLP nmessages that are held up by
congestion can be dropped. Together with the head-of-1ine bl ocking
and nultihomi ng issues with TCP, these considerations argue that

i mpl ementations of @ ST should support SCTP as an optional transport
protocol for G ST. Like TCP, SCTP supports reliability, congestion
control, and fragmentation. Unlike TCP, SCTP provides a nunber of
functions that are desirable for signaling transport, such as
multiple streams and multiple | P addresses for path failure recovery.
Furthernore, SCTP offers an advantage of nessage-oriented transport
i nstead of using the byte-streamoriented TCP where the fram ng
mechani sms nmust be provided separately. 1In addition, its Partia
Reliability extension (PR SCTP) [3] supports partial retransni ssion
based on a programmabl e retransm ssion tiner. Furthernore, DTLS
provides a viable solution for securing SCIP [4], which allows SCTP
to use alnobst all of its transport features and its extensions.

Thi s docunent defines the use of SCTP as the underlying transport
protocol for G ST and the use of DITLS as a security nmechani smfor
protecting G ST Messagi ng Associ ati ons and di scusses the inplications
on G ST state nmai ntenance and APl between G ST and NSLPs

Furthernore, this docunent describes how QST is transported over
SCTP and used by NSLPs in order to exploit the additiona

capabilities offered by SCTP to deliver A ST C node nessages nore
effectively. Mre specifically:

0 Howto use the multiple streans feature of SCTP

0 How to use the PR-SCTP extension of SCTP

0 How to take advantage of the nultihom ng support of SCTP.

G ST over SCTP as described in this docunent does not require any
changes to the high-level operation and structure of A ST. However

addi ng new transport options requires additional interface code and
configuration support to allow applications to exploit the additiona
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transport when appropriate. In addition, SCTP inplenentations to
transport G ST MJST support the optional feature of fragmentation of
SCTP user messages.

Additionally, this docurment al so specifies howto establish @ ST
security using DTLS for use in conbination with, e.g., SCTP and UDP

2. Term nol ogy and Abbrevi ations
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [5]. O her
term nol ogi es and abbrevi ations used in this docunment are taken from
rel ated specifications ([1], [2], [3], [6]):
0 SCTP - Stream Control Transm ssion Protoco
0 PR SCTP - SCTP Partial Reliability Extension
o MM - Message Routing Method
0o MI - Message Routing Infornmation

0 SCD - Stack-Configuration-Data

0 Messaging Association (MA) - A single connection between two

explicitly identified G ST adj acent peers, i.e., between a given
signaling source and destination address. A nessaging association
may use a transport protocol; if security protection is required,

it my use a specific network | ayer security association, or use a
transport | ayer security association internally. A nmessaging
association is bidirectional: signaling nessages can be sent over
it ineither direction, referring to flows of either direction

0 SCTP Association - A protocol relationship between SCTP endpoints,
conposed of the two SCTP endpoints and protocol state infornmation.
An associ ation can be uniquely identified by the transport
addresses used by the endpoints in the association. Two SCTP
endpoi nts MJUST NOT have nore than one SCTP associ ati on between
them at any given tine.

0 Stream- A unidirectional |ogical channel established fromone to
anot her associ ated SCTP endpoint, within which all user nessages
are delivered in sequence except for those subnmitted to the
unordered delivery service
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3. G ST over SCTP

This section defines a new MA-Protocol -1D type, "Forwards-SCTP*, for
using SCTP as the G ST transport protocol. The use of DILS in G ST
is defined in Section 7.

3.1. Message Association Setup
3.1.1. Overview

The basic G ST protocol specification defines two possible protocols
to be used in Messaging Associ ations, namely Forwards-TCP and TLS
This information is a nmain part of the Stack Configuration Data (SCD)
[1]. This section adds Forwards- SCTP (val ue 3) as another possible
protocol option. |In Forwards-SCTP, anal og to Forwards-TCP
connecti ons between peers are opened in the forwards direction, from
the queryi ng node, towards the responder

3.1.2. Protocol -Definition: Forwards-SCTP

The MA- Protocol -1 D "Forwards- SCTP* denotes a basic use of SCITP

bet ween peers. Support for this protocol is OPTIONAL. |If this
protocol is offered, MA-protocol-options data MIUST al so be carried in
the SCD object. The MA-protocol-options field formats are:

0o in a Query: no information apart fromthe field header.

0 in a Response: 2-byte port nunber at which the connection will be
accepted, followed by 2 pad bytes.

The connection is opened in the forwards direction, fromthe querying
node towards the responder. The querying node MAY use any source
address and source port. The destination for establishing the
nmessage associ ati on MUST be derived frominformation in the Response:
the address fromthe interface-address in the Network-Layer-

I nformation object and the port fromthe SCD object as described
above.

Associ ati ons using Forwards-SCTP can carry messages with the transfer
attribute Reliable=True. If an error occurs on the SCTP connection
such as a reset, as can be reported by an SCTP socket API
notification [11], G ST MJST report this to NSLPs as discussed in
Section 4.1.2 of [1]. For the multihom ng scenario, when a
destination address of a G ST-over-SCTP peer encounters a change, the
SCTP APl will notify G ST about the availability of different SCTP
endpoi nt addresses and the possi bl e change of the primary path.
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3. 2.

3. 3.

Fu,

Effect on G ST State Miintenance

As SCTP provides additional functionality over TCP, this section
di scusses the inplications of using G ST over SCTP on G ST state
mai nt enance.

Wi |l e SCTP defines unidirectional streams, for the purpose of this
docunent, the concept of a bidirectional streamis used.

I mpl enent ati ons MJST establish both downstream and upstream
(unidirectional) SCTP streanms and use the same streamidentifier in
both directions. Thus, the two unidirectional streans (in opposite
directions) forma bidirectional stream

Due to the multi-stream ng support of SCTP, it is possible to use
different SCTP streans for different resources (e.g., different NSLP
sessions), rather than nmaintaining all nessages al ong the sane
transport connection/association in a correlated fashion as TCP
(which inposes strict (re)ordering and reliability per transport

Il evel). However, there are limtations to the use of nulti-
stream ng. Wen an SCTP inpl enentation is used for G ST transport,
all G ST nessages for a particular session MIST be sent over the same
SCTP streamto assure the NSLP assunption of in-order delivery.

Mul tipl e sessions MAY share the same SCTP stream based on | oca

pol i cy.

The G ST concept of Messagi ng Association re-use is not affected by
this document or the use of SCTP. Al rules defined in the QST
specification remain valid in the context of @ ST over SCTP

PR- SCTP Support

A variant of SCTP, PR-SCTP [3] provides a "tined reliability"
service, which would be particularly useful for delivering G ST
Connection node nessages. It allows the user to specify, on a per-
message basis, the rul es governing how persistent the transport
service should be in attenpting to send the nessage to the receiver
Because of the chunk bundling function of SCTP, reliable and
partially reliable messages can be multipl exed over a single PR SCTP
association. Therefore, an SCTP inpl enentation for G ST transport
SHOULD attenpt to establish a PR SCTP association using "tined
reliability" service instead of a standard SCTP association, if
avail abl e, to support nore flexible transport features for potentia
needs of different NSLPs.

VWhen using a nornmally reliable session (as opposed to a partially
reliable session), if a node has sent the first transm ssion before
the lifetinme expires, then the nessage MJST be sent as a nornal
reliable nessage. During episodes of congestion, this is
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3. 4.

Fu,

particularly unfortunate, as retransni ssion wastes bandw dth that
coul d have been used for other (non-lifetime expired) nessages. The
"timed reliability" service in PR-SCTP elimnates this issue and is
hence RECOMMENDED to be used for G ST over PR-SCTP

APl between G ST and NSLP

The G ST specification defines an abstract APl between G ST and
NSLPs. While this docunent does not change the APl itself, the
semanti cs of some paraneters have slightly different interpretations
in the context of SCTP. This section only lists those prinmtives and
paraneters that need special considerati on when used in the context
of SCTP. The relevant primtives from[1] are as follows:

o The Tineout paraneter in APl "SendMessage": According to [1], this
paraneter represents the "length of tinme G ST should attenpt to
send this nessage before indicating an error”. Wen used with
PR-SCTP, this paraneter is used as the tinmeout for the "tinmed
reliability" service of PR SCTP.

0 "NetworkNotification": According to [1], this primtive "is passed
fromdST to a signalling application. It indicates that a
network event of possible interest to the signalling application
occurred". Here, if SCTP detects a failure of the primary path,

G ST SHOULD al so indicate this event to the NSLP by calling this
primtive with Network-Notification-Type "Routing Status Change"
This notification should be done even if SCTP was able to retain
an open connection to the peer due to its multihom ng
capabilities.

Bit-Level Fornmts

MA- Pr ot ocol - Opti ons

This section provides the bit-level format for the MA-protocol -
options field that is used for SCTP protocol in the Stack-
Configuration-Data object of G ST

0 1 2 3
01234567890123456789012345678901
R T e i e i i S L S s il o T SR R R S

SCTP port nunber | Reser ved
R i T i e i i S e S S e S

SCTP port nunber = Port nunmber at which the responder will accept
SCTP connecti ons

The SCTP port number is only supplied if sent by the responder
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5. 1.

5. 2.
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Application of G ST over SCTP
Mul ti hom ng Support of SCTP

In general, the multihom ng support of SCTP can be used to inprove
fault-tolerance in case of a path or link failure. Thus, G ST over
SCTP woul d be able to deliver NSLP nessages between peers even if the
primary path is not working anynore. However, for the Message
Routi ng Methods (MRMs) defined in the basic G ST specification, such
a feature is only of limted use. The default MRMis path-coupl ed,
which neans that if the primary path is failing for the SCTP
association, it nost likely is also failing for the IP traffic that
is signaled for. Thus, G ST would need to performa refresh to the
NSI'S nodes to the alternative path anyway to cope with the route
change. Wen the two endpoints of a nmultihomed SCTP associ ation (but
none of the internedi ate nodes between them support NSIS, G ST over
SCTP provi des a robust neans for G ST to deliver NSLP nessages even
when the primary path fails but at |east one alternative path between
these (NSI S-enabl ed) endpoints of the multihoned path is avail abl e.
Additionally, the use of the nultihom ng support of SCTP provides

G ST and the NSLP with another source to detect route changes.
Furthernore, for the tine between detection of the route change and
recovering fromit, the alternative path offered by SCTP can be used
by the NSLP to nake the transition nore snoothly. Finally, future
MRMs m ght have different properties and therefore benefit from

mul ti homi ng nore broadly.

Stream ng Support in SCTP

Stream ng support in SCTP is advantageous for G ST. It allows better
paral |l el processing, in particular by avoiding the head-of-1line

bl ocking issue in TCP. Since a single G ST MA may be reused by

mul tiple sessions, using TCP as the transport for G ST signaling
messages belonging to different sessions nmay be bl ocked if another
nmessage i s dropped. |In the case of SCTP, this can be avoi ded, as
different sessions having different requirenents can belong to
different streams; thus, a message |oss or reordering in a stream
will only affect the delivery of messages within that particul ar
stream and not any ot her streans.

NAT Traversal |ssue

NAT traversal for G ST over SCTP will follow Section 7.2 of [1] and
the G ST extensibility capabilities defined in [12]. This

speci fication does not define NAT traversal procedures for G ST over
SCTP, al though an approach for SCTP NAT traversal is described in
[13].
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7.
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Use of DILS with G ST

This section specifies a new MA-Protocol -1D "DILS" (value 4) for the
use of DILS in G ST, which denotes a basic use of datagramtransport
| ayer channel security, initially in conjunction with G ST over SCTP.
It provides server (i.e., G ST transport receiver) authentication and
integrity (as long as the NULL ciphersuite is not selected during

ci phersuite negotiation), as well as optionally replay protection for
control packets. The use of DILS for securing G ST over SCTP all ows
G ST to take the advantage of features provided by SCTP and its
extensions. The usage of DTLS for G ST over SCTP is simlar to TLS
for G ST as specified in [1], where a stack-proposal containing both
MA- Prot ocol -1 Ds for SCTP and DTLS during the G ST handshake phase.

The usage of DTLS [2] for securing G ST over datagramtransport
protocol s MJUST be inpl enented and SHOULD be used.

G ST nmessage associ ati ons using DTLS nmay carry nessages with transfer
attributes requesting confidentiality or integrity protection. The
specific DILS version will be negotiated within the DTLS | ayer
itself, but inplenentations MJUST NOT negotiate to protocol versions
prior to DILS v1.0 and MJST use the highest protocol version
supported by both peers. NULL authentication and integrity ciphers
MUST NOT be negotiated for G ST nodes supporting DILS. For
confidentiality ciphers, nodes can negotiate the NULL ci phersuites.
The sane rules for negotiating TLS ci phersuites as specified in
Section 5.7.3 of [1] apply.

DTLS renegotiation [7] may cause problens for applications such that
connection security paraneters can change wi thout the application
knowing it. Hence, it is RECOMVENDED that renegotiation be disabled
for G ST over DTLS.

No MA-protocol -options field is required for DILS. The configuration
informati on for the transport protocol over which DTLS is running
(e.g., SCTP port nunber) is provided by the MA-protocol-options for
that protocol.

Security Considerations

The security considerations of [1], [6], and [2] apply.

Addi tionally, although [4] does not support replay detection in DTLS
over SCTP, the SCTP replay protection nechanisns [6] [8] should be
able to protect NSIS nmessages transported using G ST over (DTLS over)
SCTP fromrepl ay attacks.
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9.

10.

11.

11.
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| ANA Consi der ati ons

According to this specification, |IANA has registered the foll ow ng
codepoints (MA-Protocol-IDs) in a registry created by [1]:

o e e e e oo s o m m e e e e e e e e e e e e e e e eee— oo on +
| MA-Protocol-1D | Protocol |
o e e e e e a e oo e +
| 3 | SCTP opened in the forwards direction |
I I
| 4 | DILS initiated in the forwards direction |
o e e e e oo s o m m e e e e e e e e e e e e e e e eee— oo on +

Note that MA-Protocol-1D "DTLS" is never used al one but al ways
coupled with a transport protocol specified in the stack proposal.
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