I nternet Research Task Force (I RTF) D. Papadimtriou, Ed.

Request for Comments: 6077 Al cat el - Lucent
Cat egory: I nfornmational M Wl zl
| SSN. 2070-1721 Uni versity of Gslo

M Schar f

Uni versity of Stuttgart
B. Briscoe

BT & UCL

February 2011

Open Research Issues in Internet Congestion Contro
Abst r act

Thi s docunent describes sonme of the open problens in Internet
congestion control that are known today. This includes several new
chal | enges that are becom ng inportant as the network grows, as well
as sone issues that have been known for many years. These chall enges
are generally considered to be open research topics that may require
nmore study or application of innovative techni ques before Internet-
scal e solutions can be confidently engineered and depl oyed.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
published for informational purposes.

Thi s docunent is a product of the Internet Research Task Force
(IRTF). The I RTF publishes the results of Internet-related research
and devel opnent activities. These results m ght not be suitable for
depl oynent. This RFC represents the consensus of the Internet
Congestion Control Research Group (I CCRG of the Internet Research
Task Force (I RTF). Docunents approved for publication by the | RSG
are not a candidate for any |level of Internet Standard; see Section 2
of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6077

Papadimitriou, et al. I nf or mati onal [ Page 1]



RFC 6077 Qpen Issues in Internet Congestion Control February 2011

Copyri ght Notice

Copyright (c) 2011 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docurment.

Papadimtriou, et al. I nf or mat i onal [ Page 2]



RFC 6077

Qpen Issues in Internet Congestion Control February 2011

Tabl e of Contents

1.
2

INtroducti ON .. ... 3
A obal Challenges ......... .. e 5
2.1, Heterogeneity . ... e 5
2.2, Stabi ity .o 7
2. 3. Fai FNESS . . 8
Detailed Challenges . ....... ... 10
3.1. Challenge 1: Network Support ........... .. ..., 10
3.1.1. Performance and Robustness ......................... 14
3.1.2. Ganularity of Network Conponent Functions ......... 15
3.1.3. Information Acquisition ....... ... ... . ... . .. 16
3.1.4. Feedback Signaling ......... ... ... ... . . 17
3.2. Challenge 2: Corruption LOSS . ....... ... 17
3.3. Challenge 3: Packet Size ......... ... ... 19
3.4. Challenge 4: Flow Startup ........... .. 24
3.5. Challenge 5: Milti-Donmain Congestion Control .............. 26
3.5.1. Multi-Domain Transport of Explicit
Congestion Notification .......... ... ... .. ... ...... 26
3.5.2. Multi-Domai n Exchange of Topol ogy or
Explicit Rate Information ............ ... .. ... ...... 27
3.5.3. Multi-Domain Pseudowi res ............o.uiiiinininnnan. 28
3.6. Challenge 6: Precedence for Elastic Traffic ............... 30
3.7. Challenge 7: M sbehaving Senders and Receivers ............ 31
3.8. Oher Challenges ........ .. 33
3.8.1. RTT Estimation ........ . 33
3.8.2. Malfunctioning Devices ............ . ... 35
3.8.3. Dependence on RTT ....... ... 36
3.8.4. Congestion Control in Milti-Layered Networks ....... 36
3.8.5. Multipath End-to-End Congestion Control and
Traffic Engineering ........ ... ... 37
3.8.6. ALGs and Mddleboxes ........ ... . .. ... 37
Security Considerati ONS . ... ... . 38
Ref Br BNCeS . .. 39
5.1. Informative References ....... ... .. . . . .. 39
ACKNOW edgmeNt S . .. 50
Contri bUt Or S ... 50

I nt roduction

Thi s docunent, the result of the Internet Congestion Control Research
Goup (I CCRG, describes sonme of the open research topics in the
domain of Internet congestion control that are known today. W begin
by review ng sone proposed definitions of congestion and congestion

contr ol

based on current understandi ngs.
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Congestion can be defined as a state or condition that occurs when
networ k resources are overloaded, resulting in inpairments for
network users as objectively nmeasured by the probability of |oss
and/ or delay. The overload results in the reduction of utility in
net wor ks that support both spatial and tenporal nultiplexing, but no
reservation [Keshav07]. Congestion control is a (typically
distributed) algorithmto share network resources anobng conpeting
traffic sources.

Two conponents of distributed congestion control have been defined in
the context of primal-dual nodeling [Kelly98]. Primal congestion
control refers to the al gorithmexecuted by the traffic sources for
controlling their sending rates or wi ndow sizes. This is nornally a
cl osed-1 oop control, where this operation depends on feedback. TCP
algorithnms fall in this category. Dual congestion control is

i npl emented by the routers through gathering information about the
traffic traversing them A dual congestion control algorithm
updates, inplicitly or explicitly, a congestion nmeasure or congestion
rate and sends it back, inplicitly or explicitly, to the traffic
sources that use that |ink. Queue nmanagenent al gorithns such as
Random Early Detection (RED) [Fl oyd93] or Random Exponenti al Marking
(REM [AthO01] fall into the "dual" category.

Congestion control provides for a fundanental set of nechanisns for
mai ntaining the stability and efficiency of the Internet. Congestion
control has been associated with TCP since Van Jacobson’s work in
1988, but there is al so congestion control outside of TCP (e.g., for
real -tinme nultinedia applications, nmulticast, and router-based
mechani sns) [ RFC5783]. The Van Jacobson end-to-end congestion
control algorithms [Jacobson88] [RFC2581] [RFC5681] are used by the
Internet transport protocol TCP [RFC4614]. They have been proven to
be highly successful over many years but have begun to reach their
limts, as the heterogeneity of the data |ink and physical |ayer on
the one hand, and of applications on the other, are pulling TCP
congestion control beyond its natural operating regine. This is
because it perforns poorly as the bandwi dth or delay increases. A
side effect of these deficiencies is that an increasing share of
hosts use non-standardi zed congestion control enhancements (for

i nstance, many Linux distributions have been shipped with "CUBIC

[ Ha08] as the default TCP congestion control mechanism

Wil e the original Van Jacobson al gorithmrequires no congestion-
related state in routers, nore recent nodifications have departed
fromthe strict application of the end-to-end principle [Saltzer84]
in order to avoid congestion collapse. Active Queue Managenent (AQV
inrouters, e.g., RED and sone of its variants such as Adaptive RED
(ARED), inproves perfornmance by keepi ng queues small (inplicit

f eedback via dropped packets), while Explicit Congestion Notification
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(ECN) [Fl oyd94] [RFC3168] passes one bit of congestion information
back to senders when an AQM woul d norrmal ly drop a packet. It is to
be noted that other variants of RED built on AQM such as Wi ghted
RED (WRED) and RED with InfQut (RIO [Cark98] are for quality
enforcenment, whereas Stabilized RED (SRED), and CHOKe [Pan00] and its
ext ensi ons such as XCHOKe [ Chhabra02], are flow policers. In

[ Bonal dOO], authors anal ytically eval uated RED performance.

These neasures do inprove performance, but there is alinmt to how
much can be acconplished without nore information fromrouters. The
requi renent of extrene scalability together with robustness has been
a difficult hurdle for acceleration of this information flow

Primal -dual TCP/ AQM distributed algorithmstability and equilibrium
properties have been extensively studied (cf. [Low02], [Low03.1],

[ Low03. 2], [Kelly98], and [Kelly05]).

Congestion control includes nmany new chal | enges that are beconi ng

i nportant as the network grows, in addition to the issues that have
been known for nmany years. These are generally considered to be open
research topics that may require nore study or application of

i nnovati ve techni ques before Internet-scal e solutions can be
confidently engi neered and deployed. 1In what foll ows, an overvi ew of
sonme of these challenges is given

2. dobal Challenges

This section describes the gl obal challenges to be addressed in the
domai n of Internet congestion control

2.1. Heterogeneity

The I nternet enconpasses a |arge variety of heterogeneous |P networks
that are realized by a nmultitude of technol ogies, which result in a

trenmendous variety of link and path characteristics: capacity can be
either scarce in very-slowspeed radio |links (several kbps), or there

may be an abundant supply in high-speed optical |inks (severa
gigabit per second). Concerning |atency, scenarios range fromloca
i nterconnects (nuch less than a mllisecond) to certain wirel ess and

satellite links with very large latencies up to or over a second).
Even hi gher | atencies can occur in space communication. As a
consequence, both the avail abl e bandwi dth and the end-to-end delay in
the Internet may vary over many orders of nagnitude, and it is likely
that the range of parameters will further increase in the future.

Additionally, neither the avail able bandw dth nor the end-to-end
delay is constant. At the IP layer, conpeting cross-traffic, traffic
managenent in routers, and dynamic routing can result in sudden
changes in the characteristics of an end-to-end path. Additiona
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dynani cs can be caused by link |Iayer mechani sns, such as shared-nedi a

access (e.g., in wireless netwrks), changes to new links due to
mobility (horizontal/vertical handovers), topol ogy nodifications
(e.g., in ad hoc or neshed networks), link layer error correction,

and dynam ¢ bandwi dth provisioning schemes. Fromthis, it follows
that path characteristics can be subject to substantial changes
within short tinme franes.

Congestion control algorithms have to deal with this variety in an
efficient and stable way. The congestion control principles

i ntroduced by Van Jacobson assune a rather static scenario and
inplicitly target configurations where the bandw dt h-delay product is
of the order of some dozens of packets at nost. Wile these
principles have proved to work in the Internet for al nost two
decades, nuch | arger bandw dt h-del ay products and increased dynanics
chal l enge them nore and nore. There are nmany situations where
today’ s congestion control algorithnms react in a suboptinml way,
resulting, anong other things, in |owresource utilization

This has resulted in a multitude of new proposals for congestion
control algorithms. For instance, since the Additive |ncrease

Mul tiplicative Decrease (Al MD) behavior of TCP is too conservative in
practical environnents when the congestion windowis |arge, severa

hi gh-speed congestion control extensions have been devel oped.

However, these new al gorithnms may be | ess robust or starve | egacy
flows in certain situations for which they have not been desi gned.

At the time of witing, there is no commpn agreenent in the | ETF on
whi ch al gorithm(s) and protocol (s) to choose

It is always possible to tune congestion control paranmeters based on
sone know edge of the environment and the application scenario.
However, the interaction between nultiple congestion contro
techniques is not yet well understood. The fundanmental challenge is
whether it is possible to define one congestion control mechani sm
that operates reasonably well in a whole range of scenarios that
exist in the Internet. Hence, inportant research questions are how
new | nternet congestion control mechani sms woul d have to be desi gned,
whi ch maxi mum degree of dynamics they can efficiently handle, and
whet her they can keep the generality of the existing end-to-end
sol uti ons.

Some i nprovements to congestion control could be realized by sinple
changes to single functions in end-systens or optim zations of

net wor k conponents. However, new mechani sm(s) mght also require a
fundanmental redesign of the overall network architecture, and they
may even affect the design of Internet applications. This can inply
significant interoperability and backward conpatibility chall enges
and/ or create network accessibility obstacles. In particular,
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net wor ks and/or applications that do not use or support a new
congestion control nechani smcould be penalized by a significantly
wor se performance conpared to what they would get if everybody used
the existing nechanisns (cf. the discussion on fairness in

Section 2.3). [RFC5033] defines several criteria to evaluate the
appropri ateness of a new congestion control nmechanism However, a
key issue is how nuch perfornance deterioration is acceptable for
"l egacy" applications. This tradeoff between performance and cost
has to be very carefully exam ned for all new congestion contro
schenes.

2.2. Stability

Control theory is a mathematical tool for describing dynanic systens.
It lends itself to nmodeling congestion control -- TCP is a perfect
exanple of a typical "closed | oop" systemthat can be described in
control theoretic terms. However, control theory has had to be
extended to nodel the interactions between multiple control |oops in
a network [VinnicO02]. 1In control theory, there is a mathematically
defined notion of systemstability. In a stable system for any
bounded i nput over any anount of tinme, the output will also be
bounded. For congestion control, what is actually neant by gl oba
stability is typically asynptotic stability: a mechani sm shoul d
converge to a certain state irrespective of the initial state of the
network. Local stability means that if the systemis perturbed from
its stable state it will quickly return toward the locally stable
state.

Sone fundanental facts known fromcontrol theory are useful as

gui del i nes when desi gning a congestion control mechanism For
instance, a controller should only be fed a system state that
reflects its output. A (lowpass) filter function should be used in
order to pass to the controller only states that are expected to | ast
| ong enough for its action to be neaningful [Jain88]. Action should
be carried out whenever such feedback arrives, as it is a fundanental
principle of control that the control frequency should ideally be
equal to the feedback frequency. Reacting faster leads to
oscillations and instability, while reacting nore slowy makes the
systemtardy [Jai n90].

Control theoretic nodeling of a realistic network can be quite
difficult, especially when taking distinct packet sizes and

het er ogeneous round-trip times (RTTs) into account. It has therefore
becone common practice to nodel sinpler cases and to | eave the nore
complicated (realistic) situations for simulations. Cearly, if a
mechanismis not stable in a sinple scenario, it is generally

usel ess; this nmethod therefore helps to elimnate faulty congestion
control candidates at an early stage. However, a nechanismthat is
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found to be stable in simulations can still not be safely deployed in
real networks, since sinulation scenarios make sinplifying
assunpti ons.

TCP stability can be attributed to two key aspects that were

i ntroduced in [Jacobson88]: the AIMD control |aw during congestion
avoi dance, which is based on a sinple, vector-based analysis of two
controll ers sharing one resource with synchronous RTTs [ Chiu89]; and
the "conservation of packets principle", which, once the control has
reached "steady state", tries to maintain an equal amount of packets
in flight at any tinme by only sending a packet into the network when
a packet has left the network (as indicated by an ACK arriving at the
sender). The latter aspect has gui ded many deci si ons regardi ng
changes that were made to TCP over the years.

The reasoning in [Jacobson88] assunes all senders to be acting at the
same time. The stability of TCP under nore realistic network

condi tions has been investigated in a | arge nunber of ensuing works,

| eading to no clear conclusion that TCP woul d al so be asynptotically
stabl e under arbitrary network conditions. On the other hand,
research has concluded that stability can be assured with constraints
on dynamcs that are less stringent than the "conservation of packets
principle". Fromcontrol theory, only rate increase (not the target
rate) needs to be inversely proportional to RTT (whereas w ndow based
control converges on a target rate inversely proportional to RTT). A
congestion control nechani smcan therefore converge on a rate that is
i ndependent of RTT as long as its dynam cs depend on RTT (e.g., FAST
TCP [Jin04]).

In the stability analysis of TCP and of these nore nodern controls,
the inpact of slowstart on stability (which can be significant as
short-lived HTTP fl ows often never |eave this phase) is not entirely
cl ear.

2.3. Fairness

Recently, the way the Internet comunity reasons about fairness has
been called deeply into question [Bri07]. Mich of the conmunity has
taken fairness to nmean approxi mate equality between the rates of
flows (flow rate fairness) that experience equival ent path congestion
as with TCP [ RFC2581] [ RFC5681] and TCP-Friendly Rate Control (TFRC)
[ RFC5348]. [RFC3714] depicts the resulting situation as "The

Anor phous Probl em of Fairness".
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A parallel tradition has been built on [Kelly98] where, as |ong as
each user is accountable for the cost their rate causes to others

[ MacK95], the set of rates that everyone chooses is deened fair (cost
fairness) -- because with any other set of choices people would | ose
nore val ue than they gai ned overall

I n conparison, the debate between nax-min, proportional, and TCP
fairness is about nere details. These three all share the assunption
that equal flow rates are desirable; they nerely differ in the
second-order issue of how to share out excess capacity in a network
of many bottlenecks. In contrast, cost fairness should lead to
extrenely unequal flow rates by design. Equivalently, equal flow
rates would typically be considered extrenely unfair.

The two traditional approaches are not protocol options that can each
be followed in different parts of an internetwork. They lead to
research agendas that are different in their respective objectives,
resulting in a different set of open issues.

If we assune TCP-friendliness as a goal with flowrate as the netric,
open issues woul d be:

- Should flow fairness depend on the packet rate or the bit rate?

- Should the target flow rate depend on RTT (as in TCP) or should
only flow dynam cs depend on RTT (e.g., as in FAST TCP [Jin04])~?

- How should we estimate whether a particular flow start strategy is
fair, or whether a particular fast recovery strategy after a
reduction in rate due to congestion is fair?

- Should we judge what is reasonably fair if an application needs,
for exanple, even snoother flows than TFRC, or it needs to burst
occasionally, or with any other application behavior?

- During brief congestion bursts (e.g., due to new flow arrivals),
how shoul d we judge at what point it becones unfair for some flows
to continue at a snmooth rate while others reduce their rate?

- Wi ch nechani sn(s) could be used to enforce approximate flow rate
fairness?

- Should we introduce sonme degree of fairness that takes into
account different users’ flow activity over time?

- How should we judge the fairness of applications using a |arge
nunber of flows over separate paths (e.g., via an overlay)?
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3.

3.

If we assune cost fairness as a goal with congestion-volune as the
metric, open issues would be:

- Can one application’s sensitivity to instantaneous congestion
really be protected by |onger-termaccountability of conpeting
appl i cations?

- VWhich protocol mechanisn(s) are needed to give accountability for
causi ng congesti on?

- How m ght we design one or two weighted transport protocols (such
as TCP, UDP, etc.) with the addition of application policy contro
over the weight?

- VWhich policy enforcement m ght be used by networks, and what are
the interactions between application policy and network policy
enf or cenent ?

- How shoul d we design a new policy enforcenment framework that will
appropriately conpete with existing flows aimng for rate equality
(e.g., TCP)?

The question of how to reason about fairness is a prerequisite to
agreeing on the research agenda. |If the relevant nmetric is flow
rate, it places constraints at protocol design tinme, whereas if the
metric is congestion-volune, the constraints nmove to run-tine while
design-tine constraints can be relaxed [Bri08]. However, that
question does not require nore research in itself; it is nerely a
debate that needs to be resol ved by studying existing research and by
assessi ng how bad fairness problens could becone if they are not
addressed rigorously, and whether we can rely on trust to maintain
approxi mate fairness without requiring policing conplexity [ RFC5290].
The latter points may thenselves | ead to additional research

However, it is also accepted that nore research will not necessarily
| ead to convincing either side to change their opinions. Mre debate
woul d be needed. It seens also that if the architecture is built to
support cost fairness, then equal instantaneous cost rates for flows
sharing a bottleneck result in flowrate fairness; that is, flowrate
fairness can be seen as a special case of cost fairness. One can be
used to build the other, but not vice-versa.

Det ai | ed Chal | enges
1. Challenge 1: Network Support
This challenge is perhaps the nost critical to get right. Changes to

the bal ance of functions between the endpoints and network equi pnent
could require a change to the per-datagram data plane interface
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between the transport and network | ayers. Network equi pment vendors
need to be assured that any new interface is stable enough (on decade
timescales) to build into firnware and hardware, and operating-system
vendors will not use a newinterface unless it is likely to be wdely
depl oyed.

Net wor k conponents can be involved in congestion control in two ways:
first, they can inmplicitly optimze their functions, such as queue
managenent and scheduling strategies, in order to support the
operation of end-to-end congestion control. Second, network
conponents can participate in congestion control via explicit
signal i ng nechani sns. Explicit signaling nechanisns, whether in-band
or out-of-band, require a conmmuni cati on between network conponents
and end-systens. Signals realized within or over the IP |layer are
only meani ngful to network conponents that process |IP packets. This
al ways includes routers and potentially al so m ddl eboxes, but not
pure link layer devices. The follow ng section distinguishes clearly
bet ween the term "network conponent” and the term"router"; the term
"router" is used whenever the processing of |IP packets is explicitly
required. One fundanental challenge of network-supported congestion
control is that typically not all network conponents along a path are
routers (cf. Section 3.1.3).

The first (optimzing) category of inplicit mechanisns can be

i mpl emented in any network component that processes and stores
packets. Various approaches have been proposed and al so depl oyed,
such as different AQM techni ques. Even though these inmplicit

techni ques are known to inprove network performance during congestion
phases, they are still only partly deployed in the Internet. This
may be due to the fact that finding optimal and robust
parameterizations for these mechanisnms is a non-trivial problem

I ndeed, the problemw th various AQM schenes is the difficulty in
identifying correct values of the paraneters that affect the
performance of the queuing scheme (due to variation in the nunber of
sources, the capacity, and the feedback delay) [Firoiu00] [HollotO01]
[ Zzhang03]. Many AQM schemes (RED, REM BLUE, and Pl-Controller, but
al so Adaptive Virtual Queue (AVQ) do not define a systematic rule
for setting their parameters

The second cl ass of approaches uses explicit signaling. By using
explicit feedback fromthe network, connection endpoints can obtain
nmore accurate information about the current network characteristics
on the path. This allows endpoints to make nore precise decisions
that can better control congestion.
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Explicit feedback techniques fall into three broad categories:

- Explicit congestion feedback: one-bit Explicit Congestion
Notification (ECN) [ RFC3168] or proposals for nore than one bit
[ Xi a05] ;

- Explicit per-datagramrate feedback: the eXplicit Control Protoco
(XCP) [Katabi02] [Fal kO7], or the Rate Control Protocol (RCP)
[ Dukki 057 ;

- Explicit rate feedback: by neans of in-band signaling, such as by
Qui ck-Start [RFCA782], or by nmeans of out-of-band signaling, e.g.,
Congesti on Avoi dance with Distributed Proportiona
Control / Performance Transparency Protocol (CADPC/ PTP) [Wel zl 03].

Explicit router feedback can address sone of the inherent
shortcom ngs of TCP. For instance, XCP was devel oped to overcone the
inefficiency and instability that TCP suffers from when the per-flow
bandwi dt h- del ay product increases. By decoupling resource
utilization/congestion control from fairness control, XCP achieves
equal bandw dth allocation, high utilization, a small standing queue
size, and near-zero packet drops, with both steady and highly varying
traffic. |Inportantly, XCP does not mmintain any per-flow state in
routers and requires few CPU cycl es per packet, hence naking it
potentially applicable in high-speed routers. However, XCP is stil
subj ect to research: as [Andrew05] has pointed out, XCP is locally
stabl e but globally unstable when the maxi mum RTT of a flow is nuch

| arger than the nean RTT. This instability can be renoved by
changing the update strategy for the estimation interval, but this
makes the system vul nerable to erroneous RTT advertisenents. The

aut hors of [Pap02] have shown that when flows with different RTTs are
appl i ed, XCP sometines discrimnates anong heterogeneous traffic
flows, even if XCP generally equalizes rates anmong different flows.

[ Low05] provides for a conplete characterization of the XCP

equi l i brium properties.

Several other explicit router feedback schenes have been devel oped
with different design objectives. For instance, RCP uses per-packet
feedback simlar to XCP. But unlike XCP, RCP focuses on the
reduction of flow conpletion times [Dukki 06], taking an optimstic
approach to flows likely to arrive in the next RTT and tol erating

| arger instantaneous queue sizes [Dukki05]. XCP, on the other hand,
gi ves very poor flow conpletion tines for short flows.

Both inmplicit and explicit router support should be considered in the
context of the end-to-end argunent [Saltzer84], which is one of the
key design principles of the Internet. It suggests that functions
that can be realized both in the end-systens and in the network
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shoul d be inplemented in the end-systens. This principle ensures
that the network provides a general service and that it renmains as
simple as possible (any additional conplexity is placed above the IP
| ayer, i.e., at the edges) so as to ensure evolvability, reliability,
and robustness. Furthernore, the fate-sharing principle ([ ark88],
"Desi gn Phil osophy of the DARPA Internet Protocols") nandates that an
end-to-end Internet protocol design should not rely on the

mai nt enance of any per-flow state (i.e., information about the state
of the end-to-end communication) inside the network and that the
network state (e.g., routing state) maintai ned by the Internet shal
mnimze its interaction with the states nmaintained at the
endpoi nt s/ hosts [ RFC1958] .

However, as discussed in [Mors02] for instance, congestion contro
cannot be realized as a pure end-to-end function only. Congestion is
an i nherent network phenomenon and can only be resolved efficiently
by some cooperation of end-systens and the network. Congestion
control in today’'s Internet protocols follows the end-to-end design
principle insofar as only mininmal feedback fromthe network is used,
e.g., packet loss and delay. The end-systens only decide how to
react and how to avoid congestion. The crux is that on the one hand,
there woul d be substantial benefit by further assistance fromthe
network, but, on the other hand, such network support could lead to
duplication of functions, which night even harnfully interact with
end-to-end protocol mechanisnms. The different requirenents of
applications (cf. the fairness discussion in Section 2.3) call for a
variety of different congestion control approaches, but putting such
per-fl ow behavi or inside the network should be avoi ded, as such a
design would clearly be at odds with the end-to-end and fate-sharing
desi gn principl es.

The end-to-end and fate-sharing principles are generally regarded as
the key ingredients for ensuring a scal able and survi vabl e network
design. In order to ensure that new congestion control nechani sns
are scal able, violating these principles nust therefore be avoi ded.

For instance, protocols |like XCP and RCP seemnot to require flow
state in the network, but this is only the case if the network trusts
i) the receiver not to Iie when feeding back the network’s delta to
the requested rate; ii) the source not to |lie when declaring its
rate; and iii) the source not to cheat when setting its rate in
response to the feedback [ Katabi 04].
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Sol vi ng these problens for non-cooperative environnents |ike the
public Internet requires flow state, at |east on a sanpl ed basis.
However, because flows can create new identifiers whenever they want,

sanpl ing does not provide a deterrent -- a flow can sinply cheat
until it is discovered and then switch to a whitewashed identifier
[ Fel dnman04], and continue cheating until it is discovered again

([Brio9], S7.3).

However, holding flow state in the network only seens to sol ve these
policing problens in single autononous system settings. A

mul ti-domain systemwould seemto require a conpletely different
protocol structure, as the information required for policing is only
seen as packets | eave the internetwork, but the networks where
packets enter will also want to police conpliance.

Even if a new protocol structure were found, it seens unlikely that
network flow state could be avoi ded given the network’s per-packet
flowrate instructions would need to be conpared agai nst variations
in the actual flow rate, which is inherently not a per-packet netric.
These i ssues have been outstandi ng ever since integrated services
(IntServ) was identified as unscal able in 1997 [ RFC2208]. Al
subsequent attenpts to involve network elenents in limting flow
rates (XCP, RCP, etc.) will run up against the same open issue if
anyone attenpts to standardize themfor use on the public Internet.

In general, network support of congestion control raises many issues
that have not been conpletely sol ved yet.

3.1.1. Performance and Robust ness

Congestion control is subject to sonme tradeoffs: on the one hand, it
must allow high link utilizations and fair resource sharing, but on
the ot her hand, the algorithnms nmust al so be robust.

Rout er support can help to i nprove performance, but it can al so
result in additional conplexity and nore control |oops. This
requires a careful design of the algorithns in order to ensure
stability and avoid, e.g., oscillations. A further challenge is the
fact that feedback information may be inprecise. For instance,
severe congestion can del ay feedback signals. Also, in-network
nmeasur enent of paraneters such as RTTs or data rates nmay contain
estimation errors. Even though there has been significant progress
in providing fundanental theoretical nodels for such effects,
research has not conpletely explored the whol e probl em space yet.
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3.

1.

Qpen questions are:

- How much can network el enents theoretically inprove perfornmance in
the conpl ete range of communication scenarios that exist in the
I nternet w thout damagi ng or inpacting end-to-end nmechani sns
al ready in place?

- Is it possible to design robust congestion control mechani snms that
of fer significant benefits with m nimum additional risks, even if
Internet traffic patterns will change in the future?

- What is the mninum support that is needed fromthe network in
order to achieve significantly better performance than with end-
to-end nmechani sns and the current |P header limtations that
provi de at nost unary ECN signal s?

2. Ganularity of Network Conponent Functions

There are several degrees of freedom concerning the invol venent of
network entities, ranging fromsone few additional functions in

net wor k managenent procedures on the one end to additional per-packet
processing on the other end of the solution space. Furthernore,
different anpbunts of state can be kept in routers (no per-flow state,
partial per-flow state, soft state, or hard state). The additiona
router processing is a challenge for Internet scalability and coul d
al so increase end-to-end | atenci es.

Al t hough there are nany research proposals that do not require
per-flow state and thus do not cause a | arge processing overhead,
there are no known full solutions (i.e., including anti-cheating)
that do not require per-flow processing. Al so, scalability issues
coul d be caused, for instance, by synchronizati on nechanisns for
state informati on anong parallel processing entities, which are,
e.g., used in high-speed router hardware designs.

Qpen questions are:

- What granularity of router processing can be realized w thout
affecting Internet scalability?

- How can additional processing efforts be kept to a m ni nunf
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3.1.3. Information Acquisition

In order to support congestion control, network components have to
obtain at |east a subset of the following information. Cbtaining
that information may result in conplex tasks.

1. Capacity of (outgoing) links

Li nk characteristics depend on the realization of |ower protoco

| ayers. Routers operating at the IP layer do not necessarily know
the link | ayer network topology and link capacities, and these are
not always constant (e.g., on shared wireless |inks or bandw dth-
on-demand 1inks). Depending on the network technol ogy, there can
be queues or bottl enecks that are not directly visible at the IP
net wor ki ng | ayer

Difficulties also arise when using |IP-in-IP tunnels [ RFC2003],

| Psec tunnels [ RFC4301], |P encapsulated in the Layer Two

Tunnel ing Protocol (L2TP) [RFC2661], Ceneric Routing Encapsul ation
(GRE) [RFC1701] [RFC2784], the Point-to-Point Tunneling Protoco
(PPTP) [ RFC2637], or Muiltiprotocol Label Sw tching (MPLS)

[ RFC3031] [RFC3032]. In these cases, link information could be
determ ned by cross-layer information exchange, but this requires
i nterfaces capabl e of processing link |ayer technol ogy specific
information. An alternative could be online measurenments, but
this can cause significant additional network overhead. It is an
open research question as to how much, if any, online traffic
measur enent woul d be acceptable (at run-tinme). Encapsul ati on and
decapsul ati on of explicit congestion information have been
specified for IP-in-1P tunnelling [ RFC6040] and for MPLS-in-MPLS
or MPLS-in-1P [RFC5129].

2. Traffic carried over (outgoing) links

Accurate online neasurenent of data rates is challenging when
traffic is bursty. For instance, measuring a "current |ink |oad"
requires defining the right neasurenent interval / sanpling
interval. This is a challenge for proposals that require

know edge, e.g., about the current link utilization

3. Internal buffer statistics
Sone proposal s use buffer statistics such as a virtual queue
length to trigger feedback. However, network conponents can

include multiple distributed buffer stages that make it difficult
to obtain such netrics.
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3.

3.

1.

2

Qpen questions are:

- Can and should this informati on be made available, e.g., by
additional interfaces or protocols?

- Wiich information is so inmportant to higher-layer controllers that
machi ne architecture research shoul d focus on designing to
provide it?

4. Feedback Signaling

Explicit notification mechanisns can be realized either by in-band
signaling (notifications piggybacked along with the data traffic) or
by out-of-band signaling [ Sarol a07]. The latter case requires

addi tional protocols and a secure binding between the signals and the
packets they refer to. Qut-of-band signaling can be further
subdi vi ded i nto pat h-coupl ed and pat h- decoupl ed approaches.

Open questions concerni ng feedback signaling include:

- At which protocol |ayer should the feedback signaling occur
(I P/ network | ayer assisted, transport |ayer assisted, hybrid
solutions, shimlayer, internmedi ate sub-layer, etc.)? Should the
f eedback signaling be path-coupled or path-decoupl ed?

- What is the optinmal frequency of feedback (only in case of
congestion events, per RIT, per packet, etc.)?

- What direction should feedback take (from network resource via
receiver to sender, or directly back to sender)?

Chal |l enge 2: Corruption Loss

It is common for congestion control nechanisns to interpret packet

| oss as a sign of congestion. This is appropriate when packets are
dropped in routers because of a queue that overflows, but there are
ot her possible reasons for packet drops. |In particular, in wireless
net wor ks, packets can be dropped because of corruption |oss,
rendering the typical reaction of a congestion control mechani sm

i nappropriate. As a result, non-congestive |oss may be nore

preval ent in these networks due to corruption |oss (when the wireless
link cannot be conditioned to properly control its error rate or due
to transient wireless link interruption in areas of poor coverage).

TCP over wireless and satellite is a topic that has been investigated
for along tine [Krishnan04]. There are sone proposals where the
congestion control nechanismwould react as if a packet had not been
dropped in the presence of corruption (cf. TCP HACK [ Bal an01]), but
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di scussions in the | ETF have shown (see, for instance, the discussion
that occurred in April 2003 on the Datagram Congestion Contro

Prot ocol (DCCP) working group list

http://ww.ietf.org/ mail-archive/web/dccp/current/mail 6. htm) that
there is no agreenment that this type of reaction is appropriate. For
instance, it has been said that congestion can manifest itself as
corruption on shared wireless links, and it is questionable whether a
source that sends packets that are continuously inpaired by |ink

noi se shoul d keep sending at a high rate because it has |ost the
integrity of the feedback | oop

General ly, two questions nust be addressed when designing a
congestion control mechani smthat takes corruption |loss into account:

1. Howis corruption detected?
2. What should be the reaction?

In addition to question 1 above, it may be useful to consider
detecting the reason for corruption, but this has not yet been done
to the best of our know edge.

Corruption detection can be done using an in-band or out-of-band
signal i ng nechanism nuch in the same way as described for

Challenge 1. Additionally, inplicit detection can be consi dered:
link |ayers sonmetinmes retransmt erroneous franes, which can cause
the end-to-end delay to increase -- but, fromthe perspective of a
sender at the transport |ayer, there are many ot her possible reasons
for such an effect.

Header checksuns provide another inplicit detection possibility: if a
checksum only covers all the necessary header fields and this
checksum does not show an error, it is possible for errors to be
found in the payl oad using a second checksum Such error detection
is possible with UDP-Lite and DCCP; it was found to work well over a
General Packet Radio Service (GPRS) network in a study [ Chester04]
and poorly over a WFi network in another study [Rossi06] [Welzl 08].
Note that while UDP-Lite and DCCP enabl e the detection of corruption,
the specifications of these protocols do not foresee any specific
reaction to it for the tine being.
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3.

The idea of having a transport endpoint detecting and accordingly
reacting (or not) to corruption poses a nunmber of interesting
questions regarding cross-layer interactions. As IP is designed to
operate over arbitrary link layers, it is therefore difficult to
design a congestion control mechanismon top of it that appropriately
reacts to corruption -- especially as the specific data link |ayers
that are in use along an end-to-end path are typically unknown to
entities at the transport |ayer.

Wil e the | ETF has not yet specified how a congestion contro
mechani sm shoul d react to corruption, proposals exist in the
literature, e.g., [TickooO5]. For instance, TCP Westwood [ Mascol 001]
sets the congestion wi ndow equal to the neasured bandw dth at the
time of congestion in response to three DupACKs or a tineout. This
measurenent is obtained by counting and filtering the ACK rate. This
setting provides a significant goodput inprovenment in noisy channels
because the "blind" by half w ndow reduction of standard TCP is

avoi ded, i.e., the window is not reduced by too much.

Open questions concerning corruption |oss include:
- How shoul d corruption | oss be detected?

- How should a source react when it is known that corruption has
occurred?

- Can an ECN-capable flow infer that |oss nust be due to corruption
just fromlack of explicit congestion notifications around a | oss
epi sode [Ti ckoo05]? O could this inference be dangerous, given
the transport does not know whether all queues on the path are
ECN- capabl e or not?

Chal | enge 3: Packet Size

TCP does not take packet size into account when responding to | osses
or ECN. Over past years, the performance of TCP congestion avoi dance
al gorithms has been extensively studied. The well-known "square root
formul a" provides an estimation of the perfornmance of the TCP
congesti on avoi dance algorithmfor TCP Reno [ RFC2581]. [ Padhye98]
enhances the nodel to account for tinmeouts, receiver w ndow, and

del ayed ACKs.

For the sake of the present discussion, we will assune that the TCP

t hroughput is expressed using the sinplified formula. Using this
formula, the TCP throughput B is proportional to the segment size and
inversely proportional to the RTT and the square root of the drop
probability:
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S 1
B~C--- -------
RTT sqrt(p)
wher e
C is a constant
S is the TCP segnment size (in bytes)

RTT is the end-to-end round-trip tinme of the TCP
connection (in seconds)
p is the packet drop probability

Negl ecting the fact that the TCP rate linearly depends on it,
choosing the ideal packet size is a tradeoff between hi gh throughput
(the larger a packet, the smaller the relative header overhead) and
| ow packet latency (the smaller a packet, the shorter the tine that
is needed until it is filled with data). Gbserving that TCP is not
optinmal for applications with stream ng nedia (since reliable

i n-order delivery and congestion control can cause arbitrarily |ong
del ays), this tradeoff has not usually been considered for TCP
applications. Therefore, the influence of the packet size on the
sending rate has not typically been seen as a significant issue,
given there are still few paths through the Internet that support
packets larger than the 1500 bytes common with Ethernet.

The situation is already different for the Datagram Congestion
Control Protocol (DCCP) [RFC4340], which has been designed to enable
unreliabl e but congestion-controll ed datagramtransm ssi on, avoiding
the arbitrary del ays associated with TCP. DCCP is intended for
applications such as streamng nedia that can benefit fromcontro
over the tradeoffs between delay and reliable in-order delivery.

DCCP provides for a choice of nodul ar congestion control nechanisns.
DCCP uses Congestion Control ldentifiers (CCIDs) to specify the
congestion control nechanism Three profiles are currently
speci fi ed:

- DCCP Congestion Control ID2 (CCID 2) [RFC4341]: TCP-like
Congestion Control. CCI D 2 sends data using a cl ose approxi mation
of TCP's congestion control as well as incorporating a variant of
Sel ective Acknow edgnent (SACK) [RFC2018] [RFC3517]. CCID 2 is
suitable for senders that can adapt to the abrupt changes in the
congesti on wi ndow typical of TCP s AlMD congestion control, and
particularly useful for senders that would like to take advantage
of the avail abl e bandwi dth in an environnent with rapidly changi ng
condi tions.
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- DCCP Congestion Control ID3 (CCID 3) [RFC4342]: TCP-Friendly Rate
Control (TFRC) [RFC5348] is a congestion control nechani sm
designed for unicast flows operating in a best-effort Internet
environment. Wen conpeting for bandwidth, its windowis simlar
to TCP flows but has a rmuch | ower variation of throughput over
time than TCP, nmaking it nore suitable for applications such as
stream ng nmedia where a relatively snooth sending rate is of
importance. CCID 3 is appropriate for flows that would prefer to
m nim ze abrupt changes in the sending rate, including strean ng
medi a applications with small or nbderate receiver buffering
bef ore pl ayback.

-  DCCP Congestion Control ID 4 (CCID 4) [RFC5622]: TFRC Smal |
Packets (TFRC-SP) [ RFC4828], a variant of the TFRC mechani sm has
been designed for applications that exchange snmall packets. The
obj ective of TFRC-SP is to achieve the same bandwidth in bits per
second as a TCP flow using packets of up to 1500 bytes. TFRC SP
enforces a mnimuminterval of 10 nms between data packets to
prevent a single flow fromsending small packets arbitrarily
frequently. CCI D 4 has been designed to be used either by
applications that use a small fixed segnent size, or by
applications that change their sending rate by varying the segnent
size. Because CCID 4 is intended for applications that use a
fixed small segnment size, or that vary their segnent size in
response to congestion, the transmt rate derived fromthe TCP
t hroughput equation is reduced by a factor that accounts for the
packet header size, as specified in [ RFC4828].

The resulting open questions are:
- How does TFRC- SP operate under various network conditions?

-  How can congestion control be designed so as to scale with packet
si ze (dependency of congestion algorithmon packet size)?

Today, many network resources are designed so that packet processing
cannot be overl oaded even for incoming |loads at the maxinumbit rate
of the line. |If packet processing can handl e sustained |load r

[ packet per second] and the m ni mum packet size is h [bit] (i.e.,
franme, packet, and transport headers with no payload), then a line
rate of x [bit per second] will never be able to overload packet
processing as long as x =< r*h.

However, realistic equipnment is often designed to only cope with a
near - wor st -case workload with a few | arger packets in the mx, rather
than the worst-case scenario of all mninumsize packets. 1In this
case, x =r*(h + e) for sone snall value of e. Therefore, packet
congestion is not inpossible for runs of small packets (e.g., TCP
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ACKs or denial -of -service (DoS) attacks with TCP SYNs or snall UDP
dat agrams). But absent such anonal ous wor kl oads, equi pment vendors
at the 2008 | CCRG neeting believed that equipnent could still be

desi gned so that any congestion should be due to bit overl oad and not
packet overl oad.

Thi s observation rai ses additional open issues:
- Can bit congestion remain preval ent?

Bei ng able to assune that congestion is generally due to excess
bits and not excess packets is a useful sinplifying assunption in
the design of congestion control protocols. Can we rely on this
assunption for the future? An alternative viewis that in-network
processing will becone comonpl ace, so that per-packet processing
will as likely be the bottleneck as per-bit transm ssion [ Shin08].

Over the last three decades, performance gai ns have nmainly been
achi eved t hrough increased packet rates and not bi gger packets.

But if bigger maxi num segment sizes do become nore prevalent, tiny
segnents (e.g., ACKs) will not stop being widely used -- |eading
to a widening range of packet sizes.

The open question is thus whether or not packet processing rates
(r) will keep up with growmh in transmission rates (x). A
superficial |ook at Moore's Lawtype trends woul d suggest that
processing (r) will continue to outstrip growth in transm ssion
(x). But predictions based on actual know edge of technol ogy
futures woul d be useful. Another open question is whether there
are likely to be nore small packets in the average packet mx. |If
the answers to either of these questions predict that packet
congestion coul d becorme preval ent, congestion control protocols
wi Il have to be nore conplicated

-  Confusabl e causes of |oss

There is a considerable body of research on how to distinguish
whet her packet drops are due to transm ssion corruption or to
congestion. But the full list of confusable causes of loss is

| onger and includes transm ssion corruption | oss, congestion |oss
(bit congestion and packet congestion), and policing |oss.

If congestion is due to excess bits, the bit rate should be
reduced. |If congestion is due to excess packets, the packet rate
can be reduced w thout reducing the bit rate -- by using |arger
packets. However, if the transport cannot tell which of these
causes led to a specific packet drop, its only safe response is to
reduce the bit rate. This is why the Internet would be nore
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complicated if packet congestion were prevalent, as reducing the
bit rate normally al so reduces the packet rate, while reducing the
packet rate does not necessarily reduce the bit rate.

G ven di stingui shing between corruption |oss and congestion is

al ready an open issue (Section 3.2), if that problemis ever
solved, a further open issue would be whether to standardi ze a
solution that distinguishes all the above causes of |o0ss, and not
just two of them

Nonet hel ess, even if we find a way for network equi pnent to
explicitly distinguish which sort of |oss has occurred, we wll
never be able to assunme that such a smart AQM sol ution is depl oyed
at every congestible resource throughout the Internet -- at every
hi gher-1 ayer device like firewalls, proxies, and servers; and at
every |ower-layer device |like | owend hubs, DSLAMs, Wreless LAN
(WLAN) cards, cellular base-stations, and so on. Thus, transport
protocols will always have to cope with packet drops due to
unpredi ct abl e causes, so we should always treat AQM as an
optimization, given it will never be ubiquitous throughout the
public Internet.

- \What does a congestion notification on a packet of a certain size
mean?

The open issue here is whether a loss or explicit congestion mark
shoul d be interpreted as a single congestion event irrespective of
the size of the packet |ost or marked, or whether the strength of
the congestion notification is weighted by the size of the packet.
This issue is discussed at length in [Bril0], along with other
aspects of packet size and congestion control

[Bri10] makes the strong reconmendati on that network equi pnent
shoul d drop or mark packets with a probability independent of each
specific packet’'s size, while congestion controls should respond
to dropped or marked packets in proportion to the packet’'s size.

- Packet size and congestion control protocol design

If the above recomendation is correct -- that the packet size of
a congestion notification should be taken into account when the
transport reads, and not when the network wites, the notification
-- it opens up a significant problem of protocol engineering and
re-engi neering. Indeed, TCP does not take packet size into
account when responding to | osses or ECN. At present, this is not
a pressing probl em because use of 1500 byte data segnents is very
preval ent for TCP, and the incidence of alternative maxi num
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4.

segnent sizes is not large. However, we should design the
Internet’s protocols so they will scale with packet size. So, an
open issue is whether we should evolve TCP to be sensitive to
packet size, or expect new protocols to take over

As we continue to standardi ze new congestion control protocols, we
must then face the issue of how they should account for packet
size. It is still an open research issue to establish whether TCP
was correct in not taking packet size into account. If it is
determned that TCP was wong in this respect, we should

di scourage future protocol designs fromfollowi ng TCP s exanpl e.
For exanpl e, as explai ned above, the small-packet variant of TCP-
friendly rate control (TFRC-SP [RFC4828]) is an experimental
protocol that ainms to take packet size into account. \Whatever
packet size it uses, it ensures that its rate approximtely equal s
that of a TCP using 1500 byte segnents. This raises the further
question of whether TCP with 1500 byte segnments will be a suitable
| ong-term gol d standard, or whether we need a nore thorough review
of what it neans for a congestion control mechanismto scale with
packet size

Chal l enge 4: Flow Startup

The begi nning of data transnissions inmposes sone further, unique
chal | enges: when a connection to a new destination is established,
the end-systens have hardly any information about the characteristics
of the path in between and the available bandwidth. In this flow
startup situation, there is no obvious choice as to howto start to
send. A simlar problemal so occurs after relatively long idle
times, since the congestion control state then no |onger reflects
current information about the state of the network (flow restart

probl em .

Van Jacobson [ Jacobson88] suggested using the slowstart mechani sm
both for the flow startup and the flowrestart, and this is today’s
standard sol ution [ RFC2581] [ RRFC5681]. Per [RFC5681], the slowstart
algorithmis used when the congestion wi ndow (cwnd) < slowstart
threshol d (ssthresh), whose initial value is set arbitrarily high
(e.g., to the size of the | argest possible advertised wi ndow) and
reduced in response to congestion. During slowstart, TCP increnents
the cwnd by at nost Sender Maxi mum Segnment Size (MSS) bytes for each
ACK received that cumul atively acknow edges new data. Slowstart
ends when cwnd exceeds ssthresh or when congestion is observed.
However, the slowstart is not optimal in many situations. First, it
can take quite a long tine until a sender can fully utilize the
avai | abl e bandwi dth on a path. Second, the exponential increase my
be too aggressive and cause nultiple packet loss if |arge congestion
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wi ndows are reached (slowstart overshooting). Finally, the slow
start does not ensure that new fl ows converge quickly to a reasonabl e
share of resources, particularly when the new fl ows conpete with
long-lived flows and conme out of slowstart early (slowstart vs
overshoot tradeoff). This convergence problem nmay even worsen if
nmor e aggressi ve congestion control variants are wi dely used.

The slowstart and its interaction with the congestion avoi dance
phase was | argely designed by intuition [Jacobson88]. So far, little
theory has been devel oped to understand the flow startup problem and
its inplication on congestion control stability and fairness. There
is also no established nethodol ogy to eval uate whether new fl ow
startup mechani sms are appropriate or not.

As a consequence, it is a non-trivial task to address the
shortcom ngs of the slowstart algorithm Several experinenta
enhancenents have been proposed, such as congestion w ndow vali dation
[ RFC2861] and limted slowstart [RFC3742]. There are al so ongoi ng
research activities, focusing, e.g., on bandw dth estinmation

techni ques, del ay-based congestion control, or rate-pacing

mechani sms.  However, any alternative end-to-end flow startup
approach has to cope with the inherent problemthat there is no or
only little informati on about the path at the beginning of a data
transfer. This uncertainty could be reduced by nore expressive

f eedback signaling (cf. Section 3.1). For instance, a source could
|l earn the path characteristics faster with the Quick-Start nechani sm
[ RFC4782]. But even if the source knew exactly what rate it should
aimfor, it would still not necessarily be safe to junp straight to
that rate. The end-systemstill does not know how a change in its
own rate will affect the path, which also m ght becone congested in
| ess than one RTT. Further research would be useful to understand
the effect of decreasing the uncertainty by explicit feedback
separately fromcontrol theoretic stability questions. Furthernore,
flow startup also raises fairness questions. For instance, it is
uncl ear whether it could be reasonable to use a faster startup when
an end-system detects that a path is currently not congested.

In summary, there are several topics for further research concerning
flow start up:

- Better theoretical understanding of the design and eval uation of
flow startup nechani sns, concerning their inmpact on congestion
risk, stability, and fairness.

- Evaluating whether it may be appropriate to allow alternative
starting schenes, e.g., to allow higher initial rates under
certain constraints [ChulO]; this also requires refining the
definition of fairness for startup situations.
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3.5.

3. 5.

- Better theoretical nodels for the effects of decreasing
uncertainty by additional network feedback, particularly if the
pat h characteristics are very dynanic

Chal | enge 5: Multi-Donmai n Congestion Contro

Transport protocols such as TCP operate over the Internet, which is
di vided into autononous systems. These systens are characterized by
their heterogeneity as IP networks are realized by a nultitude of

t echnol ogi es.

1. Milti-Domain Transport of Explicit Congestion Notification

Different conditions and their variations lead to correlation effects
between policers that regulate traffic against certain conformance
criteria.

Wth the advent of techniques allowi ng for early detection of
congestion, packet loss is no |longer the sole netric of congestion
ECN (Explicit Congestion Notification) marks packets -- set by active
queue managenent techniques -- to convey congestion information,
trying to prevent packet |osses (packet |oss and the nunber of
packets marked gives an indication of the | evel of congestion).
Using TCP ACKs to feed back that information allows the hosts to
realign their transm ssion rate and thus encourages themto
efficiently use the network. In IP, ECN uses the two | east
significant bits of the (former) |1Pv4 Type of Service (TOS) octet or
the (fornmer) IPv6 Traffic Cass octet [RFC2474] [RFC3260]. Further,
ECN in TCP uses two bits in the TCP header that were previously
defined as reserved [ RFC793].

ECN [ RFC3168] is an exanple of a congestion feedback mechani sm from
the network toward hosts. The congestion-based feedback scheme,
however, has limtations when applied on an inter-domain basis.

I ndeed, Sections 8 and 19 of [RFC3168] detail the inplications of two
possi bl e attacks:

1. non-conpliance: a network erasing a Congestion Experienced (CE)
codepoi nt introduced earlier on the path, and

2. subversion: a network changi ng Not ECN- Capabl e Transport (Not-ECT)
to ECT.

Both of these problems could allow an attacking network to cause
excess congestion in an upstreamnetwork, even if the transports were
behavi ng correctly. There are to date two possible solutions to the
non- conpl i ance probl em (nunber 1 above): the ECN nonce [ RFC3540] and
the [CONEX] work iteminspired by the re-ECN incentive system
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[Bri09]. Nevertheless, accidental rather than nalicious erasure of
ECN is an issue for IPv6 where the absence of an | Pv6 header checksum
inmplies that corruption of ECN could be nore inpacting than in the

| Pv4 case.

Fragnentation is another issue: the ECN-nonce cannot protect against
nm sbehavi ng receivers that conceal narked fragnents; thus, sone
protection is lost in situations where path MIU di scovery is

di sabled. Note also that ECN-nonce woul dn’t protect against the
subversi on i ssue (nunber 2 above) because, by definition, a Not-ECT
packet cones froma source wi thout ECN enabl ed, and therefore without
the ECN-nonce enabled. So, there is still roomfor inprovenent on

t he ECN mechani sm when operating in multi-domai n networks

Oper ati onal / depl oynment experience is nevertheless required to
determ ne the extent of these problens. The second problemis mainly
rel ated to depl oynent and usage practices and does not seemto result
in any specific research chall enge

Anot her controversial solution in a multi-domain environment may be
the TCP rate controller (TRC), a traffic conditioner that regul ates
the TCP flow at the ingress node in each dommin by controlling packet
drops and del ays of the packets in a flow The outgoing traffic from
a TRC-controlled domain is shaped in such a way that no packets are
dropped at the policer. However, the TRCinterferes with the end-to-
end TCP nodel, and thus it would interfere with past and future
diversity of TCP inplenentations (violating the end-to-end
principle). In particular, the TRC enbeds the flow rate equality
view of fairness in the network, and would prevent evolution to forns
of fairness based on congestion-volume (Section 2.3).

3.5.2. Milti-Domain Exchange of Topol ogy or Explicit Rate Information

Security is a challenge for nulti-donmain exchange of explicit rate
signals, whether in-band or out-of-band. At domai n boundari es,

aut henti cation and authorization issues can ari se whenever congestion
control information is exchanged. Fromthis perspective, the

I nternet does not so far have any security architecture for this
probl em

The future evolution of Internet inter-domain operation has to show
whet her nmore nulti-domain information exchange can be effectively
realized. This is of particular inportance for congestion contro
schenes that make use of explicit per-datagramrate feedback (e.qg.
RCP or XCP) or explicit rate feedback that uses in-band congestion
signaling (e.g., Qick-Start) or out-of-band signaling (e.g.,

CADPC/ PTP). Explicit signaling exchanges at the inter-donain | eve
that result in local domain triggers are currently absent fromthe
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Internet. Fromthis perspective, security issues resulting from
limted trust between different adm nistrative units result in policy
enforcement that exacerbates the difficulty encountered when explicit
f eedback congestion control information is exchanged between donains.
Not e that even though authentication mechani snms coul d be extended for
thi s purpose (by recognizing that explicit rate schemes such as RCP
or XCP have the sanme inter-domain security requirenents and structure
as IntServ), they suffer fromthe same scalability problenms as
identified in [RFC2208]. Indeed, in-band rate signaling or out-of-
band per-flow traffic specification signaling (like in the Resource
Reservation Protocol (RSVP)) results in sinilar scalability issues
(see Section 3.1).

Al so, many autonompus systens only exchange some |imted anount of
informati on about their internal state (topology hiding principle),
even though having nore precise information could be highly
beneficial for congestion control. Indeed, revealing the interna
network structure is highly sensitive in nulti-donmain network
operations and thus al so a concern when it cones to the deployability
of congestion control schemes. For instance, a network-assisted
congestion control scheme with explicit signaling could reveal nore

i nformati on about the internal network di nensioning than TCP does

t oday.

3.5.3. Milti-Domain Pseudow res

Ext endi ng pseudowi res across nultiple domai ns poses specific issues.
Pseudowi res (PWs) [ RFC3985] may carry non-TCP data flows (e.g., Tine-
Division Multiplexing (TDM traffic or Constant Bit Rate (CBR) ATM
traffic) over a multi-domain IP network. Structure-Agnostic TDM over
Packet (SAToP) [RFC4553], Circuit Enul ation Service over Packet

Swi t ched Network (CESoPSN) [ RFC5086], and TDM over | P ( TDWbl P)

[ RFC5087] are not responsive to congestion control as discussed in

[ RFC2914] (see also [RFC5033]). The sane observation applies to ATM
circuit enulating services (CESs) interconnecting CBR equi pnent
(e.g., Private Branch Exchanges (PBX)) across a Packet Switched

Net wor k ( PSN)

Moreover, it is not possible to sinply reduce the flowrate of a TDM
PWor an ATM PWwhen facing packet |loss. Providers can rate-contro
correspondi ng inconming traffic, but they may not be able to detect
that PW carry TDM or CBR ATM traffic (mechani snms for characterizing
the traffic’'s tenporal properties may not necessarily be supported).
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This can be illustrated with the foll owi ng exanpl e.
S1 --- E1 ---
| . .
=== E§ === E7 ---
I I
S22 --- B2 --- |
I I
........... | %
————— R--->
........... | A
: I I
S3 --- B3 --- |
. | . . |
. === E6 === E8 ---
I
S4 --- B4 ---
\-oeo PL ---J \ommmemee P2 -----

Sources S1, S2, S3, and S4 are originating TDM over |IP traffic. Pl
provi der edges E1, E2, E3, and E4 are rate-limting such traffic.
The Service Level Agreement (SLA) of provider Pl with transit
provider P2 is such that the latter assunmes a BE traffic pattern and
that the distribution shows the typical properties of common BE
traffic (elastic, non-real tine, non-interactive).

The problem arises for transit provider P2 because it is not able to
detect that | P packets are carrying constant-bit-rate service traffic
for which the only useful congestion control nechanismwould rely on
inmplicit or explicit adm ssion control, meaning self-blocking or
enforced bl ocking, respectively.

Assuming P1 providers are rate-limting BE traffic, a transit P2
provi der router R may be subject to serious congestion as all TDM PW
cross the same router. TCP-friendly traffic (e.g., each flow within
another PW would follow TCP's Al MD al gorithm of reducing the sending
rate by half, in response to each packet drop. Nevertheless, the PW
carrying TDMtraffic could take all the available capacity while
other nore TCP-friendly or generally congestion-responsive traffic
reduced itself to nothing. Note here that the situation may sinply
occur because S4 suddenly turns on additional TDM channel s
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It is neither possible nor desirable to assune that edge routers will
soon have the ability to detect the responsiveness of the carried
traffic, but it is still inportant for transit providers to be able
to police a fair, robust, responsive, and efficient congestion
control technique in order to avoid inpacting congestion-responsive
Internet traffic. However, we nust not require only certain specific
responses to congestion to be enbedded within the network, which
woul d harm evol vability. So designing the correspondi ng nechani sns
in the data and control planes still requires further investigation

3.6. Challenge 6: Precedence for Elastic Traffic

Traffic initiated by so-called elastic applications adapts to the
avai | abl e bandwi dt h using feedback about the state of the network.

For elastic applications, the transport dynam cally adjusts the data
traffic sending rate to different network conditions. Exanples
enconpass short-lived elastic traffic including HITP and i nstant -
messaging traffic, as well as long file transfers with FTP and
applications targeted by [LEDBAT]. 1In brief, elastic data
applications can show extrenely different requirements and traffic
characteristics.

The idea to distinguish several classes of best-effort traffic types
is rather old, since it would be beneficial to address the relative
del ay sensitivities of different elastic applications. The notion of
traffic precedence was already introduced in [RFC7/91], and it was
broadly defined as "An independent neasure of the inportance of this
datagranmt. For instance, |ow precedence traffic should experience

| ower average throughput than hi gher-precedence traffic. Severa
guestions arise here: VWat is the neaning of "relative"? What is the
role of the transport |ayer?

The preferential treatnent of higher-precedence traffic conbined with
appropri ate congestion control nechanisns is still an open issue that
may, dependi ng on the proposed solution, inmpact both the host and the
net wor k precedence awareness, and thereby congestion control
[ RFC2990] points out that the interactions between congestion contro
and DiffServ [ RFC2475] remai ned unaddressed until recently.

Recently, a study and a potential solution have been proposed that

i ntroduce Guaranteed TFRC (gTFRC) [Lochin06]. gTFRC is an adaptation
of TCP-Friendly Rate Control providing throughput guarantees for

uni cast flows over the DiffServ/Assured Forwardi ng (AF) class. The
pur pose of gTFRC is to distinguish the guaranteed part fromthe best-
effort part of the traffic resulting fromAF conditioning. The
proposed congestion control has been specified and tested inside
DCCP/ CCID 3 for DiffServ/AF networks [Lochin07] [Jourjon08].
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Neverthel ess, there is still work to be perfornmed regardi ng | ower-
precedence traffic -- data transfers that are useful, yet not

i mportant enough to warrant significantly inpairing other traffic.
Exanpl es of applications that could nmake use of such traffic are web
caches and web browsers (e.g., for pre-fetching) as well as peer-to-
peer applications. There are proposals for achieving | ow precedence
on a pure end-to-end basis (e.g., TCP Low Priority (TCP-LP)

[ Kuzmanovi c03]), and there is a specification for achieving it via
router nechani sns [ RFC3662]. It seens, however, that network-based
| ower - precedence nechani sns are not yet a common service on the
Internet. Since early 2010, end-to-end nechani sns for | ower

precedence, e.g., [Shal 10], have becone commobn -- at |east when
conpeting with other traffic as part of its own queues (e.g., in a
honme router). But it is less clear whether users will be willing to

make their background traffic yield to other people’s foreground
traffic, unless the appropriate incentives are created.

There is an issue over how to reconcile two divergent views of the
relation between traffic class precedence and congestion control

One view considers that congestion signals (losses or explicit
notifications) in one traffic class are independent of those in
another. The other relates marking of the classes together within
the active queue nmanagenent (AQW nechani sm|[ G bbens02]. 1In the

i ndependent case, using a higher-precedence class of traffic gives a
hi gher schedul i ng precedence and generally | ower congestion |evel

In the linked case, using a higher-precedence class of traffic stil
gi ves hi gher scheduling precedence, but results in a higher |evel of
congestion. This higher congestion level reflects the extra
congesti on hi gher-precedence traffic causes to both cl asses conbi ned.
The |inked case separates scheduling precedence fromrate control
The end-to-end congestion control algorithmcan separately choose to
take a higher rate by responding less to the higher |evel of
congestion. This second approach coul d becone prevalent if weighted
congestion controls were comobn. However, it is an open issue how
the two approaches night co-exist or how one night evolve into the
ot her.

3.7. Challenge 7: M sbehaving Senders and Receivers

In the current Internet architecture, congestion control depends on

parties acting against their own interests. It is not in a
receiver’'s interest to honestly return feedback about congestion on
the path, effectively requesting a slower transfer. It is not in the

sender’s interest to reduce its rate in response to congestion if it
can rely on others to do so. Additionally, networks may have
strategi c reasons to make ot her networks appear congested.
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Nunerous strategies to inprove congestion control have already been
identified. The IETF has particularly focused on m sbehaving TCP
receivers that could confuse a conpliant sender into assigning
excessive network and/or server resources to that receiver (e.g.,

[ Savage99], [RFC3540]). But, although such strategies are worryingly
powerful, they do not yet seem conmon (however, evidence of attack
preval ence is itself a research requirenent).

A growi ng proportion of Internet traffic comes from applications

desi gned not to use congestion control at all, or worse, applications
that add nore forward error correction as they experience nore

| osses. Sone believe the Internet was designed to allow such
freedom so it can hardly be called m sbehavior. But others consider
it msbehavior to abuse this freedom [RFC3714], given one person’s
freedom can constrain the freedom of others (congestion represents
this conflict of interests). |ndeed, |eaving freedom unchecked m ght
result in congestion collapse in parts of the Internet.
Proportionately, |arge volunmes of unresponsive voice traffic could
represent such a threat, particularly for countries with | ess
generous provisioning [ RFC3714]. Al so, Internet video on demand
services that transfer much greater data rates w thout congestion
control are becoming popular. |In general, it is recomended that
such UDP applications use sonme form of congestion control [RFC5405].

Note that the problemis not just nisbehavior driven by a self-
interested desire for nore bandwi dth. |ndeed, congestion control may
be attacked by soneone who makes no gain for thensel ves, other than
the satisfaction of harmng others (see Security Considerations in
Section 4).

Open research questions resulting fromthese considerations are:

- By design, new congestion control protocols need to enabl e one end
to check the other for protocol conpliance. How would such
mechani sns be desi gned?

- Which congestion control primitives could safely satisfy nore
demandi ng applications (snoother than TFRC, faster than hi gh-speed
TCPs), so that application devel opers and users do not turn off
congestion control to get the rate they expect and need?

Note al so that self-restraint could disappear fromthe Internet. So,
it my no |longer be sufficient to rely on devel opers/users
voluntarily submtting thensel ves to congestion control. As a
consequence, mechani snms to enforce fairness (see Sections 2.3, 3.4,
and 3.5) need to have nore enphasis within the research agenda.
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3.8. Oher Challenges

Thi s section provides additional challenges and open research issues
that are not (at this point in tine) deened so significant, or they
are of a different nature conpared to the nmain chall enges depicted
so far.

3.8.1. RTT Estimation

Several congestion control schemes have to precisely know the round-
trip time (RTT) of a path. The RTT is a neasure of the current del ay
on a network. It is defined as the delay between the sending of a
packet and the reception of a correspondi ng response, if echoed back
i medi ately by the receiver upon receipt of the packet. This
corresponds to the sum of the one-way del ay of the packet and the
(potentially different) one-way delay of the response. Furthernore,
any RTT neasurenent al so includes sonme additional delay due to the
packet processing in both end-systens.

There are various techniques to neasure the RTT: active neasurenents
i nject special probe packets into the network and then measure the
response tine, using, e.g., ICMP. |In contrast, passive neasurenents
determne the RTT from ongoi ng comruni cati on processes, w thout
sendi ng addi ti onal packets.

The connection endpoints of transport protocols such as TCP, the
Stream Control Transm ssion Protocol (SCTP), and DCCP, as well as
several application protocols, keep track of the RTT in order to
dynani cal | y adj ust protocol paraneters such as the retransm ssion
timeout (RTO or the rate-control equation. They can inplicitly
measure the RTT on the sender side by observing the tine difference
bet ween the sending of data and the arrival of the correspondi ng
acknow edgments. For TCP, this is the default RTT neasurenent
procedure; it is used in conbination with Karn’s al gorithm which
prohibits RTT neasurenments fromretransnitted segnents [ RFC2988].
Traditionally, TCP inplenentations take one RTT neasurenent at a tine
(i.e., about once per RTT). As an alternative, the TCP tinmestanp
option [RFC1323] allows nore frequent explicit measurements, since a
sender can safely obtain an RTT sanple fromevery received

acknow edgnent. In principle, simlar neasurenent nechanisns are
used by protocols other than TCP

Sonmetimes it would be beneficial to know the RTT not only at the
sender, but also at the receiver, e.g., to find the one-way variation
in delay due to one-way congestion. A passive receiver can deduce
sonme information about the RTT by anal yzi ng the sequence nunbers of
recei ved segnents. But this nethod is error-prone and only works if
the sender permanently sends data. Qher network entities on the
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path can apply simlar heuristics in order to approximate the RTT of
a connection, but this mechanismis protocol -specific and requires
per-connection state. 1In the current Internet, there is no sinple
and safe solution to determi ne the RTT of a connection in network
entities other than the sender. The nore fundanental question is to
determ ne whether it is necessary or not for network el enents to
measure or know the RTT.

As outlined earlier in this docunent, the round-trip tinme is
typically not a constant value. For a given path, there is a
theoretical mninumvalue, which is given by the m ninmum
transm ssi on, processing, and propagati on delay on that path.
However, additional variable delays m ght be caused by congestion,
cross-traffic, shared-nedia access control schemes, recovery
procedures, or other sub-IP layer mechani snms. Furthernore, a change
of the path (e.g., route flapping, hand-over in nobile networks) can
result in conpletely different delay characteristics.

Due to this variability, one single neasured RTT value is hardly
sufficient to characterize a path. This is why nmany protocols use
RTT estimators that derive an averaged val ue and keep track of a
certain history of previous sanples. For instance, TCP endpoints
derive a snoothed round-trip tinme (SRTT) from an exponential weighted
nmovi ng average [ RFC2988]. Such a |ow pass filter ensures that

measur enent noi se and single outliers do not significantly affect the
estimated RTT. Still, a fundanental drawback of | ow pass filters is
that the averaged value reacts nmore slowy to sudden changes in the
measured RTT. There are various solutions to overcone this effect:
For instance, the standard TCP retransni ssion tineout calcul ation
considers not only the SRTT, but also a neasure for the variability
of the RTT neasurenments [RFC2988]. Since this algorithmis not well
suited for frequent RTT neasurenents with tinmestanps, certain

i npl ementations nodify the weight factors (e.g., [Sarola02]). There
are al so proposals for nore sophisticated estimators, such as Kal man
filters or estimators that utilize mainly peak val ues.

However, open questions related to RTT estimation in the Internet
remain:

- Optimal neasurenent frequency: Currently, there is no theory or
common understandi ng of the right tinme scale of RTT neasurenent.
In particular, the necessity for rather frequent neasurenents
(e.g., per packet) is not well understood. There is sone
enpirical evidence that such frequent sanpling may not have a
significant benefit [A |l mn99].
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8.

- Filter design: A closely related question is how to design good
filters for the neasured sanples. The existing algorithns are
known to be robust, but they are far from being perfect. The
fundanental problemis that there is no single set of RTT val ues
that could characterize the Internet as a whole, i.e., it is hard
to define a design target.

- Default values: RTT estimators can fail in certain scenarios,
e.g., when any feedback is mssing. |In this case, default val ues
have to be used. Today, npst default values are set to
conservative values that may not be optinmal for nbst Internet
comuni cation. Still, the inpact of nore aggressive settings is
not wel | understood.

- Cock granularities: RIT estimation depends on the clock
granularities of the protocol stacks. Even though there is a
trend toward higher-precision tiners, limted granularity
(particularly on | owcost devices) may still prevent highly
accurate RTT estinations.

2. Ml functioning Devices

There is a long history of nmal functioning devices harm ng the

depl oynent of new and potentially beneficial functionality in the
Internet. Sonetimes, such devices drop packets or even crash

compl etely when a certain mechanismis used, causing users to opt for
reliability instead of performance and di sabl e the nechani sm or
operating-systemvendors to disable it by default. One well-known
exanple is ECN, whose depl oynent was | ong hindered by mal functi oni ng
firewalls and is still hindered by mal functi oni ng hone-hubs, but
there are many other exanples (e.g., the Wndow Scaling option of
TCP) [Thal er07].

As new congestion control nechanisns are devel oped with the intention
of eventually seeing themdeployed in the Internet, it would be
useful to collect information about failures caused by devices of
this sort, analyze the reasons for these failures, and determ ne

whet her there are ways for such devices to do what they intend to do
wi t hout causing unintended failures. Reconmendations for vendors of
these devices could be derived fromsuch an analysis. It would al so
be useful to see whether there are ways for failures caused by such
devices to beconme nore visible to endpoints, or to the maintainers of
such devi ces

A possible way to reduce such problens in the future would be

gui delines for standards authors to ensure that "forward
conpatibility" is considered in all IETF work. That is, the default
behavi or of a device should be precisely defined for all possible
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val ues and conbinations of protocol fields, and not just the m ninum
necessary for the protocol being defined. Then, when previously
unused or reserved fields start to be used by newer devices to conply
with a new standard, ol der devices encountering unusual fields should
at | east behave predictably.

3.8.3. Dependence on RTT

Al MD wi ndow al gorithms that have the goal of packet conservation end
up converging on a rate that is inversely proportional to RTT.
However, control theoretic approaches to stability have shown that
only the increase in rate (acceleration), and not the target rate,
needs to be inversely proportional to RTT [Jin04].

It is possible to have nore aggressive behaviors for sone denmandi ng
applications as long as they are part of a mx with | ess aggressive
transports [Key04]. This beneficial effect of transport type mixing
is probably how the Internet currently manages to remain stable even
in the presence of TCP slowstart, which is nore aggressive than the
theory allows for stability. Research giving deeper insight into
these aspects woul d be very useful

3.8.4. Congestion Control in Milti-Layered Networks

A network of I P nodes is just as vulnerable to congestion in the

| ower |ayers between | P-capable nodes as it is to congestion on the

| P-capabl e nodes thenselves. |f network elenents take a greater part
in congestion control (ECN, XCP, RCP, etc. -- see Section 3.1), these
techniques will either need to be deployed at | ower |ayers as well,
or they will need to interwork with | ower-Ilayer mechanisns.

[ RFC5129] shows how to propagate ECN from | ower |ayers upwards for
the specific case of MPLS, but to the authors’ know edge the | ayering
probl em has not been addressed for explicit rate protocol proposals
such as XCP and RCP. Sone issues are straightforward matters of
interoperability (e.g., how exactly to copy fields up the |ayers)
while others are | ess obvious (e.g., re-framng issues: if RCP were
deployed in a | ower | ayer, how might nultiple small RCP frames, all
with different rates in their headers, be assenbled into a larger IP
| ayer datagranf).

Mul ti-1layer considerations also confound many nmechanisns that aimto
di scover whet her every node on the path supports a new congestion
control protocol. For instance, sone proposals nmaintain a secondary
Time to Live (TTL) field parallel to that in the I P header. Any
nodes that support the new behavi or update both TTL fields, whereas
| egacy | P nodes will only update the IP TTL field. This allows the
endpoi nts to check whether all |IP nodes on the path support the new
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behavi or, in which case both TTLs will be equal at the receiver. But
mechani sms | i ke these overl ook nodes at |ower |ayers that m ght not
support the new behavi or.

A further related issue is congestion control across overlay networks
of relays [Hi 1t08] [Noel 07] [ Shen08].

Section 3.5.3 deals with inelastic multi-domain pseudow res (PW),
where the identity of the pseudowire itself inplies the
characteristics of the traffic crossing the nulti-donmain PSN

(i ndependently of the actual characteristics of the traffic carried
inthe PW. A nore conplex situation arises when inelastic traffic
is carried as part of a pseudowire (e.g., inelastic traffic over

Et hernet PWover PSN) whose edges do not have the neans to
characterize the properties of the traffic encapsulated in the

Et hernet frames. In this case, the problemexplained in

Section 3.5.3 is not linmted to nmulti-domain pseudowi res but nore
generally arises froma "pseudowire carrying inelastic traffic"
(whet her over a single- or multi-domain PSN)

The probl em becones even nore intricate when the Ethernet PWcarries
both inelastic and elastic traffic. Addressing this issue further
supports our observation that a general franework to efficiently dea
with congestion control problems in nulti-Ilayer networks w thout
harmi ng evolvability is absolutely necessary.

3.8.5. Miltipath End-to-End Congestion Control and Traffic Engi neering

Recent work has shown that nultipath endpoint congestion contro

[ Kel  yO5] offers considerable benefits in terms of resilience and
resource usage efficiency. The |ETF has since initiated a work item
on multipath TCP [ MPTCP]. By pooling the resources on all paths,
even nodes not using multiple paths benefit fromthose that are.

There is considerable further research to do in this area,
particularly to understand interactions with network-operator-
controlled route provisioning and traffic engi neering, and indeed
whet her nultipath congestion control can performbetter traffic
engi neering than the network itself, given the right incentives

[ Arkko09] .

3.8.6. ALGs and M ddl eboxes
An increasi ng nunber of application |ayer gateways (ALGs),

m ddl eboxes, and proxies (see Section 3.6 of [RFC2775]) are depl oyed
at donmi n boundaries to verify conformance but also filter traffic
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and control flows. One notivation is to prevent information beyond
routing data | eaki ng bet ween aut onomous systens. These systens split
up end-to-end TCP connections and di srupt end-to-end congestion
control. Furthernore, transport over encrypted tunnels nmay not all ow
other network entities to participate in congestion control

Basi cally, such systens disrupt the prinmal and dual congestion
control components. In particular, end-to-end congestion control may
be replaced by fl ow control backpressure nechani sns on the split
connections. A large variety of ALGs and m ddl eboxes use such
mechani sns to i nprove the performance of applications (Performance
Enhanci ng Proxi es, Application Accelerators, etc.). However, the

i mplications of such mechani sms, which are often proprietary and not
docunent ed, have not been studied systematically so far.

There are two | evels of interference:

- The "transparent" case, i.e., the endpoint address fromthe sender
perspective is still visible to the receiver (the destination IP
address). Relay systens that intercept payl oads but do not relay
congestion control information provide an exanple. Such
m ddl eboxes can prevent the operation of end-to-end congestion
control

- The "non-transparent" case, which causes fewer problens for
congestion control. Although these devices interfere with end-to-
end network transparency, they correctly term nate network,
transport, and application |ayer protocols on both sides, which
i ndividually can be congestion controll ed.

4. Security Considerations

M sbehavi or may be driven by pure malice, or malice may in turn be
driven by w der selfish interests, e.g., using distributed denial -of-
service (DDoS) attacks to gain rewards by extortion [RFC4948]. DDoS
attacks are possible both because of vulnerabilities in operating
systenms and because the Internet delivers packets w thout requiring
congestion control

To date, conpliance with congestion control rules and being fair
require endpoints to cooperate. The possibility of uncooperative
behavi or can be regarded as a security issue; its inplications are
di scussed throughout these docunments in a scattered fashion

Currently the focus of the research agenda agai nst denial of service
is about identifying attack-packets that attack machi nes and the
networ ks hosting them wth a particular focus on mtigating source
address spoofing. But if mechanisnms to enforce congestion contro
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5.

5.

1.

fairness were robust to both selfishness and nalice [Bri06], they
woul d al so naturally mtigate denial of service against the network,
whi ch can be considered (fromthe perspective of a well-behaved
Internet user) as a congestion control enforcenent problem Even
sonme deni al -of -service attacks on hosts (rather than the network)
coul d be considered as a congestion control enforcenent issue at the
hi gher layer. But clearly there are also denial -of-service attacks
that woul d not be solved by enforcing congestion control

Sections 3.5 and 3.7 on multi-domain i ssues and m sbehavi ng senders
and receivers al so discuss sone information security issues suffered
by various congestion control approaches.
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