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Segment ed Pseudow re

Abst r act

Thi s docunent describes how to connect pseudow res (PW) between

di fferent Packet Switched Network (PSN) domai ns or between two or
more distinct PWcontrol plane donmains, where a control plane domain
uses a common control plane protocol or instance of that protocol for
a given PW The different PWcontrol plane domains nmay belong to

i ndependent autononobus systens, or the PSN technology is

het er ogeneous, or a PWm ght need to be aggregated at a specific PSN
point. The PWpacket data units are sinply switched fromone PWto
anot her without changi ng the PW payl oad.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc6073.
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I nt roducti on

The PWE3 Architecture [ RFC3985] defines the signaling and
encapsul ati on techni ques for establishing Single-Segnent Pseudowi res
(SS-PW) between a pair of termnating PEs. Milti-Segnent
Pseudowi res (Ms-PW) are nost useful in two general cases

Martini,

In sone cases it is not possible, desirable, or feasible to
establish a PWcontrol channel between the term nating source
and destination PEs. At a minimm PWcontrol channe
establ i shnent requires know edge of and reachability to the
renmote (termnating) PE IP address. The local (term nating)
PE may not have access to this informati on because of

topol ogy, operational, or security constraints.

An exanple is the inter-AS L2VPN scenari o where the
termnating PEs reside in different provider networks (ASes)
and it is the practice to cryptographically sign all contro
traffic exchanged between two networks. Technically, an
SS-PW coul d be used but this would require cryptographic
signatures on ALL term nating source and destination PE
nodes. An Ms-PWallows the providers to confine key

adm nistration to just the PWsw tching points connecting the
two domai ns

A second exanple mght involve a single AS where the PWsetup
pat h between the term nating PEs is conputed by an externa
entity. Assune that a full nmesh of PWE3 control channels is
establ i shed between PE-A, PE-B, and PE-C. A client-layer L2
connection tunnel ed through a PWis required between
terminating PE-A and PE-C. The external entity conputes a PW
setup path that passes through PE-B. This results in two

di screte PWsegments being built: one between PE-A and PE-B
and one between PE-B and PE-C. The successful client-I|ayer
L2 connection between terminating PE-A and terminating PE-C
requires that PE-B perforns the PWE3 switching process.

A third exanple involves the use of PW in hierarchica

| P/ MPLS networks. Access networks connected to a backbone
use PW to transport customer payl oads between custonmer sites
serviced by the sane access network and up to the edge of the
backbone where they can be terminated or switched onto a
succeedi ng PW segnent crossing the backbone. The use of PWE3
swi tching between the access and backbone networks can
potentially reduce the PWE3 control channels and routing

i nformati on processed by the access network T-PEs.
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3.

It should be noted that PWE3 swi tching does not help in any
way to reduce the anmbunt of PWstate supported by each access
net wor k T- PE.

-ii. In sonme applications, the signaling protocol and
encapsul ati on on each segnent of the PWare different. The
ternminating PEs are connected to networks enpl oying different
PWsignaling and encapsul ati on protocols. |In this case, it
is not possible to use an SS-PW An M5-PWwith the
appropriate signaling protocol interworking perfornmed at the
PW swi t chi ng points can enable PWconnectivity between the
termnating PEs in this scenario.

A nore detail ed discussion of the requirenments pertaining to Ms-PW
can be found in [ RFC5254].

There are four different nmechanisns to establish PW:

-i. Static configuration of the PW(MPLS or Layer 2 Tunneling
Prot ocol version 3 (L2TPv3))
-ii. LDP using FEC 128 (PWd FEC El erment)
-iii. LDP using FEC 129 (Generalized PWd FEC El enent)
-iv. L2TPv3

Wil e M5-PW are conposed of PWsegnents, each PWsegnent cannot
function i ndependently, as the PWservice is always instantiated
across the conplete M5-PW Hence, no PWsegnments can be signaled or
be operational wi thout the conplete Ms-PWbeing signaled at once.

Speci fication of Requirements

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Ter mi nol ogy

- PWTermnating Provider Edge (T-PE). A PE where the custormer-
facing attachnent circuits (ACs) are bound to a PWforwarder. A
Terminating PE is present in the first and | ast segnents of a
Ms- PW  This incorporates the functionality of a PE as defined in
[ RFC3985] .

- Singl e-Segnent Pseudowire (SS-PW. A PWset up directly between
two T-PE devices. The PWIabel is unchanged between the
originating and term nating T-PEs.
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4.

- Milti-Segnment Pseudowire (Ms-PW. A static or dynamically
configured set of two or nore contiguous PWsegnments that behave
and function as a single point-to-point PW Each end of an Ms-PW
by definition MIST termi nate on a T-PE.

- PWSegnment. A part of a single-segnent or nulti-segnment PW which
traverses one PSN tunnel in each direction between two PE devices,
T-PEs and/or S-PEs (switching PE).

- PWSwi tching Provider Edge (S-PE). A PE capable of switching the
control and data planes of the preceding and succeedi ng PWsegnents
in an M5s-PW The S-PE terminates the PSN tunnels of the preceding
and succeedi ng segnents of the M5-PW It therefore includes a PW
swi tching point for an M5-PW A PWswitching point is never the
S-PE and the T-PE for the sane M5-PW A PWswi tching point runs
necessary protocols to set up and manage PWsegnents with other PW
switching points and terminating PES. An S-PE can exist anywhere a
PW nust be processed or policy applied. It is therefore not
limted to the edge of a provider network.

- M5-PWpath. The set of S-PEs that will be traversed in sequence to
formthe MS-PW

General Description

A pseudowire (PW is a mechanismthat carries the essential elenents
of an emul ated service fromone PE to one or nore other PEs over a
PSN as described in Figure 1 and in [ RFC3985]. Many providers have
depl oyed PW as a neans of migrating existing (or building new L2VPN
services (e.g., Frame Relay, ATM or Ethernet) onto a PSN

PW may span nultiple domains of the sane or different provider
networks. |In these scenarios, PWcontrol channels (i.e., targeted
LDP, L2TPv3) and PW will cross AS boundari es.

Inter-AS L2VPN functionality is currently supported, and several
techni ques enpl oyi ng MPLS encapsul ati on and LDP signaling have been
docunented [ RFC4364]. It is also straightforward to support the same
inter-AS L2VPN functionality enploying L2TPv3. In this document, we
define a nethodology to switch a PWbhetween different Packet Sw tched
Net work (PSN) domai ns or between two or nore distinct PWcontrol

pl ane domai ns.
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ESEEEEEEEEEETEE Enul ated Service ---------------- >
| <-------- Pseudowire ------ >

| <-- PSN Tunnel -->|

AC +----+ +----+ AC
F--a - + | | PE]_l ::::::::::::::::::l PE2| | F--a - +
| I PWL............. [---------- | |
| CE1 | I I I I I I | CE2 |
| | ---------- | oo PWR............. | ---------- | |
[T + A | | | ::::::::::::::::::l | | N [T +
N +----+ +----+ | | N
| Provi der Edge 1 Provider Edge 2 | |
[ ||
Cust orer | | Customer
Edge 1 | | Edge 2
I I
native service native service
Figure 1: PWE3 Reference Mbdel
There are two nethods for switching a PWbetween two PWdonmains. In

the first method (Figure 2), the two separate control plane domains
term nate on different PEs.

| <------- Mul ti - Segment Pseudowire------- >|
| PSN PSN |
AC | | <-1-3| | <-2-3| | AC
| \% \% \% \% \% vV |
+----+ +----- + +----+ +----+
e - -+ | | :::::l | | :::::l | | e - -+
| |[------- [ ... PW....... |--ACL--|...... PW...... |[------- | |
| CE1 | | I I I I I I || | CE2 |
| [------- [ ... PWB. . ..... | --AC2--]...... PWML. ... .. [------- | |
S | | d===== ] e
A +---- 4 Fo-m - + +---- 4 +---- 4 A
| PE1 PE2 PE3 PE4 |
I n n I
I I I I
| PW swi t chi ng points |
I I
I I
IR Emul ated Service ---------------- >|

Figure 2: PWSw tching Using AC Reference Mdel
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In Figure 2, pseudowires in two separate PSNs are stitched together
usi ng native service attachment circuits. PE2 and PE3 only run the
control plane for the PSN to which they are directly attached. At
PE2 and PE3, PW and PW2 are connected using attachment circuit ACL,
while PWB and PWI are connected using attachment circuit AC2.

Native |<----- Mul ti-Segment Pseudowire------ > Native
Service | PSN PSN | Service
(AC) | | <- Tunnel - >| | <- Tunnel - >| | (AC)
| \% \% 1 \% \% 2 \% \% |
| +----+ +--mna + +----+
Feomm o+ | | TPE]_l ::::::::::l SPE1 | ::::::::::l TPE2| | Feomm o+
| |------ [ ..... PWSeg' t1l Xo...PWSeg't3..... [------- | |
| CE1| | I I | | CE2 |
| |------ [ ... .. PWSeg't2....X ...PWSeg' t4..... |[------- | |
Fom -+ | | | ::::::::::l | ::::::::::l | | Fom -+
N S S e + S n
| Provi der Edge 1 n Provi der Edge 2 |
I I I
I b _ I
| PW swi t chi ng poi nt |
I I
R Enul ated Service --------------- >|

Figure 3: Ms-PW Ref erence Mdel

In Figure 3, SPEl runs two separate control planes: one toward TPEL,
and one toward TPE2. The PWswitching point (S-PE) is configured to
connect PW Segnent 1 and PW Segnent 3 together to conplete the nulti-
segnment PWbetween TPEL and TPE2. PW Segnment 1 and PW Segnent 3 MJST
be of the sane PWtype, but PSN Tunnel 1 and PSN Tunnel 2 need not be

the sane technology. 1In the latter case, if the PWis switched to a
different technol ogy, the PEs nust adapt the PDU encapsul ation
between the different PSN technologies. In the case where PSN Tunnel

1 and PSN Tunnel 2 are the sane technol ogy, the PWPDU does not need
to be nodified, and PDUs are then sw tched between the pseudow res at
the PWI abel |evel.

It should be noted that it is possible to adapt one PSN technol ogy to
a different one, for exanple, MPLS over an |IP encapsul ation or
Generic Routing Encapsul ation (GRE) [ RFC4023], but this is outside
the scope of this document. Further, one could perform an

i nterworking function on the PW thenselves at the S-PE, allow ng
conversion fromone PWtype to another, but this is al so outside the
scope of this docunent.

Thi s docunent describes procedures for building nulti-segnent
pseudowi res usi ng manual configuration of the sw tching point PEL.
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O her docunents may build on this base specification to automate the
configuration and selection of S-PEL. Al elenments of the

est abl i shnent of end-to-end MsS-PW including routing and signaling
are out of scope of this docunent, and any discussion in this
docunent serves purely as exanples. It should also be noted that a
PWcan traverse nmultiple PWswi tching points along it's path, and the
edge PEs will not require any specific know edge of how many S-PEs
the PWhas traversed (though this may be reported for troubl eshooting
pur poses).

The general approach taken for M5-PW is to connect the individua
control planes by passing along any signaling information i mredi ately
upon reception. First, the S-PE is configured to switch a PWsegnent
froma specific peer to another PWsegment destined for a different
peer. No control messages are exchanged yet, as the S-PE does not
have enough information to actually initiate the PWsetup nessages.
However, if a session does not already exist, a control protoco

(LDP/ L2TP) session MAY be setup. In this nodel, the M5-PWsetup is
starting fromthe T-PE devices. Once the T-PE is configured, it
sends the PWcontrol setup nessages. These nessages are received by
the S-PE, and i mediately used to formthe PWsetup nessages for the
next SS-PWof the Ms-PW

5. PWSwitching and Attachnent G rcuit Type

The PW in each PSN are established i ndependently, with each PSN
being treated as a separate PWdonmain. For exanple, in Figure 2 for
the case of MPLS PSNs, PWL is setup between PEl and PE2 using the LDP
targeted session as described in [RFC4447], and at the sane tine a
separate pseudowire, PW2, is setup between PE3 and PE4. The ACs for
PW and PW2 at PE2 and PE3 MJST be configured such that they are the
same PWtype, e.g., ATM Virtual Channel Connection (VCC), Ethernet
VLAN, etc.

6. Applicability

The general applicability of Ms-PW and their relationship to L2VPNs
are described in [ RFC5659]. The applicability of a PWtype, as
specified in the relevant RFC for that encapsul ation (e.g., [RFCA717]
for ATM, applies to each segnent. This section describes further
applicability considerations.

As with SS-PWs, the performance of any segnent will be limted by the
performance of the underlying PSN. The performance may be further
degraded by the enul ati on process, and perfornmance degradati on may be
further increased by traversing nultiple PWsegnents. Furthernore,
the overall performance of an M5-PWis no better than the worst-
perform ng segment of that Ms-PW
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Mar

Since different PSN types may be able to achieve different nmaximum
performance objectives, it is necessary to carefully consider which
PSN types are used along the path of an Ms-PW

MPLS-PWto MPLS-PW Switching

Ref erencing Figure 3, T-PE1l set up PW Segment 1 using the LDP
targeted session as described in [RFC4447], at the sanme tine a
separate pseudowire, PW Segnent 3, is setup to T-PE2. Each PWis
configured i ndependently on the PEs, but on S-PEl, PWSegnent 1 is
connected to PWSegnent 3. PDUs are then swi tched between the
pseudowi res at the PWI abel level. Hence, the data pl ane does not
need any special know edge of the specific pseudowire type. A sinple
standard MPLS | abel swap operation is sufficient to connect the two
PW, and in this case the PWadaptation functi on cannot be used.
However, when pushing a new PSN | abel, the Time to Live (TTL) SHOULD
be set to 255, or sone other locally configured fixed val ue.

Thi s process can be repeated as many tinmes as necessary; the only
limtation to the nunber of S-PEs traversed is inmposed by the TTL
field of the PWMPLS | abel. The setting of the TTL of the PWMPLS

| abel is a matter of local policy on the originating PE, but SHOULD
be set to 255. However, if the PWPDU contains an Operations,

Admi ni stration, and Mai ntenance (OAM packet, then the TTL can be set
to the required value as explained later in this docunent.

There are three different mechani snms for MPLS-to-MPLS PW set up:

-i. Static configuration of the PW
-ii. LDP using FEC 128
-iii. LDP using the generalized FEC 129

This results in four distinct PWswitching situations that are
significantly different and nmust be considered in detail:

-i. Switching between two static control planes
-ii. Switching between a static and a dynamic LDP control plane
-iii. Switching between two LDP control planes using the sane FEC
type
-iv. Switching between LDP using FEC 128 and LDP using the
general i zed FEC 129

Static Control Plane Switching
In the case of two static control planes, the S-PE MJST be confi gured
to direct the MPLS packets fromone PWinto the other. There is no

control protocol involved in this case. Wen one of the control
planes is a sinple static PWconfiguration and the other control
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plane is a dynam c LDP FEC 128 or generalized PWFEC, then the static
control plane should be considered simlar to an attachment circuit
(AC) in the reference nodel of Figure 1. The swtching point PE
SHOULD signal the appropriate PWstatus if it detects a failure in
sendi ng or receiving packets over the static PWsegnent. |In the
absence of a PWstatus comunication nechani smwhen the PWis
statically configured, the status communicated to the dynam c LDP PW

will be limted to local interface failures. |In this case, the S-PE
PE behaves in a very simlar manner to a T-PE, assuming an active
signaling role. This neans that the S-PE will imrediately send the

LDP Label Mapping nessage if the static PWis deened to be UP.
7.2. Two LDP Control Planes Using the Sane FEC Type

The S-PE SHOULD assume an initial passive role. This means that when
i ndependent PWs are configured on the switching point, the Label
Switching Router (LSR) does not advertise the LDP PWFEC nappi ng
until it has received at |east one of the two PWLDP FECs from a
renote PE. This is necessary because the switching point LSR does
not know a priori what the interface paraneter field in the initial
FEC adverti senent will contain.

If one of the S-PEs doesn’'t accept an LDP Label Mapping nessage, then
a Label Rel ease nessage may be sent back to the originator T-PE
dependi ng on the cause of the error. LDP liberal |abel retention
mode still applies; hence, if a PEis sinply not configured yet, the
| abel mapping is stored for future use. An M5-PWis declared UP only
when all the constituent SS-PW are UP.

The Pseudowire ldentifier (PWd), as defined in [RFC4447], is a

uni que nunber between each pair of PEs. Hence, each SS-PWthat forns
an M5-PWnmay have a different PWd. |In the case of the generalized
PWFEC, the Attachnent Goup ldentifier (AG) / Source Attachnent
Identifier (SAl) / Target Attachment Ildentifier (TAI) may have to
also be different for some, or sonetines all, SS-PWs.

7.2.1. FEC 129 Active/ Passive T-PE El ecti on Procedure

VWhen an M5-PWis signal ed using FEC 129, each T-PE m ght

i ndependently start signaling the M5s-PW |f the M5-PWpath is not
statically configured, in certain cases the signaling procedure could
result in an attenpt to set up each direction of the Ms-PWthrough
different S-PEs. |If an operator wi shes to avoid this situation, one
of the T-PEs MJST start the PWsignaling (active role), while the
other waits to receive the LDP | abel mappi ng before sending the
respective PWLDP Label Mapping nessage (passive role). Wen the
Ms- PWpath is not statically configured, the active T-PE (the Source
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T-PE) and the passive T-PE (the Target T-PE) MJUST be identified
before signaling is initiated for a given Ms-PW

The determ nation of which T-PE assunes the active rol e SHOULD be
done as foll ows:

The SAIl and TAIl are conpared as unsigned integers; if the SAIIl is
| arger, then the T-PE assumes the active role.

The sel ection process to deternine which T-PE assunes the active role
MAY be superseded by nmanual provisioning. |In this case, one of the
T-PEs MUST be set to the active role, and the other one MJST be set
to the passive role.

7.3. LDP Using FEC 128 to LDP Using the Generalized FEC 129

When a PE is using the generalized FEC 129, there are two distinct
roles that a PE can assune: active and passive. A PE that assunes
the active role will send the LDP PWsetup nessage, while a passive
role PEwill sinply reply to an inconmi ng LDP PWsetup nessage. The
S-PE will always remain passive until a PWd FEC 128 LDP nessage i s
recei ved, which will cause the correspondi ng generalized PWFEC LDP
message to be forned and sent. |If a generalized FEC PWLDP nessage
is received while the switching point PEis in a passive role, the
correspondi ng PWFEC 128 LDP nessage will be forned and sent.

PWds need to be mapped to the corresponding AG/TAI/SAl and vice
versa. This can be acconplished by |ocal S-PE configuration, or by
sone ot her neans, such as sonme form of auto discovery. Such other
means are outside the scope of this docunent.

7.4. LDP SP-PE TLV

The edge-to-edge PWm ght traverse several switching points, in
separate adm nistrative domai ns. For nmanagenent and troubl eshooting
reasons, it is useful to record information about the switching
points at the S-PEs that the PWtraverses. This is acconplished by
using a PW Swi tching Point PE TLV (SP-PE TLV).

Sending the SP-PE TLV is OPTI ONAL; however, the PE or S-PE MUST
process the TLV upon reception. The "U' bit MJST be set for backward
conpatibility with T-PEs that do not support the Ms-PW extensions
described in the docunent. The SP-PE TLV MAY appear only once for
each switching point traversed, and it cannot be of length zero. The
SP-PE TLV is appended to the PWFEC at each S-PE, and the order of
the SP-PE TLVs in the LDP nessage MUST be preserved. The SP-PE TLV
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is necessary to support some of the Virtual Circuit Connectivity
Verification (VCCV) functions for M5>-PW. See Section 9.5 for nore
details. The SP-PE TLV is encoded as foll ows:

0 1 2 3
01234567890123456789012345678901
m e e e e e e e A e e e e e e e e e e e e A e e e e e e e e - -+
1| 0] SP-PE TLV (0x096D) | SP-PE TLV Length |
+- +
Sub
+

0
- T S S i S T S S i S S i e
o4 4

TLV Type | Length | Vari abl e Length Val ue |
e i i e o T e e e e oI SR N S S e
Vari abl e Length Val ue |

n n n |

+
+
+
S T S i S S e e e S S S

- SP-PE TLV Length

Specifies the total length of all the followi ng SP-PE TLV fi el ds
in octets.

- Sub-TLV Type

Encodes how the Value field is to be interpreted.
- Length

Specifies the length of the Value field in octets.
- Val ue

Cctet string of Length octets that encodes information to be
interpreted as specified by the Type field.

PW Swi t chi ng Poi nt PE sub-TLV Types are assigned by | ANA according to
the process defined in Section 14 (1 ANA Consi derations) bel ow

For local policy reasons, a particular S-PE can filter out all
SP-PE TLVs in a Label WMapping nessage that traverses it and not
include its owmn SP-PE TLV. In this case, from any upstream PE,
it will appear as if this particular SSPE is the T-PE. This

m ght be necessary, depending on |local policy, if the S-PE is at
the service provider administrative boundary. |t should also be
noted that because there are no SP-PE TLVs describing the path
beyond the S-PE that renmoved them VCCV will only work as far as
that S-PE.

Martini, et al. St andards Track [ Page 13]



RFC 6073 Segnent ed Pseudowi re January 2011

7.4.1. PWSwi tching Point PE Sub-TLVs

The SP-PE TLV contains sub-TLVs that describe various characteristics
of the S-PE traversed. The SP-PE TLV MJST contain the appropriate
mandat ory sub-TLVs specified below. The definitions of the PW

Swi tching Point PE sub-TLVs are as foll ows:

- PWd of |last PWsegnment traversed.

This is only applicable if the |last PWsegnent traversed used
LDP FEC 128 to signal the PW This sub-TLV type contains a PWd
in the format of the PWd described in [ RFC4447]. This is just
a 32-bit unsigned integer nunber.

- PW Swi tching Point description string.

An OPTI ONAL description string of text up to 80 characters |ong.
Human-r eadabl e text MJUST be provided in the UTF-8 character set
using the Default Language [ RFC2277].

- Local IP address of PW Sw tching Point.

The local |1 Pv4d or | Pv6 address of the PWSwitching Point. This
is an OPTIONAL Sub-TLV. In npst cases, this will be the |ocal
LDP session | P address of the S-PE.

- Renote I P address of the |ast PWSw tching Point traversed or of
the T-PE.

The 1 Pv4 or | Pv6 address of the |ast PW Swi tching Point
traversed or of the T-PE. This is an OPTI ONAL Sub-TLV. In nost
cases, this will be the renpote | P address of the LDP session.
This Sub-TLV SHOULD only be included if there are no other SP-PE
TLVs present fromother S-PEs, or if the renote | P address of
the LDP session does not correspond to the "Local |P address of
PW Swi t ching Point" TLV value contained in the |ast SP-PE TLV.

- The FEC el erent of |ast PWsegnent traversed.

This is only applicable if the |ast PWsegnent traversed used
LDP FEC 129 to signal the PW
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Mar

The FEC el enent of the |last PWsegnment traversed. This is encoded in
the follow ng format:

0 1 2 3
01234567890123456789012345678901
R s i o e i ol S e S e T ik ik T S e T S T S
AG Type | Length | Val ue |
R i i I e R e I T T il ik o ST TR S R R R TR S T TR i N
AG Val ue (contd.) ~
I

+-
I
+-
I
e L o i e S  th o i R S
| Al Type | Lengt h | Val ue |
i e e R i T T Lt e i s it HE N R SR S S S
~ SAIl Val ue (contd.) ~
I I
+-

I

+-

I

+-

i T S S S T i T i I S I S S
All Type | Length | Val ue |
R s i o e i ol S e S e T ik ik T S e T S T S
TAI'l Value (contd.) ~

I

i T o T i e S S S i S e S
- L2 PWaddress of the PW Switching Point (recommended format).

Thi s sub-TLV type contains an L2 PWaddress of PW Swi tching
Point in the format described in Section 3.2 of [RFC5003]. This
includes the All type field and length, as well as the L2 PW
address with the ACID field set to zero.

.2. Adaptation of Interface Paraneters

[ RFC4447] defines several interface parameters, which are used by the
Net wor k Servi ce Processing (NSP) to adapt the PWto the attachnent
circuit (ACQ. The interface paraneters are only used at the

endpoi nts, and MJST be passed unchanged across the S-PE. However,
the following interface paraneters MAY be nodified as foll ows:

- 0x03 Optional Interface Description string
This Interface paraneter MAY be nodified or altogether renoved
fromthe FEC el enent depending on | ocal configuration policies.

- 0x09 Fragnentation indicator
Thi s paraneter MAY be inserted in the FEC by the switching point
if it is capable of re-assenbly of fragmented PWfranes
according to [ RFC4623].
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- 0Ox0C VCCV par anet er
Thi s Paraneter contains the Control Channel (CC) type and
Connectivity Verification (CV) type bit fields. The CV type bit
field MIUST be reset to reflect the CV type supported by the
S-PE. The CC type bit field MJUST have bit 1 "Type 2: MLS
Router Alert Label" set to 0. The other bit fields MJST be
reset to reflect the CC type supported by the S-PE

7.5. Goup ID

The Goup ID (GRID) is used to reduce the nunber of status nessages
that need to be sent by the PE advertising the PWFEC. The CGR ID has

| ocal significance only, and therefore MJST be mapped to a uni que GR
ID allocated by the S-PE

7.6. PWLoop Detection

A swi tching point PE SHOULD i nspect the PWSwitching Point PE TLV, to
verify that its own | P address does not appear init. |If the PEs IP
address appears in a received PWSwi tching Point PE TLV, the PE
SHOULD break the | oop and send a | abel rel ease message with the

foll owi ng error code:

Val ue E Description
0x0000003A O PW Loop Detect ed

If an S-PE along the M5-PWrenoved all SP-PE TLVs, as nentioned
above, this | oop detection nethod will fail.

8. MLS-PWto L2TPv3-PW Control Plane Switching

Both MPLS and L2TPv3 PW may be static or dynamic. This results in
four possibilities when swtching between L2TPv3 and MPLS.

-i. Switching between static MPLS and L2TPv3 PW
-ii. Switching between a static MPLS PWand a dynam ¢ L2TPv3 PW
-iii. Switching between a static L2TPv3 PWand a dynanmi c LDP/ MPLS
PW

-iv. Switching between a dynam c LDP/ MPLS PWand a dynamic L2TPv3
PW
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8.1. Static MPLS and L2TPv3 PW

In the case of two static control planes, the S-PE MJST be confi gured
to direct packets fromone PWinto the other. There is no control
protocol involved in this case. The configuration MJST include which
MPLS PW Label maps to which L2TPv3 Session ID (and associ ated Cooki e,
if present) as well as which MPLS Tunnel Label maps to which PE
destination |IP address.

8.2. Static MPLS PWand Dynam c L2TPv3 PW

When a statically configured MPLS PWis switched to a dynam ¢ L2TPv3
PW the static control plane should be considered identical to an
attachnent circuit (AC) in the reference nmodel of Figure 1. The

swi t ching point PE SHOULD signal the appropriate PWstatus if it
detects a failure in sending or receiving packets over the static PW
Because the PWis statically configured, the status comrunicated to
the dynam ¢ L2TPv3 PWwill be linited to local interface failures.

In this case, the S-PE behaves in a very simlar manner to a T-PE,
assunmi ng an active role.

8.3. Static L2TPv3 PWand Dynam ¢ LDP/ MPLS PW

When a statically configured L2TPv3 PWis switched to a dynam ¢

LDP/ MPLS PW then the static control plane should be considered
identical to an attachnent circuit (AC) in the reference nodel of
Figure 1. The switching point PE SHOULD signal the appropriate PW
status (via an L2TPv3 Set-Link-Info (SLI) nessage) if it detects a
failure in sending or receiving packets over the static PW Because
the PWis statically configured, the status communicated to the
dynanic LDP/MPLS PWwill be linited to local interface failures. In
this case, the S-PE behaves in a very simlar manner to a T-PE,
assunmi ng an active role.

8.4. Dynamic LDP/MPLS and L2TPv3 PW

When swi tching between dynanmic PW, the switching point always
assunes an initial passive role. Thus, it does not initiate an

LDP/ MPLS or L2TPv3 PWuntil it has received a connection request
(Label Mapping or Incom ng-Call-Request (ICRQ) fromone side of the
node. Note that while MPLS PW are nade up of two unidirectional
Label Switched Paths (LSPs) bonded together by FEC identifiers,
L2TPv3 PW are bidirectional in nature, setup via a three-nessage
exchange (1 CRQ Incomng-Call-Reply (ICRP), and Incom ng-Call -
Connected (1CCN)). Details of Session Establishment, Tear Down, and
PW St atus signaling are detail ed bel ow.
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8.4.1. Session Establishnent

When the S-PE receives an L2TPv3 | CRQ nessage, the identifying AVPs
included in the nessage are napped to FEC identifiers and sent in an
LDP Label WMappi ng nessage. Conversely, if an LDP Label Mapping
message is received, it is either mapped to an | CRP nessage or causes
an L2TPv3 session to be initiated by sending an | CRQ

Fol I owi ng are two exanpl e exchanges of nessages between LDP and
L2TPv3. The first is a case where an L2TPv3 T-PE initiates an Ms-PW
the second is a case where an MPLS T-PE initiates an Ms-PW

PE 1 (L2TPv3) PW Swi t chi ng Node PE3 (MPLS/ LDP)
AC " Up"
L2TPv3 ICRQ --->
LDP Label Mapping --->
AC "Up"

<--- LDP Label Mapping
<--- L2TPv3 I CRP

L2TPv3 ICCN --->
S R P Ms- PW Est abl i shed ------------------ >
PE 1 (MPLS/ LDP) PW Swi t chi ng Node PE3 (L2TPv3)
AC n l-pll
LDP Label Mapping --->

L2TPv3 ICRQ --->

<--- L2TPv3 ICRP
<--- LDP Label Mapping
L2TPv3 ICCN --->

e M5- PW Est abl i shed ------------------ >
8.4.2. Adaptation of PWStatus Message

L2TPv3 uses the SLI nessage to indicate an interface status change
(such as the interface transitioning from"Up" or "Down"). MPLS/LDP
PW either signal this via an LDP Label Wthdraw or the PW Status
Notification nessage defined in Section 4.4 of [RFC4447]. The LDP
status TLV bit SHOULD be mapped to the L2TPv3 equi val ent Extended
Circuit Status Values TLV specified in [ RFC5641].

8.4.3. Session Tear Down
L2TPv3 uses a single nessage, Call-Disconnect-Notify (CDN), to tear

down a pseudowire. The CDN nessage translates to a Label Wthdraw
message in LDP. Following are two exanpl e exchanges of nessages
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between LDP and L2TPv3. The first is a case where an L2TPv3 T-PE
initiates the termnation of an M5-PW the second is a case where an
MPLS T-PE initiates the term nation of an Ms-PW

PE 1 (L2TPv3) PW Swi t chi ng Node PE3 ( MPLS/ LDP)
AC " Down"
L2TPv3 CDN --->
LDP Label Wthdraw --->
AC " Down"

<-- LDP Label Rel ease
L Ms- PW Data Path Down ------------------ >
PE 1 (MPLS LDP) PW Swi t chi ng Node PE3 (L2TPv3)
AC " Down"
LDP Label Wthdraw --->

L2TPv3 CDN -->
<-- LDP Label Rel ease
LR Ms- PW Data Path Down ------------------ >
8.5. Adaptation of L2TPv3 AVPs to Interface Paraneters

[ RFC4447] defines several interface parameters that MJST be napped to
the equivalent AVPs in L2TPv3 setup nessages.

* Interface MIU

The Interface MIU paraneter is mapped directly to the L2TP
"Interface Maxi mum Transm ssion Unit" AVP defined in [ RFC4667].

* Max Nunmber of Concatenated ATM cells
This interface paraneter is mapped directly to the L2TP "ATM
Maxi mum Concat enated Cells AVP" described in Section 6 of
[ RFC4454] .

* PW Type

The PW Type defined in [RFC4446] is mapped to the L2TPv3
"Pseudowi re Type" AVP defined in [ RFC3931].

* PWd (FEC 128)

For FEC 128, the PWd is mapped directly to the L2TPv3 "Renpte
End I D' AVP defined in [ RFC3931].
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* Ceneralized FEC 129 SAl/TAl

Section 4.3 of [RFC4667] defines how to encode the SAl and TAl
paraneters. These can be mapped directly.

O her interface paraneter mappi ngs are unsupported when switching
bet ween LDP/ MPLS and L2TPv3 PW.

8.6. PWSwitching Point PE TLV in L2TPv3

When transl ating between LDP and L2TPv3 control nessages, the PW
Switching Point PE TLV described earlier in this docunment is carried
in a single variable-length L2TP AVP present in the I CRQ and | CRP
messages, and optionally in the | CCN nmessage.

The L2TP "PW Swi tching Point AVP'" is Attribute Type 101. The AVP MAY
be hidden (the L2TP AVP H-bit may be 0 or 1), the length of the AVP
is 6 plus the length of the series of Swi tching Point PE sub-TLVs
included in the AVP, and the AVP MUST NOT be marked Mandatory (the
L2TP AVP Mbit MJST be 0).

8.7. L2TPv3 and MPLS PW Data Pl ane

When switching between an MPLS and L2TP PW packets are sent in their
entirety fromone PWto the other, replacing the MPLS | abel stack
with the L2TPv3 and | P header or vice versa.

Section 5.4 of [RFC3985] discusses the purpose of the various shim
headers necessary for enabling a pseudowire over an |IP or MPLS PSN.
For L2TPv3, the Payl oad Convergence and Sequencing function is
carried out via the Default L2-Specific Sublayer defined in

[ RFC3931]. For MPLS, these two functions (together with PSN
Convergence) are carried out via the MPLS Control Wrd. Since these
functions are different between MPLS and L2TPv3, interworking between
the two nmay be necessary.

The L2TP L2- Specific Sublayer and MPLS Control Wrd are shi m headers,
which in sone cases are not necessary to be present at all. For
exanpl e, an Ethernet PWwi th sequencing disabled will generally not
require an MPLS Control Word or L2TP Default L2-Specific Sublayer to
be present at all. In this case, Ethernet franes are sinply sent
fromone PWto the other w thout any nodification beyond the MPLS and
L2TP/ 1 P encapsul ati on and decapsul ati on.

The foll owi ng section offers guidelines for how to interwork between
L2TP and MPLS for those cases where the Payl oad Convergence,

Sequenci ng, or PSN Convergence functions are necessary on one or both
sides of the switching node.
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8.7.1. Mapping the MPLS Control Word to L2TP

The MPLS Control Word consists of (fromleft to right):

0

1 2 3

01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

|0 00 0

Reserved | Length | Sequence Number |

i S S T i S S e e e S i Sl U S S S

These bits are always zero in an MPLS PWPDU. It is not
necessary to map themto L2TP

These six bits may be used for Payl oad Convergence dependi ng
on the PWtype. For ATM the first four of these bits are
defined in [RFC4717]. These map directly to the bhits
defined in [ RFC4454]. For Frane Relay, these bits indicate
how to set the bits in the Frane Rel ay header that nust be
regenerated for L2TP as it carries the Frame Rel ay header

i ntact.

L2TP determines its payload length fromIP. Thus, this
Length field need not be carried directly to L2TP. This
Length field will have to be calcul ated and inserted for
MPLS when necessary.

The Default L2-Specific Sublayer has a sequence number with
different semantics than that of the MPLS Control Wrd.

This difference elimnates the possibility of supporting
sequenci ng across the Ms-PWby sinply carrying the sequence
nunber through the swi tching point transparently. As such,
sequence nunbers MAY be supported by checking the sequence
nunbers of packets arriving at the sw tching point and
regenerating a new sequence nunber in the appropriate format
for the PWon egress. |If this type of sequence interworking
at the switching node is not supported, and a T-PE requests
sequenci ng of all packets via the L2TP control channe
during session setup, the switching node SHOULD NOT al | ow
the session to be established by sending a CDN nessage with
Result Code set to 31 "Sequencing not supported"
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9. (Operations, Admnistration, and Miintenance (OAM
9.1. Extensions to VCCV to Support M5 PW

Si ngl e- segnent pseudowires are signaled using the Virtual Circuit
Connectivity Verification (VCCV) paraneter included in the interface
paraneter field of the PWd FEC TLV or the interface parameter sub-
TLV of the Ceneralized PWd FEC TLV as described in [ RFC5085]. When
a switching point exists between PE nodes, it is required to be able
to continue operating VCCV end-to-end across a switching point and to
provide the ability to trace the path of the Ms-PWover any nunber of
segment s.

Thi s docunent provides a nethod for achieving these two objectives.
This nmethod is based on reusing the existing VCCV Control Wrd (CW
and decrenenting the TTL of the PWI abel at each S-PE in the path of
the Ms-PW

9.2. OAMfrom MPLS PWto L2TPv3 PW

VWhen an Ms-PWincludes SS-PW that use the L2TPv3, the MPLS PW OAM
MUST be term nated at the S-PE connecting the L2TPv3 and MPLS
segnents. Status information received in a particular PWsegnent can
then be used to generate the appropriate status nessages on the
following PWsegnment. |In the case of L2TPV3, the status bits in the
circuit status AVP defined in Section 5.4.5 of [RFC3931] and Extended
Crcuit Status Values defined in [ RFC5641] can be mapped directly to
the PWstatus bits defined in Section 5.4.3 of [RFC4447].

VCCV nessages are specific to the MPLS data pl ane and cannot be used
for an L2TPv3 PWsegnment. Therefore, the S-PE MJUST NOT send the VCCV
paraneter included in the interface paranmeter field of the PWd FEC
TLV or the sub-TLV interface paraneter of the Generalized PWd FEC
TLV. It might be possible to translate VCCV nessages from L2TPv3 PW
segnents to MPLS PWsegnents and vice versa; however, this topic is
left for further study.

9.3. OAM Data Pl ane Indication from WPLS PWto MPLS PW

As stated above, the S-PE MJUST performa standard MPLS | abel swap
operation on the MPLS PWIlabel. By the rules defined in [RFC3032],
the PWIlabel TTL MJST be decreased at every S-PE. Once the PWI abel
TTL reaches the value of 0, the packet is sent to the control plane
to be processed. Hence, by controlling the PWTTL val ue of the PW
|l abel, it is possible to select exactly which S-PE will respond to
t he VCCV packet.
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9.4. Signaling OAM Capabilities for Switched Pseudow res

Simlarly to SS-PW Ms-PWVCCV capabilities are signaled using the
VCCV paraneter included in the interface paraneter field of the PWd
FEC TLV or the sub-TLV interface paranmeter of the Generalized PWd
FEC TLV as described in [ RFC5085].

In Figure 3, T-PEl uses the VCCV parameter included in the interface
paraneter field of the PWd FEC TLV or the sub-TLV interface
paraneter of the Generalized PWd FEC TLV to indicate to the far-end
T- PE2 what VCCV capabilities T-PEl supports. This is the same VCCV
paraneter as would be used if T-PEl1 and T-PE2 were connected
directly. S-PE2, which is a PWswitching point, as part of the
adaptation function for interface paraneters, processes locally the
VCCV parameter then passes it to T-PE2. |If there were nultiple S PEs
on the path between T-PE1 and T-PE2, each would carry out the sane
processi ng, passing along the VCCV paraneter. The |ocal processing
of the VCCV paraneter renoves CC Types specified by the originating
T-PE that are not supported on the S-PE. For exanple, if T-PEl
indicates that it supports CC Types 1, 2, and 3, then the S-PE
renoves the Router Alert CC Type 2, leaving the rest of the TLV
unchanged, and passes the nodified VCCV paraneter to the next S-PE
al ong the path.

The far end T-PE (T-PE2) receives the VCCV paraneter indicating only
the CC Types that are supported by the initial T-PE (T-PEl) and all
S-PEs al ong the PW pat h.

9.5. OAM Capability for Ms-PW Denultipl exed Using MPLS
The VCCV paraneter IDis defined as follows in [ RFC4446]:

Paranmeter ID Length Descri ption
0x0c 4 vCeev

The format of the VCCV paraneter field is as foll ows:

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| 0x0c | 0x04 | CC Types | CV Types |
R i T I e T S S e S TR S T e i I S e S e e e e o o

Bit 0 (0Ox01) - Type 1: PWE3 Control Wird with 0001b as
first nibble as defined in [ RFC4385]

Bit 1 (0x02) - Type 2: MPLS Router Alert Labe

Bit 2 (0x04) - Type 3: MPLS Demul tipl exor PW Label with
TTL == 1 (Type 3).
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9.5.1. Ms-PWand VCCV CC Type 1

VCCV CC Type 1 can be used for Ms-PW. However, if the CWis enabl ed
on user packets, VCCV CC Type 1 MUST be used according to the rules
in [ RFC5085]. Wen using CC Type 1 for M5-PWs, the PE transmitting
the VCCV packet MUST set the TTL to the appropriate value to reach
the destination S-PE. However, if the packet is destined for the
T-PE, the TTL can be set to any value that is sufficient for the
packet to reach the T-PE

9.5.2. Ms-PWand VCCV CC Type 2

VCCV CC Type 2 is not supported for MsS-PW and MJUST be renoved from a
VCCV parameter field by the S PE.

9.5.3. MB-PWand VCCV CC Type 3

VCCV CC Type 3 can be used for MsS-PW; however, if the CWis enabled,
VCCV Type 1 is preferred according to the rules in [RFC5085]. Note
that for using the VCCV Type 3, TTL method, the PE will set the PW

| abel TTL to the appropriate val ue necessary to reach the target PE;
ot herwi se, the VCCV packet m ght be forwarded over the ACto the
Custonmer Prem se Equi pnent (CPE).

9.6. Ms-PWVCCV (perations
Thi s docunent specifies four VCCV operations:

-i. End-to-end MS-PWconnectivity verification. This operation
enabl es the connectivity of the M>-PWto be tested from
source T-PE to destination T-PE. In order to do this, the
sendi ng T-PE nust include the FEC used in the | ast segnent
of the M5-PWto the destination T-PE in the VCCV-Pi ng echo
request. This information is either configured at the
sending T-PE or is obtained by processing the correspondi ng
sub- TLVs of the optional SP-PE TLV, as described bel ow

-ii. Partial Ms-PWconnectivity verification. This operation
enabl es the connectivity of any contiguous subset of the
segnents of an M5-PWto be tested fromthe source T-PE or a
source S-PE to a destination S-PE or T-PE. Again, the FEC
used on the | ast segnent to be tested nust be included in
the VCCV-Pi ng echo request nessage. This information is
determ ned by the sending T-PE or S-PE as in (i) above.

-iii. Ms-PWpath verification. This operation verifies the path

of the M5-PW as returned by the SP-PE TLV, against the
actual data path of the M5-PW The sending T-PE or S-PE
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iteratively sends a VCCV echo request to each S-PE along the
M5- PW pat h, using the FEC for the correspondi ng Ms-PW
segnment in the SP-PE TLV. |If the SP-PE TLV information is
correct, then a VCCV echo reply showing that this is a valid
router for the FEC will be received. However, if the SP-PE
TLV information is incorrect, then this operation enabl es
the first incorrect switching point to be determ ned, but
not the actual path of the Ms-PWbeyond that. This
operation cannot be used when the M5-PWis statically
configured or when the SP-PE TLV is not supported. The
processing of the PWSwitching Point PE TLV used for this
operation is described below. This operation is OPTI ONAL.

-iv. M5-PWpath trace. This operation traces the data path of
the M5-PWusing FECs included in the Target FEC stack TLV
[ RFC4379] returned by S-PEs or T-PEs in an echo reply
message. The sending T-PE or S-PE uses this information to
recursively test each S-PE along the path of the M5-PWin a
single operation in a simlar nmanner to LSP trace. This
operation is able to determne the actual data path of the
Ms- PW and can be used for both statically configured and
signal ed M5-PWs. Support for this operation is OPTI ONAL.

Note that the above operations rely on internediate S-PEs and/or the
destination T-PE to include the PWSw tching Point PE TLV as a part

of the M5-PWsetup process, or to include the Target FEC stack TLV in
the VCCV echo reply nmessage. For various reasons, e.g., privacy or
security of the SSPE/T-PE, this information may not be available to
the source T-PE. In these cases, nmanual configuration of the FEC MAY
still be used.

9.6.1. VCCV Echo Message Processing

The challenge for the control plane is to be able to build the VCCV
echo request packet with the necessary information to reach the
desired S-PE or T-PE, for exanple, the target FEC 128 PW sub-TLV of
the downstream PW segnent that the packet is destined for. This
could be even nore difficult in situations in which the Ms-PW spans
di fferent providers and Autononbus Systens.

For exanple, in Figure 3, T-PEl1 has the FEC 128 of the segnent (PW
segnment 1), but it does not readily have the information required to
conpose the FEC 128 of the follow ng segnment (PWsegnment 3), if a
VCCV echo request is to be sent to T-PE2. This can be achi eved by
the met hods described in the foll owi ng subsections.
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9.6.1.1. Sending a VCCV Echo Request

When performng a partial or end-to-end connectivity or path
verification, the sender of the echo request nessage requires the FEC
of the | ast segnent to the target S-PE/T-PE node. This infornmation
can either be configured manually or be obtained by inspecting the
correspondi ng sub-TLVs of the PWSwitching Point PE TLV.

The necessary SP-PE sub-TLVs are:

Type Description

0x01 PWd of |ast PWsegnent traversed

0x03 Local | P address of PW Switching Point

0x04 Renmote | P address of |ast PW Swi tching Point traversed or
of the T-PE

When perform ng an OPTI ONAL Ms-PW path trace operation, the T-PE will
automatically learn the target FEC by probing, one by one, the S-PEs
of the M5-PWpath, using the FEC returned in the Target FEC stack of
the previous VCCV echo reply.

9.6.1.2. Receiving a VCCV Echo Request

Upon receiving a VCCV echo request, the control plane on S-PEs (or
the target node of each segnent of the Ms-PW validates the request
and responds to the request with an echo reply consisting of a return
code of 8 (label switched at stack depth) indicating that it is an
S-PE and not the egress router for the MS-PW

S-PEs that wish to reveal their downstream next-hop in a trace
operation should include the FEC of the downstream PWsegnment in the
Target FEC stack (as per Sections 3.2 and 4.5 of [RFC4379]) of the
echo reply nessage. FEC 128 PW MJST use the format shown in Section
3.2.9 of [RFC4379] for the sub-TLV in the Target FEC stack, while FEC
129 PW MUST use the format shown in Section 3.2.10 of [RFC4379] for
the sub-TLV in the Target FEC stack. Note that an S-PE MJST NOT
include this FEC information in the reply if it has been configured
not to do so for administrative reasons or for reasons explai ned
previously.

If the node is the T-PE or the egress node of the M5-PW it responds

to the echo request with an echo reply with a return code of 3
(Egress Router).
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9.6.1.3. Receiving a VCCV Echo Reply

9

6

The operation to be taken by the node receiving the echo reply in
response to an echo request depends on the VCCV node of operation
descri bed above. See Section 9.5.2 for detail ed procedures.

2. Detail ed VCCV Procedures

There are two simlar nethods of verifying the Ms-PWpath: Path Trace
and Path Verification. Path Trace does not use the LDP control plane
to obtain information on the path to verify, so this nmethod is well
suited if portions of the M5-PWare statically configured SS-PWs.

The Path Verification nethod relies on information obtained fromthe
LDP control plane, and hence offers better verification of the
current forwardi ng behavior conpared to the LDP signal ed forwarding
informati on of the M5-PWpath. However, in the case where there are
statically signaled SS-PW in the M5s-PWpath, the path information is
unavai |l abl e and nust be programed manual | y.

9.6.2.1. End-to-End Connectivity Verification between T-PEs

In Figure 3, if T-PEl, S-PE, and T-PE2 support Control Wrd, the PW
control plane will automatically negotiate the use of the CW VCCV
CC Type 3 will function correctly whether or not the CWis enabled on
the PW However, VCCV Type 1 (which can be use for end-to-end
verification only) is only supported if the CWis enabl ed.

At the S-PE, the data path operations include an outer |abel pop,

i nner | abel swap, and new outer |abel push. Note that there is no
requirenent for the S-PE to inspect the CW Thus, the end-to-end
connectivity of the multi-segment pseudowi re can be verified by
performng all of the foll ow ng steps:

-i. The T-PE forms a VCCV-Ping echo request nessage with the FEC
mat chi ng that of the |ast PWsegnent to the destination
T- PE.

-ii. The T-PE sets the inner PWI|abel TTL to the exact value to
all ow the packet to reach the far-end T-PE. (The value is
determ ned by counting the nunber of S-PEs fromthe control
pl ane information.) Alternatively, if CC Type 1 is
supported, the packet can be encapsul ated according to CC
Type 1 in [ RFC5085].

-iii. The T-PE sends a VCCV packet that will follow the exact sane
data path at each S-PE as that taken by data packets.
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-iv. The S-PE may performan outer |abel pop, if Penultinmate Hop
Popping (PHP) is disabled, and will perform an inner |abel
swap with TTL decrenent and a new outer | abel push.

-v. There is no requirenent for the S-PE to inspect the CW

-vi. The VCCV packet is diverted to VCCV control processing at
the destination T-PE

-vii. The destination T-PE replies using the specified reply node,
i.e., reverse PWpath or |IP path.

9.6.2.2. Partial Connectivity Verification fromT-PE

In order to trace part of the nmulti-segnent pseudowire, the TTL of
the PWIlabel may be used to force the VCCV nessage to 'pop out’ at an
i ntermedi ate node. Wen the TTL expires, the S-PE can determ ne that
the packet is a VCCV packet either by checking the CWor (if the CW
is not in use) by checking for a valid IP header with UDP destination
port 3503. The packet should then be diverted to VCCV processing.

In Figure 3, if T-PE1l sends a VCCV nessage with the TTL of the PW
| abel equal to 1, the TTL will expire at the S-PE. T-PEl can thus
verify the first segnment of the pseudow re.

The VCCV packet is built according to [ RFC4379], Section 3.2.9 for
FEC 128, or Section 3.2.10 for FEC 129. Al the information
necessary to build the VCCV LSP ping packet is collected by

i nspecting the S-PE TLVs.

Note that this use of the TTL is subject to the caution expressed in
[ RFC5085]. If a penultimate LSR between S-PEs or between an S-PE and
a T-PE mani pul ates the PWIlabel TTL, the VCCV nessage may not energe
fromthe MS-PWat the correct S-PE.

9.6.2.3. Partial Connectivity Verification between S-PEs

Assum ng that all nodes al ong an MsS-PW support the Control Wrd CC
Type 3, VCCV between S-PEs may be acconplished using the PWIlabel TTL
as described above. In Figure 3, the S-PE nmay verify the path
between it and T-PE2 by sending a VCCV nessage with the PWI abel TTL
set to 1. Gven a nore conplex network with multiple S-PEs, an S-PE
may verify the connectivity between it and an S-PE two segnments away
by sending a VCCV nessage with the PWI|abel TTL set to 2. Thus, an
S-PE can di agnose connectivity probl enms by successively increasing
the TTL. Al the information needed to build the proper VCCV echo
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request packet (as described in [RFC4379], Sections 3.2.9 or 3.2.10)
is obtained automatically fromthe LDP | abel mapping that contains
S-PE TLVs.

9.6.2.4. M5-PWPath Verification

As an example, in Figure 3, VCCV trace can be perfornmed on the M5 PW
originating from T-PE1 by a single operational comrand. The
foll owi ng process ensues:

-i. T-PE1 sends a VCCV echo request with TTL set to 1 and a FEC
contai ning the pseudowire information of the first segnent
(PW between T-PE1 and S-PE) to S-PE for validation. |If FEC
Stack Validation is enabled, the request may al so include an
addi tional sub-TLV such as LDP Prefix and/or RSVP LSP
dependent on the type of transport tunnel the segnented PW
is riding on.

-ii. S-PE validates the echo request with the FEC. Since it is a
swi tching point between the first and second segnent, it
builds an echo reply with a return code of 8 and sends the
echo reply back to T-PEL.

-iii. T-PE1l builds a second VCCV echo request based on the
i nformati on obtained fromthe control plane (SP-PE TLV). It
then increnents the TTL and sends it out to T-PE2. Note
that the VCCV echo request packet is switched at the S-PE
data path and forwarded to the next downstream segnent
wi t hout any invol venent fromthe control plane.

-iv. T-PE2 receives and validates the echo request with the FEC
Since T-PE2 is the destination node or the egress node of
the M5-PW it replies to T-PEL1 with an echo reply with a
return code of 3 (Egress Router).

-v. T-PE1 receives the echo reply fromT-PE2. T-PEl is nade
aware that T-PE2 is the destination of the Ms-PWbecause the
echo reply has a return code of 3. The trace process is
compl et ed.

If no echo reply is received, or an error code is received froma
particular PE, the trace process MJST stop i medi ately, and packets
MUST NOT be sent further along the Ms-PW

For nore detail on the format of the VCCV echo packet, refer to

[ RFC5085] and [RFC4379]. The TTL here refers to that of the inner
(PW | abel TTL
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9.6.2.5. Ms5-PWPath Trace

As an example, in Figure 3, VCCV trace can be performed on the M5 PW
originating from T T-PE1 by a single operational command. The
foll owi ng OPTI ONAL process ensues:

-i. T-PE1 sends a VCCV echo request with TTL set to 1 and a FEC
containing the pseudowire information of the first segnent
(PWL between T-PE1 and S-PE) to S-PE for validation. |If FEC
Stack Validation is enabled, the request may al so include an
addi tional sub-TLV such as LDP Prefix and/or RSVP LSP
dependent on the type of transport tunnel the segnented PW
is riding on.

-ii. The S-PE validates the echo request with the FEC

-iii. The S-PE builds an echo reply with a return code of 8 and
sends the echo reply back to T-PEl, appending the FEC 128
informati on for the next segnent along the Ms-PWto the VCCV
echo reply packet using the Target FEC stack TLV (as per
Sections 3.2 and 4.5 of [RFC4379]).

-iv. T-PELl builds a second VCCV echo request based on the
i nformati on obtained fromthe FEC stack TLV received in the
previ ous VCCV echo reply. It then increnments the TTL and
sends it out to T-PE2. Note that the VCCV echo request
packet is switched at the S-PE data path and forwarded to
the next downstream segment wi thout any invol venent fromthe
control plane.

-v. T-PE2 receives and validates the echo request with the FEC
Since T-PE2 is the destination node or the egress node of
the M5-PW it replies to T-PEL1 with an echo reply with a
return code of 3 (Egress Router).

-vi. T-PEl receives the echo reply fromT-PE2. T-PE1l is nmade
aware that T-PE2 is the destination of the Ms-PWbecause the
echo reply has a return code of 3. The trace process is
compl et ed.

If no echo reply is received, or an error code is received froma
particular PE, the trace process MJST stop i medi ately, and packets
MUST NOT be sent further along the Ms-PW

For nore detail on the format of the VCCV echo packet, refer to

[ RFC5085] and [RFC4379]. The TTL here refers to that of the inner
(PW | abel TTL

Martini, et al. St andards Track [ Page 30]



RFC 6073 Segnent ed Pseudowi re January 2011

10.

Mappi hg Swit ched Pseudowi re Status

In the PWswitching with attachnent circuits case (Figure 2), PW
status nmessages indicating PWor attachnent circuit faults MJST be
mapped to fault indications or OAM nessages on the connecting AC as
defined in [ PWNMSG MAP] .

In the PWcontrol plane switching case (Figure 3), there is no
attachnent circuit at the S-PE, but the two PW are connected
together. Simlarly, the status of the PW is forwarded unchanged
fromone PWto the other by the control plane switching function.
However, it may sonetinmes be necessary to communi cate fault status of
one of the locally attached PWsegnments at an S-PE. For LDP, this
can be acconplished by sending an LDP notification nessage contai ni ng
the PWstatus TLV, as well as an OPTIONAL PW Swi t chi ng Point PE TLV
as foll ows:

0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| O Notification (0x0001) | Message Length |
B T S i T s i i e e SEI S
| Message | D |
I S i o T s S S S e s s T
| 0] 1] Status (0x0300) | Length |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| O] 1| St at us Code=0x00000028 |
B T S i T s i i e e SEI S
| Message | D=0 |
I S i o T s S S S e s s T
Message Type=0 | PW Status TLV |
T T e S S T S S T st S S R S S T ol ST S YN S S
PW St atus TLV |
B T i T o o o S e i i S S
PW Status TLV | PWd FEC or Generalized | D FEC|
B S i ks e S S i i i S S S S e e e e

PWd FEC or Ceneralized ID FEC (contd.) |
I
I
i i S S i T s i S
1] 0] SP-PE TLV ~ (0x096D) | SP-PE TLV  Length |
e e e e L e e T e e b o S R

Type | Lengt h | Vari abl e Length Val ue |
i T o T i e S S S i S e S

I
+
|
+
I
+
I
|
I
+
I
+
I
+
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Only one SP-PE TLV can be present in this nmessage. This nessage is
then relayed by each S-PE unchanged. The T-PE decodes the status
message and the included SP-PE TLV to detect exactly where the fault
occurred. At the T-PE, if there is no SP-PE TLV included in the LDP
status notification, then the status nessage can be assuned to have
originated at the rempte T-PE

The nerging of the received LDP status and the |ocal status for the
PWsegments at an S-PE can be summari zed as fol |l ows:

-i. When the local status for both PWsegnents is UP, the S-PE
passes any received AC or PWstatus bits unchanged, i.e.,
the status notification TLV is unchanged, but the PWd in
the case of a FEC 128 TLV is set to the value of the PW
segnment of the next hop.

-ii. Wien the local status for any of the PWsegnents is at
fault, the S-PE always sends the local status bits
regardl ess of whether the received status bits fromthe
renote node indicated that an upstream fault has cl eared.
AC status bits are passed al ong unchanged.

10.1. PWStatus Messages Initiated by the S-PE

The PWfault directions are defined as foll ows:

---PW Receive---->| [----- PW2 Transmt---->
S- PE1 | S-PE2 | S- PE3
<--PW Transmit----| | <----PW2 Receive------

Figure 4: S-PE and PW Transm ssi on/ Reception Directions

When a local fault is detected by the S-PE, a PWstatus nessage is
sent in both directions along the PW Since there are no attachnent
circuits on an S-PE, only the followi ng status nmessages are rel evant:

0x00000008 - Local PSN-facing PW (ingress) Receive Fault
0x00000010 - Local PSN-facing PW (egress) Transmt Fault

Each S-PE needs to store only two 32-bit PWstatus words for each PW
segnent: one for local failures and one for renote failures (normally
received fromanother PE). The first failure will set the
appropriate bit in the 32-bit status word, and each subsequent
failure will be ORed to the appropriate PWstatus word. |In the case
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10.

that the PWstatus word stores renote failures, this rule has the
effect of a logical OR operation with the first failure received on
the particul ar PWsegnent.

It should be noted that renote failures received on an S-PE are just
passed al ong the Ms-PWunchanged, while local failures detected an
S-PE are signal ed on both PWsegments.

A T-PE can receive nultiple failures fromS-PEs al ong the M5 PW
however, only the failure fromthe renote closest S-PE will be stored
(last PWstatus nessage received). The PWstatus word received is
just ORed to any existing renote PWstatus already stored on the

T- PE.

G ven that there are two PWsegnents at a particular S-PE for a
particular Ms-PW (referring to Figure 4), there are four possible
failure cases as follows:

-i. PW Transmit direction fault
-ii. PW Transmt direction fault
-iii. PW Receive direction fault
-iv. PW Receive direction fault

Once a PWstatus notification nessage is initiated at an S-PE for a
particular PWstatus bit, any further status nessage for the same
status bit (and received froman upstream nei ghbor) is processed

|l ocally and not forwarded until the S-PE original status error state
i s cleared.

Each S-PE al ong the Ms-PW MJST store any PW status nessages
transiting it. |If nore than one status nessage with the same PW
status bit set is received by a T-PE or S-PE, only the |ast PWstatus
message i s stored.

1.1. Local PW2 Transnit Direction Fault

When this failure occurs, the SSPE will take the follow ng actions:

* Send a PWstatus nessage to S-PE3 containing "0x00000010 - Local
PSN-faci ng PW (egress) Transmt Fault".

* Send a PWstatus nessage to S-PE1 containing "0x00000008 - Local
PSN-f aci ng PW (i ngress) Receive Fault".

* Store 0x00000010 in the local PWstatus word for the PWsegnent
toward S-PE3.
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10.1.2. Local PW Transnit Direction Fault
When this failure occurs, the SSPE will take the follow ng actions:

* Send a PWstatus nessage to S-PE1 containing "0x00000010 - Local
PSN-faci ng PW (egress) Transmt Fault".

* Send a PWstatus nessage to S-PE3 containing "0x00000008 - Local
PSN-f aci ng PW (i ngress) Receive Fault".

* Store 0x00000010 in the local PWstatus word for the PWsegnent
toward S-PEL.

10.1.3. Local PW2 Receive Direction Fault
When this failure occurs, the SS-PE will take the follow ng actions:

* Send a PWstatus nessage to S-PE3 containing "0x00000008 - Local
PSN-f aci ng PW (i ngress) Receive Fault".

* Send a PWstatus nessage to S-PE1 containing "0x00000010 - Local
PSN-faci ng PW (egress) Transmt Fault".

* Store 0x00000008 in the local PWstatus word for the PW segnent
toward S-PE3.

10.1.4. Local PW Receive Direction Fault
When this failure occurs, the S-PE will take the follow ng actions:

* Send a PWstatus nessage to S-PE1 containing "0x00000008 - Local
PSN-f aci ng PW (i ngress) Receive Fault".

* Send a PWstatus nessage to S-PE3 containing "0x00000010 - Local
PSN-faci ng PW (egress) Transmt Fault".

* Store 0x00000008 in the local PWstatus word for the PW segnent
toward S-PEL.

10.1.5. dearing Faults
Renote PWstatus fault clearing nmessages received by an S-PE will
only be forwarded if there are no corresponding local faults on the
S-PE. (Local faults always supersede renmpte faults.)
Once the local fault has cleared, and there is no correspondi ng (sane

PWstatus bit set) renote fault, a PWstatus nessage is sent out to
the adjacent PEs, clearing the fault.
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10.

10.

10.

10.

11.

When a PWstatus fault clearing nessage is forwarded, the S-PE will
al ways send the SP-PE TLV associated with the PE that cleared the
faul t.

2. PWStatus Messages and SP-PE TLV Processing

When a PWstatus nmessage is received that includes an SP-PE TLV, the
SP-PE TLV informati on MAY be stored, along with the contents of the
PWstatus Wrd according to the procedures descri bed above. The
SP-PE TLV stored is always the SP-PE TLV that is associated with the
PE that set that particular last fault. |f subsequent PW status
messages for the same PWstatus bit are received, the SP-PE TLV will
overwite the previously stored SP-PE TLV.

3. T-PE Processing of PW Status Messages

The PWswitching architecture is based on the concept that the T-PE
shoul d process the PWLDP nessages in the same manner as if it were
participating in the setup of a PWsegnent. However, a T-PE
participating in an M5- PW SHOULD be able to process the SP-PE TLV.
O herwi se, the processing of PWstatus nessages and ot her PWsetup
messages i s exactly as described in [ RFC4447].

4. Pseudowi re Status Negotiation Procedures

Pseudowi re status signaling nmethodol ogy, defined in [ RFC4447], SHOULD
be transparent to the sw tching point.

5. Status Danpening

When the PWcontrol plane switching methodology is used to cross an
adm ni strative boundary, it mght be necessary to prevent excessive
status signaling changes from bei ng propagated across the

adm ni strative boundary. This can be achieved by using a simlar
met hod as commonly enpl oyed for the BGP route adverti senent
danmpening. The details of this OPTIONAL algorithmare a matter of

i mpl erent ati on and are outside the scope of this docunent.

Peering between Autononmous Systens

The procedures outlined in this docunent can be enpl oyed to provision
and manage MS-PWs crossing AS boundaries. The use of nore advanced
mechani snms i nvol vi ng aut o-di scovery and ordered PWE3 Ms-PW signaling
will be covered in a separate docunent.
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13.

13.

13.

Congesti on Consi derations

Each PSN carrying the PWmay be subject to congestion. The
congestion considerations in [ RFC3985] apply to PWsegnments as wel |
Each PWsegnment will handl e any congestion experienced by the PW
traffic independently of the other MS-PWsegnents. It is possible
that passi ng knowl edge of congestion between segnments and to the
T-PEs can result in nmore efficient edge-to-edge congestion mitigation
systens. However, any specific nmethods of congestion nmitigation are
outside the scope of this docunent and left for further study.

Security Considerations

Thi s docunent specifies the LDP, L2TPv3, and VCCV extensions that are
needed for setting up and maintai ni ng pseudowi res. The purpose of
setting up pseudowires is to enable Layer 2 frames to be encapsul at ed
and transnmitted fromone end of a pseudowire to the other.

Therefore, we discuss the security considerations for both the data
pl ane and the control plane in the follow ng sections. The

gui delines and security considerations specified in [RFC5920] al so
apply to M5-PWwhen the PSN is MPLS

1. Data Plane Security

Data pl ane security considerations as discussed in [ RFC4447],
[ RFC3931], and [RFC3985] apply to this extension w thout any changes.

1.1. VCCV Security Considerations

The VCCV technol ogy for M5-PWoffers a method for the service
provider to verify the data path of a specific PW This involves
sendi ng a packet to a specific PE and receiving an answer that either
confirns the information contained in the packet or indicates that it
is incorrect. This is a very simlar process to the commonly used IP
| CMP ping and TTL expired nethods for I P networks. It should be
noted that when using VCCV Type 3 for PWwhen the CWis not enabl ed,
if a packet is crafted with a TTL greater than the nunber of hops

al ong the M5-PWpath, or an S-PE along the path m s-processes the
TTL, the packet could m stakenly be forwarded out of the attachnent
circuit as a native PWpacket. This packet would nost likely be
treated as an error packet by the CE. However, if this possibility
is not acceptable, the CWshould be enabled to guarantee that a VCCV
packet will never be nistakenly forwarded to the AC
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2. Control Protocol Security

General security considerations with regard to the use of LDP are
specified in Section 5 of RFC 5036. Security considerations with
regard to the L2TPv3 control plane are specified in [RFC3931]. These
considerations apply as well to the case where LDP or L2TPv3 is used
to set up PWV&.

A pseudowi re connects two attachnment circuits. It is inportant to
make sure that LDP connections are not arbitrarily accepted from
anywhere, or else a local attachnent circuit mght get connected to
an arbitrary remote attachnent circuit. Therefore, an incom ng
session request MJST NOT be accepted unless its I P source address is
known to be the source of an "eligible" peer. The set of eligible
peers could be pre-configured (either as a list of IP addresses or as
a list of address/nmask conbinations), or it could be discovered
dynanmically via an auto-discovery protocol that is itself trusted
(Note that if the auto-discovery protocol were not trusted, the set
of "eligible peers" it produces could not be trusted.)

Even if a connection request appears to cone froman eligible peer,
its source address may have been spoofed. So sone neans of
preventing source address spoofing nmust be in place. For exanple, if
all the eligible peers are in the same network, source address
filtering at the border routers of that network could elimnate the
possibility of source address spoofing.

For a greater degree of security, the LDP authentication option, as
described in Section 2.9 of [RFC5036], or the Control Message

Aut henti cation option of [RFC3931], MAY be used. This provides
integrity and authentication for the control nessages, and elininates
the possibility of source address spoofing. Use of the nessage

aut henti cation opti on does not provide privacy, but privacy of
control messages is not usually considered to be highly inportant.
Both the LDP and L2TPv3 nmessage aut hentication options rely on the
configuration of pre-shared keys, making it difficult to depl oy when
the set of eligible neighbors is deternmined by an auto-configuration
pr ot ocol

The protocol described in this docunent relies on the LDP MD5

aut hentication key option, as described in Section 2.9 of [RFC5036],
to provide integrity and authentication for the LDP nessages and
protect agai nst source address spoofing. This mechanismrelies on
the configuration of pre-shared keys, which typically introduces some
fragility. 1In the specific case of M5-PW the nunber of |inks that

| eave an organization will be limted in practice, so the reliance on
pre-shared keys shoul d be nmanageabl e.
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14.

14.

14.

14.

14.

When the Generalized PWd FEC Elenent is used, it is possible that a
particul ar peer may be one of the eligible peers, but may not be the
right one to connect to the particular attachment circuit identified
by the particular instance of the Generalized |ID FEC el enent.

However, given that the peer is known to be one of the eligible peers
(as discussed above), this would be the result of a configuration
error, rather than a security problem Nevertheless, it may be

advi sabl e for a PE to associate each of its |local attachnent circuits
with a set of eligible peers, rather than have just a single set of
eligible peers associated with the PE as a whol e.

I ANA Consi derations
1. L2TPv3 AVP
Thi s docunent uses a new L2TP paraneter; |ANA already maintains the
registry "Control Message Attribute Value Pairs" defined by
[ RFC3438]. The follow ng new val ue has been assi gned:

101 PWSw tching Point AVP

2. LDP TLV TYPE
Thi s docunent uses a new LDP TLV type; | ANA al ready nmintains the
registry "TLV TYPE NAME SPACE' defined by RFC 5036. The follow ng

val ue has been assi gned:

TLV type Description
0x096D  Pseudowire Switching Point PE TLV

3. LDP Status Codes

Thi s docunent uses a new LDP status code; |ANA already naintains the
registry "STATUS CODE NAME SPACE' defined by RFC 5036. The follow ng
val ue has been assi gned:

Assignment E Description
0x0000003A 0 PW Loop Detected

4. L2TPv3 Result Codes
Thi s docunent uses a new L2TPv3 Result Code for the CDN nessage, as

assigned by 1ANA in the "Result Code AVP (Attribute Type 1) Val ues”
registry.
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Regi stry Name: Result Code AVP (Attribute Type 1) Val ues Defi ned
Result Code val ues for the CDN nessage are:

Assi gnnent  Description
31 Sequenci ng not supported

14.5. New | ANA Registries

| ANA has set up a registry nanmed "Pseudowi re Switching Point PE sub-
TLV Type". These are 8-bit values. Type values 1 through 6 are
defined in this docunment. Type values 7 through 64 are to be

assi gned by | ANA using the "Expert Review' policy defined in

[ RFC5226]. Type values 65 through 127, as well as 0 and 255, are to
be all ocated using the | ETF consensus policy defined in RFC 5226.
Type val ues 128 through 254 are reserved for vendor proprietary
extensions and are to be assigned by | ANA, using the "First Cone
First Served" policy defined in RFC 5226.

The Type Val ues are assigned as foll ows:
Type Length Descri ption

0x01 4 PWd of |ast PWsegnent traversed

0x02 variable PWSw tching Point description string

0x03 4/ 16 Local |P address of PW Switching Point

0x04 4/ 16 Renote | P address of last PW Swi tching Point
traversed or of the T-PE

0x05 variable FEC El enent of |ast PWsegnent traversed

0x06 12 L2 PW address of PW Swi tching Point
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