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Thi s docunent defines a credential service that allows Session
Initiation Protocol (SIP) User Agents (UAs) to use a SIP event
package to discover the certificates of other users. This nechani sm
all ows User Agents that want to contact a given Address-of-Record
(AOR) to retrieve that AOR' s certificate by subscribing to the
credential service, which returns an authenticated response
containing that certificate. The credential service also allows
users to store and retrieve their own certificates and private keys.
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1. I nt roduction

[ RFC3261], as anended by [ RFC3853], provides a nechani smfor end-to-
end encryption and integrity using Secure/Miltipurpose |nternet Mai
Extensions (S/M ME) [RFC5751]. Several security properties of

[ RFC3261] depend on S/IMME, and yet it has not been wi dely depl oyed.
One reason is the conplexity of providing a reasonable certificate
distribution infrastructure. This specification proposes a way to
address discovery, retrieval, and nmanagenent of certificates for SIP
depl oynents. Conbined with the SIP lIdentity [ RFC4474] specification,
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this specification allows users to have certificates that are not
signed by any well known certification authority while still strongly
binding the user’s identity to the certificate.

In addition, this specification provides a nechanismthat allows SIP
User Agents such as | P phones to enroll and get their credentials

wi t hout any nore configuration information than they comonly have
today. The end user expends no extra effort.

2. Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Certificate: A Public Key Infrastructure using X 509 (PKIX)-
[ RFC5280] style certificate containing a public key and a |ist of
identities in the SubjectA tName that are bound to this key. The
certificates discussed in this docunent are generally self-signed
and use the nechanisns in the SIP ldentity [ RFC4474] specification
to vouch for their validity. Certificates that are signed by a
certification authority can also be used with all the mechani sns
in this docunent; however, they need not be validated by the
recei ver (although the receiver can validate themfor extra
assurance; see Section 10.3.1).

Credential: For this docunent, "credential" nmeans the conbi nati on of
a certificate and the associ ated private key.

Password Phrase: A password used to encrypt and decrypt a PKCS #8
(Public Key Cryptographic System #8) private key.

3. Overview

The general approach is to provide a new SIP service referred to as a
"credential service" that allows SIP User Agents (UAs) to subscribe
to other users’ certificates using a new SIP event package [ RFC3265].
The certificate is delivered to the subscribing UA in a corresponding
SIP NOTI FY request. An authentication service as described in the
SIP Identity [ RFC4474] specification can be used to vouch for the
identity of the sender of the certificate by using the sender’s proxy
domain certificate to sign the NOTIFY request. The authentication
service is vouching that the sender is allowed to populate the SIP
From header field value. The sender of the nessage is vouching that
this is an appropriate certificate for the user identified in the SIP
From header field value. The credential service can nmanage public
certificates as well as the user’s private keys. Users can update
their credentials, as stored on the credential service, using a SIP
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Bob’s UA (Bob2) does a Transport Layer Security (TLS) [RFC5246]
handshake with the credential server to authenticate that the UAis
connected to the correct credential server. Then Bob’s UA publishes
his newy created or updated credentials. The credential server
chal  enges the UA using a Digest Authentication schene to

aut henticate that the UA knows Bob’'s shared secret. Once the UAis
aut henticated, the credential server stores Bob's credentials.

Anot her of Bob’s User Agents (Bobl) wants to fetch its current
credentials. It does a TLS [RFC5246] handshake with the credenti al
server to authenticate that the UA is connected to the correct
credential server. Then Bob’'s UA subscribes for the credentials.
The credential server challenges the UA to authenticate that the UA
knows Bob’s shared secret. Once the UA is authenticated, the
credential server sends a NOTIFY that contains Bob's credentials.
The private key portion of the credential may have been encrypted
with a secret that only Bob's UA (and not the credential server)
knows. In this case, once Bob’s UA decrypts the private key, it wll
be ready to go. Typically Bob’s UA would do this when it first

regi sters on the network.

Sonme tine later Alice decides that she wishes to discover Bob's
certificate so that she can send himan encrypted nessage or so that
she can verify the signature on a nessage fromBob. Alice’ s UA sends
a SUBSCRI BE nessage to Bob’s AOR. The proxy in Bob’s domain routes
this to the credential server via an "authentication service" as
defined in [RFC4474]. The credential server returns a NOTIFY that
contains Bob's public certificate in the body. This is routed
through an authentication service that signs that this nessage really
can validly claimto be fromthe ACR "sip: bob@xanple.conf. Alice's
UA receives the certificate and can use it to encrypt a nmessage to
Bob.

It is critical to understand that the only way that Alice can trust
that the certificate really is the one for Bob and that the NOTIFY
has not been spoofed is for Alice to check that the Identity

[ RFC4474] header field value is correct.

The nechani sm described in this document works for both self-signed
certificates and certificates signed by well known certification
authorities. In order to deploy certificates signed by well known
certification authorities, certification authorities would have to
support adding SIP URIs to the SubjectAltNane of the certificates
they generate. This is sonething that has been rarely inplenented by
comrercial certification authorities. However, nost UAs would only
use self-signed certificates and woul d use an authentication service
as described in [RFC4474] to provide a strong binding of an AOR to
the certificates.
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The nechani sns described in this docunent allow for three different
styl es of depl oynent:

1. Deploynents where the credential server only stores certificates
and does not store any private key information. |If the
depl oynent had users with nmultiple devices, sone other schene
(perhaps even manual provisioning) would be used to get the right
private keys onto all the devices that a user enploys.

2. Deploynents where the credential server stores certificates and
al so stores an encrypted version of the private keys. The
credential server would not know or need the password phrase for
decrypting the private key. The credential server would help
move the private keys between devices, but the user would need to
enter a password phrase on each device to allow that device to
decrypt (and encrypt) the private key information

3. Deploynents where the credential server generates and stores the
certificates and private keys. Deploynents such as these may not
use password phrases. Consequently, the private keys are not
encrypted inside the PKCS #8 objects. This style of depl oynent
woul d often have the credential server, instead of the devices,
create the credentials.

4. UA Behavior with Certificates

When a User Agent wishes to discover sone other user’s certificate,
it subscribes to the "certificate" SIP event package as described in
Section 6 to get the certificate. Wile the subscription is active,
if the certificate is updated, the Subscriber will receive the
updated certificate in a notification

The Subscriber needs to decide howlong it is willing to trust that
the certificate it receives is still valid. |If the certificate is
revoked before it expires, the Notifier will send a notification with
an enpty body to indicate that the certificate is no |onger valid.

If the certificate is renewed before it expires, the Notifier wll
send a notification with a body containing the new certificate. Note
that the Subscriber mght not receive the notification if an attacker
bl ocks this traffic. The anpbunt of tine that the Subscriber caches a
certificate SHOULD be configurable. A default of one day is
RECOMVENDED.

Note that the actual duration of the subscription is unrelated to the
caching time or validity tine of the corresponding certificate.
Al'l ow ng subscriptions to persist after a certificate is no |onger

val id ensures that Subscribers receive the replacenent certificate in
a timely fashion. The Notifier could return an i medi ate
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notification with the certificate in response to a subscribe request
and then i medi ately term nate subscription, setting the reason
paraneter to "probation". The Subscriber will have to periodically
poll the Notifier to verify the validity of the certificate.

If the UA uses a cached certificate in a request and receives a 437
(Unsupported Certificate) response, it SHOULD renove the certificate
it used fromthe cache and attenpt to fetch the certificate again.

If the certificate is changed, then the UA SHOULD retry the origina
request with the new certificate. This situation usually indicates
that the certificate was recently updated, and that the Subscriber
has not received a corresponding notification. |If the certificate
fetched is the sane as the one that was previously in the cache, then
the UA SHOULD NOT try the request again. This situation can happen
when the request is retargeted to a different user than the origina
request. The 437 response is defined in [ RFC4474].

Note: A UA that has a presence |ist MAY want to subscribe to the
certificates of all the presentities in the list when the UA
subscribes to their presence, so that when the user w shes to
contact a presentity, the UAw Il already have the appropriate
certificate. Future specifications mght consider the possibility
of retrieving the certificates along with the presence docunents.

The details of how a UA deals with receiving encrypted nessages is
outside the scope of this specification. It is worth noting that if
Charlie’ s User Agent Server (UAS) receives a request that is
encrypted to Bob, it would be valid and | egal for that UA to send a
302 redirecting the call to Bob

5. UA Behavior with Credentials

UAs di scover their own credentials by subscribing to their AOR with
an event type of "credential" as described in Section 7. After a UA
registers, it SHOULD retrieve its credentials by subscribing to them
as described in Section 6.5.

When a UA discovers its credential, the private key information m ght
be encrypted with a password phrase. The UA SHOULD request that the
user enter the password phrase on the device, and the UA MAY cache
this password phrase for future use.
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There are several different cases in which a UA should generate a new
credenti al :

o If the UA receives a NOTIFY with no body for the credentia
package

o If the certificate has expired.

o If the certificate’s notAfter date is within the next 600 seconds,
the UA SHOULD attenpt to create replacenent credentials. The UA
does this by waiting a random anount of tinme between 0 and
300 seconds. |If no new credentials have been received in that
time, the UA creates new credentials to replace the expiring ones
and sends themin a PUBLISH request following the rules for
modi fyi ng event state as described in Section 4.4 of [RFC3903].

o |If the user of the device has indicated via the user interface
that they wish to revoke the current certificate and issue a new
one.

Credentials are created by constructing a new key pair that wll
require appropriate randomess as described in [ RFC4086] and then
creating a certificate as described in Section 10.6. The UA MAY
encrypt the private key with a password phrase supplied by the user
as specified in Section 10.5. Next, the UA updates the user’s
credential by sending a PUBLI SH [ RFC3903] request with the
credentials or just the certificate as described in Section 7.8.
If a UA wishes to revoke the existing certificate w thout publishing
a new one, it MJST send a PUBLISH with an enpty body to the
credential server

6. Event Package Formal Definition for "certificate"

6.1. Event Package Nane

Thi s docunent defines a SIP event package as defined in [ RFC3265].
The event - package token nanme for this package is:

certificate
6.2. SUBSCRI BE Bodi es

Thi s package does not define any SUBSCRI BE bodi es.
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6.3. Subscription Duration

Subscriptions to this event package can range fromno tine to weeks.
Subscriptions in days are nore typical and are RECOWENDED. The
default subscription duration for this event package is one day.

The credential service is encouraged to keep the subscriptions active
for AORs that are comunicating frequently, but the credential
service MAY term nate the subscription at any point in tinme.

6.4. NOTI FY Bodi es

The body of a NOTIFY request for this package MJUST either be enpty or
contain an application/pkix-cert body (as defined in [ RFC2585]) that
contains the certificate, unless an Accept header field has

negoti ated some other type. The Content-Disposition MJST be set to
"signal" as defined in [ RFC3204].

A future extension MAY define other NOTIFY bodies. If no "Accept”
header field is present in the SUBSCRI BE, the body type defined in
this document MJST be assuned

I npl enent ati ons that generate large notifications are renminded to
foll ow the nessage size restrictions for unreliable transports
articulated in Section 18.1.1 of [RFC3261].

6.5. Subscriber Ceneration of SUBSCRI BE Requests

A UA discovers a certificate by sending a SUBSCRI BE request with an
event type of "certificate" to the AOR for which a certificate is
desired. |In general, the UA stays subscribed to the certificate for
as long as it plans to use and cache the certificate, so that the UA
can be notified about changes or revocations to the certificate.

Subscriber User Agents will typically subscribe to certificate
information for a period of hours or days, and autonatically attenpt
to re-subscribe just before the subscription is conpletely expired.

VWhen a user de-registers froma device (logoff, power down of a

nmobi | e device, etc.), Subscribers SHOULD unsubscribe by sending a
SUBSCRI BE request with an Expires header field of zero.
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6.6. Notifier Processing of SUBSCRI BE Requests

VWhen a SIP credential server receives a SUBSCRI BE request with the
certificate event-type, it is not necessary to authenticate the
subscription request. The Notifier MAY limit the duration of the
subscription to an admni strator-defined period of tine. The
duration of the subscription does not correspond in any way to the
period for which the certificate will be valid.

When the credential server receives a SUBSCRI BE request for a
certificate, it first checks to see if it has credentials for the
requested URI. If it does not have a certificate, it returns a
NOTI FY request with an enpty nessage body.

6.7. Notifier Generation of NOTIFY Requests

I medi ately after a subscription is accepted, the Notifier MJST send
a NOTIFY with the current certificate, or an enpty body if no
certificate is available for the target user. |In either case it
forns a NOTIFY with the From header field value set to the val ue of
the To header field in the SUBSCRI BE request. This server sending
the NOTI FY needs either to inplenent an authentication service (as
described in SIP Identity [RFC4474]) or else the server needs to be
set up such that the NOTIFY request will be sent through an

aut henti cation service. Sending the NOTIFY request through the

aut henti cation service requires the SUBSCRI BE request to have been
routed through the authentication service, since the NOTIFY is sent
within the dialog fornmed by the subscription.

6.8. Subscriber Processing of NOTIFY Requests

The resulting NOTIFY will contain an application/pkix-cert body that
contains the requested certificate. The UA MJST foll ow the
procedures in Section 10.3 to decide if the received certificate can
be used. The UA needs to cache this certificate for future use. The
maxi mum | ength of tine for which it should be cached is discussed in
Section 10.1. The certificate MJST be renoved fromthe cache if the
certificate has been revoked (if a NOTIFY with an enpty body is
received), or if it is updated by a subsequent NOTIFY. The UA MJST
check that the NOTIFY is correctly signed by an authentication
service as described in [RFC4474]. |If the identity asserted by the
aut henti cation service does not match the AOR that the UA subscri bed
to, the certificate in the NOTIFY is discarded and MJST NOT be used.

6.9. Handling of Forked Requests

Thi s event package does not pernit forked requests. At nobst one
subscription to this event type is pernitted per resource.
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6.10. Rate of Notifications

Notifiers SHOULD NOT generate NOTIFY requests nore frequently than
once per mnute.

6.11. State Agents and Lists
The credential server described in this section that serves
certificates is a state agent as defined in [RFC3265], and
i npl ementations of the credential server MJST be inplenented as a
state agent.
I mpl ementers MUST NOT use the event |ist extension [RFC4662] with
this event type. It is not possible to make such an approach work,
because the authentication service would have to sinultaneously
assert several different identities.

6.12. Behavior of a Proxy Server
There are no additional requirements on a SIP proxy, other than to
transparently forward the SUBSCRI BE and NOTI FY requests as required
in SIP. This specification describes the proxy, authentication
service, and credential service as three separate services, but it is
certainly possible to build a single SIP network el erent that
performs all of these services at the same tine.

7. Event Package Formal Definition for "credential”

7.1. Event Package Nane

Thi s docunent defines a SIP event package as defined in [ RFC3265].
The event - package token nanme for this package is:

credenti al
7.2. SUBSCRI BE Bodi es
Thi s package does not define any SUBSCRI BE bodi es.
7.3. Subscription Duration
Subscriptions to this event package can range from hours to one week.
Subscriptions in days are nore typical and are RECOWENDED. The

default subscription duration for this event package is one day.

The credential service SHOULD keep subscriptions active for UAs that
are currently registered.
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7.4. NOTIFY Bodi es

An impl enentation conpliant to this specification MJUST support the
mul tipart/ mxed type (see [RFC2046]). This allows a notification to
contain multiple resource docunents including at a mninumthe

appl i cation/pkix-cert body with the certificate and an application/
pkcs8 body that has the associated private key information for the
certificate. The application/pkcs8 nmedia type is defined in

[ RFC5958] .

The absence of an Accept header in the SUBSCRI BE i ndi cates support
for multipart/mxed and the content types application/pkix-cert and
application/pkcs8. |If an Accept header is present, these types MJST
be included, in addition to any other types supported by the client.

The application/pkix-cert body is a D stingui shed Encodi ng Rul es
(DER) - encoded X.509v3 certificate [ RFC2585]. The application/pkcs8
body contai ns a DER- encoded [ RFC5958] object that contains the
private key. The PKCS #8 objects MJST be of type PrivateKeyl nfo.

The integrity and confidentiality of the PKCS #8 objects are provided
by the TLS transport. The transport encoding of all the M ME bodies
is binary.

7.5. Subscriber CGeneration of SUBSCRI BE Requests

A Subscriber User Agent will subscribe to its credential information
for a period of hours or days and will automatically attenpt to
re-subscri be before the subscription has conpletely expired.

The Subscriber SHOULD subscribe to its credentials whenever a new
user becones associated with the device (a new login). The

Subscri ber SHOULD al so renew its subscription imediately after a
reboot, or when the Subscriber’s network connectivity has just been
re-established.

The UA needs to authenticate with the credential service for these
operations. The UA MJST use TLS to directly connect to the server
acting as the credential service or to a server that is authoritative
for the domain of the credential service. The UA MJUST NOT connect
through an internediate proxy to the credential service. The UA may
be configured with a specific name for the credential service;
otherwi se, nornmal SIP routing is used. As described in RFC 3261, the
TLS connection needs to present a certificate that matches the
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expected name of the server to which the connection was formed, so
that the UA knows it is talking to the correct server. Failing to do
this may result in the UA publishing its private key information to
an attacker. The credential service will authenticate the UA using
the usual SIP Digest nechanism so the UA can expect to receive a SIP
chal l enge to the SUBSCRI BE or PUBLI SH requests.

7.6. Notifier Processing of SUBSCRI BE Requests

Wien a credential service receives a SUBSCRIBE for a credential, the
credential service has to authenticate and authorize the UA and
val i date that adequate transport security is being used. Only a UA
that can authenticate as being able to register as the AORis
authorized to receive the credentials for that AOCR  The credenti al
service MJIST chall enge the UA to authenticate the UA and then decide
if it is authorized to receive the credentials. |f authentication is
successful, the Notifier MAY linmt the duration of the subscription
to an adm nistrator-defined period of time. The duration of the
subscription MJUST NOT be larger than the length of tine for which the
certificate is still valid. The Expires header field SHOULD be set
so that it is not longer than the notAfter date in the certificate.

7.7. Notifier Generation of NOTIFY Requests

Once the UA has authenticated with the credential service and the
subscription is accepted, the credential service MJST i mediately
send a Notify request. The authentication service is applied to this
NOTI FY request in the same way as the certificate subscriptions. |If
the credential is revoked, the credential service MJST term nate any
current subscriptions and force the UA to re-authenticate by sending
a NOTIFY with its Subscription-State header field set to "term nated"
and a reason paraneter set to "deactivated". (This causes a
Subscriber to retry the subscription inmrediately.) This is so that
if a secret for retrieving the credentials gets conprom sed, the
rogue UA will not continue to receive credentials after the

conprom sed secret has been changed

Any tinme the credentials for this URI change, the credential service
MJST send a new NOTI FY to any active subscriptions with the new
credenti al s.

The notification MJUST be sent over TLS so that it is integrity

protected, and the TLS needs to be directly connected between the UA
and the credential service with no internediaries.
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7.8. Ceneration of PUBLISH Requests

A User Agent SHOULD be configurable to control whether it publishes
the credential for a user or just the user’'s certificate.

When publishing just a certificate, the body contains an application/
pki x-cert. When publishing a credential, the body contains a

mul tipart/m xed containing both an application/pkix-cert and an

appl i cation/ pkcs8 body.

When the UA sends the PUBLI SH [ RFC3903] request, it needs to do the
fol |l owi ng:

o The UA MJST use TLS to directly connect to the server acting as
the credential service or to a server that is authoritative for
the domain of the credential service. The UA MJUST NOT connect
through an internediate proxy to the credential service.

0 The Expires header field value in the PUBLI SH request SHOULD be
set to match the tinme for which the certificate is valid.

o |If the certificate includes Basic Constraints, it SHOULD set the
cA bool ean to fal se

7.9. Notifier Processing of PUBLI SH Requests

VWhen the credential service receives a PUBLI SH request to update
credentials, it MJST authenticate and authorize this request in the
same way as for subscriptions for credentials. |If the authorization
succeeds, then the credential service MIST performthe follow ng
checks on the certificate:

o0 The notBefore validity time MJUST NOT be in the future.
0 The notAfter validity tine MUST be in the future.

o If a cA BasicConstraints boolean is set in the certificate, it is
set to FALSE.

If all of these succeed, the credential service updates the
credential for this URI, processes all the active certificates and
credential subscriptions to this URI, and generates a NOTIFY request
with the new credential or certificate. Note the SubjectAl tNane
SHOULD NOT be checked, as that would restrict which certificates
could be used and offers no additional security guarantees.
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If the Subscriber subnmits a PUBLISH request with no body and
Expires=0, this revokes the current credentials. Watchers of these
credentials will receive an update with no body, indicating that they
MUST stop any previously stored credentials. Note that subscriptions
to the certificate package are NOT term nated; each Subscriber to the
certificate package receives a notification with an enpty body.

7.10. Subscriber Processing of NOTIFY Requests
When the UA receives a valid NOTIFY request, it should replace its
existing credentials with the new received ones. |f the UA cannot
decrypt the PKCS #8 object, it MJST send a 437 (Unsupported
Certificate) response. Later, if the user provides a new password
phrase for the private key, the UA can subscribe to the credentials
again and attenpt to decrypt with the new password phrase.

7.11. Handling of Forked Requests
Thi s event package does not permit forked requests.

7.12. Rate of Notifications

Notifiers SHOULD NOT generate NOTIFY requests nore frequently than
once per mnute.

7.13. State Agents and Lists
The credential server described in this section which serves
credentials is a state agent, and inplenentations of the credenti al
server MJST be inplenmented as a state agent.

I mpl enenters MUST NOT use the event |ist extension [ RFC4662] with
this event type.

7.14. Behavior of a Proxy Server

The behavior is identical to behavior described for certificate
subscriptions in Section 6.12.

8. ldentity Signatures
The [RFC4474] authentication service defined a signature algorithm
based on SHA-1 called rsa-shal. This specification adds a signature

algorithmthat is roughly the same but based on SHA-256 and called
rsa- sha256.
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When using the rsa-sha256 algorithm the signature MJST be conputed
in exactly the sane way as described in Section 9 of [RFC4474] with
the exception that instead of using shalWthRSAEncryption, the
conputation is done using sha256Wt hRSAEncryption as described in

[ RFC5754] .

I mpl enentati ons of this specification MJST inplenment both rsa-shal
and rsa-sha256. The I ANA registration for rsa-sha256 is defined in
Section 11.3.
9. Exanples
In all of these exanples, large parts of the messages are omitted to
hi ghli ght what is relevant to this docunent. The lines in the
exanpl es that are prefixed by $ represent encrypted bl ocks of data.
9.1. Encrypted Page Mdde | nstant Message
In this exanple, Alice sends Bob an encrypted page node instant
message. Alice does not already have Bob’s public key from previous
communi cati ons, so she fetches Bob’s public key from Bob’s credenti al
service:
SUBSCRI BE si p: bob@i | oxi . exanmpl e. com SIP/ 2.0
EVént: certificate

The credential service responds with the certificate in a NOTIFY.

NOTI FY alice@tl| ant a. exanpl e.com SIP/ 2.0
Subscription-State: active; expires=7200

From <sip: bob@i | oxi . exanpl e. conmp; t ag=1234

ldentity: ".... stuff renmoved ...."

Identity-Info: <https://atl anta.exanpl e.conicert>;al g=rsa-sha256
Event: certificate

Cont ent - Type: application/ pki x-cert

Content-Di sposition: signa

< certificate data >
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9

2

Next, Alice sends a SIP MESSAGE to Bob and can encrypt the body using
Bob’ s public key as shown bel ow.

VESSAGE si p: bob@i | oxi . exanpl e.com SIP/ 2.0

Cont ent - Type: application/pkcs7-m nme
Cont ent - Di sposi tion: render

$ Content-Type: text/plain
$
$ < encrypted version of "Hello" >

Setting and Retrieving UA Credentials

VWhen Alice’s UA wishes to publish Alice’s certificate and private key
to the credential service, it sends a PUBLISH request |ike the one
bel ow. This must be sent over a TLS connection directly to the
domai n of the credential service. The credential service presents a
certificate where the SubjectAltName contains an entry that matches
the domain nane in the request line of the PUBLISH request and

chal  enges the request to authenticate her

PUBLI SH si ps: al i ce@t | ant a. exanpl e.com SI P/ 2.0

EQént: credenti al
Cont ent - Type: mul ti part/ m xed; boundar y=boundary
Content-Di sposition: signa

--boundary
Content-1D. 123
Cont ent - Type: application/ pki x-cert

< Public certificate for Alice >
--boundary

Content-1D. 456

Cont ent - Type: application/pkcs8

< Private Key for Alice >
--boundary

If one of Alice’s UAs subscribes to the credential event, the
credential service will challenge the request to authenticate her,
and the NOTIFY will include a body simlar to the one in the PUBLI SH
exanpl e above.
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10. Security Considerations

The high-level message flow froma security point of viewis
summarized in the following figure. The 200 responses are renoved
fromthe figure, as they do not have nuch to do with the overal
security.

In this figure, authC refers to authentication and authZ refers to
aut hori zati on.

Alice Server Bob UA
| | TLS Handshake | 1) dient authC Z server
| Cemmmmmmmmeeeeaa >|
| | PUBLI SH | 2) dient sends request
| R | (wite credential)
| | Digest Challenge | 3) Server challenges client
N >
| | PUBLISH + Digest | 4) Server authC/Z client
| | <o |
| | tinme. |
| | |
| | TLS Handshake | 5) Cient authC Z server
| R REREREREEEE >
| | SUBSCRI BE | 6) dient sends request
| R | (read credential)
| | Digest Challenge | 7) Server challenges client
N R >
| | SUBSCRI BE+Di gest | 8) Server authC/ Z client
| I EREREEE R |
| | NOTI FY | 9) Server returns credentia
| oo >
| SUBSCRI BE | 10) dient requests certificate

| NOTI FY+AUTH]| 11) Server returns user’s certificate and signs that
| <---------- | it is valid using certificate for the domain

When the UA, | abeled Bob, first created a credential for Bob, it
woul d store this on the credential server. The UA authenticated the
server using the certificates fromthe TLS handshake. The server
aut henticated the UA using a digest-style challenge with a shared
secret.

The UA, | abel ed Bob, wishes to request its credentials fromthe

server. First, it forns a TLS connection to the server, which
provides integrity and privacy protection and al so authenticates the
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server to Bob’s UA. Next, the UA requests its credentials using a
SUBSCRI BE request. The server chall enges the SUBSCRI BE Request to
aut henticate Bob’s UA. The server and Bob’s UA have a shared secret
that is used for this. |[If the authentication is successful, the
server sends the credentials to Bob’s UA. The private key in the
credentials may have been encrypted using a shared secret that the
server does not know.

A simlar process would be used for Bob’s UA to publish new
credentials to the server. Bob's UA would send a PUBLI SH request
containing the new credentials. Wen this happened, all the other
UAs that were subscribed to Bob’s credentials would receive a NOTIFY
with the new credentials.

Alice wishes to find Bob’s certificate and sends a SUBSCRIBE to the
server. The server sends the response in a NOTIFY. This does not
need to be sent over a privacy or integrity protected channel, as the
aut hentication service described in [ RFC4474] provides integrity
protection of this information and signs it with the certificate for
t he donai n.

Thi s whol e scheme is highly dependent on trusting the operators of
the credential service and trusting that the credential service wll
not be conprom sed. The security of all the users will be

conprom sed if the credential service is conpromn sed

Not e: There has been significant discussion of the topic of
avoi di ng depl oynents in which the credential servers store the
private keys, even in sone encrypted formthat the credential
server does not know how to decrypt. Various schenes were
considered to avoid this, but they all result in either noving the
problemto some other server, which does not seemto make the
probl em any better, or having a different credential for each
device. For some depl oynents where each user has only one devi ce,
this is fine, but for deploynents with nultiple devices, it would
require that when Alice went to contact Bob, Alice would have to
provi de nmessages encrypted for all of Bob’s devices. The SIPPING
Working Group did consider this architecture and decided it was
not appropriate due both to the information it reveal ed about the
devi ces and users, and to the anount of signaling required to make
it work.
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10.

This specification requires that TLS be used for the SIP
communi cations to place and retrieve a UA's private key. This
provi des security in two ways:

1. Confidentiality is provided for the D gest Authentication
exchange, thus protecting it fromdictionary attacks.

2. Confidentiality is provided for the private key, thus protecting
it frombeing exposed to passive attackers.

In order to prevent man-in-the-m ddle attacks, TLS clients MJST check
that the SubjectAltNane of the certificate for the server they
connected to exactly matches the server they were trying to connect
to. The TLS client nust be directly connected to the correct server;
otherwi se, any intermediaries in the TLS path can conpronise the
certificate and instead provide a certificate for which the attacker
knows the private key. This nmay lead the UA that relies on this
conprom sed certificate to | ose confidential information. Failing to
use TLS or selecting a poor cipher suite (such as NULL encryption)
may result in credentials, including private keys, being sent
unencrypted over the network and will render the whol e system

usel ess.

The correct checking of chained certificates as specified in TLS

[ RFC5246] is critical for the client to authenticate the server. |If
the client does not authenticate that it is talking to the correct
credential service, a man-in-the-mddle attack is possible.

1. Certificate Revocation

If a particular credential needs to be revoked, the new credential is
simply published to the credential service. Every device with a copy
of the old credential or certificate inits cache will have a
subscription and will rapidly (order of seconds) be notified and
replace its cache. Cdients that are not subscribed will subscribe
when they next need to use the certificate and will get the new
certificate.

It is possible that an attacker could nmount a denial -of -service (DoS)
attack such that the UA that had cached a certificate did not receive
the NOTIFY with its revocation. To protect against this attack, the
UA needs to linmt howlong it caches certificates. After this tine,
the UA woul d invalidate the cached information, even though no NOTIFY
had ever been received due to the attacker blocking it.

The duration of this cached information is in sone ways simlar to a
devi ce deci ding how often to check a Certificate Revocation List
(CRL). For many applications, a default tine of one day is
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suggested, but for some applications it may be desirable to set the
time to zero so that no certificates are cached at all and the
credential is checked for validity every tine the certificate is
used.

The UA MJST NOT cache the certificates for a period |onger than that
of the subscription duration. This is to avoid the UA using invalid
cached credentials when the Notifier of the new credentials has been
prevented from updating the UA

10.2. Certificate Replacenent

The UAs in the systemreplace the certificates close to the tine that
the certificates would expire. |If a UA has used the sane key pair to
encrypt a very large volune of traffic, the UA MAY choose to repl ace
the credential with a new one before the normal expiration

10.3. Trusting the Identity of a Certificate

When a UA wishes to discover the certificate for

si p:alice@xanpl e.com the UA subscribes to the certificate for

al i ce@xanpl e. com and receives a certificate in the body of a SIP
NOTI FY request. The term"original URI" is used to describe the UR
that was in the To header field value of the SUBSCRI BE request. So,
in this case, the original URI would be sip:alice@xanple.com

If the certificate is signed by a trusted certification authority,
and one of the nanmes in the SubjectAltNane matches the original URI
then this certificate MAY be used, but only for exactly the origina
URI and not for other identities found in the SubjectAl tNane.

O herwi se, there are several steps the UA MJST perform before using
this certificate.

o0 The From header field in the NOTIFY request MJST nmatch the
original URI that was subscribed to.

o0 The UA MJST check the ldentity header field as described in the
ldentity [RFC4474] specification to validate that bodi es have not
been tanpered with and that an authentication service has
val idated this From header field.

o0 The UA MJST check the validity time of the certificate and stop
using the certificate if it is invalid. (lnplenmentations are
rem nded to verify both the notBefore and notAfter validity
times.)
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o The certificate MAY have several nanes in the SubjectAltNane, but
the UA MJUST only use this certificate when it needs the
certificate for the identity asserted by the authentication
service in the NOTIFY. This nmeans that the certificate should
only be indexed in the certificate cache by the AOR that the
aut henti cation service asserted and not by the value of all the
identities found in the SubjectAltNane |ist.

These steps result in a chain of bindings that result in a trusted
bi ndi ng between the original AOR that was subscribed to and a public
key. The original AORis forced to match the From header field. The
aut hentication service validates that this request did come fromthe
identity claimed in the From header field value and that the bodies
in the request that carry the certificate have not been tanpered
with. The certificate in the body contains the public key for the
identity. Only the UA that can authenticate as this AOR, or devices
with access to the private key of the donmain, can tanmper with this
body. This stops other users frombeing able to provide a fal se
public key. This chain of assertion fromoriginal URI, to From to
body, to public key is critical to the security of the mechani sm

described in this specification. |If any of the steps above are not
followed, this chain of security will be broken and the systemw ||
not worKk.

10. 3. 1. Extra Assurance

Al t hough the certificates used with this docunent need not be
validatable to a trust anchor via PKIX [ RFC5280] procedures,
certificates that can be validated nay al so be distributed via this
mechani sm  Such certificates potentially offer an additional |eve
of security because they can be used with the secure (and partially
isolated) certification authority user verification and key issuance
tool set, rather than depending on the security of generic SIP

i mpl ement ati ons.

Wien a relying party receives a certificate that is not self-signed,
it MAY attenpt to validate the certificate using the rules in

Section 6 of [RFC5280]. |If the certificate validates successfully
and the names correctly match the user’s AOR (see Section 10.6), then
the inplementati on SHOULD provi de sone indication that the
certificate has been validated with an external authority. In
general, failure to validate a certificate via this mechani sm SHOULD
NOT be used as a reason to reject the certificate. However, if the
certificate is revoked, then the inplenentati on SHOULD reject it.
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10.4. SACRED Fr anewor k

Thi s specification includes a nechanismthat allows end users to
share the sanme credentials across different end-user devices. This
mechani smis based on the one presented in the Securely Avail abl e
Credential s (SACRED) Framework [RFC3760]. While this nechanismis
fully described in this docunment, the requirenents and background are
nmore thoroughly discussed in [ RFC3760] .

Specifically, Sections 7.5, 7.6, and 7.9 follow the TLS with dient
Aut hentication (cTLS) architecture described in Section 4.2.2 of

[ RFC3760]. The client authenticates the server using the server’s
TLS certificate. The server authenticates the client using a SIP
Di gest transaction inside the TLS session. The TLS sessions forma
strong session key that is used to protect the credentials being
exchanged.

10.5. Crypto Profiles

Credential services SHOULD i npl emrent the server name indication
extensions in [ RFC4366]. As specified in [RFC5246], credential

servi ces MJST support the TLS cipher suite

TLS RSA WTH AES 128 CBC SHA. I n addition, they MJST support the TLS
ci pher suite TLS RSA W TH AES 128 CBC SHA256 as specified in

[ RFC5246]. |If additional cipher suites are supported, then

i mpl ement ati ons MJUST NOT negotiate a cipher suite that enploys NULL
encryption, integrity, or authentication algorithns.

I mpl enent ati ons of TLS typically support multiple versions of the
Transport Layer Security protocol as well as the ol der Secure Socket
Layer (SSL) protocol. Because of known security vulnerabilities,
clients and servers MJST NOT request, offer, or use SSL 2.0. See
Appendi x E. 2 of [RFC5246] for further details.

The PKCS #8 encryption in the clients MJST inplenent PBES2 with a key
derivation algorithm of PBKDF2 using HVAC. dients MJST inpl enent
this HVAC with both SHA-1 [ RFC3370] and SHA-256 [RFC5754]. dients
MUST i mpl enent an encryption al gorithm of id-aesl128-w ap-pad as
defined in [ RFC5649]. Sone pre-standard depl oynents of this
specification used DES- EDE2- CBC-Pad as defined in [ RFC2898] so, for
sonme inplenentations, it nmay be desirable to al so support that
algorithm A different password SHOULD be used for the PKCS #8
encryption than is used for authentication of the client. It is
important to choose sufficiently strong passwords. Specific advice
on the password can be found in Section 6 of [RFC5959].
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10.6. User Certificate Generation

The certificates need to be consistent with [ RFC5280]. The
shalW t hRSAEncrypti on and sha256W t hRSAEncryption al gorithms for the
si gnatureAl gorithm MJUST be inplenented. The |Issuers SHOULD be the
same as the subject. G ven the ease of issuing new certificates with
this system the Validity field can be relatively short. A Validity
val ue of one year or |less is RECOWENDED. The Subject Al t Name mnust
have a URI type that is set to the SIP URL corresponding to the user
AOR. It MAY be desirable to put some randommess into the | ength of
time for which the certificates are valid so that it does not become
necessary to renew all the certificates in the systemat the sane
time.

When creating a new key pair for a certificate, it is critical to
have appropriate randomess as described in [ RFC4086]. This can be
chal | engi ng on sone enbedded devi ces, such as sone | P phones, and

i mpl ementers should pay particular attention to this point.

It is worth noting that a UA can discover the current time by | ooking
at the Date header field value in the 200 response to a REQ STER
request.

10.7. Private Key Storage

The protection afforded private keys is a critical security factor.
On a small scale, failure of devices to protect the private keys wll
permt an attacker to masquerade as the user or decrypt their
personal information. As noted in the SACRED Franework, when stored
on an end-user device, such as a diskette or hard drive, credentials
SHOULD NOT be in the clear. It is RECOMVENDED that private keys be
stored securely in the device, nore specifically, encrypting them
usi ng tamper-resistant hardware encryption and exposing themonly
when required: for exanple, the private key is decrypted when
necessary to generate a digital signature, and re-encrypted
imediately to limt exposure in the RAMto a short period of tine.
Sorme inplementations may limt access to private keys by pronpting
users for a PIN prior to allow ng access to the private key.
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On the server side, the protection of unencrypted PKCS #8 objects is
equal ly inportant. Failure of a server to protect the private keys
woul d be catastrophic, as attackers with access to unencrypted

PKCS #8 obj ects coul d nasquerade as any user whose private key was
not encrypted. Therefore, it is also recommended that the private
keys be stored securely in the server, nore specifically, encrypting
them usi ng tanper-resi stant hardware encryption and exposi ng them
only when required.

FI PS 140-2 [FI PS-140-2] provides useful guidance on secure storage.
10.8. Conproni sed Aut hentication Service

One of the worst attacks against the Certificate Managenment Service
described in this docunent would be if the authentication service
were conprom sed. This attack is somewhat anal ogous to a
certification authority being conpronmised in traditional PKI systens.
The attacker could nake a fake certificate for which it knows the
private key, use it to receive any traffic for a given use, and then
re-encrypt that traffic with the correct key and forward the

communi cation to the intended receiver. The attacker would thus
become a "man in the mddle" in the comunications.

There is not too nuch that can be done to protect against this type
of attack. A UA MAY subscribe to its own certificate under sone
other identity to try to detect whether the credential server is
handi ng out the correct certificates. It will be difficult to do
this in a way that does not allow the credential server to recognize
the user’s UA

The UA MAY al so save the fingerprints of the cached certificates and
warn users when the certificates change significantly before their
expiry date.

The UA MAY also allow the user to see the fingerprints of the cached
certificates so that they can be verified by sonme other out-of-band
neans.

11. | ANA Consi derations
Thi s specification defines two new event packages that | ANA has added

to the "Session Initiation Protocol (SIP) Event Types Nanespace"
registry
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11.

11.

11.

12.

1. Certificate Event Package

To: ietf-sip-events@ana.org
Subj ect: Registration of new SIP event package

Package Nane: certificate
Is this registration for a tenpl ate- package: No
Publ i shed Specification(s): This docunent

New Event header paraneters: This package defines no
new paraneters

Person & email address to contact for further information:
Cul l en Jennings <fluffy@isco.conp

2. Credential Event Package

To: ietf-sip-events@ana.org
Subj ect: Registration of new SIP event package

Package Nane: credenti al
Is this registration for a tenpl ate-package: No
Publ i shed Specification(s): This docunent

Person & email address to contact for further information:
Cul I en Jennings <fluffy@isco. conr

3. ldentity Al gorithm

| ANA added the following entry to the "lIdentity-Info Al gorithm
Par anmet er Val ues" registry.

"al g" Parameter Name Ref erence

rsa- sha256 [ RFC6072]
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