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Abstract

This meno defines a portion of the Managenment |nformati on Base (M B)
for use with network nmanagenent protocols. |t describes the use of

i nformati on provided by Authentication, Authorization, and Accounting
(AAA) services, such as the Renote Authentication Dial-ln User
Service (RADIUS), to dynam cally update user-to-group mappings in the
Vi ew based Access Control Mbdel (VACM.
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Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
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http://ww. rfc-editor.org/info/rfc6065.
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to this docunent. Code Conponents extracted fromthis docunment nust
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1.

I nt roducti on

This meno specifies a way to dynam cally provision sel ected View
based Access Control Model (VACM [RFC3415] Managenent |nfornation
Base (M B) objects, based on infornmation received from an

Aut henti cation, Authorization, and Accounting (AAA) service, such as
RADI US [ RFC2865] and [ RFC5607]. It reduces the need for security
adm nistrators to manual | y update VACM confi gurati ons due to user
churn, allowing a centralized AAA service to provide the information
associating a given user with the access control policy (known as a
"group” in VACM governing that user’s access to nmanagenent

i nformation.

This menmo requires no changes to the Abstract Service Interface for
the Access Control Subsystem and requires no changes to the El ements
of Procedure for VACM It provides a MB nodule that reflects the

i nformati on provided by the AAA service, along with el enments of
procedure for nmintaining that information and performng

correspondi ng updates to VACM M B dat a.

The reader is expected to be famliar with [ RFC3415], [RFC5607],
[ RFC5608], and their supporting specifications.

The | nternet-Standard Managenent Framework

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenment Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Managenment Information Base or MB. MB objects are generally
accessed through the Sinple Network Management Protocol (SNWVP).
hjects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

Conventi ons

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in RFC
2119 [ RFC2119].
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4. Overview
4.1. Using AAA services with SNW

There are two use cases for AAA support of nanagenent access via
SNWMP. These are (a) service authorization and (b) access contro

aut hori zation. The former is discussed in detail in [RFC5608]. The
latter is the subject of this neno.

The use case assunption here is that roles within an organi zation
(which are represented in VACM as groups, which in turn nane access
control policies) change infrequently, while the users assigned to
those rol es change nuch nore frequently. This nmeno describes how the
user-to-role (group) mapping can be del egated to the RADI US server,
avoi ding the need to re-provision managed devi ces as users are added,
del eted, or assigned new roles in an organi zati on.

This meno assunes that the detail ed access control policies are pre-
configured in VACM and does not attenpt to address the question of
how the policy associated with a given role is put in place.

The only additional information obtained fromthe AAA service is the
mappi ng of the authenticated user’s identifier to a specific role (or
"group” in VACMtermnology) in the access control policy. Dynanic
user authorization for MB database access control, as defined
herein, is limted to mapping the authenticated user to a group,
which in turn is mapped to whatever access control policies are
already in place in VACM

The SNWP architecture [ RFC3411] nmintains strong nodularity and
separation of concerns, separating user identity (authentication)
fromuser database access rights (authorization). RADIUS, on the
other hand, allows for no such separation of authorization from
aut hentication. Consequently, the approach here is to | everage
exi sting RADI US usage for identifying a principal, docunmented in
[ RFC5608], along with the RADI US Managenent-Policy-1d Attribute

[ RFC5607] .

A unique identifier is needed for each AAA-authorized "session",
correspondi ng to a comuni cation channel, such as a transport

session, for which a principal has been AAA-authenticated and which
is authorized to offer SNMP service. How these identifiers are
assigned is inplenentation dependent. Wen a RAD US Managenent -
Policy-1d Attribute (or equivalent) is bound to such a session and
princi pal authentication, this binding provides sufficient
informati on to conpute dynam c updates to VACM How this infornmation
is comruni cated within an inplenmentation is inplenentation dependent;
this meno is only concerned with externally observabl e behavi or
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The key concept here is that what we will informally call a "AAA
bi ndi ng" bi nds:

1. a conmunications channe

2. an authenticated principal

3. service authorization

4. an access control policy nane

Sone of the binding is done via other specifications. A transport
model , such as the Secure Shell Transport Model [RFC5592], provides a
bi ndi ng between 1 and 2 and 3, providing a securityName. |In turn,

[ RFC5607] provides a binding between (1+2+3) and 4. This docunent
extends that further, to create a binding between (1+2+3+4) and the

| ocal (VACM M B) definition of the nanmed policy, called a group in
VACM

4.2. Applicability

Though this nmenb was notivated to support the use of specific
Transport Model s, such as the Secure Shell Transport Mdel [RFC5592],
it MAY be used with other inplenentation environments satisfying
these requirenents:

0 use an AAA service for sign-on service and data access
aut hori zati on;

0 provide an indication of the start of a session for a particular
authenticated principal in a particular role, based on information
provi ded by the AAA service. The principal will be identified
usi ng an SNWP securityNanme [ RFC3411]. The role will be identified
by the nane of the correspondi ng VACM gr oup

0 provide an indication of the end of the need for being able to
make access decisions for a particular authenticated principal, as
at the end of a session, whether due to disconnection, term nation
due to tineout, or any other reason

Li kewi se, although this nmenp specifically refers to RADIUS, it MAY be
used with other AAA services satisfying these requirenents:

o the service provides information semantically equivalent to the

RADI US Managenent-Policy-1d Attribute [ RFC5607], which corresponds
to the name of a VACM group
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o the service provides an authenticated principal identifier (e.g.,
the RADI US User-Name Attribute [ RFC2865]) that can be transfornmed
to an equivalent principal identifier in the formof a
securityNanme [ RFC3411].

5. Structure of the MB Mdul e
5.1. Textual Conventions

This M B nodul e makes use of the SnnpAdm nString [ RFC3411] and
SnnpSecurityMdel [RFC3411] textual conventions.

5.2. The Table Structure

This M B nodul e defines a single table, the
vacmAaaSecurityToGroupTable. This table is indexed by the integer
assigned to each security nodel, the protocol-independent
securityName corresponding to a principal, and the unique identifier
of a session.

6. Relationship to Gher MB Mdul es
This M B nbdul e has a cl ose operational relationship with the SNWP-
VI EW BASED- ACM M B (nore comonly known as the "VACM M B") from
[RFC3415]. It also relies on | MPORTS from several other nodul es.

6.1. Relationship to the VACM M B
Al t hough the M B nodul e defined here has a close relationship with
the VACM M B's vacnBecurityToG oupTable, it in no way changes the
el ements of procedure for VACM nor does it affect any other tables
defined in VACM See the el enments of procedure (below) for details
of how the contents of the vacnSecurityToG oupTable are affected by
this M B nodul e.

6.2. MB nodul es Required for | MPORTS

This M B nodul e enpl oys definitions from|[RFC2578], [RFC2579], and
[ RFC3411] .

6.3. Docunents Required for REFERENCE Cl auses

This M B nodul e contai ns REFERENCE cl auses naki ng reference to
[ RFC2865], [RFC3411], and [ RFC5590].
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7. Elenments of Procedure

The followi ng el enents of procedure are fornulated in ternms of two
types of events: an indication of the establishnent of a session, and
an indication that one has ended. These can result in the creation
of entries in the vacmAaaSecurityToG oupTable, which can in turn
trigger creation, update, or deletion of entries in the
vacnBecurityToG oupTabl e.

There are various possible inplenentation-dependent error cases not
spel l ed out here, such as running out of menory. By their nature,
recovery in such cases will be inplenentati on dependent.

I mpl ementors are advised to consider fail-safe strategies, e.g.
prematurely term nating access in preference to erroneously

per petuating access.

7.1. Sequencing Requirenents

These procedures assunme that a transport nodel, such as [ RFC5592],
coordi nates session establishnent with AAA authentication and

aut horization. They rely on the receipt by the AAA client of the
RADI US Managenent-Policy-1d [ RFC5607] Attribute (or its equivalent)
fromthe RAD US Access-Accept nessage (or equivalent). They also
assune that the User-Name [ RFC2865] fromthe RADI US Access- Request
message (or equivalent) corresponds to a securityName [ RFC3411].

To ensure correct processing of SNWP PDUs, the handling of the

i ndication of the establishnent of a session in accordance with the
el enents of procedure bel ow MJST be conpl eted before the

i sAccessAl | owed() Abstract Service Interface [ RFC3415] is invoked for
any SNVP PDUs fromthat session.

If a session termination indication occurs before all invocations of
the i sAccessAl |l owed() Abstract Service Interface [RFC3415] have
conpleted for all SNMP PDUs fromthat session, those remaining
i nvocations MAY result in denial of access.

7.2. Actions upon Session Establishnent Indication

7.2.1. Required Information

Four pieces of information are needed to process the session
est abl i shnent indication:

o the SnnpSecurityMdel [RFC3411] needed as an index into the
vacnBSecurityToG oupTabl €;

o the RADIUS User-Nane Attribute;
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0 a session identifier, as a unique, definitive identifier of the
session that the AAA authorization is tied to;

o the RADI US Managenent-Policy-1d Attribute.

Al'l four of these pieces of information are REQU RED. |n particular,
if either the User-Name or Managenent-Policy-1d is absent, invalid,
or a zero-length string, no further processing of the session

establ i shment indication is undertaken.

As noted in Section 4.2, the above text refers specifically to RAD US
attributes. Qher AAA services can be substituted, but the

requi renents inmposed on the User-Nane and the Managenent-Policy-1d-
Attribute MJST be satisfied using the equivalent fields for those
servi ces.

7.2.2. Creation of Entries in vacmAaaSecurityToG oupTabl e

Whenever an indication arrives that a new session has been

est abl i shed, determ ne whether a corresponding entry exists in the
vacmAaaSecuri tyToG oupTable. |If one does not, create a new row with
the col ums popul ated as foll ows:

0 vacmAaaSecurityMdel = value of SnnpSecurityMdel corresponding to
the security nodel in use;

0 vacmAaaSecurityName = RADI US User-Nanme Attribute or equival ent,
the securityName that will be used in invocations of the
i sAccessAl | owed() Abstract Service Interface [RFC3415];

0 vacnmAaaSessionl D = session identifier, unique across all open
sessions of all of this SNWP engine's transport nodels;

0 vacmiaaG oupNane = RADI US Managenent-Policy-1d Attribute or
equi val ent .

O herwise, if the row already exists, update the vacmAaaG oupName
with the RAD US Managenent-Policy-1d Attribute or equival ent
suppl i ed.

7.2.3. Creation of Entries in vacnBecurityToG oupTabl e

Whenever an entry is created in the vacmlaaSecurityToG oupTable, the
vacnBSecurityToG oupTabl e i s exam ned to determ ne whether a
corresponding entry exists there, using the val ue of
vacmAaaSecurityModel for vacnBecurityMdel, and the val ue of
vacmAaaSecurityName for vacnSecurityName. |f no corresponding entry
exi sts, create one using the vacmdaaG oupNane of the newy created

Nar ayan, et al. St andards Track [ Page 8]



RFC 6065 AAA- Enabl ed VACM Decenber 2010

entry to fill in vacmoupName, using a value of "volatile" for the
row s StorageType, and a value of "active" for its RowStatus.

7.2.4. Update of vacna oupNane

Whenever the value of an instance of vacmAaaG oupNanme is updated, if
a corresponding entry exists in the vacnBecurityToG oupTabl e, and
that entry's StorageType is "volatile" and its RowStatus is "active",
update the val ue of vacntzdoupName with the value from

vacmAaaG oupNane.

If a corresponding entry already exists in the

vacnBecurityToG oupTabl e, and that row s StorageType is anything
other than "volatile", or its RowStatus is anything other than
"active", then that instance of vacntadoupNanme MJST NOT be nodifi ed.

The operational assunption here is that if the row s StorageType is
"volatile", then this entry was probably dynam cally created; an
entry created by a security adninistrator would not normally be given

a StorageType of "volatile". |If the value being provided by RAD US
(or another AAA service) is the same as what is already there, this
is ano-op. If the value is different, the newinformation is

understood as a nore recent role (group) assignnment for the user,
whi ch shoul d supersede the one currently held there. The structure
of the vacnBecurityToG oupTable makes it inpossible for a
(vacntecurityMdel , vacnBSecurityName) tuple to map to nore than one

group.
7.3. Actions upon Session Term nation Indication

Whenever a RADI US (or other AAA) authenticated session ends for any
reason, an indication is provided. This indication MJST provide
means of determ ning the SnnpSecurityMdel, and an identifier for the
transport session tied to the AAA authorization. The manner in which
this occurs is inplenentation dependent.

7.3.1. Deletion of Entries fromvacmAaaSecurityToG oupTabl e

Entries in the vacmAaaSecurityToG oupTabl e MUST NOT persist across
system reboots.

When a session has been terninated, the vacmAaaSecurityToG oupTabl e
is searched for a corresponding entry. A "matching" entry is any
entry for which the SnnpSecurityMdel and session ID nmatch the

i nformati on associated with the session term nation indication. Any
mat ching entries are deleted. It is possible that no entries wll
match; this is not an error, and no special processing is required in
thi s case.
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7.3.2. Deletion of Entries from vacnBecurityToG oupTabl e

VWhenever the | ast remai ning row bearing a particul ar
(vacmiaaSecurityModel , vacmAaaSecurityNane) pair is deleted fromthe
vacmAaaSecurityToGroupTabl e, the vacnBecurityToG oupTabl e is exani ned
for a corresponding row. |f one exists, and if its StorageType is
"volatile" and its RowStatus is "active", that row MUST be del eted as
well. The nechanismto acconplish this task is inplementation
dependent .

8. Definitions

SNWVP- VACM AAA-M B DEFINI TIONS ::= BEG N
| MPORTS
MODULE- COVPLI ANCE, OBJECT- GROUP FROM SNWVPv2- CONF
MODULE- | DENTI TY, OBJECT- TYPE,
m b- 2,
Unsi gnhed32 FROM SNWPv2- SM
SnnpAdmi nStri ng,
SnnpSecur i t yModel FROM SNWVP- FRAMEWORK- M B;
vacmiaaM B MODULE- | DENTI TY
LAST- UPDATED "201012090000Z" -- 9 Decenber 2010
ORGANI ZATI ON "I SM5 Wor ki ng G oup”
CONTACT- | NFO "WG enmi | : isns@etf.org"

DESCRI PTI ON "The nmanagenent and | ocal datastore information
definitions for the AAA-Enabl ed Vi ew based Access
Control WNbdel for SNWP.

Copyright (c) 2010 | ETF Trust and the persons
identified as the docunment authors. Al rights
reserved.

Redi stribution and use in source and binary forns,
with or without nodification, is permtted pursuant
to, and subject to the license terns contained in,
the Sinplified BSD License set forth in Section
4.c of the IETF Trust’s Legal Provisions Relating
to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this MB nodule is part of RFC 6065;
see the RFC itself for full legal notices.”

REVI SI ON "2010120900002"
DESCRI PTION "I nitial version, published as RFC 6065."
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c:={ mib-2 199 }

vacmAaaM BObj ect s OBJECT IDENTIFIER ::= { vacmAaaM B 1 }
vacmAaaM BConf or mance OBJECT | DENTIFIER ::= { vacmAaaM B 2 }
vacmAaaSecurityToGr oupTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF VacmAaaSecurityToG oupEntry

MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTION "This table provides a listing of all currently active
sessions for which a mappi ng of the conbination of
SnnpSecurityMdel and securityNanme into the nane of
a VACM group has been provided by an AAA service.

The group name (in VACM in turn identifies an access
control policy to be used for the correspondi ng
principals."”

REFERENCE "RFC 3411, Section 3.2.2, defines securityName."

::={ vacmAaaM Bbj ects 1 }

vacmAaaSecurityToG oupEnt ry OBJECT- TYPE

SYNTAX VacmAaaSecurityToG oupEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTION "An entry in this table nmaps the conbination of a
SnnpSecurityMdel and securityName into the nane
of a VACM group defining the access control policy
that is to govern a particular session.

Each entry corresponds to a session.
Entries do not persist across reboots.

An entry is created whenever an indication occurs
that a new session has been established that woul d
not have the sane index values as an existing entry.

When a session is torn down, disconnected, tinmed out
(e.g., followi ng the RADIUS Session-Tineout Attribute),
or otherwise termnated for any reason, the
correspondi ng vacnmAaaSecurityToGroupEntry is deleted.”
REFERENCE "RFC 3411, Section 3.2.2, defines securityName."
| NDEX {
vacmAaaSecuri t yModel ,
vacmAaaSecuri t yName,
vacmAaaSessi onl D

}
.= { vacmAaaSecurityToG oupTable 1 }
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VacmAaaSecurityToGr oupEntry ::= SEQUENCE
{
vacmAaaSecuri t yModel SnnpSecurit yMbdel
vacmAaaSecuri t yNanme SnnpAdmi nString,
vacmAaaSessi onl D Unsi gned32,
vacmAaaG oupNane SnipAdmi nStri ng
}
vacmAaaSecuri t yMbdel OBJECT- TYPE
SYNTAX SnnpSecurityMdel (1..2147483647)
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON "The security nodel associated with the AAA binding
represented by this entry.

Thi s object cannot take the "any’ (0) value."
;.= { vacmAaaSecurityToG oupEntry 1 }

vacmAaaSecurit yName OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE(1..32))
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON "The securityNane of the principal associated with the
AAA binding represented by this entry. |In RAD US
environnments, this corresponds to the User- Nane
Attribute.”

REFERENCE "RFC 3411, Section 3.2.2, defines securityName, and
RFC 2865, Section 5.1, defines User-Nane."

;.= { vacmAaaSecurityToG oupEntry 2 }

vacmAaaSessi onl D OBJECT- TYPE

SYNTAX Unsi gnhed32
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON "An i npl enent ati on- dependent identifier of the session

Thi s val ue MJST be uni que anong all currently open
sessions of all of this SNWP engine’'s transport nodels.
The val ue has no particular significance other than to
di stingui sh sessions.

I mpl ement ations in which tnSessionlD has a conpatible
syntax and is unique across all transport nodels MAY
use that value."

REFERENCE "The Abstract Service Interface paraneter tnSessionlD
is defined in RFC 5590, Section 5.2.4."

;.= { vacmAaaSecurityToG oupEntry 3 }
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vacmAaaG oupNanme OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE(1..32))
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The name of the group to which this entry is to bel ong.
In RADI US environnments, this cones fromthe RAD US
Managenent - Pol i cy-1d Attribute.

When the appropriate conditions are net,
the value of this object is applied the vacna oupNane
in the correspondi ng vacnBSecurityToG oupEntry."
REFERENCE "RFC 3415"
::={ vacmAaaSecurityToG oupEntry 4 }

- - Conf or mance | nf OrfT'B.tI on EE R R I R R R R I R R R R I O I R R O R

vacmAaaM BConpl i ances
OBJECT | DENTI FI ER : : = {vacmAaaM BConf or nance 1}
vacmAaaM BG oups
OBJECT | DENTI FI ER : :

{vacmAaaM BConf or mance 2}
-- conpliance statenents

vacmAaaM BBasi cConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON "The compliance statenment for SNVP engi nes inpl enenting
t he AAA- Enabl ed Vi ew based Access Control Mdel for
SNWP. "
MODULE -- this nodul e
MANDATORY- GROUPS { vacmAaaG oup }

::={ vacmAaaM BConpl i ances 1 }
-- units of confornmance
vacmAaaG oup OBJECT- GROUP
OBJECTS {
vacmAaaG oupName
}
STATUS current
DESCRI PTION "A col l ection of objects for supporting the use of AAA
services to provide user-to-group mappi ngs for VACM"
::={ vacmAaaM BGroups 1 }

END
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9

9

Security Considerations

The algorithnms in this meno make heuristic use of the StorageType of
entries in the vacnBecurityToG oupTabl e to distinguish those

provi sioned by a security admi nistrator (which would presumably not
be configured as "volatile") fromthose dynam cally generated. |In
making this distinction, it assumes that those entries explicitly
provi sioned by a security adm nistrator and given a non-"vol atil e"
status are not to be dynanmically overridden. Furthernore, it assunes
that any active entries with "volatile" status can be treated as
dynani c, and del eted or updated as needed. Users of this nenp need
to be aware of this operational assunption, which, while reasonable,
is not necessarily universally valid. For exanple, this situation
could also occur if the SNMP security adm nistrator had m stakenly
created these non-volatile entries in error

The design of VACM ensures that if an unknown policy (group nane) is
used in the vacnBSecurityToG oupTabl e, no access is granted. A
consequence of this is that no matter what information is provided by
the AAA server, no user can gain SNMP access rights not already
granted to some group through the VACM confi guration

1. Principal ldentity Nam ng

In order to ensure that the access control policy ultimtely applied
as a result of the nechani sns described here is indeed the intended
policy for a given principal using a particular security nodel, care
needs to be applied in the mappi ng of the authenticated user
(principal) identity to the securityNane used to nake the access
control decision. Broadly speaking, there are two approaches to
ensure consi stency of identity:

o Entries for the vacnBecurityToG oupTabl e corresponding to a given
security nodel are created only through the operation of the
procedures described in this neno. A consequence of this would be
that all such entries would have been created using the RAD US
User-Name (or other AAA-authenticated identity) and RADI US
Management - Pol i cy-1d Attribute (or equival ent).

0 Admnistrative policy allows a matching pre-configured entry to
exi st in the vacnBecurityToG oupTable, i.e., an entry with the
correspondi ng vacnBSecurityhMdel and with a vacnSecurityNanme
mat chi ng the authenticated principal’s RADIUS User-Name. |In this
case, administrative policy al so needs to ensure consistency of
identity between each authenticated principal’s RADIUS User - Nane
and the administratively configured vacnBSecurityNanme in the
vacnBSecurityToG oupTabl e row entries for that particular security
nodel .
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In the latter case, inconsistent re-use of the same nane for
different entities or individuals (principals) can cause the
incorrect access control policy to be applied for the authenticated
princi pal, depending on whether the policy that is configured using
SNVP or the policy that is applied using the procedures of this neno
is the intended policy. This may result in greater or |esser access
rights than the admnistrative policy intended. |nadvertent

m sidentification in such cases may be undetectable by the SNW
engi ne or other software elements of the managed entity.

9.2. Managenent Information Considerations

There are no managenent objects defined in this MB nodul e that have
a MAX- ACCESS cl ause of read-wite and/or read-create. So, if this
M B nodule is inplemented correctly, then there is no risk that an
intruder can alter or create any nanagenent objects of this MB
nmodul e via direct SNMP SET operations.

Sone of the readable objects in this MB nodule (including sone
objects with a MAX- ACCESS of not-accessibl e, whose val ues are exposed
as a result of access to indexed objects) may be considered sensitive
or vulnerable in sone network environments. It is thus inportant to
control even CET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNMP. These are the tables and objects and their
sensitivity/vulnerability:

0 vacmAaaSecurityToG oupTable - the entire table is potentially
sensitive, since walking the table will reveal user nanes,
security nodels in use, session identifiers, and group nanes;

0 vacmAaaSecurityMddel - though not-accessible, this is exposed as
an i ndex of vacmAaaG oupNane;

0 vacmAaaSecurityName - though not-accessible, this is exposed as an
i ndex of vacmAaaG oupNane;

0 VvacmAaaSessionl D - though not-accessible, this is exposed as an
i ndex of vacmAaaG oupNane;

0 vacmlaaGroupNane - since this identifies a security policy and

associates it with a particular user, this is potentially
sensitive
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10.

11.

SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for example by using IPsec),
even then, there is no control as to who on the secure network is

all oned to access and GET/ SET (read/change/create/ del ete) the objects
inthis MB nodul e.

It is RECOWENDED that inplenenters consider the security features as
provi ded by the SNMPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 cryptographi c nmechani sns (for
aut henti cation and privacy).
Further, deploynent of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNWMP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have |legitimte
rights to indeed GET or SET (change/create/ delete) them

I ANA Consi derations

The M B nodule in this docunent uses the foll ow ng | ANA-assi gned
OBJECT | DENTI FI ER val ue recorded in the SM Nunbers registry:

Descri pt or OBJECT | DENTI FI ER val ue
vacmAaaM B { mb-2 199 }
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