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1.

1.

1.

1.

2

I nt roducti on

Hosts require procedures to sinply and reliably identify if they have
moved to a network to which they had been recently connected. In
order to detect reconnection to a previously visited network, router
and nei ghbor di scovery nessages are used to collect reachability and
configuration information. This information is used to detect if the
host has attached to a link for which it may still have valid address
and other configuration information, and which it can use until it
recei ves confirmation through either the Nei ghbor Di scovery protoco
or DHCPv6.

Thi s docunent incorporates feedback from host and router operating

systens inplementors, which seeks to make inplenmentati on and adopti on
of I Pv6 change detection procedures sinple for general use.

Goal s

The goal of this docunment is to specify a sinple procedure for
Detecting Network Attachment (Sinple DNA) that has the foll ow ng
characteristics.

0 Routers do not have to be nodified to support this schene.

o The nobst conmmon use cases are optim zed

o In the worst case, detection latency is equal to that of standard
nei ghbor discovery so that performance is never degraded.

0 False positives are not acceptable. A host must not wongly
conclude that it has reattached to a previously visited network.

o False negatives are acceptable. A host may fail to identify a
previously visited link correctly and attenpt to acquire fresh
addressi ng and configuration information.

Applicability

The Sinple DNA protocol provides substantial benefits over standard
nei ghbor di scovery procedures [ RFC4861] in sonme scenarios and does

not provide any benefit at all in certain other scenarios. This is
intentional as Sinple DNA was designed for sinplicity rather than
conmpl eteness. In particular, the Sinple DNA protocol provides

maxi mum benefits when a host noves between a small set of known
links. Wen a host noves to a conpletely new link that is previously
unknown, the performance of the Sinple DNA protocol will be identical
to that using standard nei ghbor di scovery procedures [ RFC4861]. In
this case, the main benefit of the Sinple DNA protocol is to
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i medi ately flush out the inoperabl e addresses and configuration
instead of timng themout. The Sinple DNA procedure provides
support for addresses configured using either |1Pv6 Statel ess Address
Aut oconfi guration [ RFC4862] or DHCPv6 [RFC3315]. It does not support
manual | y confi gured addresses since they are not widely used and can
cause unpredictable results and/ or aggressive probing behavior (see

Appendi x A).
1.3. Link Identification Mde

Earlier nethods of Detecting Network Attachnent, e.g., the procedure
defined in [ DNA- PROTOCOL], relied on detecting whether the host was
still connected to the sanme link. |If the host was attached to the
same link, all information related to the link such as the routers,
prefixes, and configuration paraneters was considered to be valid.
The Sinple DNA protocol follows an alternate approach where it relies
on probing each previously known router to determ ne whether to use
information | earnt from THAT router. This allows Sinple DNA to probe
routers learnt frommnultiple earlier attachnents to optim ze novenent
bet ween a known set of I|inks.

1.4. DNA Overview

Detecting Network Attachment is performed by hosts after detecting a
I'ink-1ayer "up" indication. The host uses a conbination of unicast
Nei ghbor Solicitations (NSs) and rmulticast Router Solicitations (RSs)
in order to determ ne whether previously encountered routers are
present on the link, in which case an existing configuration can be
reused. |f previously encountered routers are not present, then
either 1 Pv6 Statel ess Address Autoconfiguration and/or DHCPv6 is used
for configuration.

Hosts inplementing Sinple DNA may al so send DHCPv6 packets, as
described in Section 5.5.4. Since Sinple DNA does not nodify the
DHCPv6 protocol or state machine, the operation of DHCPv6 is
unchanged.

Routers that follow the standard nei ghbor di scovery procedure
described in [RFC4861] will delay the router advertisement (RA) by a
random peri od between 0 and MAX RA DELAY TIME (defined to be 500 ns)
as described in Section 6.2.6 of [RFC4861]. In addition, consecutive
RAs sent to the all-nodes nulticast address are rate limted to no
nmore than one advertisenent every M N _DELAY BETWEEN RAS (defined to
be 3 seconds). This will result in a worst-case delay of 3.5 seconds
in the absence of any packet |o0ss.

Kri shnan & Dal ey St andards Track [ Page 4]



RFC 6059 Si mpl e DNA Novenber 2010

Hosts inplementing Sinple DNA can detect the presence of a previously
encountered router using unicast Neighbor Solicitations. As a
result, where the host with a valid configuration is returning to a
previously encountered |ink, delays in the sending of a Router
Advertisement (RA) will not delay configuration as |ong as NS probing

is successful. However, in situations where the host is attaching to
alink for the first time, or where it does not have a valid IP
address on the link, it will be dependent on the receipt of an RA for
statel ess autoconfiguration. 1In these situations, delays in the

recei pt of an RA can be significant and may result in service
di srupti on.

1.5. Working Assunptions

There are a series of assunptions about the network environment that
under pi n these procedures.

0 The conbination of the link-1ayer address and the |ink-local |Pv6
address of a router is unique across links.

0 Hosts receive indications when a link |ayer comes up. W thout
this, they would not know when to comence the DNA procedure.

If these assunptions do not hold, host change detection systens wll
not function optimally. In that case, they may occasionally detect
change spuriously or experience some delay in Detecting Network
Attachnment. The del ays so experienced will be no | onger than those
caused by follow ng the standard nei ghbor discovery procedure
described in [ RFC4861].

2. Requirenents Notation
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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3. Termi nol ogy

An | Pv6 address configured on the node that
has a valid lifetime greater than zero

Operabl e 1 Pv6
addr ess

An | Pv6 address configured on the node that
can be used safely on the current |ink.
Router identifier Identifier formed using the link-Ioca
address of a router along with its

i nk-1ayer address.

D Fl ag Fl ag indicating whether the address was
obt ai ned using Statel ess Address

Aut oconfiguration (SLAAC) or DHCPv6. If it
is set to 0, then SLAAC was used to
configure the address. If it is set to 1,
then DHCPv6 was used to configure the

addr ess.

O Fl ag Flag indicating whether the address is
operable. If it is set to 0, the address
is inoperable. If it is set to 1, the
address is operable.

S-Fl ag Fl ag indicating whether SEND [ RFC3971] was
used in the Router Advertisement that
resulted in the creation/nodification of
this SDAT entry. |If it is set to O, then
SEND was not used. |If it is set to 1, then
SEND was used.

Candi dat e Rout er
Addr ess

A router address in the SDAT that is
associated with at | east one valid address.

A set of router addresses that has been
identified for NS-based probing

Candi dat e Rout er
Set

Tabl e 1: Sinple DNA Termi nol ogy
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4.

5.

The Sinpl e DNA Address Tabl e ( SDAT)

In order to correctly performthe procedure described in this
docunent, the host needs to maintain a data structure called the

Si npl e DNA address table (SDAT). The host needs to mamintain this
data structure for each interface on which it perfornms Sinple DNA
Each entry in the SDAT table will be indexed by the router identifier
(l'ink-local + link-layer address of the router) and consists of at

| east the follow ng paraneters. Fields tagged as [S] are used for
addresses configured using SLAAC. Fields tagged as [D] are used for
addr esses obtai ned using DHCPv6. Fields tagged as [S+D] are used in
bot h cases.

o [S+D] Link-local 1Pv6 address of the router(s)
o [S+D] Link-layer (MAC) address of the router(s)

o [S+D] Flag indicating whether the address was obtai ned usi ng SLAAC
or DHCPv6. (The D Fl ag)

o [S+D] IPv6 address and its related paraneters like valid lifetine,
preferred lifetinme, etc.

o [S] Prefix fromwhich the address was forned.
o [S] Flag indicating whether SEND was used. (The S-Flag)

o [D] DHCP-specific information in case DHCPv6 [ RFC3315] was used to
acquire the address. This information includes the DU D, the
IAID, a flag indicating A NAIA TA and configuration information
such as DNS server address, NTP server address, etc.

o [S+D] Flag indicating whether the address is operable. (The
O Fl ag)

Host Operati ons

On connecting to a new point of attachnent, the host perforns the
Detecting Network Attachment procedure in order to determ ne whether
the existing addressing and configuration information are still

val i d.

1. On Receipt of a Router Advertisenent

When the host receives a Router Advertisenent and the router
identifier of the sending router is not present in the SDAT, the host
processes the Router Advertisenent as specified in Section 6.3.4 of

[ RFC4861]. Additionally, the host performs the follow ng operations.
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5

5

5

If the Router Advertisenent is protected by SEND, the S-Flag MJST be
set to 1 in the SDAT entries created/nodified by this RA

o The host configures addresses out of the autoconfigurable prefixes
advertised in the RA, as specified in [ RFC4862]. The host MJST
add an SDAT entry (indexed by this router identifier) for each
such address the host configures.

o The host mght have already configured addresses out of the
aut oconfigurabl e prefixes advertised in the RA. This could be a
result of receiving the prefix in an RA from another router on the
sane |link. The host MJST add an SDAT entry (indexed by this
router identifier) for each such address the host had al ready
confi gur ed.

o The host m ght have DHCPv6-assi gned addresses that are known to be
operable on the link. The host MJST add an SDAT entry (indexed by
this router identifier) for each such DHCPv6 address.

2. After Assignment of a DHCPv6 Address

After the host is assigned an address by a DHCPv6 server, it needs to

associ ate the address with the routers on link. The host MJUST create

one SDAT entry for each of the on-link routers associated with the

DHCPv6- assi gned addr ess.

3. Steps Involved in Detecting Link Change

The steps involved in basic detection of network attachnment are:

o Link-layer indication

o Sendi ng of nei ghbor discovery probes

0 Response gathering and assessnent

These steps are described bel ow.

4. Link-Layer Indication

In order to start detection of network attachment procedures, a host

typically requires a link-layer indication that the nmedi um has becone

avai |l abl e [ RFC4957] .

After the indication is received, the host MIUST mark all currently

configured (non-tentative) | P addresses as inoperable until the
change detection process conpletes. It MJST also set all Neighbor
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Cache (NC) entries for the routers on its Default Router List to
STALE. This is done to speed up the acquisition of a new default
router in case the host attaches to a previously unvisited |ink

5.5. Sendi ng Nei ghbor Di scovery probes
5.5.1. Sending Router Solicitations

VWhen a host receives a link-layer "up" indication, it SHOULD

i medi ately send a Router Solicitation (as specified in Section 6.3.7
of [RFC4861]). The Router Solicitation is sent to the all-routers
mul ticast address using a |ink-1ocal address as the source address

[ RFC4861]. Even if the host is in possession of nmore than one valid
| Pv6 address, it MJST send only one router solicitation using a valid
Iink-1ocal address as the source address.

5.5.2. Sending Nei ghbor Solicitations

The host iterates through the SDAT to identify a set of candidate
routers for NS-based probing. Each router in the SDAT that is
associated with at | east one valid address is added to the candi date
router set exactly once. For each router in the candidate router
set, the host MJUST send a uni cast Nei ghbor Solicitation to the
router’s link-local address it obtained fromthe | ookup on the SDAT.
The host MUST set the |link-layer destination address in each of these
nei ghbor solicitations to the link-layer address of the router stored
in the SDAT. The host MJST NOT send uni cast Nei ghbor Solicitations
to a router that is not associated to a valid address in the SDAT.

If at | east one entry in the SDAT for a given router had the S-Flag
set, the host SHOULD use SEND to secure the NS probe being sent to
the router.

5.5.3. Concurrent Sending of RS and NS Probes

The host SHOULD send the Nei ghbor-Solicitation-based uni cast probes
in parallel with the nulticast Router Solicitation. Since sending
NSs is just an optimzation, doing the NSs and the RS in parallel
ensures that the procedure does not run slower than it would if it
only used a Router Solicitation.

NOTE: A Sinple DNA inplementation SHOULD limt its NS-based probing
to at nobst six previously seen routers.

5.5.4. Initiating DHCPv6 Exchange
On receiving a link-layer "up" indication, the host will initiate a

DHCPv6 exchange (with the timng and protocol as specified in
[ RFC3315]) in order to verify whether the addresses and configuration
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obt ai ned using DHCPv6 are still usable on the Iink. Note that
DHCPv6, as specified today, only attenpts to confirm addresses
obt ai ned on the nost recently attached |ink

5.6. Contents of the Neighbor Discovery Messages

5.6.1. Neighbor Solicitation Messages

Thi s section describes the contents of the neighbor solicitation
probe nmessages sent during the probing procedure.

Sour ce Address: A link-1ocal address assigned to the
probi ng host.

Destinati on Address: The |ink-1ocal address of the router being
probed as | earned fromthe SDAT

Hop Linmit: 255
ND Opti ons:
Tar get Address: The |ink-1ocal address of the router being

probed as learnt fromthe SDAT.
Li nk- Layer Header:

Destinati on Address: The |ink-1ayer (MAC) address of the router
bei ng probed as learnt fromthe SDAT

The probi ng node SHOULD i ncl ude the source |ink-1ayer address option
in the probe nmessages.

5.6.2. Router Solicitation Messages

This section describes the contents of the router solicitation probe
message sent during the probing procedure.

Sour ce Address: A link-1ocal address assigned to the
pr obi ng host.

Desti nati on Address: The all-routers nmulticast address
Hop Limt: 255

The probi ng node SHOULD NOT i nclude the source |ink-1ayer address
option in the probe nessages.

Kri shnan & Dal ey St andards Track [ Page 10]



RFC 6059 Si mpl e DNA Novenber 2010

5.7. Response Gathering
5.7.1. Receiving Neighbor Advertisenents

When a Nei ghbor Advertisenent is received froma router in response
to an NS probe, the host MJST verify that both the IPv6 and |i nk-

| ayer (MAC) addresses of the router match the expected val ues before
utilizing the configuration associated with the detected network
(prefixes, MIU, etc.). The host MJST then go through the SDAT and
mar k the addresses (both SLAAC and DHCPv6 acquired) associated with
the router as operable.

5.7.2. Receiving Router Advertisenents

On reception of a Router Advertisement, the host MJST go through the
SDAT and mark all the addresses associated with the router (both
SLAAC and DHCPv6 acquired) as inoperable. The host MJST then process
the Router Advertisenent as specified in Section 6.3.4 of [RFC4861].

5.7.3. Conflicting Results
5.7.3.1. Conflicting Results between RS and NS Probes

Where the concl usi ons obtained fromthe Neighbor Solicitation/
Advertisenent froma given router and the RS/ RA exchange with the
same router differ, the results obtained fromthe RS/RA will be
considered definitive. In case the Neighbor Advertisement was
secured using SEND and the Router Advertisenent was not, the host
MUST wait for SEND NA GRACE TIME to see if a SEND-secured RA is
received. |f a SEND-secured RA is not received, the concl usions
obtai ned fromthe NS/ NA exchange will be considered definitive.

5.7.3.2. Conflicting Results between DHCPv6 and NS Probes
Where the concl usi ons obtained fromthe Nei ghbor Solicitation/
Advertisenment for a gi ven DHCPv6-assi gned address and the concl usi ons
obtai ned fromthe DHCPv6 exchange differ, the results obtained from
the DHCPv6 exchange will be considered definitive.

5.8. Further Host Operations

Operations subsequent to Detecting Network Attachnent depend upon
whet her or not the host has reconnected to a previously visited
net wor k.

After confirmng the reachability of the associated router using an
NS/ NA pair, the host perforns the follow ng steps.
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0 The host SHOULD rejoin any solicited nodes’ multicast groups for
addresses it continues to use.

o0 The host SHOULD sel ect a default router as described in Section
6.3.6 of [RFC4861].

If the host has deternined that it has reattached to a previously
visited link, it SHOULD NOT perform duplicate address detection on
the addresses that have been confirnmed to be operable.

If the NS-based probe with a router did not conplete or if the RS-
based probe on the same router conpleted with different prefixes than
the ones in the SDAT, the host MJST begin address configuration
techni ques, as indicated in a received Router Advertisenent [RFC4861]
[ RFC4862] .

5.9. On Connecting to a New Point of Attachnent

A host usually maintains SDAT entries from sone nunber of previously
visited networks. Wen the host attaches to a previously unknown
network, it MAY need to discard some ol der SDAT entries

5.10. Periodic Mintenance of the SDAT

The host SHOULD mmintain the SDAT table by renoving entries when the
valid lifetime for the prefix and address expires, that is, at the
same time that the prefix is removed fromthe Prefix List in

[ RFC4861]. The host SHOULD al so renove a router froman SDAT entry
when that router stops advertising a particular prefix. Wen three
consecutive RAs froma particular router have not included a prefix,
then the router should be renpved fromthe correspondi ng SDAT entry.
Li kewi se, if a router starts advertising a prefix for which there

al ready exists an SDAT entry,then that router should be added to the
SDAT entry.

5.11. Recommended Retransni ssi on Behavi or

Where the NS probe does not complete successfully, it usually inplies
that the host is not attached to the network whose configuration is
being tested. 1In such circunstances, there is typically little val ue
in aggressively retransnmtting unicast neighbor solicitations that do
not elicit a response.

Wher e uni cast Nei ghbor Solicitations and Router Solicitations are
sent in parallel, one strategy is to forsake retransm ssion of

Nei ghbor Solicitations and to all ow retransm ssion only of Router
Solicitations or DHCPv6. In order to reduce conpetition between
uni cast Nei ghbor Solicitations and Router Solicitations and DHCPv6
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retransm ssions, a DNAv6 inplenentation that retransmts may utilize
the retransmi ssion strategy described in the DHCPv6 specification

[ RFC3315], scheduling DNAv6 retransm ssions between Router
Solicitations or DHCPv6 retransm ssions.

If a response is received to any uni cast Nei ghbor Solicitation,
pendi ng retransni ssions of the sane MJUST be canceled. A Sinple DNA
i mpl ement ati on SHOULD NOT retransmt a Nei ghbor Solicitation nore
than twice. To provide danping in the case of spurious |ink-up

i ndi cations, the host SHOULD NOT performthe Sinple DNA procedure
nmore than once a second.

6. Pseudocode for Sinple DNA

/* Link-up indication received on | NTERFACE */
[* Start Sinple DNA process */

/* Mark all addresses as inoperable */
Configured_Address_Li st=CGet _Address_Li st (| NTERFACE) ;
for each Configured_Address in Configured Address_Li st

if (Get_Address_State(Configured Address)!=AS TENTATI VE)

Set Address_St at e( Confi gured_Address, AS | NOPERABLE) ;

}
}

/[* Mark all routers’ NC entries as STALE to speed up */
/* acquisition of newrouter if |ink change has occurred */
for each Router_ Address in DEFAULT ROUTER LI ST
{
NCEnt r y=Get _Nei ghbor _Cache_Ent ry( Rout er _Addr ess);
Set _Nei ghbor _Cache_Entry_St at e( NCEntry, NCS_STALE) ;

}

/[* Thread A : Send Router Solicitation */

RS _Tar get _Addr ess=FF02:: 2;

RS_Sour ce_Address=CGet _Any_Li nk_Local _Addr ess( | NTERFACE) ;
Send_Rout er _Sol i citati on(RS_Sour ce_Address, RS Target _Address);

/* Thread B : Send Nei ghbor Solicitation(s) */

Previ ously Known_ Router List=CGet Router List from SDAT();
NS_Sour ce_Address=CGet _Any_Li nk_Local _Addr ess( | NTERFACE) ;

Kri shnan & Dal ey St andards Track [ Page 13]



RFC 6059 Si mpl e DNA Novenber 2010

for each Router_Address in Previously_ Known Router List
if (Get_Any_Valid_Address_from SDAT(Rout er Address))

Send_Nei ghbor _Solicitation(NS_Source_Address,
Rout er _Addr ess. L3_Addr ess,
Rout er _Addr ess. L2_Addr ess) ;
}
}

/* Thread C : Response collection of RAs */

/* Received Router Advertisenment processing */
/[* Only for RAs received fromrouters in the SDAT */

L3_Sour ce=Get _L3_Sour ce( RECElI VED_MESSACE) ;
L2 Source=CGet L2 Source(RECEI VED MESSACE) ;
SDAT Entry List=Get Entries from SDAT L2L3(L3_Source, L2 Source));

/* Mark all the addresses associated with the router as inoperable */
for each SDAT Entry in SDAT_Entry_Li st

Set Address_St at e( SDAT_Entry, AS | NOPERABLE) ;
}

[* lgnore further NAs fromthis router */
/* after delaying for x mlliseconds */
Add_Router _to NA Ignore List (L3 Source, SEND NA GRACE PERI CD);

/* Perform Standard RA processing as per RFC 4861 / RFC 4862 */

/* Thread D : Response collection of NAs */

/* Received Nei ghbor Advertisenent processing */
/[* Only for NAs received as response to DNA NSs */

L3_Sour ce=CGet _L3_Sour ce( RECElI VED MESSACE) ;
L2_Source=Get _L2_Sour ce( RECElI VED_ MESSACE) ;

if (Is_Router_on_NA Ignore_ List(L3 Source)) {

/* lgnore nessage and wait for next nessage */
conti nue;

}
SDAT Entry List=Get Entries from SDAT L2L3(L3_Source, L2 Source));
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for each SDAT_Entry in SDAT_Entry_Li st

{
/* Address is operable. */
Set Address_Stat e( SDAT _Entry, AS OPERABLE)
/[* Configure on Interface */

}

Figure 1: Pseudocode for Sinple DNA

NOTE: This section does not include any pseudocode for sending of the
DHCPv6 packets since the DHCPv6 exchange is orthogonal to the Sinple
DNA process.

7. Const ant s
SEND _NA GRACE_TI ME

Definition: An optional period to wait after Nei ghbor
Solicitation before adopting a non-SEND RA' s |ink change
i nformati on.

Val ue: 40 m | !liseconds
8. Relationship to DNAv4

DNAv4 [ RFC4436] specifies a set of steps that optimnize the (common)
case of reattachnment to an | Pv4 network that a host has been
connected to previously by attenpting to reuse a previous (but stil
valid) configuration. This docunent shares the sane goal as DNAv4
(that of mininizing the handover |atency in noving between points of
attachnent) but differs in the steps it perforns to achieve this
goal . Another difference is that this docunent supports stateless
aut oconfiguration of addresses in addition to addresses configured
usi ng DHCPv6.

9. Security Considerations

A host may receive Router Advertisenments from non- SEND devi ces, after
receiving a link-layer indication. Wile it is necessary to assess
qui ckly whether a host has noved to another network, it is inmportant
that the host’s current secured SEND [ RFC3971] router information is
not replaced by an attacker that spoofs an RA and purports to change
the 1ink.

As such, the host SHOULD send a Nei ghbor Solicitation to the existing

SEND router upon link-up indication as described above in
Section 5.4. The host SHOULD then ensure that unsecured router
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i nformati on does not cause deletion of existing SEND state, within
M N_DELAY BETWEEN RAS, in order to allow for a present SEND router to
respond.

If the current default router is a SEND-secured router, the host
SHOULD wait SEND NA GRACE TIME after transmi ssion before adopting a
new default router

Even if SEND signatures on RAs are used, it may not be imediately
clear if the router is authorized to make such adverti senents. As
such, a host SHOULD NOT treat such devices as secure until and unl ess
aut hori zati on del egation discovery is successful

Unl ess SEND or another form of secure address configuration is used,
the DNA procedure does not in itself provide positive, secure

aut hentication of the router(s) on the network, or authentication of
the network itself, as would be provided, e.g., by nutual
authentication at the link |ayer. Therefore, when such assurance is
not avail able, the host MJUST NOT nmake any security-sensitive
deci si ons based on the DNA procedure alone. In particular, it MJST
NOT decide that it has noved froman untrusted to a trusted network,
and MUST NOT nmeke any security decisions that depend on the
determnation that such a transition has occurred.

Acknowl edgrent s

Thi s docunent is the product of a discussion the authors had with

Ber nard Aboba, Thomas Narten, Erik Nordmark, and Dave Thaler at |ETF
69. The authors would Iike to thank themfor clearly detailing the
requirenents of the solution and the goals it needed to neet and for
hel ping to explore the solution space. The authors would like to
thank the authors and editors of the conplete DNA specification for
detailing the overall problem space and solutions. The authors would
like to thank Jari Arkko for driving the evolution of a sinple and
probabilistic DNA solution. The authors would |like to thank Bernard
Aboba, Thomas Narten, Jari Arkko, Sathya Narayan, Julien Laganier,
Domagoj Premec, Jin Hyeock-Choi, Alfred Hoenes, Frederic Rossi, Ralph
Dronms, Ted Lenon, Erik Nordmark, Lars Eggert, Brian Carpenter, and
Yaron Sheffer for performng reviews on the docunent and providing
val uabl e comments to drive the docunment forward.

Kri shnan & Dal ey St andards Track [ Page 16]



RFC 6059

11.

11.

11.

Ref er ences

Si npl e DNA Noverber 2010

1. Nor mat i ve Ref erences

[ RFC2119]

[ RFC3315]

[ RFC3971]

[ RFCA861]

2. Informati ve

[ DNA- PROTOCOL ]

[ RFC4436]

[ RFC4862]

[ RFC4957]

Kri shnan & Dal ey

Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119, March 1997.

Droms, R, Bound, J., Volz, B., Lenon, T., Perkins,
C., and M Carney, "Dynam c Host Configuration
Protocol for |Pv6 (DHCPv6)", RFC 3315, July 2003.

Arkko, J., Kenpf, J., Zill, B., and P. N kander,
"SEcure Nei ghbor Discovery (SEND)", RFC 3971, March
2005.

Narten, T., Nordmark, E., Sinpson, W, and H
Sol i man, "Nei ghbor Di scovery for IP version 6
(IPvB)", RFC 4861, Septenber 2007.

Ref er ences

Narayanan, S., Ed., "Design Alternative for Detecting
Net work Attachnment in | Pv6 Networks (DNAv6 Design
Alternative)", Wrk in Progress, Novenber 2009.

Aboba, B., Carlson, J., and S. Cheshire, "Detecting
Network Attachment in | Pv4 (DNAv4)", RFC 4436, March
2006.

Thonmson, S., Narten, T., and T. Jinnei, "IPv6
St at el ess Address Autoconfiguration”, RFC 4862,
Sept enber 2007.

Krishnan, S., Montavont, N., N edjou, E., Veerepalli,
S., and A Yegin, "Link-Layer Event Notifications for
Detecting Network Attachments", RFC 4957, August
2007.

St andards Track [ Page 17]



RFC 6059 Si mpl e DNA Novenber 2010

Appendi x A.  Issues with Confirm ng Manual | y Assi gned Addresses

Even t hough DNAv4 [ RFC4436] supports verification of manually

assi gned addresses, this feature of DNAv4 has not been widely

i npl emented or used. There are two nmgjor issues that cone up with
confirm ng manual | y assi gned addresses using Sinple DNA

0

When DHCPv6 or SLAAC addresses are used for probing, there is no
need to aggressively retransmt |ost probes. This is because the
address configuration falls back to vanilla DHCPv6 or SLAAC, and
the host will eventually obtain an address. This is not the case
with manual | y assi gned addresses. |f the probes are lost, the
host runs the risk of ending up with no addresses at all. Hence,
aggressive retransm ssions are necessary.

Anot her issue cones up when the host nobves between two networks,
one where nmanual addressing is being used (say, NET1l) and the

ot her where dynam ¢ addressing (statel ess autoconfiguration or
DHCPv6) is being used (say, NET2). Since the host can obtain a
dynani ¢ address in some situations, it will need to send Sinple
DNA probes and may al so engage in a DHCPv6 exchange. 1In a
situation where the host noves to NET1 and the NS probes are | ost
and in addition an RA is not received, the host will not be able
to confirmthat it attached to NET1l, and therefore that it should
use the manual configuration for that network. As a result, if
DHCPv6 is enabl ed on NET1, then the host could mistakenly obtain a
dynani ¢ address and configuration instead of using the manua
configuration. To prevent this problem Sinple DNA probing needs
to continue even after the DHCPv6 exchange has conpl eted, and DNA
probes need to take precedence over DHCPv6, contrary to the advice
provided in Section 5.7.3.

G ven these issues, it is NOT RECOMVENDED to use manual addressing
with Sinple DNA
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