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Abstract

Thi s docunent specifies a nechani smthat enhances Proxy Mbile | Pv6
protocol signaling to support the creation of a transient binding
cache entry that is used to optim ze the performance of dual radio
handover, as well as single radio handover. This nechanismis
applicable to the nobile node’s inter-MAG (Mobility Access Gateway)
handover while using a single interface or different interfaces. The
handover probl em space using the Proxy Mbile | Pv6 base protocol is
anal yzed and the use of transient binding cache entries at the |ocal
mobil ity anchor is described. The specified extension to the Proxy
Mobil e | Pv6 protocol ensures optimzed forwardi ng of downlink as well
as uplink packets between nobil e nodes and the network infrastructure
and avoi ds superfluous packet forwarding delay or even packet |o0ss.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenmentation, and
eval uati on.

Thi s docunent defines an Experinental Protocol for the Internet
community. This document is a product of the Internet Engineering
Task Force (IETF). It represents the consensus of the | ETF
community. It has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
al | docurents approved by the I1ESG are a candidate for any |evel of
Internet Standard; see Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc6058
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1.

I nt roducti on

The | ETF specified Proxy Mbile IPv6 (PM Pv6) [RFC5213] as a protoco
for network-based | ocalized nobility managenent, which takes basic
operation for registration, tunnel nanagenment, and deregistration
into account. In order to elimnate the risk of |ost packets, this
docunent specifies an extension to PMPv6 that utilizes a new
mobility option in the Proxy Binding Update (PBU) and the Proxy

Bi ndi ng Acknowl edgement (PBA) between the new Mbility Access Gateway
(nMAG and the Local Mobility Anchor (LM).

According to the PM Pv6 base specification, an LMA updates a nobile
node’s (MN s) Binding Cache Entry (BCE) and switches the forwarding
tunnel after receiving a Proxy Binding Update (PBU) nmessage fromthe
mobi | e node’ s new MAG (nMAG . At the sanme time, the LMA disables the
forwarding entry towards the nobil e node's previous MAG (pMAG. In
case of an inter-technol ogy handover, the nobil e node’'s handover
target interface nmust be configured according to the Router
Advertisement being sent by the nMAG  Address configuration as well
as possi bl e access-technol ogy-specific radi o bearer setup nay del ay
the conplete set up of the nobile node’s new interface before it is
ready to receive or send data packets. In case the LMA perforns
operation according to [ RFC5213] and forwards packets to the nobile
node’s new interface after the reception of the PBU fromthe nMAG
some packets may get |ost or experience najor packet delay. The
transi ent BCE extension, as specified in this docunent, increases
handover performance (optim zed packet |oss and forwardi ng del ay)
experienced by MNs, which have nultiple network interfaces

i mpl ement ed whil e handi ng over fromone interface to the other. The
transi ent BCE extension al so increases handover performance for
single radio MNs, which build on avail able radio |ayer forwarding
mechani sms, hence re-use existing active handover techni ques.

Sone i npl enent ati on-specific solutions, such as static configuration
on the LMA to accept uplink packets fromthe old MAG in addition to
accepting packets fromthe new MAG for a short duration during the
handover and buffering at the new MAG can help to address some of
the issues identified in this docunent. Please see Appendix B for
more details. A dynamc solution by means of the proposed protoco
operation helps to optim ze the perfornance for a variety of handover
situations and different radi o characteristics.

Additionally, this docurment specifies an advanced bi ndi ng cache
managenment mechani smat the LMA according to well-defined transient
BCE states. This nechani smensures that forwarding states at LMAs
are inline with the different handover scenarios. During a transient
state, a nobile node’s BCE refers to two proxy Care-of-Address
(Proxy-CoA) entries, one fromthe nobile node’'s pMAG another from
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its nMAG MAGs can establish settings of a transient binding on the
LMA by nmeans of signaling. An LMA can establish or change the
settings of a transient binding according to events, such as a
timeout, a change of the radio technol ogy due to a handover, or a
conpl eted set up of a radio bearer or configuration of an MN's |IP
address. Such an event may al so be triggered by other protocols,
e.g., Authentication, Authorization, and Accounting (AAA) nessages.
Thi s docunent specifies advanced bi ndi ng cache control by neans of a
Transi ent Bi nding option, which can be used with PMPv6 signaling to
support transient BCEs. Furthernore, this docunment specifies
forwardi ng characteristics according to the current state of a
binding to switch the forwarding tunnel at the LMA fromthe pMAG to
the nMAG during inter-MAG handover according to the handover
conditions. As a result of transient binding support, handover
performance can consi derably be inproved to snmooth an MN s handover
wi t hout introducing nmajor conplexity into the system

Conventi ons and Ter m nol ogy
Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Term nol ogy and Functional Conponents

o IF - Interface. Any network interface, which offers a nobile node
wireless or wired access to the network infrastructure. In case a
mobi | e node has multiple interfaces inplenented, they are nunbered
(IF1, IF2, etc.).

o Transient Binding Cache Entry. A tenporary state of the nobile
node Bi nding Cache Entry that defines the forwarding
characteristics of the nobile node forwarding tunnels to the nMAG
and pMAG This transient BCE state is created when the Transient
Bi nding option is included in the PBU and PBA as specified in this
docunent. The LMA forwards the nobile node traffic according to
current transient BCE characteristics as specified in this
docunent. The transient BCE state is transparent to the pMAG

0 Active Binding Cache Entry. A valid nobile node Bi nding Cache
Entry according to [ RFC5213], which is not in transient state.
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3. Analysis of the Problem Space

This section sumrmari zes the analysis of the handover probl em space
for inter-technol ogy handover as well as intra-technol ogy handover
when using the PM Pv6 protocol as in [ RFC5213].

3.1. Handover Using a Single Interface

In sone active handover scenarios, it is necessary to prepare the
nMAG as the handover target prior to the conpletion of the |ink-Ilayer
handover procedures. Packets sent by the LMA to the nMAG before the
conpl etion of the link-1ayer handover procedure will be l[ost unless
they are buffered.

In sone systens, the nMAG will be the recipient of uplink traffic
prior to the conpletion of the procedure that would result in the
PBU PBA handshake. These packets cannot be forwarded to the LMNA

During an intra-technol ogy handover, sone of the MN's uplink traffic
may still be in transit through the pMAG Currently, and as per the
PM Pv6 base protocol [RFC5213], the LMA forwards the MN s uplink
traffic received froma tunnel only as long as the source |IP address
of the MN's uplink traffic nmatches the | P address of the nobile
node’ s regi stered Proxy-CoA in the associated BCE. As a result,
packets received at the LMA fromthe MN's pMAG after the LMA has

al ready switched the tunnel to point to the nMAG will be dropped.

3.2. Handover between Interfaces

In client-based nobility protocols, the handover sequence is fully
controlled by the M\, and the MN updates its binding and associ at ed
routing information at its nmobility anchor after | P connectivity has
been established on the newlink. On the contrary, PMPv6 ains to
relieve the MN fromthe IP nobility signaling, while the nobile node
still controls link configuration during a handover. This introduces
a problemduring an MN' s handover between interfaces. According to
the PM Pv6 base protocol [RFC5213], the Access Authentication and the
Proxy Bi nding Update (PBU) are triggered in the access network by the
radio attach procedure, transparently for the MN. In addition, a
delay for the MN's new interface’'s address configuration is not
considered in the handover procedure. As a consequence, the

i mredi ate update of the MN's BCE after the PBU fromthe M\'s nMAG has
been received at the LMA inpacts the performance of the MN' s downlink
traffic as well as its uplink traffic. Performance aspects of
downlink as well as uplink traffic during a handover between
interfaces are analyzed in the subsequent subsecti ons.
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3.2. 1. | ssues with Downlink Traffic

Del ay of availability of an MN's network interface can be caused by
certain protocol operations that the MN needs to performto configure
its new interface, and these operations can take tine. |In order to
conpl ete the address auto-configuration on its new interface, the M
needs to send a Router Solicitation and awaits a Router
Advertisement. Upon receiving a Router Advertisenment fromthe new
MAG the MN can conplete its address configuration and may perform
Duplicate Address Detection (DAD) [ RFC4862] on the new interface.
Only then the MN's new interface is ready to receive packets.

Address configuration can take nore than a second to conplete. |If
the LMA has already switched the nobile node tunnel to point to the
nMAG and started forwardi ng data packets for the MNto the nMAG
during this tine, these data packets may get delayed or |ost because
the MN's new interface is not yet ready to receive data. However,

del aying the PBU, which is sent fromthe new MAGto the LMA after the
M\'s new interface has attached to the network, is not possible, as
the new MAG retrieves configuration data for the MN fromthe LMA in
the PBA, such as the MN's Home Network Prefixes (HNPs) and the |ink-
| ocal address to be used at the MAG

The aforementioned problemis illustrated in Figure 1, which assunes
that the HNP(s) will be assigned under control of the LMA. Hence,
the HNP option in the PBU, which is sent by the new MAG to the LMA
is set to ALL_ ZERO. An MN has attached to the network with interface
(I'F) I'F1 and receives data on this interface. Wen the MN's new
interface I F2 cones up and is detected by the new MAG the new MAG
sends a PBU and receives a PBA fromthe LMA. If the LMA decides to
forward data packets for the MN via the new MAG the new MAG has to
buffer these packets until address configuration of the MN's new
interface has conpleted and the MN's new interface is ready to

recei ve packets. Wile setting up IF2, the MN may not reply to
address resolution signaling [ RFC4861], as sent by the new MAG [ A].

If the MAG s buffer overflows or the MN cannot reply to address
resolution signaling for too long, data packets for the MN are
dropped and the MN can experience severe packet |osses during an

i nter-access handover [B] until IF2 is ready to receive and send data
[d.
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NN + R——— R——— te e
| M| | PMAG | nMAG | LVA
Hommmnn + Foooot oot oot
IF2 I F1 | | |
| | | |
| |- -------- Atach | |
| [ <mm e PBU- - - << - - m - >
| R L PBA- - - - - << c oo e |
| e R Sol -~~~ - > | |
. Rt Adv---- - | | |
|  Addr | | |
| Conf | | |
| | e | —=—=—=—=—=—=—=—=—=—=—=—=—=—====(at a::::::::::::l -
[ | | |
l- - ----=-=-=- - - - - - - - - Attach |
| I R PBU-------- >|
| I | <---emm--- PBA--------- I
| | | <- ====(at a::::::::::::l - -
[A] ')l Cmmmm e m = NSOl ------=-cc e mmo oo | <- ====(at a::::::::::::l --
| | [ B] '7| <- ====(dat a::::::::::::l -
| | | ’?l <- ====(dat a::::::::::::l - -
[----------- RESO| -------cmmmee e oo - - >| <- ====dat a============| - -
| <---------- READV--------------mmm o | : |
Addr. | | | |
Conf. | | | |
| <----------- NSOl -------mmmmmee e - | |
|[------------ NADV------------------- >[ C |
R | ======dat a============| - -

Figure 1: Issue with dual radi o handover

Anot her risk for a delay in forwarding data packets froma new MAGto
the MN's I F2 can be some latency in setting up a particular access
technol ogy’ s radi o bearer or access-specific security associations
after the new MAG received the MN's HNP(s) fromthe LMA via the PBA
si gnal i ng message.

In case an access network needs the MN's | P address or HNP to set up
a radio bearer between an MN's I F2 and the network infrastructure,
the access network nmight have to wait until the nMAG has received the
associ ated information fromthe LMA in the Proxy Binding

Acknowl edgrment. Delay in forwardi ng packets fromthe nMAG to the
MN's | F2 depends now on the latency in setting up the radi o bearer.
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A similar problemcan occur in the case in which the setup of a
required security association between the MN's | F2 and the network
takes tine and such a setup can be performed only after the MNs IP
address or HNP is available on the nMAG

Bot h scenari os, as depicted above, can be found in [TS23.402], where
the protocol sequence during a handover between different accesses
considers a PM Pv6 handshake between the nMAG and the LMA to retrieve
the MN's HNP(s) before access-specific operations can be conpl et ed.

3.2.2. Issues with Uplink Traffic

In the case of an inter-technol ogy handover between two interfaces,
the MN may be able to mmintain connectivity on IF1 while it is

compl eti ng address configuration on IF2. Such a handover nechani sm
is called "nmake-before-break"” and can avoid uplink packet loss in
client-based Mbile IP. However, in a PMPv6 domain, the attachment
of the MNon IF2 will cause the nMAGto send a PBU to the LMA, which
will cause the LMA to update the BCE for this mobility session of the
MN.  According to Section 5.3.5 of the PM Pv6 base specification

[ RFC5213], the LMA may drop all subsequent packets being forwarded by
the MN's pMAG due to the updated BCE, which refers now to the nMAG as
a "Proxy- CoA".

A further issue for uplink packets arises fromdifferences in the
time of travel between the nMAG and LMA in conparison with the tinme
of travel between the pMAG and LMA. Even if the MN stops sending
packets on | F1 before the PBUis sent (i.e., before it attaches IF2
to nMAG, uplink packets frompMAG may arrive at the LMA after the
LMA has received the PBU from nMAG Such a situation can, in
particul ar, occur when the MN's previous link has a high delay (e.qg.,
a G obal System for Mobile Comuni cations (GSM |ink) and is sl ow
conmpared to the handover target link. This characteristic is
illustrated in Figure 2.
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entry for nMAG

oo + oot +-- -+
| M| | NMAG | LVA|
+ommm - + +--- -+ +-- -+
IF2 1 F1 | |
| |\ | | BCE exi sts
| | \ | | for pMAG
|- -]- - --\- - - - Attach |
| | s\ |--------- PBU----------- >| BCE updat e
| | I\ <-------- PBA------------ | for nMAG
| o\ |
| I WA I
| | o |
| I i I
| | | n\ | packet dropped
| | | k --->| as BCE has only
[ I I
| I I
(. I I

Figure 2: Uplink traffic issue with slow links
3.3. Need for a Common Sol ution

To reduce the risk of packet |oss, sone settings on an MN coul d be
chosen appropriately to speed up the process of network interface
configuration. Also, tuning some network paranmeters, such as
increasing the buffer capacity on MAG conponents, could inprove the
handover performance. However, sone network characteristics, such as
access link delay or bearer setup |atency, cannot be easily fine
tuned to suit a particular handover scenario. Thus, a comon
solution that dynamically controls and enhances this handover
complexity using a sinple extension to the PM Pv6 base protocol is
pref erred.

Thi s docunent specifies transient BCEs as an extension to the PM Pv6
protocol. Set up and configuration of a transient BCE can be
performed by means of extended PM Pv6 signaling nessages between the
MAG and the LMA conponent using a new Transient Binding nmobility
option. The transient BCE nechani sm supports three clearly

di stingui shed sequences of transient states to suit various handover
scenarios and to inprove handover performance for both inter- and

i ntra-technol ogy handover. As a result of using transient BCEs,
excessi ve packet buffering at the nMAG during the MN' s handover
process i s not necessary and packet |osses and mgjor jitter can be
avoi ded.
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4. Use of Transient Binding Cache Entries
4.1. Ceneral Approach

The use of transient BCE during an MN' s handover (HO enables greater
control on the forwarding of uplink (U) and downlink (D) traffic to
har moni ze handover performance characteristics with the capabilities
of the handover source and target access networks. Updating of an
M\'s BCE at an LMA is split into different phases before and after
the radio setup and | P configuration being associated with the W's
handover froma pMAG to an nMAG

The use of a transient BCE during an MN s handover splits into an
initiation phase and a phase turning the transient BCE into an active
BCE. Figure 3 illustrates the procedure to enter and | eave a

transi ent BCE during an MN's handover. As a result of the MN's
attachnent at the nMAG the first PBU fromthe MN's nMAG can turn the
M\'s BCE at the LMA and the nMAG into transient state by including a
Transi ent Binding option (Section 5.1). The LMA enters the nMAG as a
further forwarding entry to the MN's BCE without deleting the
existing forwarding entry and narks the BCE state as 'transient’.
Alternatively, in case the nMAG does not include a Transient Binding
option, the LMA can nmake the decision to use a transient BCE during
an MN' s handover and notify the nMAG about this decision by adding a
Transient Binding option in the PBA. After receiving the PBA the
nMAG enters the MN' s data, such as the assigned HNP(s), into its

Bi ndi ng Update List (BUL) and marks the MN's binding with the LMA as
"transient’, which serves as an indication to the nMAG that the
transient BCE needs to be turned into an active BCE

During the transient state, the LMA accepts uplink packets from both
MAGs, the pMAG and the nMAG for forwarding. To benefit fromthe
still available downlink path frompMAG to M\, the LMA forwards

downl i nk packets towards the pMAG until the transient BCE is turned
into an active BCE. Such a downlink forwarding characteristic is
denoted as "late path switch" (L). During a dual radi o handover, an
MN can receive downlink packets via its previous interface; during a
singl e radi o handover, the late path switch supports re-using

avai |l abl e forwardi ng mechanisns in the radi o access networKk.

Appendi x A describes both use cases.

Deci si ons about the classification of an MN's BCE as transi ent during
a handover can be nmade either by the nMAG or the LMA. Detailed
mechani sms showi ng how an nMAG or an LMA finds out to use a transient
BCE procedure are out of scope of this docunent.
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A transient BCE can be turned into an active BCE by different neans,
such as a tinmeout at the LMA, a PBU fromthe nMAG which has no
Transi ent Binding option included, or a deregistration PBU fromthe
pMAG. As soon as the MN's BCE has been initiated to turn into an
active BCE, the LMA switches the forwarding path for downlink packets
fromthe pMAG to the nMAG

o m - + +----+ +----+ o m - +
| MN | | PMAG | nMAG | LMA |
+--- - - + +----+ +----+ +--- - - +
| | | | [ PMAG serves
| | | | MN as
| I | | Proxy- CoAl
I I I I
R | ===============dat a tunnel =====| - - - >dat a
I I I I
[ Handof f | I I
Start] | | |
I I I I
] R [ MN Attach] |
x| | |
e| | | ---PBU(transient)--->[ Add nMAG to
c| | | | MN's BCE,
ul | | <--PBA(transient)----| enter trans-
t] | | | ient state]
] I I I
ol e o - D+U ------- | ===============clat a tunnel :::::l --->dat a
nj-------- U---mmmmmm e e e oo | =====dat a tunnel =====| --->dat a
I I I I
[ Handof f / | I I
Confi guration | | |
Conpl et ed] | [ HO Compl et €] |
| | |-------- PBU-------- >| [Activate
| | | | MN's BCE,
| | | <------- PBA --------- | update for-
| | | | warding path
I I I I to nMAG
S | =====dat a tunnel =====| -- - >dat a
I

Figure 3. General nechani smand forwarding characteristics during
handover with transi ent BCE

Thi s specification considers an optional state when turning the

transient BCE into an active BCE of a transient BCE with a | ate path
swi tch, which keeps the pMAG for sone nore tine as the forwarding

Li ebsch, et al. Experi ment al [ Page 12]



RFC 6058 Transi ent Binding for Proxy Mbile | Pv6 March 2011

entry in the transient BCE, solely to ensure forwardi ng of del ayed
upl i nk packets fromthe pMAG This optional activation state has a
lifetime associated, and term nati on does not need any signaling.

Whet her or not to enter this optional activation state is decided by
the LMA. The LMA may take infornmation about the access technol ogy
associated with the MN's pMAG and nMAG fromthe MN's BCE to decide if
using the activation state is beneficial, e.g., since a slowlink is
associated with the pMAG and uplink packets fromthe pMAG may arrive
del ayed at the LMA

The Transient Binding option allows configuration of the transient
BCE | ate path switch and signaling of associated settings. Signaling
of the Transient Binding option and the LMA's deci si on whet her or not
to use an optional activation state defines the sequence through the
clearly defined transient BCE states, as illustrated and described in
Section 4.4. Section 4.2 describes the required extension to an

LMA' s bi nding cache to support transient BCE operation. Section 4.3
provi des a conci se overvi ew about the possible roles of the nMAG and
the LMA to control a transient BCE handover sequence. Details about
the Transient Binding option and its use are described in Sections
4.5 and 4.6.

4.2. Inpact on Binding Managenent

The use of a transient BCE requires tenporary maintenance of two
forwarding entries in the MN's BCE at the LMA, one referring to the
M\N's pMAG and the other referring to its nMAG  Forwarding entries
are represented according to [ RFC5213] and conprise the interface
identifier of the associated tunnel interface towards each MAG as
wel | as the associ ated access technol ogy information.

Each forwarding entry is assigned a forwarding rule to adnmit and
control forwarding of uplink and downlink traffic to and fromthe
associ ated MAG  Hence, according to this specification, a forwarding
entry can have either a rule that allows only forwarding of uplink
traffic fromthe associated MAG or a rule that allows bidirectional
forwarding fromand to the associated MAG At any time, only one of
the two forwarding entries can have a bi-directional forwarding rule.
The interface identifier and access technol ogy type info can be taken
fromthe PBU received at the LMA and |inked to each forwarding entry
accordingly.

MAGs should maintain the status of an MN's binding and the lifetine
associated with a transient BCE at the LMA in their binding update
list. This is particularly inportant if the new MAG needs to
explicitly turn a binding into an active BCE after the associated
M\N's new interface has proven to be ready to handle IP traffic.
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4.3. Role of the LMA and nMAG in Transient State Contr ol

Thi s section provides an overvi ew about the nMAG s and the LMA' s
possibility to control a transient BCE. Please refer to the Protocol

Qperations sections for a detailed protocol description (Sections 4.5
and 4.6).

4.3.1. Control at the nMAG

Initiate a late path switch - Since the nMAG needs to have know edge
about the nature of a handover to set the Handoff Indicator (H)
option in the PBU and whet her or not the handover inplies a change
in the used radio interface or technology, the nMAGis a suitable
entity to make the decision to delay the downlink path switch in a
controll ed manner by nmeans of a transient BCE. The nMAG can nake
the decision to initiate a transient BCE handover for an MN only
when it knows that the MN supports a delayed downlink path switch
(Section 4.7) according to this specification. It nmay know this
due to a nunmber of factors. For instance, during dual radio
handover, nost cellul ar networks have control |l ed handovers where
the network knows that the host is moving fromone attachnent to
another. In this situation, the Iink-layer nmechani smcan i nform
the mobility functions that this is indeed a novenent, not a new
attachnent and that the MN has sufficient control on its
interfaces to support a transient BCE handover. Where no support
fromthe Iink |ayer exists and no such indication can be provided
to the nMAG by the network, the nMAG MUST assume that the host is
i ncapabl e of this node of operation and enpl oy standard behavi or
as specified in [RFC5213]. In other words, the nMAG initiates a
regul ar [ RFC5213] handover.

The nMAG is also a suitable entity to estimte a maxi num del ay
until the new connection can be used, as it knows about its

| ocally connected radi o network characteristics. Hence, the nMAG
can set the maximumlifetine to delinit the transient BCE
softstate at the LMA. The LMA nmay still override the proposed
lifetime and notify the nMAG about the new lifetinme in the

Transi ent Binding option included in the PBA.

Activation of a transient BCE to performa downlink path switch -
During a transi ent BCE handover, the nMAG nay get an indication
that the MN's radio link can be used and the MN has conpl eted the
setup of the I P address to send and recei ve data packets via the
new link. In this case, the nMAG can initiate turning a transient
BCE into an active BCE before the expiration of the associated
maxi mumtransient BCE |ifetime. To do that, the nMAG sends a PBU
message wi thout the Transient Binding option to the LMA. This
results in a downlink path switch to the nMAG

Li ebsch, et al. Experi ment al [ Page 14]



RFC 6058 Transi ent Binding for Proxy Mbile | Pv6 March 2011

4. 3.

4. 4.

Li e

2. Control at the LMA

Initiate a late path switch - If the LMA has received a PBU w t hout
a Transient Binding option included, the LMA can take a deci sion
to use a transient BCE to optimze the handover performance. The
LMA indicates its selected settings for the late path switch (L)
and the associated maximumlifetine in the Transi ent Binding
option, which is included in the PBA and sent to the nMAG

Deci sion to use an optional activation state - The LMAis a suitable
entity to decide about the use of an optional activation state, as
the LMA has the know edge about the MN' s previous and new access
technol ogy. Hence, the LMA can nake this decision to use an
activation state to tenporarily keep alive the forwardi ng of
upl i nk packets from both MAGs, the pMAG and the nMAG even though
the downlink path has been switched to the nMAG al ready. One
reason to enter such an activation state nmay be a slow |ink
bet ween the pMAG and the LMA as described in Section 3.2.2.

LMA Forwardi ng State D agram

The current specification of transient BCEs covers three clearly
defined transient BCE states at the LMA, which can be used during an
MN' s handover. Each state inplies a dedicated characteristic
regarding forwarding entries, in which forwarding rules for uplink
traffic are maintained separately fromdownlink traffic. This
section explains how the forwarding state sequentially changes during
the optim zed handoff. To suit different handover scenari os,

di fferent sequences through the forwardi ng states can be entered.
Figure 4 depicts the possible cases, their sequence of forwarding
states, and the triggers for the transitions. Two exanple use cases
are described in detail in Appendix Ato illustrate which sequence
through the forwarding states suits a particul ar handover

According to this specification, each BCE has a state associ at ed,

whi ch can be either 'Active' or any of the specified transient states
"Transient-L', 'Transient-LA, or 'Transient-A'. |In the case that a
BCE is in 'Active' state, the information in a BCE and associ at ed
forwardi ng conforms to [ RFC5213].

Any of the transient states inply that the transi ent BCE has two
forwarding entries, which are denoted as pMAG and nMAG in the
forwardi ng state diagram The diagramincl udes information about the
forwarding rule along with each forwarding entry. This rule

i ndi cates whether a forwarding entry is meant to perform forwarding
only for Uplink (U) traffic or to performbi-directional forwarding
for Uplink (U) and Downlink (D) traffic.
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State transitions can be triggered as a result of processing a
received PBU or by a local timeout event on the LMA. In the
forwarding state chart bel ow, the presence of a Transient Binding
option in a PBUis indicated by 'Topt’ as an argunent to a PBU or

PBA, respectively. As a further argunment to a PBU nessage, the
source of the nessage is indicated, which can be either the MN' s nMAG
or pMAG. A PBA is always sent by the LMA and addressed to the
originator of the associ ated PBU.

A handover with transient BCE is either triggered when the nMAG sends
a PBU with a Transient Binding option or when the LMA decides to
answer a normal PBU with a PBA after including a Transient Binding
option. Figure 4 illustrates the possible transitions between an
active BCE and a transient BCE fromthe LMA's point of view It also
shows the direct transition between two active BCE states during an
MN' s handover according to [RFC5213], bypassing any transient states.

The diagramrefers to two tinmeout events. TIMEQUT_1 is set according
to the Lifetine value in a Transient Binding option (see Section 5
for the format of the Transient Binding option), whereas TIMEQUT 2 is
set to ACTI VATI ONDELAY (see Section 8 for the default val ue).

The first sequence of a transient BCE handover is followed when the
LMA decides not to use the optional activation state and i s going
through Transient-L state, in which the LMA continues forwarding
downl i nk packets to the pMAG whereas uplink packets are accepted and
forwarded from both, the pMAG and the nMAG On reception of a PBU
wi thout a Transient Binding option fromthe nMAG a TIMEQUT 1 event,
or the reception of a deregistration PBU fromthe pMAG the
forwarding entry of the pMAGis removed fromthe MN's BCE, and the
BCE state changes to active.

If the LMA decides to use the activation state, the second sequence
is used. In this case, the BCE state turns into Transient-LA
Forwardi ng characteristics in the Transient-LA state are the sane as
for the Transient-L state, but the Transient-LA state follows a
Transient-A state when the LMA receives a PBU fromthe nMAG wit hout a
Transi ent Binding option included or a TIMEQUT_1 event occurs. In
the Transient-A state, the LMA perforns a downlink forwarding path
switch fromthe pMAG to the nMAG whereas uplink packets are still
accepted and forwarded fromboth, the pMAG and the nMAG  The
Transient-A state is termnated by a TIMEQUT 2 event, the forwarding
entry of the pMAGis removed fromthe MN's BCE, and the BCE state
turns to active. |If the LMA receives a deregistration PBU fromthe
pMAG whil e the associated MN's BCE is in Transient-LA state, the
uplink forwarding rule of the pMAGis no longer valid and the
transition through Transient-A state is skipped. In such a case, the
BCE turns into active state inmediately.
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Figure 4: Possible transient forwarding states during a handover
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4.5. MAG Qperation

In case of a handover, the MN' s nMAG may decide to control the MN' s
handover at the LMA to performa late path switch according to the
transi ent BCE procedure. |In such a case, the nMAG incl udes the
Transi ent Binding option in the PBU and sets the L-flag to 1 to
indicate a late path switch. Furthernore, the nMAG MJUST set the
Lifetime field of the Transient Binding option to a value larger than
0 to propose a maxinum lifetime of the transient BCE and to delimt
the delay of switching the downlink path to the nMAG The chosen
lifetime value for the Transient Binding option SHOULD be snall er
than the chosen lifetime value for the PBU registration. O her
fields and options of the PBU are used according to [ RFC5213].

In case the nMAG does not include a Transient Binding option but the
LMA deci des to perform a handover according to the transient BCE
procedure, the nMAG nay receive a Transient Binding option along with
the PBA fromthe LMA as a result of the PBUit sent to the LMNA

In case the nMAG receives a PBA with a Transi ent Binding option
having the L-flag set to 1, it SHOULD link the information about the
transi ent BCE sequence and the associated transient BCE lifetinme with
the MN's entry in the BUL. Since the L-flag of the Transi ent Binding
option is set to 1 to indicate a late path switch, the nMAG MAY turn
an MN's transient BCE into an active BCE before the expiration of the
transient BCE lifetinme (TIMEQUT 1), e.g., when the MN s nMAG detects
or gets informed that address configuration and radi o bearer setup
has been conpleted. To initiate turning a transient BCE into an
active BCE, the nMAG sends a PBU to the LMA without including the
Transient Binding option. Al fields of the PBU are set according to
the procedure for the binding lifetime extension described in Section
5.3.3 of [RFC5213]. In case the lifetime of a transient BCE expires
or the LMA approves turning a transient BCE into an active BCE as a
result of a PBU sent by the nMAG the nMAG MUST del ete all
informati on associated with the transient BCE fromthe MN' s BUL
entry.

In case the nMAG i ncl udes a Transi ent Binding option into the PBU,
only one instance of the Transient Binding option per PBU is allowed.

A MAG which serves the MN current Proxy-CoA while the LMA al ready
has an active or transient binding for the MN pointing to this MAG
SHALL NOT include a Transient Binding option in any subsequent PBU to
create or update a transient BCE for the MN's current registration
with this MAG
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4.6. LMA Qperation
4.6.1. Initiation of a Transient BCE

In case the LMA receives a handover PBU froman MN' s nMAG t hat does
not include a Transient Binding option and the associated MN's BCE is
active and not in transient state, the LMA MAY take the decision to
use a transient BCE and informthe nMAG about the transient BCE
characteristics by including a Transient Binding option in the PBA.
In such a case, the LMA should know about the nMAG s capability to
support the Transient Binding option. The configuration of the MW's
transient BCE is performed according to the description in this
section and the selected transient state. Qherw se, the LMA
processes the PBU according to the PM Pv6 protocol [RFC5213] and
perfornms a normal update of the MN s BCE

In case the PBU fromthe nMAG has a Transi ent Binding option

i ncluded, the LMA must enter the sequence of transient BCE states
according to its decision whether or not to use an optional
activation state. In case the LMA decides not to use an activation
state, it configures the MN's transient BCE and the forwarding rules
according to Transient-L state. As a result, the LMA perfornms a late
path switch and forwards downlink packets for the MN towards the MN' s
pMAG whereas uplink packets being forwarded from both Proxy- CoAs,
the MN's pMAG as well as fromits nMAG will be routed by the LMA

In case the PBU fromthe nMAG has a Transi ent Binding option included
and the LMA decides to use an optional activation state, the LMA
configures the MN's transient BCE and the forwardi ng rul es accordi ng
to Transient-LA state. As a result, the LMA perforns a |late path
switch and forwards downlink packets for the MN towards the MN' s
pMAG whereas uplink packets being forwarded from both Proxy- CoAs,
the MN's pMAG as well as fromits nMAG w Il be routed by the LMNA
In addition, the LMA marks the transient BCE to enter a tenporary
activation phase in Transient-A state after the LMA received an
indication to turn a transient BCE into an active BCE

The LMA sets the lifetime of the transient BCE according to the
lifetime indicated by the nMAG in the Transi ent Binding option’s
lifetime field or may decide to reduce the lifetine according to its
policy. |If the lifetine value in the Transi ent Binding option
exceeds the lifetinme value associated with the PBU nessage, the LMA
MUST reduce the lifetinme of the transient BCE to a value smaller than
the registration lifetime value in the PBU message. 1In the case of a
successful transient BCE registration, the LMA sends a PBA with a
Transi ent Binding option back to the nMAG The L-flag of the
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Transi ent Binding option MJUST be set to 1 in this version of the
specification. The lifetime field is set to the value finally chosen
by the LMA.

In any case where the LMA finds the L-flag of the received Transient
Bi nding option set to 1, but the lifetime field of the Transient

Bi nding option is set to O, the LMA MIJST ignore the Transi ent Binding
option and process the PBU according to [ RFC5213]. After the PBU has
been processed successfully, the LMA sends back a PBA with the status
field set to PBU ACCEPTED_TB_| GNORED_SETTI NGSM SMATCH.

In case the LMA receives a Transient Binding option with the L-flag
set to 0, this version of the specification mandates the LMA to

i gnore the Transient Binding option and process the PBU according to
[ RFC5213]. After the PBU has been processed successfully, the LMA
sends back a PBA with the status field set to

PBU_ACCEPTED_TB_| GNORED_SETTI NGSM SMATCH.

In case the LMA receives a PBUwith a Transient Binding option
included froma MAG that serves already as Proxy-CoA to the
associated MN in an active or transient BCE, the LMA MIJST ignore the
Transi ent Binding option and process the PBU according to [ RFC5213].
After the PBU has been processed successfully, the LMA sends back a
PBA with the status field set to

PBU_ACCEPTED TB_| GNORED_SETTI NGSM SMATCH. I n case the MN' s BCE was
in transient state before receiving such PBU fromthe MAG the LMA
SHALL interpret this PBU as indication to turn a transient BCE into
an active BCE and proceed with |leaving the Transient-L or

Transi ent-LA state, respectively.

In any case where the LMA includes a Transient Binding option in the
PBA, only one instance of the Transient Binding option per PBA is
al | oned.

4.6.2. Activation of a Transi ent BCE

When the LMA receives a PBU fromthe MN' s nMAG that has no Transient
Bi ndi ng option included but the MN\s BCEis in a transient state or
the LMA receives a local event trigger due to expiration of the MN' s
transi ent BCE, the LMA should check whether the forwarding rules for
the associated M\ are set to route the MN's downlink traffic to the
MN's pMAG. |If the forwarding entry for downlink packets refers to
the MN's pMAG the LMA nust update the forwarding information to
forward downlink packets towards the MN's nMAG After the forwarding
pat h has been swi tched, the LMA nust update the MN s BCE accordingly.
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If the transient BCE indicates that the LMA nust consider an
activation state Transient-A after |eaving a transient BCE has been
initiated, the LMA nust keep both forwarding entries for the pMAG and
the nMAG for uplink packets and perform forwardi ng of packets it
receives fromboth Proxy-CoAs. |f no activation phase is indicated,
the LMA sets the state of the MN's BCE to active and del etes any
forwarding entry referring to the MNNs pMAG  The LMA nust del ete any
schedul ed ti meout event for the MN that is associated with a

transi ent BCE.

When the LMA receives a deregistration PBU fromthe MN' s pMAG which
has the registration lifetinme set to 0 and the MN's BCE is in
transient state, the LMA nust update the forwarding rules for the MN
and switch the downlink traffic path fromthe pMAG to the nMAG
Furthernore, the LMA sets the state of the MN's BCE to active and
renoves any forwarding entry towards the pMAG fromthe MN s BCE,
irrespective of whether or not the transient BCE was configured to
enter an activation state of Transient-A

When the LMA receives a local event trigger due to the expiration of

a tinmer that has been set to ACTI VATI ONDELAY and schedul ed to

term nate the activation state of an MN's transient BCE, the LMA sets
the state of the MN's BCE to active and renoves any forwardi ng entry

towards the pMAG fromthe MN s BCE.

When the LMA receives a PBU for binding lifetime extension fromthe
M\N's pMAG while the MN's BCE is in transient state, the LMA nust
approve the lifetinme extension to pMAG according to [ RFC5213] and
proceed with the transi ent BCE handover towards nMAG according to
this specification.

When the LMA receives a PBU from pMAG or a (n+1) MAG, which indicates
a handover, e.g., according to the indications specified in

[ RFC5213], while the MIN's BCE is in any of the specified transient
states, the LMA MJST terminate the transient state and performa
handover to pMAG or (n+1) MAG respectively, according to [ RFC5213].
After the PBU has been processed successfully, the LMA sends back a
PBA to the MAG that sent the PBU. |If the PBU included a Transient

Bi ndi ng option, the LMA nust ignore the Transient Binding option and
set the status code of the PBA to

PBU_ACCEPTED_TB_| GNORED_SETTI NGSM SMVATCH.
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4.7. MN Qperation

For a single radio handover, this specification does not require any
additional functionality on the nobil e node, when conpared to
[ RFC5213] .

During dual radi o handover, the MN benefits nost fromthe transient
BCE extension to PMPv6 when it is able to keep comruni cati on on the
previous interface while it is setting up its handover target
interface with the configuration context that has been received as a
result of the newinterface's attachment to the nMAG  Vari ous
techni ques enabl e support for such an operation, e.g., the use of a
virtual interface on top of physical radio interfaces [ NETEXT] or

i mpl ement ati on-specific extensions to the MN' s protocol stack
Detail s about how to enabl e such make-before-break support on the M\
are out of scope of this docunent.

4.8. Status Val ues

This section specifies the followi ng PBA status value (6) for

transi ent binding cache entry support. This status value is smaller
than 128 and has been added to the set of status values specified in
[ RFC5213] .

PBU_ACCEPTED_TB_| GNORED_SETTI NGSM SMATCH: 6

The LMA has processed and accepted the PBU, but the attached
Transi ent Bi nding option has been ignored.

4.9. Protocol Stability

The specification and use of transient BCEs ensures that correct

PM Pv6 operation according to [ RFC5213] will not be broken in any
case. Such cases include |oss of signaling information and

i nconpatibility between an nMAG and an LMA in case one or the other
si de does not support the transient BCE option. The followi ng |ist
sunmari zes such cases and descri bes how the PM Pv6 protocol operation
resol ves incompatibility or loss of a signaling message.

LMA does not support transient BCEs: |In case the nMAG sends a PBU
with a Transient Binding option included to an LMA but the LMA
does not support transient BCEs, the LMA i ghores the unknown
option [RFC3775] and processes the PBU according to [ RFC5213].
Since the nMAG recei ves a PBA that has no Transi ent Binding option
included, it does not set any transient binding information in the
M\N's BUL entry and operates according to [ RFC5213].
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nMAG does not support transient BCEs: |In case the LMA nmakes the
decision to perform a handover according to any of the specified
transi ent BCE sequences and includes a Transient Binding option in
the PBA, the receiving nMAG i gnores the unknown option [ RFC3775]
and processes the PBA according to [ RFC5213]. As the LMA does not
get any further indication or feedback about the inconpatibility
at the nMAG the LMA enters the selected transient state, which
will be terminated at the latest time after (TIMEQUT 1 +
ACTI VATI ONDELAY) seconds. During this period, the nMAG perforns
according to the PM Pv6 specification [ RFC5213], whereas the LMA
will accept all uplink packets for the MN, fromthe pMAG as well
as fromthe nMAG according to the transient BCE specification. It
is transparent to the nMAG if the LMA forwards downlink packets to
the pMAG during the transi ent BCE phase; thus, no protocol
conflict occurs due to the different states on the nMAG and t he
L VA,

Loss of Transient Binding option: As the Transient Binding option is
included in the PBU and PBA, recovery from signaling packet |oss
is according to the PM Pv6 protocol operation and associ ated
re-transm ssi on mechani sms [ RFC5213] .

Mssing PBU to turn a transient BCE into an active BCE: According to
this specification, alifetime for TIMEQUT_1 is signaled in the
Transi ent Binding option, and turning a transient BCE into an
active BCEis initiated at the latest tine after the timer
TIMEQUT_1 has el apsed. In case PBU signaling is |ost or the nMAG
fails to initiate turning a transient BCE into an active BCE, the
transient state of the MVs BCE will be terninated after
expiration of the set lifetinme, i.e., stable operation of the
PM Pv6 protocol [RFC5213] has reliably recovered.

Lost connection with pMAG during late path switch: In case an WN
| oses connectivity to its pMAG during a transient BCE phase with
|ate path switch and the nMAG fails to initiate turning a
transient BCE into an active BCE to performthe path switch to the
nMAG in a worst-case scenario, downlink packets are lost until
the chosen TIMEQUT 1 expires. After TIMEQUT 1 seconds, the
prot ocol operation has been recovered successfully. However, this
case is very unlikely for two reasons: |If the connectivity to the
pPMAG is lost, the pMAG will send a deregistration PBU for the WN
to the LMA, which results in turning the transient BCE into an
active BCE and in a path switch. Furthernmore, the nMAG wil |
initiate turning the transient BCE into an active BCE as soon as
the setup of the data |ink between the MN and the nMAG has been
conpleted (Section 4.4). Note that this case, in particular,
af fects downlink packets, whereas uplink packets can be sent
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t hrough the new connection after a broken link to the pMAG has
been det ect ed.

Binding lifetinme extension frompMAG while MN's BCE is transient: As
the binding lifetine of the pMAG and the nMAG is not correl ated,
pMAG may send a PBU for binding lifetine extension to the MN's LMA
while the MN's BCE is in transient state. |In such a case, the LMA
will approve the binding lifetinme extension to pMAG according to
[ RFC5213] and proceed with the transi ent BCE handover towards nMAG
according to this specification.

The specification of the transient BCE extension maintains stable
operation of PMPv6 in case the MN perforns very frequent handover,
e.g., novement while the MN's handover between the pMAG and t he nMAG
is still in progress. Such corner cases are summarized in the
following list.

Handover to (n+1) MAG during transient BCE: In case the MN's BCE is
transient due to a handover fromthe pMAG to nMAG and during the
transient BCE, the MN perfornms a further handover to a MAG that is
different frompMAG and nMAG say to (n+l1) MAG the LMA term nates
the transient BCE and perforns a handover to (n+1) MAG according to
[ RFC5213] .

Handover back to pMAG during transient BCE (ping pong): |In case the
M\'s BCE is transient due to a handover fromthe pMAG to nMAG and
the MN noves back from nMAG to pMAG during the transient BCE, the
LMA termi nates the transient BCE and perforns a handover to pMAG
according to [ RFC5213].

5. Message Format
5.1. Transient Binding Option

This section describes the fornat of the Transient Binding option,
whi ch can be included in a Proxy Binding Update nessage and a Proxy

Bi ndi ng Acknow edge nessage. The use of this Mbility Header option
is optional.

The Transient Binding option can be included in a PBU nessage, which
is sent by an MN's nMAG as a result of a handover. |In such a case,
the nMAG controls the transient BCE on the LMA. Alternatively, the
LMA may attach the Transient Binding option in a PBA for two reasons.
Either it replies to a received PBU with an attached Transient

Bi ndi ng option to approve or correct the transient BCE lifetinme, or
it notifies the nMAG about its decision to enter a transient BCE

wi t hout having received a Transient Binding option fromthe nMAG in

t he associ ated PBU bef or ehand.
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The Transi ent Binding option has no alignment requirement. |Its
format is as foll ows:

0 1 2 3
01234567890123456789012345678901
i I s I i i S SR S S S

| Type | Length | Reserved | L] Lifetime
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Type: ldentifies the Transient Binding option (43).

Length: 8-bit unsigned integer indicating the length of the option in
octets, excluding the Type and the Length fields. This field MJST be
set to 2.

L-Flag: Indicates that the LMA applies late path switch according to
the transient BCE state. |If the L-flag is set to 1, the LMA
continues to forward downlink packets towards the pMAG Different
setting of the L-Flag may be for future use.

Lifetime: Maximumlifetime of a Transient-L state in multiple of 100
ns.

6. | ANA Consi derati ons

Thi s specification adds a new Mdbility Header option, the Transient

Bi nding option. The Transient Binding option is described in

Section 5.1. The Type value (43) for this option has been registered
in the Mobility Options registry, the nunbering space allocated for
the other mobility options, as defined in [ RFC3775].

Thi s specification al so adds one status code value to the Proxy

Bi ndi ng Acknow edge nessage, the

PBU_ACCEPTED_TB_| GNORED_SETTI NGSM SMATCH st atus code (6). The
PBU_ACCEPTED TB | GNORED _SETTI NGSM SMATCH st atus code is described in
Section 4.8. |Its value has been assigned fromthe Status Codes sub-
registry as defined in [ RFC3775] and has a value smaller than 128.

7. Security Considerations

Si gnal i ng between MAGs and LMAs as well as information carried by PBU
and PBA nessages is protected and authenticated according to the
mechani sms described in [RFC5213]. No new security considerations
are introduced in addition to those in [RFC5213]. Thus, the security
consi derati ons described throughout [RFC5213] apply here as well.
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10.

11.

11.

11.

In case the MAGs or LMAs make use of a further protocol interface to
an external conponent, such as for support of transient BCE control,
the associ ated protocol nust be protected and information nust be
aut henti cat ed.

Prot ocol Configuration Variabl es

LMA val ues:

0 ' ACTI VATI ONDELAY' : This value is set by default to 2000 ns and can
be adm nistratively adjusted.
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Appendi x A. Exanpl e Use Cases for Transient BCE
A.1. Use Case for Single Radi o Handover

In sone systens, such as the 3GPP Evol ved Packet Core, PMPv6 is
supported for providing network-based nobility between the Serving
Gateway (i.e., MAG and the Packet Data Network Gateway (i.e., LM
and handover mechani snms are inplenmented in the access network to
optim ze handover for single radio nobile nodes [TS23.401].

In such a system a well structured inter-MAG handover procedure has
been devel oped and effectively used. In order to switch the data
tunnel path between the LMA and the pMAG in a systematic way that
reduces packet |oss and delay, this inter-MAG handover sets up the
uplink data path fromthe nobile node through the nMAG and to the LMA
first. As soon as the uplink data path is set up, the nobile node is
able to forward uplink data packets through the nMAG to the LMNA

Since the downlink data path between the LMA and the nMAG is not set
up at the sane tine as the uplink data path, the LMA rmust continue to
forward downlink data packets to the pMAG Additionally, this system
utilizes a layer 2 forwardi ng nmechanismfromthe previ ous Access

Net work (pAN) to the new Access Network (nAN), which enabl es the
delivery of the downlink data packets to the nobile node | ocation
whi |l e being attached to the nMAG

In order for the LMAto be able to forward the nobil e node uplink
data packets to the Internet, the transient BCE nechanismis used at
the nMAG to send a PBU with the Transient Binding option to allowthe
LMA to create a transient BCE for the nobile node with uplink
forwardi ng capabilities while maintaining uplink and downli nk
forwardi ng capabilities for the Proxy-CoA that is hosted at the pMAG

During the lifetinme of the transient BCE, the LMA continues to accept
uplink traffic fromboth previ ous and new MAG whi |l e forwarding
downlink traffic to the pMAG only. Wiile the MNis able to receive
downlink traffic via the pMAG the mechanismused in the pMAG s
access network to forward downlink traffic to the current |ocation of
the mobil e node in the nMAG s access network during an intra-

technol ogy handover is out of scope of this description.

When the nMAG receives an indication that the inter-MAG handover
process has conpl eted, the nMAG sends anot her PBU wi t hout including a
Transi ent Binding option to update the nobile node’s transient BCE to
a regular PMPv6 BCE with bi-directional capabilities. This
mechanismis used by the LMA as an indication to switch the tunnel to
point to the nMAG which results in a snmoother handover for the M\

Li ebsch, et al. Experi ment al [ Page 28]



RFC 6058 Transi ent Binding for Proxy Mbile | Pv6 March 2011

An exampl e of using a transient BCE for intra-technol ogy handover is
illustrated in Figure 5. Wen the nMAG receives the indication that
the MNis nmoving fromthe pMAG s access network to the nMAG s area,
the nMAG sends a PBU on behalf of the MNto the M's LMA. In this
PBU, the nMAG includes the MN-ID, the HNP, and the interface ID as
per PM Pv6 base protocol [RFC5213].

Furt hernmore, the nMAG i ndi cates an intra-technol ogy handover by means
of the H option and includes the Transient Binding option to
indicate to the LMA that this registration should result in a
transient BCE with a |ate downlink path switch. The nMAG sets the
value of the transient BCE lifetinme to a value that is dependent on

t he depl oyment and operator specific [D.

After the nMAG receives an indication that the MN has conpl eted the
handover process and the data path is ready to nove the tunnel
completely fromthe pMAGto the nMAG the nMAG SHOULD send a PBU to
allowthe LMA to turn the MN's transient BCE into a regular BCE and
to switch the data path conpletely to be delivered through the new
Proxy-CoA. In this case, the nMAG sends a PBU with the M\-ID,
Interface ID, and HNP and at the same time indicates an intra-

technol ogy handover by neans of the H option. 1n this PBU, the nMAG
MUST NOT include the Transient Binding option, as shown in Figure 5

[El.

In the event that the nMAG receives downlink traffic destined to the
MN fromthe LMA after sending a PBU with the Transient Binding option
i ncl uded, the nMAG MJST deliver the downlink traffic to the MN. In
this case, the nMAG SHOULD send a PBU to ensure that the transient
BCE has been turned into an active BCE.
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+----- + +----+ +----+ +----- +
| MN | | PMAG | nMAG | LMA |
+----- + +----+ +----+ +----- +
| | | bi-directional |
| |<<<<<<<<::::::::::::::::::::::>>>>>>>>|<__>

I I I
I I I
[ Handof f Event ] | | |
| [ MN HO Event] | |
| [ HO Event Acquire] |
I

I

I I

[LL Attach to |
nMVAG | | ----- PBU(transient)----- >|

I

|

I

| _ [D]
| | <----- PBA(transient)----- |

I I I

| | bi -directional |

| |<___>|<<<<<<<<::::::::::::::::::::::>>>>>>>>|<-->
I PAN I I I

| | omeeeees >| | |

| | nAN | |
R | | uplink only |
[---mmmmmm e >| - --- > >>>>>>===========>S>>5>>| - - - >
I I I I

I I [ HO Conpl et €] I

| | [EREEEEEEEE PBU--------- - >|

I I I [ E]

| | | <-mmmmme-- PBA ----------- |

I | I I

| | | <<<<<<K<K<L=========5555555> <- - >
I I

Figure 5: Transient BCE support for an intra-technol ogy handover
A 2. Use Case for Dual Radi o Handover

During an inter-technol ogy handover, the LMA shall, on the one hand,
be able to accept uplink packets of the MN as soon as the M has
finalized address configuration at the new | F2 and may start using
the new interface for data traffic, i.e., the PBU for the uplink
shal | be done before the radio setup procedure is finalized. But, to
allow the MN to keep sending its data traffic on I F1 during the
handover, uplink packets with the previously existing binding on | F1
shall still be accepted by the LMA until the M detaches from pMAG
with F1 and the pMAG has deregistered the MN's attachnment at the LMA
by neans of sending a PBUwith [ifetine 0. This is of particular

i mportance as sending the registration PBU fromthe nMAG i s
transparent to the nobile node, i.e., the MN does not know when the
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PBU has been sent. On the other hand, switching the downlink path
fromthe pMAG to the nMAG shall be performed at the LMA only after
completion of the IP configuration at the MN's I F2 and after a

conpl ete setup of the access |link between the MN and the nMAG  How
|l ong this takes depends on sone interface-specific settings on the WN
as well as on the duration of the target systenis radio | ayer
protocols, which is transparent to the LMA but may be known to MAGs.

Simlar to the use case for single radi o handover, a transient BCE
can be utilized for MNs with dual radio capability. Such M\Ns are
still able to send and receive data on the previous interface during
the address configuration on the new interface. Forwarding between
the nMAG and pMAG i s not required, but the case in which the LMA

i medi ately starts forwardi ng downlink data packets to the nMAG has
to be avoided. This is enabled by a PBU that has the Transient

Bi nding option included, so that it is not necessary that MN and LNA
synchroni ze the point in tine for switching interfaces and turning a
transient BCE into an active BCE

When the handover is finalized, the nMAG sends a second PBU wit hout
including the Transient Binding option and the LMA turns the MN's BCE
into an active BCE. This PBU may overtake packets-on-the-fly from W
to LMA via pMAG (e.g., if the previous interface was of type GSM or
Uni versal Mbbil e Tel ecomruni cati ons System (UMIS) with up to 150
mlliseconds of uplink delay). The LMA has to drop all these packets
fromthe pMAG due to the characteristics of the MN's active BCE

This can be avoi ded by entering another transient BCE state
(Transient-A) during the activation phase and is characteristic for
this use case. \Whether or not to enter a Transient-A state is

deci ded by the LMA

The use of a transient BCE for an inter-technol ogy handover is
exenplarily illustrated in Figure 6. The MN attaches to the PM Pv6
network with IF1 according to the procedure described in [ RFC5213].
The MN starts receiving data packets on IF1. Wen the MN activates

I F2 to prepare an inter-technol ogy handover, the nMAG receives an
attach indication and sends the PBUto the LMA to update the MN' s
poi nt of attachnent and to retrieve configuration information for the
MN (e.g., HNP). The LMA is able to identify an inter-technol ogy
handover by nmeans of processing the H option conming along with the
PBU sent by the nMAG As in this exanple, the nMAG i ncl udes the
Transient Binding option in the PBUto control the transient BCE at
the LMA, the LMA updates the MN' s BCE according to the transient BCE
specification described in this document and marks the state of the
BCE as "transient’ [F].
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As a result of the transient BCE, the LMA keeps using the previous
forwardi ng i nformation towards the pMAG bi ndi ng as forwarding
information until the transient BCE gets turned into active. The LMA
acknow edges the PBU by neans of sending a PBA to the nMAG The nMAG
now has rel evant information available, such as the MN's HNP, to set
up a radi o bearer and send a Router Advertisement to the MN\. Wile
the MN's BCE at the LMA has a transient characteristic, the LMA
forwards uplink packets fromthe MN's pMAG as well as fromits nMAG
The nMAG may recogni ze when the MN's IF2 is able to send and receive
data packets and sends a new PBU to the LMA wi thout including the
Transient Binding option to initiate turning the MN's transient BCE
into an active BCE[G. As a result of successfully turning the W's
transient BCE into an active BCE, downlink packets will be forwarded
towards the MN's IF2 via the nMAG [ H] .

| | ----PBU(transient)--->|
| | <---PBA(transient)---[F]

R + R R -t
| M| | PMAG | NMAG | LMA|
FER + R R FE—
IF2 1 F1 | | |
| | | | |
| |- - - - - - - - - Attach | |
| | I PBU--------------- >|
| | | <----mmmemae-- PBA---------------- |
| - Rt Sol ------- >| | I
| | <=------ Rt Adv-------- | | |
| Addr | | |
| Conf | | |
| | Cmm e e e e e e o >| —====—===—==========(at a::::::::::::l e e m >
| | | | |
|- - - - - - - - . . .. .. ... Atach |
| |
| |
|
| | Cmm e e e e e e | —====—===—==========(at a::::::::::::l <---
[------- Rt Sol - (optional )------------- >| |
I RIADV---------cmmmmmm oo | |
Addr. | | | |
Conf | | | |
|ocomeeae N [ S PBU - - - - --- Sge
| | [ Semmees PBA -~ |
Qo o o e e e e e e e e e e e e e e e e | ========dat a=========[ H| <- - >

Figure 6: Late path switch with PM Pv6 transi ent BCEs
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Appendi x B. Applicability and Use of Static Configuration at the LMA

During the working group discussion of the functionality introduced
by this docunent, it was nentioned that sone current Hone Agents are
al ready handling sone features and functionality introduced in this
docunent via some static configuration. This Appendi x captures the
anal ysis that describes which functionality can be handl ed securely
using a static configuration and which can not. 1In these cases where
static configuration can be used, this section docunents the possible
di sadvant ages versus using the procedures captured in this docunent.

B.1. Early Uplink Traffic fromthe nMAG

This use case is related to the handoff scenario when the access
networ k establishes the uplink tunnel to the LMA before the downlink
portion is done. Consequently, when the nobile node is attached to
the nMAG and in the case of active handoff, the UE will start sending
uplink traffic to the LMA through the nMAG

Since the LMA has a proxy BCE for this nmobile node that points to the
Proxy-CoA that is hosted at the pMAG the LMA has a routing entry for
the MN HNP that points to the pMAG LMA tunnel. Any uplink packet
coming fromthe nMAG will be dropped by the LMNA

Allowing the LMA to forward the received uplink traffic fromthe nMAG
to the Internet while the MN BCE points to the Proxy-CoA hosted at
the pMAGis a violation of all nmobility protocols that require a
secure signaling exchange between the nMAG and the LMA before
forwardi ng such traffic to the Internet. Oherwise, the LMA will be
nmodi fying the nobile node’s routing entry based on an unsecured data
traffic packet coming fromthe nMAG

Therefore, this case cannot be addressed by any statically configured
information on the LMA. On the contrary, a secure signaling using
Transi ent Binding option as detailed in this docunment is required to
create a transient state for the nobile node BCE at the LMA. This
transient state will allow a tenporary routing entry of the nobile
node to point to the nMAG Proxy- CoA.

B.2. Late Uplink Traffic fromthe pMAG

This case is a very conmon case where the nobile node is handing over
to another MAG while there is still some uplink traffic in flight
coming fromthe pMAG In this case, the LMA has the MN BCE points to
the mobil e node | ocation before the handoff, i.e., pMAG Proxy- CoA.
Then the LMA receives a PBU fromthe nMAG over a secure signaling
tunnel, e.g., IPsec tunnel, which indicates sone type of handoff as
per the value in the handoff indicator nobility option.
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If the PBU received fromthe nMAG was sent using the secure tunnel
and successfully processed by the LMA, the LMA according to [ RFC5213]
switches the IP-in-1P tunnel to point to the nMAG Proxy- CoA.

However, as the LMAis fully aware of the nobile node novenent via
secure signaling fromthe nMAG and the content of the PBU, which, in
particul ar, contains the Handoff |ndicator nobility option, the LMA
can process sone intelligence to allow the nobile node’'s |ate
in-flight uplink traffic com ng over the pMAG LMA tunnel to proceed
to the Internet.

In order to handle all handoff circunstances, the activation

mechani sm as described in this docunent is preferable over a
statically configured tinmer, and it would dynamically help in ending
the late forwarding fromthe pMAG based on a protected signaling from
the pMAG

B.3. Late Switching of Downlink Traffic to nMAG

One main use case of transient bindings is the late sw tching of
downlink traffic routing at the LMA. This allows IP nobility

prot ocol signaling between nMAG and LMA to be perforned decoupl ed
fromthe setup of the new link-layer connectivity, e.g., for
performng a handover to an interface with time-consuming link setup
procedures or for a nake-before-break handover between interfaces.

LMA behavi or according to [ RFC5213] does not allow for late path

swi tching. The LMA, according to [ RFC5213], can only act upon the
Handover | ndicator and has no infornmation on the tinme of conpletion
of link layer setup. Even if an LMA inplenentation would be
configured to delay the path switching by a fixed tinme, which would
violate [ RFC5213], this would not |ead to snooth handover perfornmance
but woul d even add | atency to the handover. Only additi onal
signaling as provided by this docunment provides the information that
|late switching is applicable and enabl es a synchroni zati on of the
handover sequence, i.e., the switching is adapted both to the
finalization of the link between nobile terninal and nMAG and to the
rel ease of the link between nobile term nal and pMAG what ever cones
first. Stable handover performance is achi eved using protected

PM Pv6 signaling as per [RFC5213].
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