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1.

1.

1.

I nt roducti on

Thi s docunent provides the transport-specific information ("binding")
necessary to convey i Cal endar Transport-independent Interoperability
Protocol (iTIP) [iTIP] over Internet email (using MME) as defined in
[ RFC5322] and [RFC2045]. Therefore, this document defines the

i Cal endar Message-Based I nteroperability Protocol (iMP).

1. Rel ated Menps

I mpl enenters will need to be famliar with several other nenpbs that,
along with this nmeno, forma framework for Internet cal endaring and
schedul i ng st andar ds.

Thi s docunent specifies an Internet email binding for iTIP

[i CAL] specifies a core specification of objects, data types,
properties, and property paraneters.

[ITIP] specifies an interoperability protocol for scheduling between
different inplenmentations.

This nmeno does not attenpt to repeat the specification of concepts or
definitions fromthese other nenos. \Where possible, references are
made to the neno that provides for the specification of these
concepts or definitions.

2. Formatting Conventions

The nechani sns defined in this meno are defined in prose. 1n order
to refer to elements of the cal endaring and schedul i ng nodel, core
object, or interoperability protocol defined in [i CAL] and [iTIP],

some formatting conventions have been used.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Cal endari ng and scheduling roles are referred to in quoted strings of
text with the first character of each word in uppercase. For
exanple, "Organizer" refers to a role of a "Calendar User" within the
schedul i ng protocol defined by [iTIP].

Cal endar conponents defined by [i CAL] are referred to with
capitalized, quoted strings of text. Al cal endar conponents start
with the letter "V'. For exanple, "VEVENT" refers to the event

cal endar conponent, "VTODO' refers to the to-do cal endar conponent,
and "VJOURNAL" refers to the daily journal cal endar conponent.
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Schedul i ng met hods defined by [i TIP] are referred to with
capitalized, quoted strings of text. For exanple, "REQUEST" refers
to the nmethod for requesting a scheduling cal endar conponent be
created or nodified; "REPLY" refers to the nethod a recipient of a
request uses to update their status with the "Organizer" of the

cal endar conponent.

Properties defined by [i CAL] are referred to with capitalized, quoted
strings of text, followed by the word "property". For exanple,
"ATTENDEE" property refers to the iCal endar property used to convey

t he cal endar address of a "Cal endar User".

Property paraneters defined by [i CAL] are referred to with | owercase,
quoted strings of text, followed by the word "paraneter”. For

exanpl e, "value" paraneter refers to the i Cal endar property paraneter
used to override the default data type for a property val ue.

1.3. Term nol ogy

The email ternms used in this meno are defined in [ RFC5322] and
[ RFC2045]. The cal endaring and scheduling terns used in this neno
are defined in [IiCAL] and [iTIP].

2. M ME Message Fornmat Bi nding

This section defines the nessage binding to the MM el ectronic mail
transport.

The sections belowrefer to the "originator" and the "recipient" of
an iMP nessage. |n the case of a "request" nethod, the originator
is the "Organizer" and the recipient is an "Attendee" of the event.
In the case of a "response"” nethod, the originator is an "Attendee"
and the recipient is the "Organizer" of the event.

The [ RFC5322] "Reply-To" header field typically contains the enail
address of the originator of the scheduling nessage. However, this
cannot be guaranteed because the sender of the i MP nessage m ght not
be the originator of the scheduling nessage and the sender’s "Mil
User Agent” (MJA) m ght not enforce i MP semantics by translating the
originator’'s address into the "Reply-To" email header field.

2.1. MM Media Type
A MM entity containing content information formatted according to
this document will be referenced as a "text/cal endar” content type

[iICAL]. It is assuned that this content type will be transported
through a M ME el ectronic mail transport.
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2.2. Security

This section addresses several aspects of security including

aut hentication, authorization, and confidentiality. Authentication
and confidentiality can be achi eved using Secure/M Me (S/' M ME)

[ RFC5750] [ RFC5751], which uses the Security Multiparts framework for
M ME [ RFC1847].

2.2.1. Authorization

In i TIP nessages [i TIP], only the "Organi zer" is authorized to nodify
or cancel calendar entries she organi zes. That is,

spoof @yz. exanple.net is not allowed to nodify or cancel a neeting
that was organi zed by a@xanple.com Furthernore, only the
respondent has the authorization to indicate their status to the
"Organi zer". That is, the "Organizer" MJST ignore an i TIP nessage
from spoof @yz. exanpl e. net that declines a neeting invitation for
b@xanpl e. com

I mpl enentations of i MP SHOULD verify the authenticity of the creator
of an i Cal endar object before taking any action. Methods for doing
this are presented later in this docunent.

[ RFC1847] message flow in i TIP supports someone working on behal f of
a "Cal endar User" through use of the "sent-by" paraneter that is
associated with the "ATTENDEE' and "ORGAN ZER' properties. However,
there is no mechanismto verify whether or not a "Cal endar User" has
aut hori zed soneone to work on their behalf. It is left to

i npl ementations to provide nmechani snms for the "Cal endar Users" to
make that deci sion.

2.2.2. Authentication

Aut henti cati on MJST be perfornmed using S/IM M [ RFC5750] [ RFC5751].
Aut hentication is possible only on nmessages that have been signed.
Unaut henti cat ed nmessages (i.e., unsigned nessages) may not be
trust ed.

2.2.3. Confidentiality
To ensure confidentiality using i MP, inplenentations SHOULD utilize
encryption specified in S/IM M [ RFC5750] [ RFC5751]. i M P does not

restrict a "Calendar User Agent" (CUA) from forwarding i Cal endar
objects to other users or agents.
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2.3. Emmil Addresses

The cal endar address specified within the "ORGAN ZER' and " ATTENDEE"
properties in an i Cal endar object sent using i MP MJST be a proper
"mailto:" [MAILTQ URI specification for the correspondi ng

"Organi zer" or "Attendee" of the "VEVENT" or "VTODO'.

Because [i TIP] does not preclude "Attendees" from forwarding
"VEVENT"s or "VTODO's to others, the [ RFC5322] "Sender" val ue may not
equal that of the "Organizer”. Additionally, the "Organizer" or
"Attendee" cannot be reliably inferred by the [ RFC5322] "Sender" or
"Repl y-To" header field values of an i M P nessage. The relevant
address MJST be ascertai ned by opening the "text/cal endar" M ME body
part and exam ning the "ATTENDEE' and "ORGAN ZER' properti es.

2.4. Content-Type Header Field

A M ME body part containing content information that conforns to this
docunent MUST have an [ RFC2045] "Content-Type" val ue of
"text/calendar". The [RFC2045] "Content-Type" header field MJST al so
include the M ME parameter "nethod". The value MJST be the sane
(ignoring case) as the value of the "METHOD' property within the

i Cal endar obj ect.

Note 1: A M ME nessage containing nultiple iCal endar objects with
different "nethod" values MJST be further encapsulated with a
"mul tipart/mxed" MM entity [ RFC2046]. This will allow each of
the i Cal endar objects to be encapsulated within their own
"text/calendar" MM entity.

Note 2: A M ME body part with a "Content-Type" val ue of

"text/cal endar" that |acks the "nethod" parameter is not
considered to be an i MP body part and thus is not subject to the
requirenents specified in this docunent.

Note that according to [i CAL] the default character set for i Cal endar
objects is UTF-8 [UTF-8]. However, the default character set for a
"text/*" MME entity according to [RFC2046] is US-ASCII. Thus, a
"charset” M ME paraneter MJST be present if the iCal endar object
contains characters that can't be represented in the US- ASCl |
character set and, as specified in [iCAL], it MJST have the val ue
"UTF-8".

The optional "component"” M ME paraneter defines the i Cal endar
component type contained within the i Cal endar object.
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The following is an exanple of this header field with a val ue that
i ndi cates an event nessage.

Cont ent - Type: text/cal endar; net hod=REQUEST; charset=UTF-8;
component =vevent

The "text/cal endar"” content type allows for the scheduling nessage
type to be included in a M ME nmessage with other content information
(i.e., "multipart/mxed") or included in a MM nessage with a cl ear-
text, human-readabl e form of the scheduling nessage (i.e.,
"multipart/alternative" [RFC2046]).

In order to permt the information in the scheduling nessage to be
under stood by M ME User Agents (UAs) that do not support the
"text/cal endar” content type, scheduling messages SHOULD be sent with
an alternative, human-readable formof the information

Note that "multipart/alternative" MJUST NOT be used to represent two
slightly different iCal endar objects, for exanple, two "VEVENT"s with
alternative starting tines.

CUAs can use other M ME paraneters of the "Content-Type" header
field, as well as a |language specified in the Content-Language header
field [ RFC3282], to pick a "text/calendar" part for processing if a
"multipart/alternative" M ME nmessage contains nore than one

"text/cal endar" part.

Any receiving UA conpliant with this specification MJST be able to
process "text/cal endar" body parts enclosed within "nultipart/*".
Note that a "nultipart/m xed" M M nessage can include nultiple
"text/cal endar" conponents. The receiving UA MJST be able to process
all of them

2.5. Content-Transfer-Encodi ng Header Field

Unless an i M P nessage is transported over 8-bit clean transport
(such as SMIP [8BITM ME] ), a transfer encodi ng such as quoted-
printabl e or base64 [ RFC2045] MUST be used for i Cal endar objects
contai ning any characters that can’t be represented in the US-ASCl I
character set. For exanple:
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From userl@xanpl e.com

To: user2@xanpl e. com

Subj ect: Phone Conference

M me-Version: 1.0

Date: Wed, 07 May 2008 21:30: 25 +0400

Message- | D. <4821E731. 5040506@ apt opl. exanpl e. cone

Cont ent - Type: text/cal endar; met hod=REQUEST; charset=UTF-8
Cont ent - Transf er - Encodi ng: quot ed-pri ntabl e

BEG N: VCALENDAR

PRODI D: -/ / Exanpl e/ Exanpl eCal endar C i ent//EN

METHOD: REQUEST

VERSI ON: 2. 0

BEG N: VEVENT

ORGANI ZER: mai | t 0: user 1@xanpl e. com

ATTENDEE; ROLE=CHAI R, PARTSTAT=ACCEPTED: mai | t 0: user 1@xanpl e. com

ATTENDEE; RSVP=YES; CUTYPE=I NDI VI DUAL: nai | t 0: user 2@xanpl e. com

DTSTAMP: 20080507T170000Z

DTSTART: 20080701T160000Z

DTEND: 20080701T163000Z

SUMVARY: Phone call to discuss your last visit

DESCRI PTI ON: =D1=82=D1=8B =D0=BA=D0=B0=D0=BA - =D0=B4=D0=BE=D0=
=B2=D0=BE=D0=BB=D0=B5=D0=BD =D0=BF=D0=BE=D0=B5=D0=B7=D0=B4=D0=BA=D0
=BE=D0=B97?

Ul D: cal svr. exanpl e. com 8739701987387998

SEQUENCE: 0

STATUS: TENTATI VE

END: VEVENT

END: VCALENDAR

2.6. Content-Disposition Header Field

I mpl enent ati ons MAY include a "Content-Disposition” header field to
define a file name for an i Cal endar object. However, the handling of
a M ME part MJST be based on its [ RFC2045] "Content-Type" and not on
the extension specified in the "Content-Disposition", as different
emai | malware is known to trick User Agents into misinterpreting
content of nessages by specifying a file extension in the Content-

Di sposition header field that doesn’t correspond to the value of the
"Cont ent - Type" header field.

3. Security Considerations

The security threats that applications nust address when inpl ementing

iTIP are detailed in [iTIP]. In particular, tw spoofing threats are
identified in Section 6.1 of [iTIP]: spoofing the "Organizer", and
spoofing an "Attendee". To address these threats, the originator of

an i Cal endar object must be authenticated by a recipient. Once
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aut henticated, a determi nation can be nade as to whether or not the
originator is authorized to performthe requested operation
Conpl i ant applicati ons MJST support signing and encrypting

"text/cal endar" body parts using a nechani smbased on S/M ME

[ RFC5750] [RFC5751] in order to facilitate the authentication of the
originator of the i Calendar object (see Sections 2.2.2 and 2.2.3).
The steps for processing a signed i MP nessage are described bel ow

1. Using SIMME, determ ne who signed the "text/cal endar” body part
containing the i Calendar object. This is the "signer". (Note
that the emai|l address of the signer MIUST be specified in the
rfc822Nanme field of the "subject alternative name" extension of
the signer certificate, as specified in [ RFC5280],

Section 4.1.2.6.) Note that the signer is not necessarily the
person sending an e-nmail nessage, since an e-nail nmessage can be
f or war ded

2. Correlate the signer to either an "ATTENDEE" property or to the
"ORGANI ZER' property in the i Cal endar object, based on the nethod
and t he cal endar conponent specified in the i Cal endar object, as
defined in Section 1.4 of [iTIP]. |If the signer cannot be
correlated to an "ATTENDEE"/" ORGANI ZER"' property, then actively
warn the user controlling the "Cal endar User Agent" that the
i Cal endar object is untrusted, and encourage the user to ignore
the message, but give advanced users the option to (a) viewthe
certificate of the signer and the entire certificate chain (if
any) in order to help decide if the signer should be trusted to
send the nessage, and then (b) allow the CUA to accept and process
the i Cal endar object.

3. Deternine whether or not the "ATTENDEE'/" ORGANI ZER' i s authorized
to performthe operation as defined by [iTIP]. If the conditions
are not met, ignore the nmessage.

4. If all the above conditions are net, the nessage can be processed.

S/'M ME signing al so protects against malicious changes to nessages in
transit.

If calendar confidentiality is required by the sender, signed i MP
messages SHOULD be encrypted by a nmechani sm based on S/M Me [ RFC5750]
[RFC5751]. If iMP is used within a single ADministrative Managenent
Domai n (ADMD) [ RFC5598], SMIP STARTTLS [ SMIP-TLS] (together with
STARTTLS in | MAP/ POP [ | MAP- POP-TLS]) MAY alternatively be used to
provi de cal endar confidentiality.
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Once a signed and/or encrypted i M P nessage is received and
successfully verified (as detail ed above) by a CUA the CUA SHOULD
remenber whether the sender of the message is using signing and/or
encrypting. If an unsigned i MP nmessage is received fromthe sane
sender | ater on, the receiving CUA SHOULD warn the receiving user
about a possible man-in-the-niddl e attack and SHOULD i gnore the
message, unless explicitly overridden by the user

I mpl enent ati ons MAY provi de neans for users to disable signing and
encrypting.

It is possible to receive i MP nessages sent by sonmeone working on
behal f of another "Calendar User". This is deternined by exanining
the "sent-by" paraneter in the relevant "ORGAN ZER' or " ATTENDEE"
property. [iCAL] and [i TIP] provide no mechanismto verify that a
"Cal endar User" has authorized soneone else to work on their behal f.
To address this security issue, inplenentations MJST provide
mechani sms for the "Cal endar Users" to nake that decision before
appl yi ng changes from soneone worki ng on behal f of a "Cal endar User".
One way to achieve this is to reject i MP nessages sent by users
other than the "ORGANI ZER' or the "ATTENDEE's. Alternatively, the
receiver could have a list of trusted <sent-by, organizer> proxies in
its local security policy. And yet another way is to pronpt the user
for confirmation.

i M P-based calendaring is frequently deployed within a single ADWD,

wi th boundary filtering enployed to restrict email cal endaring flows
to be inside the ADMD. This can help in mninzing malicious changes
to cal endaring nessages in transit, as well as in naking

aut hori zati on decisions |ess risky.

A security consideration associated with the use of the Content-
Di sposition header field is described in Section 2.6.

Use of S/IM ME nakes the security considerations discussed in
[ RFC5750] [RFC5751] relevant to this docunment. For additiona
security considerations regarding certificate and Certificate
Revocation List (CRL) verification, please see [ RFC5280].
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4. Exampl es
4.1. Single Component with an ATTACH Property

This mninmal nmessage shows how an i Cal endar object references an
attachnent. The attachnment is accessible via its URL.

From sman@et scape. exanpl e. com

To: stevesil @ri crosoft. exanpl e.com

Subj ect: Phone Conference

M me-Version: 1.0

Cont ent - Type: text/cal endar; met hod=REQUEST; charset=US- ASCl |
Cont ent - Transf er- Encodi ng: 7bi t

BEG N: VCALENDAR

PRODI D: -/ / Exanpl e/ Exanpl eCal endar C i ent//EN

METHOD: REQUEST

VERSI ON: 2. 0

BEG N: VEVENT

ORGANI ZER: mai | t 0: man@net scape. exanpl e. com

ATTENDEE; ROLE=CHAI R; PARTSTAT=ACCEPTED: mai | t o: man@et scape. exanpl e. com
ATTENDEE; RSVP=YES: muai | t 0: st evesi | @n crosoft. exanpl e. com
DTSTAMP: 19970611T190000Z

DTSTART: 19970701T2100002

DTEND: 19970701T230000Z

SUMMARY: Phone Conf erence

DESCRI PTI ON: Pl ease revi ew the attached docunent.

Ul D: cal svr. exanpl e. com 873970198738777

ATTACH: ftp://ftp. bar. exanpl e. com pub/ docs/ f oo. doc
STATUS: CONFI RVED

END: VEVENT

END: VCALENDAR

4.2. Using nultipart/alternative for LowFidelity Cients
Thi s exanpl e shows how a client can emit a nultipart nessage that
includes both a plain text version and the full i Cal endar object.

Clients that do not support "text/calendar"” will still be capable of
rendering the plain text representation.
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From fool@xanple.com

To: foo2@xanpl e. com

Subj ect: Phone Conference

M me-Version: 1.0

Content-Type: multipart/alternative; boundary="01BD3665. 3AFOD360"

--01BD3665. 3AFOD360
Cont ent - Type: text/plain; charset=us-ascii
Cont ent - Transf er - Encodi ng: 7bi t

This is an alternative representation of a "text/cal endar"
M ME obj ect .

When: 7/1/1997 10: 00AM PDT - 7/1/97 10: 30AM PDT
VWher e:

Organi zer: fool@xanpl e.com

Sunmary: Phone Conference

--01BD3665. 3AFOD360
Cont ent - Type: text/cal endar; met hod=REQUEST; charset=US- ASCl |
Cont ent - Transf er - Encodi ng: 7bi t

BEG N: VCALENDAR

PRODI D: -/ / Exanpl e/ Exanpl eCal endar C i ent//EN

METHOD: REQUEST

VERSI ON: 2. 0

BEG N: VEVENT

ORGANI ZER: mai | t o: f ool@xanpl e. com

ATTENDEE; ROLE=CHAI R; PARTSTAT=ACCEPTED: nui | t o: f ool@xanpl e. com
ATTENDEE; RSVP=YES; CUTYPE=I NDI VI DUAL: i | t 0: f oo2@xanpl e. com
DTSTAMP: 19970611T190000Z

DTSTART: 19970701T170000Z

DTEND: 19970701T173000Z

SUMMARY: Phone Conf erence

Ul D: cal svr. exanpl e. com 8739701987387771

SEQUENCE: 0

STATUS: CONFI RVED

END: VEVENT

END: VCALENDAR

--01BD3665. 3AFOD360

4.3. Single Component with an ATTACH Property and Inline Attachnent
Thi s exanpl e shows how a nessage contai ning an i Cal endar object
references an attached docunment. The reference is made using a

Content-1D (CID). Thus, the i Cal endar object and the docunent are
packaged in a "nultipart/rel ated" encapsul ati on.

Mel ni kov St andards Track [ Page 12]



RFC 6047 iMP Decenber 2010

From fool@xanple.com

To: foo2@xanpl e. com

Subj ect: Phone Conference

M me-Version: 1.0

Content-Type: multipart/rel ated; boundary="boundary-exanpl e-1"

- - boundary-exanpl e-1

Cont ent - Type: text/cal endar; met hod=REQUEST; charset=US- ASCI |
Cont ent - Transf er-Encodi ng: 7bit

Content-Di sposition: attachnment; filenanme="event.ics"

BEG N: VCALENDAR

PRODI D: -/ / Exanpl e/ Exanpl eCal endar d i ent//EN

METHOD: REQUEST

VERSI ON: 2. 0

BEG N: VEVENT

ORGANI ZER: nai | t o: f ool@xanpl e. com

ATTENDEE; ROLE=CHAI R, PARTSTAT=ACCEPTED: mai | t 0: f ool@xanpl e. com
ATTENDEE; RSVP=YES; CUTYPE=I NDI VI DUAL: rrai | t o: f oo2@xanpl e. com
DTSTAMP: 19970611T190000Z

DTSTART: 19970701T180000Z

DTEND: 19970701T183000Z

SUMMARY: Phone Conference

Ul D: cal svr. exanpl e. com 8739701987387771

ATTACH: ci d: 123456789@xanpl e. com

SEQUENCE: 0

STATUS: CONFI RVED

END: VEVENT

END: VCALENDAR

- -boundary- exanpl e-1

Cont ent - Type: applicati on/ msword; nanme="Fi el dReport. doc"
Cont ent - Transf er - Encodi ng: base64

Content-Disposition: inline; filenane="Fi el dReport. doc"
Content-1D: <123456789@xanpl e. cone

0MBRAKG GUEAAAAAAAAAAAAAAAAAAAAAPYADAP7/ CQAGAAAAAAAAAAABAAAARAAAAAAA
AAAAEAAAQAAAAAEAAADH! [ | | AAAAAEUAAADY [ 11 TTTTTTTEETTEEETEEEE i rrl

- - boundary- exanpl e- 1- -

Mel ni kov St andards Track [ Page 13]



RFC 6047 iMP Decenber 2010

4.4. Miltiple Sinmlar Conponents

Mul tiple iCal endar conponents of the sane type can be included in the
i Cal endar object when the "METHOD' is the same for each conponent.

From fool@xanple.com

To: foo2@xanpl e. com

Subj ect: Summer Conpany Hol i days

M nme-Version: 1.0

Cont ent - Type: text/cal endar; nethod=PUBLI SH, char set=US- ASCI |
Cont ent - Transf er-Encodi ng: 7bi t

Content-Di sposition: attachnent; fil enane="event.ics"
BEG N: VCALENDAR

PRODI D: -/ / Exanpl e/ Exanpl eCal endar d i ent//EN
METHOD: PUBLI SH

VERSI ON: 2. 0

BEGQ N: VEVENT

ORGANI ZER: mai | t o: f ool@xanpl e. com

DTSTAMP: 19970611T150000Z

DTSTART: 19970701T150000Z

DTEND: 19970701T230000Z

SUMMARY: Conpany Pi cnic

DESCRI PTI ON: Food and drink will be provided
Ul D: cal svr. exanpl e. com 873970198738777- 1
SEQUENCE: 0

STATUS: CONFI RVED

END: VEVENT

BEG N: VEVENT

ORGANI ZER: nai | t o: f ool@xanpl e. com

DTSTAMP: 19970611T190000Z

DTSTART: 19970715T150000Z

DTEND: 19970715T230000Z

SUMVARY: Conpany Bow i ng Tour nanent

DESCRI PTI ON: W& have 10 | anes reserved

Ul D: cal svr. exanpl e. com 873970198738777- 2
SEQUENCE: 0

STATUS: CONFI RVED

END: VEVENT

END: VCALENDAR
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4.5. Miltiple Mxed Conponents

Di fferent conmponent types nust be encapsul ated in separate i Cal endar
obj ect s.

From fool@xanple.com
To: foo2@xanpl e. com
Subj ect: Phone Conference
M nme-Version: 1.0
Cont ent - Type: multi part/ m xed;
boundar y="- - FEE3790DC7E35189CA67CE2C"

This is a nulti-part nessage in M ME fornmat.

----FEE3790DC7E35189CA67CE2C

Cont ent - Type: text/cal endar; nethod=REQUEST; charset=US-ASCI |
Cont ent - Transf er-Encodi ng: 7bi t

Content-Di sposition: attachnent; filenane="eventl.ics"

BEG N: VCALENDAR

PRODI D: -/ / Exanpl e/ Exanpl eCal endar d i ent//EN

METHOD: REQUEST

VERSI ON: 2. 0

BEG N: VEVENT

ORGANI ZER: mai | t o: f ool@xanpl e. com

ATTENDEE; ROLE=CHAI R, PARTSTAT=ACCEPTED: nai | t o: f ool@xanpl e. com
ATTENDEE; RSVP=YES; CUTYPE=I NDI VI DUAL: nai | t o: f oo2@xanpl e. com
DTSTAMP: 19970611T190000Z

DTSTART: 19970701T210000Z

DTEND: 19970701T230000Z

SUMVARY: Phone Conf erence

DESCRI PTI ON: Di scuss what happened at the | ast neeting

Ul D: cal svr. exanpl e. com 8739701987387772

SEQUENCE: 0

STATUS: CONFI RVED

END: VEVENT

END: VCALENDAR
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----FEE3790DC7E35189CA67CE2C

Cont ent - Type: text/cal endar; met hod=REQUEST; charset=US- ASCI |
Cont ent - Transf er - Encodi ng: 7bi t

Content-Di sposition: attachnment; filename="todol.ics"

BEGQ N: VCALENDAR

PRODI D: -/ / Exanpl e/ Exanpl eCal endar C i ent//EN

METHOD: REQUEST

VERSI ON: 2. 0

BEG N: VTODO

DUE: 19970701T160000Z

ORGANI ZER: nai | t o: f ool@xanpl e. com

ATTENDEE; ROLE=CHAI R, PARTSTAT=ACCEPTED: mai | t 0: f ool@xanpl e. com
ATTENDEE; RSVP=YES: mai | t 0: f oo2@xanpl e. com

SUMVARY: Phone Conf erence

DESCRI PTI ON: Di scuss a new |l ocation for the conpany picnic
Ul D: cal svr. exanpl e.comtd-8739701987387773

SEQUENCE: 0

STATUS: NEEDS- ACTI ON

END: VEVENT

END: VCALENDAR

----FEE3790DC7E35189CA67CE2C
4.6. Detailed Conponents with an ATTACH Property

Thi s exanpl e shows the format of a nessage containing a group meeting
between three individuals. The "nultipart/related" encapsulation is
used because the i Cal endar object contains an ATTACH property that
uses a CID to reference the attachment.

From fool@xanple.com
M ME- Version: 1.0
To: foo2@xanpl e. com f oo3@xanpl e. com
Subj ect: REQUEST - Phone Conference
Content-Type: multipart/related;
boundar y="- - FEE3790DC7E35189CA67CE2C"

----FEE3790DC7E35189CA67CE2C

Content-Type: multipart/alternative;
boundar y="-- 00FEE3790DC7E35189CA67CE2C00"
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----00FEE3790DC7E35189CA67CE2C00
Cont ent - Type: text/plain; charset=us-ascii
Cont ent - Transf er - Encodi ng: 7bi t

When: 7/1/1997 10: OOPM PDT - 7/1/97 10: 30 PM PDT
VWher e:

Organi zer: fool@xanple.com

Sunmary: Let’s discuss the attached docunent

----00FEE3790DC7E35189CA67CE2C00

Cont ent - Type: text/cal endar; method=REQUEST; charset=US-ASCI|;
Conmponent =vevent

Cont ent - Transf er- Encodi ng: 7bi t

Content-Disposition: attachnment; fil ename="event.ics"

BEG N: VCALENDAR

PRODI D: -/ / Exanpl e/ Exanpl eCal endar C i ent//EN

METHOD: REQUEST

VERSI ON: 2. 0

BEG N: VEVENT

ORGANI ZER: f ool@xanpl e. com

ATTENDEE; ROLE=CHAI R, PARTSTAT=ACCEPTED: f ool@xanpl e. com
ATTENDEE; RSVP=YES; CUTYPE=I NDI VI DUAL: i | t 0: f oo2@xanpl e. com
ATTENDEE; RSVP=YES; CUTYPE=I NDI VI DUAL: mai | t o: f oo3@xanpl e. com
DTSTAMP: 19970611T190000Z

DTSTART: 19970621T170000Z

DTEND: 199706211T173000Z

SUMVARY: Let ' s di scuss the attached docunent

Ul D: cal svr. exanpl e. com 873970198738777- 8aa

ATTACH: ci d: cal svr. exanpl e. com 12345aaa

SEQUENCE: 0

STATUS: CONFI RVED

END: VEVENT

END: VCALENDAR

----00FEE3790DC7E35189CA67CE2C00
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----FEE3790DC7E35189CA67CE2C

Cont ent - Type: application/ msword; nane="Fi el dReport. doc"
Cont ent - Tr ansf er - Encodi ng: base64

Content-Disposition: inline; filenane="Fi el dReport. doc"
Content-1D: <cal svr.exanpl e. com 12345aaa>

ROl GODdhTAQZAJEAAFVWA3d3e4AAP/ | | ywWAAAAATAQZAAAC! 5y POSLhD6Cct NgLs94Xq
AGAKI Wbomrbsg27gvH8kz X901y +s73/ g8MCof Eov@ TCoxKMoy CR16¢cNSq9Yr Nar f cr vd
ri | H5LL5j E6r xc3Gtv2cguf Ouv20z+v38L7/ DxgoOKj URnj | | be3yN o+AgZWyVI WA 5i
ZnJY6J

----FEE3790DC7E35189CA67CE2C
5. Recomended Practices

This section outlines a series of reconmended practices when using a
messagi ng transport to exchange i Cal endar objects.

5.1. Use of Content and Message | Ds

The [i CAL] specification nmakes frequent use of the URI for data types
in properties such as "DESCRI PTI ON', "ATTACH', "CONTACT", and others.
Two fornms of URIs are the Message ID (M D) and the Content-1D (CID).
These are defined in [RFC2392]. Al though [RFC2392] all ows

ref erenci ng nessages or M ME body parts in other MM entities or
stores, it is strongly RECOWENDED that i MP inplenentations include
all referenced nessages and body parts in a single MME entity.
Sinply put, if an i Cal endar object contains CID or MD references to
ot her nessages or body parts, inplenentations should ensure that
these nessages and/or body parts are transmtted with the i Cal endar
object. |If they are not, there is no guarantee that the receiving
CUA wi Il have the access or the authorization to view those objects.

6. | ANA Consi derations

The "text/cal endar" M ME nedia type was registered in [iCAL].
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Appendi x A.  Changes since RFC 2447
Updated references. Split theminto Normative and I nformative.
Updat ed exanpl es to use exanpl e. coni exanpl e. net donai ns.
Corrected usage of RFC 2119 | anguage.

Clarified that charset=UTF-8 is required, unless the cal endar can be
entirely represented in US-ASCII.

Clarified that 7-bit content transfer encodi ngs shoul d be used unl ess
the cal endar object is known to be transferred over 8-bit clean
transport.

Clarified that file extension specified in the Content-Di sposition
header field is not to be used to override the "Content-Type" M M

t ype.

Di sal | owed use of "multipart/alternative" for slightly different
representations of the sane cal endar

Clarified handling of the "nmethod" M ME paraneter of the "Content-
Type" header field.

Clarified that in an i M P nmessage an ORGANI ZER/ ATTENDEE property
contains a mailto: URI.

Fi xed exanpl es with ATTENDEE property to use "CUTYPE=" instead of
"TYPE=".

Clarified that nessage integrity/confidentiality should be achieved
using S/'M ME.

Provi ded additi onal exanpl es.
I mproved the Security Considerations section

Made nultiple editorial changes to different sections of the
docunent .
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