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ASN. 1 Transl ati on
Abst ract

Abstract Syntax Notation One (ASN.1) is wdely used throughout the

| ETF Security Area and has been for many years. Sone specifications
were witten using a now deprecated version of ASN. 1 and sone were
witten using the current version of ASN.1. Not all ASN. 1 conpilers
support both ol der and current syntax. This docunment is intended to
provi de gui dance to specification authors and to inplenenters
converting ASN. 1 nodul es from one version of ASN.1 to another version
wi t hout causing changes to the "bits on the wire". This docunent
does not provide a conprehensive tutorial of any version of ASN. 1.
Instead, it addresses ASN. 1 features that are used in | ETF Security
Area specifications with a focus on itens that vary with the ASN. 1
versi on.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Not all docunents
approved by the |ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6025.
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1. Introduction

Thi s docunent is intended to serve as a tutorial for converting ASN. 1
nmodul es witten using [CCITT. X208.1988] to [ CCI TT. X680. 2002], or vice
versa. Preparation of this docunent was notivated by [ RFC5911] and
[ RFC5912], which provide updated ASN. 1 nodul es for a number of RFCs.

The intent of this specification is to assist with translation of
ASN. 1 from one version to another without resulting in any changes to
the encoded results when using the Basic Encodi ng Rul es or

Di stingui shed Encodi ng Rules [ CCl TT. X209. 1988] [ CClI TT. X690. 2002] .

O her encoding rul es were not consi dered.

Transformng a new ASN. 1 nodul e to an ol der ASN. 1 nodul e can be
performed in a fairly nmechanical nmanner; nuch of the transformation
consi sts of deleting new constructs. Transform ng an ol der ASN. 1
nmodul e to a newer ASN. 1 nodul e can al so be done fairly nechanically,
if one does not wish to nove many of the constraints that are
contained in the prose into the ASN.1 nodule. |If the constraints are
to be added, then the conversion can be a conpl ex process.

1.1. Term nol ogy

Thi s docunment addresses two different versions of ASN.1. The old
(1988) version was defined in a single docunent (X 208) and the newer
(1998, 2002) version is defined in a series of docunents (X 680,

X. 681, X. 682, and X.683). For conveni ence, the series of documents
is henceforth referred to as X 68x. Specific docunents fromthe
series are referenced by nane where appropriate.

2. ASN. 1 Design Elements

When translating an ASN. 1 nodul e from X. 208 syntax to X. 68x syntax,
or vice versa, many definitions do not require or benefit from
change. Review of the original ASN 1 nodul es updated by [ RFC5911]
and [ RFC5912] and the revised nodul es included in those docunments

i ndi cates that npbst changes can be sorted into one of a few
categories. This section describes these categories.

2.1. Open Types

Protocol s often feature flexible designs that enable other (later)
specifications to define the syntax and semantics of sone features.
For exanple, [RFC5280] includes the definition of the Extension
structure. There are nmany instances of extensions defined in other
specifications. Several nechanisns to accommbdate this practice are
avail abl e in X 208, X. 68x, or both, as described bel ow

Wal | ace & Gardi ner I nf or mat i onal [ Page 3]



RFC 6025 ASN. 1 Transl ati on Cct ober 2010

2.1.1. ANY DEFI NED BY

X. 208 defines the ANY DEFI NED BY production for specifying open
types. This typically appears in a SEQUENCE al ong with an OBJECT

| DENTI FI ER that indicates the type of object that is encoded. The
ContentInfo structure, shown bel ow from [ RFC5652], uses ANY DEFI NED
BY along with an OBJECT IDENTIFIER field to identify and convey
arbitrary types of data. Each content type to be wapped in a
ContentInfo is assigned a uni que OBJECT | DENTI FI ER, such as the

i d-si gnedDat a shown bel ow. However, X 208 does not provide a fornal
means for establishing a relationship between a type and the type
identifier. Any associations are done in the comrents of the nodul e
and/or the text of the associated docunent.

-- from RFC 5652
ContentInfo ::= SEQUENCE {
cont ent Type Content Type,
content [0] EXPLICIT ANY DEFI NED BY content Type }

Cont ent Type ::= OBJECT | DENTI FI ER

i d-si gnedData OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkecs7(7) 2}

ANY DEFI NED BY may al so appear using an INTECER to indicate the type
of object that is encoded, as shown in the foll owi ng exanple from
[ RFC5280] .

-- from RFC 5280
Ext ensi onAttribute ::= SEQUENCE {
extension-attribute-type [0] I MPLICI T | NTEGER
(0..ub-extension-attributes),
ext ensi on-attri bute-val ue [1]
ANY DEFI NED BY extension-attribute-type }

Though the usage of ANY DEFI NED BY was deprecated in 1994, it appears
in some active specifications. The AttributeValue definition in

[ RFC5280] uses ANY with a DEFI NED BY comment to bind the value to a
type identifier field.

-- from RFC 5280
Attribut eTypeAndVal ue ::= SEQUENCE ({
type Attribut eType,
val ue AttributeVal ue }
AttributeType ::= OBJECT | DENTI FI ER

AttributeValue ::= ANY -- DEFI NED BY AttributeType
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2.1.2. COCTET STRINGs and BI T STRI NGs

Both X 208 and X. 68x all ow open types to be inplenented using OCTET
STRINGs and BIT STRINGs as containers. The definitions of Extension
and Subj ect Publ i cKeylnfo in [ RFC5280] denpbnstrate the usage of OCTET
STRING and BIT STRING, respectively, to convey information that is
further defined using ASN. 1.

-- from RFC 5280

Extension ::= SEQUENCE {
extnl D OBJECT | DENTI FI ER,
critical BOOLEAN DEFAULT FALSE

ext nval ue OCTET STRI NG
-- contains the DER encoding of an ASN. 1 val ue
-- corresponding to the extension type identified

-- by extnlD

}

Subj ect Publ i cKeyl nfo ::= SEQUENCE {
al gorithm Al gorithm dentifier,
subj ect Publ i cKey BIT STRING }

In both cases, the prose of the specification describes that the
adj acent OBJECT | DENTI FI ER val ue indicates the type of structure
within the value of the prinitive OCTET STRING or BI T STRI NG type.
For exanple, where an extnlD field contains the val ue

i d-ce-basi cConstraints, the extnValue field contains an encoded
Basi cConstraints as the value of the OCTET STRING as shown in the
dunp of an encoded extension bel ow.

Tag Length Val ue
30 15: SEQUENCE {
06 3: OBJECT | DENTI FI ER basi cConstraints (2 5 29 19)
01 1 BOOLEAN TRUE
04 5: OCTET STRING encapsul ates {
30 3: SEQUENCE {
01 1: BOOLEAN TRUE
: }
}
}
2.1.3. Information Object C asses

I nformation object classes are defined in [CClITT. X681. 2002]. (bj ect
cl asses all ow protocol designers to relate pieces of data that are in
some way associated. In the nost generic of terns, an Infornmation
oj ect class can be thought of as a database schena, with Infornmation
hj ect Sets being instances of the databases.
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Unli ke type definitions, object classes with the same structure are
not equivalent. Thus, if you have:

FOO ::

TYPE- | DENTI FI ER

BAR :: = TYPE-| DENTI FI ER

FOO and BAR are not interchangeabl e.

TYPE- |1 DENTI FIER i s one of the predefined information object classes
in Annex A of [CCITT. X681.2002]. This provides for a sinple mapping
froman OBJECT IDENTIFIER to a data type. The tag UNIQUE on & d
means that this value may appear only once in an Infornmation Object
Set; however, multiple objects can be defined with the sane & d

val ue.

[ RFC5911] uses the TYPE-IDENTI FI ER construction to update the
definition of Contentlnfo, as shown bel ow

-- TYPE- | DENTI FI ER definition from X 681
TYPE- | DENTI FI ER :: = CLASS

& d OBJECT | DENTI FI ER UNI QUE,
&Type

}
W TH SYNTAX { &Type | DENTI FI ED BY &i d}

-- fromupdated RFC 5652 nodule in [ RFC5911]

CONTENT- TYPE :: = TYPE-| DENTI FI ER
Cont ent Type ::= CONTENT-TYPE. & d
ContentInfo ::= SEQUENCE {
cont ent Type CONTENT- TYPE.
& d({ContentSet}),
cont ent [0] EXPLICIT CONTENT- TYPE.

&Type({Cont ent Set } { @ont ent Type})}

Cont ent Set  CONTENT- TYPE :: = {
-- Define the set of content types to be recognized.
ct-Data | ct-SignedData | ct-EncryptedData | ct-Envel opedData |
ct-AuthenticatedbData | ct-Digestedbata, ... }

-- other CONTENT-TYPE instances not shown for brevity

ct - Si gnedDat a CONTENT- TYPE :: =
{ SignedData | DENTIFI ED BY i d-si gnedDat a}
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This exanple illustrates the foll ow ng:

o Definition of an information object class: TYPE-IDENTIFIER and
CONTENT-TYPE are informati on object classes.

o Definition of an information object, or an instance of an
i nformati on object class: ct-Signedbata is an information object.

o Definition of an information object set: ContentSet is an
i nformati on object set.

o0 Usage of an information object: The definition of Contentlnfo uses
informati on fromthe CONTENT-TYPE i nformati on object class.

o Defining constraints using an object set: Both the contentType and
content fields are constrai ned by Content Set.

As noted above, TYPE-IDENTIFIER sinmply associ ates an OBJECT
IDENTIFIER with an arbitrary data type. CONTENT-TYPE is a TYPE-
| DENTI FI ER.  The W TH SYNTAX conponent allows for a nore natura
| anguage expression of information object definitions.

ct-SignedData is the name of an information object that associated
the identifier id-signedData with the data type Signedbata. It is an
i nstance of the CONTENT-TYPE i nformati on object class. The &Type
field is assigned the value SignedData, and the & d field is assigned
the val ue id-signedData. The exanpl e above uses the syntax provided
by the WTH SYNTAX conponent of the TYPE-IDENTI FIER definition. An
equi val ent definition that does not use the provided syntax is as
fol |l ows:

ct - Si gnedDat a CONTENT- TYPE :: =

& d id-signedDat a,
&Type Si gnedDat a
}

ContentSet is the nane of a set of information objects derived from
the CONTENT-TYPE i nformati on object class. The set contains six
informati on objects and is extensible, as indicated by the ellipsis
(see Section 2.4, "Versioning and Extensibility").

ContentInfo is defined using type information froman information
object, i.e., the type of the contentType field is that of the & d
field from CONTENT-TYPE. An equivalent definition is as foll ows:

Cont ent Type ::= OBJECT | DENTI FI ER
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Both fields in Contentlnfo are constrained. The contentType field is
constrained using a sinple table constraint that restricts the val ues
to those fromthe corresponding field of the objects in ContentSet.
The content field is constrai ned using a conponent rel ationship
constraint. Constraints are discussed in the next section

2.2. Constraints

The X 68x versions of the ASN. 1 specifications introduced the ability
to use the object information sets as part of the constraint on the
values that a field can take. Sinple table constraints are used to
restrict the set of values that can occur in a field. Conponent
relation constraints allow for the restriction of a field based on
contents of other fields in the type.

2.2.1. Sinple Table Constraints

Sinple table constraints are widely used in [RFC5911] and [ RFC5912]
to limt inplenmenter options (although the constraints are al npst

al ways followed by or include extensibility markers, which nake the
paraneters serve as information not as limtations). Table
constraints are defined in [ CCl TT. X682. 2002] .

Sone ASN. 1 conpilers have the ability to use the sinple table
constraint to check that a field contains one of the |egal values.

The foll owi ng exanple from [ RFC5911] denonstrates using table
constraints to clarify the intended usage of a particular field. The
paraneters indicate the types of attributes that are typically found
in the signedAttrs and unsignedAttrs fields. In this exanple, the
obj ect sets are disjoint but this is not required. For example, in

[ RFC5912], there is some overlap between the CertExtensions and

Cr| Ext ensi ons sets.

-- fromupdated RFC 5652 nodul e in [ RFC5911]
Signerinfo ::= SEQUENCE {

ver si on CMsSVersion

sid Signerldentifier,

di gest Al gorithm Di gest Al gorithm dentifier,

signedAttrs [0] IMPLICIT SignedAttributes OPTI ONAL

si gnat ur eAl gorithm Si gnatureAl gorithmdentifier

si gnature SignatureVal ue,

unsi gnedAttrs [1] IMPLICIT Attributes

{{Unsi gnedAttributes}} OPTI ONAL }

SignedAttributes ::= Attributes {{ SignedAttributesSet }}
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Si gnedAttri butesSet ATTRI BUTE :: =
{ aa-signingTinme | aa-messageDi gest | aa-contentType, ... }

Unsi gnedAttri butes ATTRIBUTE ::= { aa-countersignature, ... }

2.2.2. Conponent Relation Constraints
Conponent relation constraints are often used to bind the type field
of an open type to the identifier field. Using the binding in this
way allows a conpiler to i medi ately decode the associ ated type when
the containing structure is defined. The follow ng exanple from
[ RFC2560] as updated in [ RFC5912] denobnstrates this usage.

-- fromupdated RFC 2560 nodul e in [ RFC5912]

RESPONSE : : = TYPE- | DENTI FI ER
ResponseSet RESPONSE :: = {basi cResponse, ...}
ResponseBytes :: = SEQUENCE {
responseType RESPONSE.
& d ({ResponseSet}),
response OCTET STRI NG ( CONTAI NI NG RESPONSE.

&Type({ResponseSet } { @ esponseType}))}

In this exanmple, the response field is constrained to contain a type
identified by the responseType field. The controlling field is
identified using atNotation, e.g., "@esponseType". atNotation can be
defined relative to the outernpst SEQUENCE, SET, or CHO CE or
relative to the field with which the atNotation is associated. Wen
there is no’'.’' imediately after the '@, the field appears as a
menber of the outernpst SEQUENCE, SET, or CHO CE. Wen there is a
"." imrediately after the '@, each '.’ represents a SEQUENCE, SET,
or CHO CE starting with the SEQUENCE, SET, or CHO CE that contains
the field with which the atNotation is associated. For exanpl e,
ResponseByt es coul d have been witten as shown below. 1In this case,
the syntax is very simlar since the innernost and outernost
SEQUENCE, SET, or CHO CE are the sane.

ResponseBytes ::= SEQUENCE {
responseType RESPONSE.
& d ({ResponseSet}),
response OCTET STRI NG ( CONTAI NI NG RESPONSE.

&Type({ ResponseSet } { @r esponseType}))}
The TaggedRequest exanple from [ RFC5912] provi des an exanpl e where

the outernpbst and innernost SEQUENCE, SET, or CHO CE are different.
Rel ative to the atNotation included in the definition of the
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request MessageVal ue field, the outernpst SEQUENCE, SET, or CHOCE is
TaggedRequest, and the innermpst is the SEQUENCE used to define the

ormfield.
TaggedRequest ::= CHO CE {
ter [0] TaggedCertificati onRequest,
crm [1] CertReqMsg,
orm [ 2] SEQUENCE ({
bodyPart 1 D BodyPart | D,

request MessageType OTHER- REQUEST. & d({ O her Request s}),
request MessageVal ue OTHER- REQUEST. &Type({ O her Request s}
{@request MessageType})

}

When referencing a field using atNotation, the definition of the
field nust be included within the outernpbst SEQUENCE, SET, or CHO CE.
Ref erences to fields within structures that are defined separately
are not allowed. For exanple, the follow ng exanple includes invalid
atNotation in the definition of the signature field within the Sl GNED
paraneterized type.

Al gorithm dentifier{ ALGCORI THM TYPE, ALGORI THW TYPE: Al gorithnBet} ::=
SEQUENCE {
algorithm ALGORI THM TYPE. & d({Al gorithntet}),
paranmeters ALGORI THW TYPE.
&Parans({Al gorithnbet}{@l gorithn}) OPTI ONAL

}
-- exanple containing invalid atNotation
S| GNED{ ToBeSi gned} ::= SEQUENCE ({
t oBeSi gned ToBeSi gned,

algorithmdentifier Al gorithmdentifier
{ SIGNATURE-ALGORITHM {...}}
}1

signature BI T STRI NG ( CONTAI NI NG SI GNATURE- ALGORI THM &Val ue(
{ Si gnat ur eAl gorithms}
{@l gorithm dentifier.algorithnt}))

}

Al ternatively, the above exanple could be witten with correct
atNotation as follows, with the definition of the algorithmfield
i ncluded within ToBeSi gned.
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S| GNED{ ToBeSi gned} ::= SEQUENCE {
t oBeSi gned ToBeSi gned,
al gorithm dentifier SEQUENCE {
al gorithm S| GNATURE- ALGORI THM
& d({Si gnatureAl gorithns}),
paraneters SI GNATURE- ALGORI THM

&Par anms({ Si gnat ur eAl gori t hns}
{@l gorithm dentifier.algorithnt)
}1
signature BI T STRI NG ( CONTAI NI NG SI GNATURE- ALGORI THM &Val ue(
{Si gnat ur eAl gorit hns}
{@l gorithm dentifier.algorithnt))
}

In the above exanpl e, the outernost SEQUENCE, SET, or CHO CE relative
to the paraneters field is the SIGNED paraneterized type. The

i nnernost structure is the SEQUENCE used as the type for the
algorithmdentifier field. The atNotation for the parameters field
coul d be expressed using any of the follow ng representations:

@l gorithm dentifier.algorithm
@al gorithm
The atNotation for the signature field has only one representation.
2.2.3. Content Constraints

Qpen types inplenented as OCTET STRINGs or BIT STRINGs can be
constrai ned using the contents constraints syntax defined in

[CCITT. X682. 2002]. Below are the revised definitions from[RFC5911]
and [ RFC5912]. These show usage of OCTET STRING and BI T STRI NG al ong
with constrained sets of identifiers. The Extension definition uses
a content constraint that requires the value of the OCTET STRING to
be an encoding of the type associated with the information object

sel ected fromthe ExtensionSet object set using the value of the
extnlD field. For reasons described in Section 2.2.2, "Conponent

Rel ati on Constraints", the SubjectPublicKeylnfo definition relies on
prose to bind the BIT STRINGto the type identifier because it is not
possi ble to express a content constraint that includes a conponent
relati onship constraint to bind the type value within the algorithm
field to the subjectPublicKey field.
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-- fromupdated RFC 5280 nodul e in [ RFC5912]

Ext ensi on{ EXTENSI ON: Ext ensi onSet} ::= SEQUENCE ({
extnl D EXTENSI ON. & d( { Ext ensi onSet }),
critical BOOLEAN

-- (EXTENSION. &Criti cal ({ Extensi onSet}{@xtnl D}))
DEFAULT FALSE,
extnValue  OCTET STRI NG ( CONTAI NI NG
EXTENSI ON. &Ext nType({ Ext ensi onSet } { @xt nl D}))
-- contains the DER encoding of the ASN. 1 val ue
-- corresponding to the extension type identified

-- by extnlD
}
Subj ect Publ i cKeyl nfo ::= SEQUENCE {
al gorithm Al gorithm dentifier{PUBLI C KEY,
{Publ i cKeyAl gorithns}},
subj ect Publ i cKey BI T STRI NG
}

2.3. Par amret eri zati on

Paraneterization is defined in [ CCl TT. X683. 2002] and can al so be used
to define newtypes in a way simlar to the macro notation descri bed
in Annex A of X 208. The follow ng exanple from[RFC5912] shows this
usage. The toBeSigned field takes the type passed as a paraneter.

-- from [ RFC5912]
S| GNED{ ToBeSi gned} ::= SEQUENCE {
t oBeSi gned ToBeSi gned,
algorithm Al gorithmdentifier{SlI GNATURE- ALGORI THV
{Si gnatureAl gorithns}},
si gnature BI T STRI NG

}

-- fromupdat ed RFC5280 nodul e in [ RFC5912]
Certificate ::= SIGNED{TBSCertificate}

Par amet ers need not be sinple types. The follow ng exanpl e
demonstrates the usage of an information object class and an

i nformati on object set as paraneters. The first paraneter in the
definition of Algorithm dentifier is an information object class.

I nformation object classes used for this paranmeter nust have & d and
&Parans fields, which determ ne the type of the al gorithm and
paraneters fields. Qher fields nay be present in the information
obj ect class, but they are not used by the definition of

Al gorithmdentifier, as denonstrated by the SI GNATURE- ALGORI THM cl ass
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shown bel ow. The second paranmeter is an information object set that
is used to constrain the values that appear in the algorithm and
paraneters fields.

-- from [ RFC5912]
Al gorithm dentifier{ALGOR THW TYPE, ALGORI THM TYPE: Al gori t hnBet }

1= SEQUENCE
{
algorithm ALGORI THM TYPE. & d({Al gorithnfet}),
parameters ALGORI THM TYPE. &Par ans
({Al gorithnBet}{@l gorithn}) OPTI ONAL
}
S| GNATURE- ALGORI THM : : = CLASS {
& d OBJECT | DENTI FI ER,
&Par amns OPTI ONAL,
&Val ue OPTI ONAL,
&par anPr esence ParamOpti ons DEFAULT absent,
&HashSet Dl GEST- ALGORI THM OPTI ONAL,
&Publ i cKey Set PUBLI C- KEY OPTI ONAL,
&sm nmeCaps SM ME- CAPS OPTI ONAL

} W TH SYNTAX {
| DENTI FI ER &i d
[ VALUE &Val ue]
[ PARAMS [ TYPE &Par ams] ARE &par anPresence |
[ HASHES &HashSet ]
[ PUBLI C KEYS &Publ i cKeySet ]
[ SM ME CAPS &smi neCaps]

}
-- fromupdated RFC 2560 nodul e in [ RFC5912]
Basi cOCSPResponse 11 = SEQUENCE ({
t bsResponseDat a ResponseDat a,
signatureAl gorithm Al gorithmdentifier{SI GNATURE- ALGORI THM
{sa-dsaWthSHAl | sa-rsaWthSHALl |
sa-rsaWthwMDs | sa-rsaWthwvD2, ...}},
signature BI T STRI NG
certs [0] EXPLICIT SEQUENCE OF Certificate OPTI ONAL
}

2.4. Versioning and Extensibility
Specifications are often revised and ASN. 1 nodul es updated to include

new conmponents. [CClITT. X681. 2002] provi des two mechani sns useful in
supporting extensibility: extension markers and version brackets.
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2.4.1. Extension Markers

An extension marker is represented by an ellipsis (i.e., three

adj acent periods). Extension narkers are included in specifications
at points where the protocol designer anticipates future changes.
This can al so be achi eved by including EXTENSIBILITY | MPLIED in the
ASN. 1 nodul e definition. EXTENSIBILITY IMPLIED is the equivalent to
i ncluding an extension marker in each type defined in the ASN. 1
modul e. Extensibility markers are used throughout [RFC5911] and

[ RFC5912] where object sets are defined. In other instances, the
updat ed nodul es retroactively added extensi on nmarkers where fields
were added to an earlier version by an update, as shown in the
CertificateChoi ces exanpl e bel ow

Exanpl es:

-- fromupdated RFC 3370 nodul e in [ RFC5911]
KeyAgr eenent Al gs KEY- AGREE ::= { kaa-esdh | kaa-ssdh, ...}

-- fromupdated RFC 5652 nodul e in [ RFC5911]
CertificateChoices ::= CHO CE {
certificate Certificate,
extendedCertificate [0] IMPLICI T ExtendedCertificate,
-- bsolete

L]

[[3 Vv1AttrCert [1] IMPLICIT AttributeCertificatevi]],

-- Cbsolete
[[4: v2AttrCert [2] IMPLICIT AttributeCertificateV2?]],
[5: other [3] IMPLICIT GtherCertificateFormat]]

}

Prot ocol designers should use extension markers w thin definitions
that are likely to change. For example, extensibility markers shoul d
be used when enunerating error val ues.

2.4.2. \Version Brackets

Version brackets can be used to indicate features that are avail abl e
in |later versions of an ASN. 1 nodul e but not in earlier versions.

[ RFC5912] added version brackets to the definition of TBSCertificate
toillustrate the addition of the issuerUniquel D, subjectUniquelD,
and extensions fields, as shown bel ow.
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-- fromupdated RFC 5280 nodul e in [ RFC5912]

TBSCertificate ::= SEQUENCE {
version [0] Version DEFAULT vi1
seri al Nunber CertificateSerial Nunber,
signature Al gorithm dentifier{SI GNATURE- ALGORI THM
{Si gnatureAl gorithns}},
i ssuer Nanme,
validity Validity,
subj ect Nane,

subj ect Publ i cKeyl nf o Subj ect Publ i cKeyl nf o,

tté:’ -- |If present, version MJST be v2
issuerUniquelD [1] |IMPLICIT Uniqueldentifier OPTI ONAL
subjectUniquelD[2] |IMPLICIT Uni queldentifier OPTI ONAL

11,
[3: -- |If present, version MJST be v3 --

ext ensi ons [3] ExtensionSet{{CertExtensions}} OPTI ONAL
11, ...}

3. Character Set Differences
X.68s uses a character set that is a superset of the character set
defined in X 208. The character set defined in X 208 includes the
fol |l owi ng:
Ato Z

ato z

= {}<
orr-

The character set in X 68x additionally includes the follow ng:
L&/ >@_|

The > and | characters can also be used in X 208 syntax in macro
definitions.
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4.

4.

4.

1.

2

ASN. 1 Transl ation
Downgr adi ng from X. 68x to X 208

At a mni mum downgrading an ASN. 1 nodul e from X. 68x syntax to X 208
requires the renoval of features not supported by X 208. As

i ndi cated above, the features nost commonly used in | ETF Security
Area ASN. 1 nodul es are information object classes (and object sets),
content constraints, paraneterization, extension markers, and version
brackets. Extension markers and version brackets can sinply be

del eted (or comented out). The definitions for information object

cl asses and object sets can al so be deleted or comrented out, as
these will not be used. The follow ng checklist can be used in nost
cases:

0 Renove all Information Set Cass, Information Set Object, and
Informati on Set Object Set definitions and inports fromthe file.

0 Replace all fixed Type Information Set C ass el enent references
with the fixed type. (That is, replace FOO & d with OBJECT
| DENTI FI ER.)

0 Delete all sinple constraints.
0 Delete all CONTAI NI NG st atenents.

0 Replace all variable Type Information Set C ass el ement references
with either ANY or ANY DEFI NED BY statenents.

0 Renove version and extensi on markers.
o Mnually enforce all instances of parameterized types.
Upgradi ng from X. 208 to X 68x

The anount of change associated with upgrading from X. 208 syntax to
X.68x syntax is dependent on the reasons for changi ng and persona
style. A mininmalist approach could consist of altering any
deprecated features, nost commonly ANY DEFI NED BY, and addi ng any
necessary extensibility markers. A nore conprehensive approach may
i nclude the introduction of constraints, paraneterization,
versioning, extensibility, etc.
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The foll owi ng checklist can be used when upgradi ng a nodul e without
i ntroduci ng constraints:

Use TYPE-I| DENTI FI ER &Type for "ANY".
Use TYPE-| DENTI FI ER. &Type for "ANY DEFI NED BY ...".

When constraints are introduced during an upgrade, additional steps
are necessary:

1. ldentify each unique class that shoul d be defined based on what
types of things exist.

2. Define an Information bject Cass for each of the classes above
with the appropriate el enents.

3. Define all of the appropriate Informati on Object Sets based on
the classes defined in step 2 along with the different places
that they should be used.

4. Replace ANY by the appropriate class and variable type el ement.

5. Replace ANY DEFINED BY with the appropriate variable type el enent
and t he conponents constraint. Replace the elenment used in the
constraint with the appropriate fixed type el enent and sinple
constraint.

6. Add any sinple constraints as appropriate.

7. Define any objects and fill in elenents for object sets as
appropri at e.

5. Security Considerations

Where a nodul e is downgraded from X 68x syntax to X. 208 there is |oss
of potential autonated enforcenent of constraints expressed by the
aut hor of the nodul e bei ng downgraded. These constraints should be
captured in prose or ASN.1 coments and enforced through other neans,
as necessary.

Dependi ng on the feature set of the ASN. 1 conpiler being used, the
code to enforce and use constraints may be generated automatically or
may require the programmer to do this independently. It is the
responsibility of the progranmer to ensure that the constraints on
the ASN. 1 expressed either in prose or in the ASN. 1 nodul e are
actual |y enforced.

Wal | ace & Gardi ner I nf or mat i onal [ Page 17]



RFC 6025

6. References

ASN. 1 Transl ati on Cct ober 2010

6. 1. Nor mat i ve Ref erences

[ CCl TT. X208. 1988]

[ CCl TT. X680. 2002]

[ CCl TT. X681. 2002]

[ CCl TT. X682. 2002]

[ CCl TT. X683. 2002]

I nternational Tel ephone and Tel egraph Consultative
Comm ttee, "Specification of Abstract Syntax

Notati on One (ASN.1)", CCITT Recommendati on X. 208,
Noverber 1988.

I nternational Tel ephone and Tel egraph Consultative
Conmittee, "Abstract Syntax Notation One (ASN. 1):
Speci fication of basic notation",

CCl TT Recommendati on X. 680, July 2002.

I nternational Tel ephone and Tel egraph Consultative
Conmittee, "Abstract Syntax Notation One (ASN. 1):

I nformati on obj ect specification”,

CCl TT Recommendation X. 681, July 2002.

I nternational Tel ephone and Tel egraph Consultative
Conmittee, "Abstract Syntax Notation One (ASN. 1):
Constraint specification", CCl TT Recommendati on

X. 682, July 2002.

I nternational Tel ephone and Tel egraph Consultative
Conmittee, "Abstract Syntax Notation One (ASN. 1):
Par anmet eri zati on of ASN. 1 specifications”,

CCl TT Reconmendation X. 683, July 2002.

6.2. Informative References

[ CCl TT. X209. 1988]

[ CCl TT. X690. 2002]

[ RFC2560]

VWl | ace & Gardi ner

I nternational Tel ephone and Tel egraph Consultative
Conmittee, "Specification of Basic Encodi ng Rul es
for Abstract Syntax Notation One (ASN 1)",

CCl TT Recommendati on X. 209, 1988.

I nternational Tel ephone and Tel egraph Consultative
Conmittee, "ASN. 1 encoding rules: Specification of
basi ¢ encodi ng Rul es (BER), Canonical encoding
rules (CER) and Distingui shed encoding rul es
(DER)", CCTT Recommrendation X. 690, July 2002.

MWers, M, Ankney, R, Mlpani, A, Glperin, S.,
and C. Adams, "X. 509 Internet Public Key
Infrastructure Online Certificate Status Protocol
- OCSP", RFC 2560, June 1999.

I nf or mat i onal [ Page 18]



RFC 6025

[ RFC5280]

[ RFC5652]

[ RFC5911]

[ RFC5912]

Aut hors’ Addr esses

ASN. 1 Transl ati on Cct ober 2010

Cooper, D., Santesson, S., Farrell, S., Boeyen,
S., Housley, R, and W Polk, "Internet X 509
Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile",

RFC 5280, May 2008.

Housl ey, R, "Cryptographic Message Syntax (CWVMS)",
STD 70, RFC 5652, Septenber 2009.

Hof frman, P. and J. Schaad, "New ASN.1 Modul es for
Crypt ographi ¢ Message Syntax (CMS) and S/M ME',
RFC 5911, June 2010.

Hof fman, P. and J. Schaad, "New ASN.1 Mbodul es for
the Public Key Infrastructure Using X 509 (PKIX)",
RFC 5912, June 2010.

VWl | ace & Gardi ner

Carl wall ace

Cygnacom Sol uti ons

Sui te 5400

7925 Jones Branch Drive
McLean, VA 22102

EMai | : cwal | ace@ygnacom com
Charl es Gardi ner

BBN Technol ogi es

10 Moulton Street

Canbri dge, MA 02138

EMai | : gardi ner @bn. com

I nf or mat i onal

[ Page 19]






