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TCP Cooki e Transacti ons ( TCPCT)
Abst r act

TCP Cooki e Transactions (TCPCT) deter spoofing of connections and
prevent resource exhaustion, elimnating Responder (server) state
during the initial handshake. The Initiator (client) has sole
responsibility for ensuring required del ays between connections. The
cooki e exchange may carry data, limted to inhibit anplification and
reflection denial of service attacks.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenmentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
community. This is a contribution to the RFC Series, independently
of any other RFC stream The RFC Editor has chosen to publish this
docunment at its discretion and makes no statenment about its value for
i npl ementation or depl oynent. Docunents approved for publication by
the RFC Editor are not a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6013
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Copyri ght Notice
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
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Si npson Experi ment al [ Page 2]



RFC 6013 TCP Cooki e Transacti ons January 2011

Tabl e of Contents

1. IntroduCti On ... 4
1.1, Termnol Ogy ...t 4
2. Protocol Overvi eW ... ... 4
2.1. Message Sunmmary (Simplified) ...... ... .. . . .. . . . .. 6
2.2. Conpatibility and Transparency ...............iiinieennaen.. 7
2.3. Fully Loaded Cookies ....... ... e 7
2.4. TCP Header EXtension ........... ... 8
2.5. <SYN> Option Handling ......... ... . . .. 9
3. Protocol Details ... ... 9
3.1, TCP Cookie Option . ... 10
3.2. TCP Cookie-Pair Standard OCption ............ ... ... .o 10
3.3. TCP Cookie-less Option ......... .. ... 11
3.4. TCP Tinmestanps Extended Option ............ ... .. .. ... ...... 11
3.5. Cookie Generati On . ... ... 13
4. Cooki e EXChange . ....... .. e e 16
4.1, Initiator <SYN> ... 16
4.2. Responder <SYN, ACK(SYN) > . ... e 17
4.3. Initiator <ACK(SYN) > . ... 17
4. 4. Responder <ACK> . ... 18
4.5. Simultaneous OpeN .. ... i e 18
5. Accelerated Gl OSe . ... 19
5.1, Initiator CloSe ...t 20
5.2. Responder C 0Se ... .. 20
6. Accelerated Open . .... ... ... 21
6.1. Initiator <SYN> Data ..........iiii i 21
6.2. Responder <SYN,ACK(SYN)> Data ............c0uiiiiiiunenn... 22
6.3. Initiator <ACK(SYN)> Data ...........cuuiiiiiininannnn. 23
6.4. Responder <ACK> Data ...........uuiiiiii i 24
7. AdVi SOry Reset ... ... 24
8. Interactions with Qher Options ....... ... ... ... 24
8.1. TCP Sel ective Acknow edgment .......... ... ... ... ... ... ...... 25
8.2. TCP TimBStamPS ..ottt e e e e e e e 25
8.3. TCP Extensions for Transactions ...................ouu.... 25
8.4. TCP MD5 SignatUre . ... e e 25
8.5. TCP Authentication ......... . ... . . .. .. 25
0. Hi St oIy o 26
10. Acknow edgment S . ... ... i 27
11. 1ESG Considerati ONS ... ...t e 27
12. Qperational Considerations ............ ... 28
13. Security Considerati ons ......... .. 28
Appendi x A. Exanple Headers ........ ... .. 30
A l. Exanple <SYN> Qi ONns ... 30
A 2. Exanple <ACK(SYN) > with Sack .......... ... ... ... . ... 31
A. 3. Exanple <ACK(SYN) > with 64-bit Tinmestanps ................. 32
Normative Ref erences ... ... .. e 33
Informative References ......... . . . . 34

Si npson Experi ment al [ Page 3]



RFC 6013 TCP Cooki e Transacti ons January 2011

1. Introduction

TCP Cooki e Transactions (TCPCT) provide a cryptologically secure
mechani smto guard agai nst sinple flooding attacks sent with bogus |IP
[ RFC791] Sources or TCP [RFC793] Ports. The initial TCP <SYN>
exchange is vulnerable to forged | P Addresses, predictable Ports, and
di scover abl e Sequence Nunbers [Morris1985] [Gont2009]. (See also

[ RFC2827], [RFC3704], and [ RFC4953].)

During connection establishnment, the cookie (nonce) exchange
negotiates elimnation of Responder (server) state. These cookies
are later used to inhibit premature closing of connections, and
reduce retention of state after the connection has term nated.

The cookie pair is nuch too large to fit with the other recomended
options in the maxi mal 60 byte TCP header (40 bytes of option space).
A successful option exchange signals availability of the TCP header
ext ensi on, addi ng space for additional options.

Al so, inplenentations may optionally exchange limted anounts of
transaction data during the initial cookie exchange, reducing network
| at ency and host task context swi tching.

Finally, inplenmentations may optionally rapidly recycle prior
connections. For otherw se stateless applications, this
transparently facilitates persistent connections and pipelining of
requests over each connection
Many of these ideas have been previously proposed in one formor
anot her (see History and Acknow edgnents sections). This
specification integrates these i nprovenents into a coherent whole.
Further notivation and rationale were detailed in [ M5V2009].
1.1. Term nol ogy
The key words "MAY", "MJUST, "MJST NOT", "OPTIONAL", "RECOMVENDED',
"REQUI RED', "SHOULD', and "SHOULD NOT" in this docunent are to be
interpreted as described in [ RFC2119].
byt e An 8-bit quantity; also known as "octet" in standardese.
2. Protocol Overview
The TCPCT extensions consist of several sinple phases:

1. Each party passes a "cookie" to the other. Due to limted space,
only the nost basic options are included.
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The Cookie option also indicates that optional <SYN> data is
acceptable. This data MAY be ignored by either party.

A Responder that understands the Cookie option remains stateless.

2. During the remainder of the standard TCP t hree-way handshake, the
Ti mest anps and Cooki e-Pair options guard the exchange.

O her options present in the original <SYN> that were successfully
returned in the <SYN, ACK(SYN) > MJST be included with the
<ACK(SYN)>. Additional options MAY al so be included as desired.

As there is no Responder state, it has no record of acknow edgi ng
previous data. Any optional <SYN> data MJST be retransmtted.

Upon verification of the Tinmestanps and Cooki e-Pair, the Responder
creates its Transport Control Block (TCB) [RFC793].

Note that the Responder returns the Cookie-Pair with its initial
data, but subsequent data segnents need only the Tinmestanps.

3. During close (or reset) of the TCP connection, the Tinestanps and
Cooki e-Pair options guard the exchange.

Upon verification of the Tinmestanps and Cooki e-Pair, the Responder
renoves its TCB.

The sequence of nessages is sunmarized in the di agram bel ow.
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2.1. Message Summary (Sinplified)

Initiator

<SYN>

base options
Ti mest anps
Cooki e

[ request dat a]

<ACK( SYN) >
full options
Ti mest anps
Cooki e- Pai r

[ Sack(response)]

dat a

<FI N, ACK(FI N) >
Ti mest anps
Cooki e- Pai r

TIME-VAI T

Si npson

Responder

<- <SYN, ACK( SYN) >
base options
Ti mest anps
Cooki e
[ response dat a]
(statel ess)

<- <ACK>

full options

Ti mest anps

Cooki e- Pai r

dat a

(TCB state created)
<- <ACK>

Ti mest anps

dat a

<-  <FIN, ACK>
Ti mest anps
Cooki e- Pai r

<- <ACK( FI N) >
Ti mest anps
Cooki e- Pai r
(TCB state renpved)
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2.2. Compatibility and Transparency
It is usually better that data arrive slowy, than not at all

Many/ nost unmanaged mi ddl eboxes [ RFC3234] (such as statel ess
firewalls, |oad bal ancers, intrusion detection systenms, or network
address translators [ RFC3022]) cannot carry transport traffic other
than TCP and UDP

Every TCP inpl enentati on MJST ignore w thout error any TCP option it
does not inplenent ([RFC1122] section 4.2.2.5). 1In a study of the
ef fects of m ddl eboxes on transport protocols [ MAF2004], the vast
majority of nodern TCP stacks correctly handl e unknown TCP opti ons.
But it is still prudent to follow the [RFC793] "general principle of
robust ness: be conservative in what you do, be liberal in what you
accept fromothers."

Therefore, for each of the extensions defined here, an extension
option will be sent in a <SYN, ACK(SYN) > segnment only after the
correspondi ng option was received in the original <SYN> segnent.

Furthernore, TCP options will be sent on later segnents only after an
exchange of options has indicated that both parties understand the
extension (see [RFC1323] [rfc1323bis] and its antecedents).

Unfortunately, not all m ddl eware adheres to these | ong-standing
requi renents. Instead, unknown <SYN> options are copied to the
<SYN, ACK(SYN)>. This is indistinguishable froma Mnkey in the
Mddle (MTM reflection attack.

2.3. Fully Loaded Cooki es

One Kind to aid themall, One Kind to find them
One Kind to hold themall and in the header bind them

The cooki e exchange provides a singular opportunity to extend TCP
wi th backward conpatibility. Semantics for the option have been
"overl oaded" with a baker’s dozen of capabilities and facilities.

A. First and forenpst, the cooki e exchange inproves operationa
security for vul nerable servers against flooding attacks. The
cooki e exchange indicates that the Responder (server) wll discard
its initial state. Al other semantics are subordi nate.

B. Together with Sequence and Ti mestanp val ues, Cooki e val ues protect
agai nst insertion and reflection attacks.

C. Cookie values allow applications to detect replay attacks.
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2.4.

Cooki e val ues MAY be used as an index or nonce for application
security protocols. This facility is beyond the scope of this
speci fication.

The <SYN> and <SYN, ACK(SYN) > MAY carry application data. This
feature is entirely optional, and data is not guaranteed to pass
successfully through mddl eware. Nor are the parties guaranteed
to process this data wi thout changes to the Application Program
Interface (APl). Such changes are beyond the scope of this
speci fication.

The size of the cookies precludes npst other options in the
standard TCP header space. The cooki e exchange negoti ates TCP
header extensi on.

The cooki e exchange and resulting TCP header extension permt
negoti ation of larger 64-bit (or 128-bit) Tinestanps for paths

wi th | arge bandwi dt h-del ay products.

TCP header extension frees sonme space for additional options.
Previously SYN-only options can be updat ed.

The cooki e exchange indi cates agreenent to use accel erated cl ose.

The cooki e exchange indi cates agreenent that only the Initiator
(client) handles TIME-WAIT state.

The Ti nestanps and Cooki e-Pair conbination inhibits third parties
fromdisrupting comuni cations with <FI N> and <RST>.

The Ti nmestanps and Cooki e-Pair conbination facilitates rapid reuse
of the TCP Source Port with a commopn destination

TCP Header Extension

Once the Cookie option has been successfully exchanged, TCP header
extension is permtted. The Timestanps extended option (defined
bel ow) indicates the presence of the header extension

Val i dation of known tinmestanp val ues protects against data corruption
by ni sbehavi ng ni ddl eboxes.
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2

5

<SYN> Option Handling

As the Responder retains no TCB state after the initial TCP <SYN>
exchange, all options present in the original <SYN> MJST be repeat ed.

For exanpl e, an option defined in the [RFC793] original specification
-- Maxi mum Segnent Size (MSS) -- previously appeared only in a <SYN>
bearing segnent (including <SYN, ACK(SYN)>). If present, MSS will be
repeated in the Initiator <ACK(SYN)>, together with any additiona
options.

Generally, the Initiator MAY propose SYN-only options -- such as MsS
-- anytime both Tinmestanps and Cooki e-Pair options are present.
These options are treated the sane as with an original <SYN>. The
Responder acknow edges using a subsequent <ACK> segnent contai ning
bot h Ti nest anps and Cookie-Pair options (simlar to <SYN, ACK(SYN) >
processi ng).

This facility allows previously SYN-only options to be updated from
time to time. They take effect upon receipt.

However, <ACK> segnents without data will not be delivered reliably.
Any ot herwi se SYN-only options sent w thout data MJST be
retransmtted with successive segnents until sent with data (or
<FIN>), and an <ACK> is received.

Protocol Details
Anot her sol ution [ RFC5452] describes use of an unpredictabl e Source
Port. That is RECOMMVENDED by this specification. See [RFC6056] for
further information.

An earlier solution [RFC1948] describes an unpredictable Initia
Sequence Nunber (ISN). That is REQU RED by this specification

Support for the (32-bit) TCP Tinmestanps Option [RFC1323] is REQUI RED.
A TSof fset SHOULD be generated per connection [GO2010]. The Don't
Fragment (DF) bit MJST be set in the IP (v4) header.

The TCP User Timeout Option [RFC5482] is RECOMVENDED

Only one instance is permitted of any of the Cookie, Cookie-less, or
Cooki e-Pair option(s). Segrments with duplicative or rmutually

excl usi ve options MJST be silently discarded.

For exanpl es, see Appendix A
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3.1. TCP Cookie Option

o e e o e e e e e e e e e - -
| Ki nd Lengt h |
Fo e e b e b e b e e e e e e e e e e e e e e e e e e e e e

+-

| _ |

- Cooki e -

I I

B i s T T i i o S o T Ji I

Ki nd 1 byte: constant 253 (experinental).

Length 1 byte: range 10 to 18 (bytes); linited by remaining
space in the options field. The nunber MJIST be
even; the cookie is a nultiple of 16 bits.

Cooki e 8 to 16 bytes (Length - 2): an unpredictable val ue

Options with invalid Length val ues MIST be ignored. The nininmm

Cookie size is 64 bits. |If there is not sufficient space for a

64-bit cookie, this option MIUST NOT be used.

The Responder Cookie MJUST be the sane size as the Initiator Cookie.
The cookie pair is a nultiple of 32 bits.

Al t hough the di agram shows a cookie aligned on 32-bit boundari es,
that is not required

3.2. TCP Cookie-Pair Standard Option

e T e ik o oI S R B T
| Ki nd Lengt h |

B i s T T i i o S o T Ji I
L Initiator-Cookie L

I+- R S i T R T s i S S S e i +-|+

L Responder - Cooki e L

L—- e i i o i i I e S S S e +-!|-

Ki nd 1 byte: constant 253 (experinmental).

Length 1 byte: range 18 to 34 (bytes). The nunber MJIST be

even; the cookie pair is a nultiple of 32 bits.

Initiator-Cookie 8 to 16 bytes, fromthe original <SYN>.
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Responder - Cookie 8 to 16 bytes, fromthe <SYN, ACK(SYN) >.

The Cooki e-Pair standard option only appears after the Tinmestanps
ext ended option (bel ow).

Options with invalid Length values MJST be ignored. As the m ninum
Initiator-Cookie size is 64 bits, the mnimmcookie pair is 128 bits
(64 bits followed by 64 bits), while the maximumis 256 bits (128
bits followed by 128 bits).

3.3. TCP Cookie-less Option

S S A s
| Ki nd | Lengt h |
Fo e e e o e e e e e e e e e - -

Ki nd 1 byte: constant 253 (experinental).

Length 1 byte: constant 2 (bytes). This distinguishes the
option from other Cookie options.

Al t hough no cookie is attached, this indicates that other features of
this specification are avail able, including TCP header extension,
Accel erated C ose, Accelerated Open, and Advisory Reset. This is

i ntended for use with TCP aut hentication options, beyond the scope of
this specification.

3.4. TCP Timestanps Extended Option

i i i i S it SR SR S S U it SR S S
| Ki nd | Lengt h | Ext end R | S |
s e e e e A e e s SRR R SRR R

~ TS Val ue ~
|+- R i L e e S e e e R I+
|~ TS Echo Reply |~
L- B e T i T S i i I S T T i i i S N L
Ki nd 1 byte: constant 254 (experinental).

Lengt h 1 byte: constant 4 (bytes).
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Ext end 1 byte: range 9 to 255; the data offset (in 32-bit
words) follow ng the standard TCP header. Note this
val ue MJST include the timestanp pair indicated by

(S)ize
(R) eserved 5 bits: default zero. Reserved for future use.
(9)ize 3 bits:

1. 32-bit tinestanps.
2. 64-bit tinestanps.
4. 128-bit timestanps.

O her val ues are beyond the scope of this
speci fication.

TS Val ue 4, 8, or 16 bytes. The current value of the
ti mestanp for the sender.

TS Echo Reply 4, 8, or 16 bytes. A copy of the nobst recently
recei ved TS Val ue.

The full timestanp pair follows the TCP header (indicated by +=+
delinmters) and maintains 32-bit alignnent.

This TCP header extension is ignored for sequence numnber
conputations. The Sequence Nunber of the first byte of segnent data
will be the Initial Sequence Number (I1SN) plus one (1) for the <SYN>.
Every TCPCT inpl ementati on MJST recogni ze a Ti mestanps extended
option. The larger 64-bit (or 128-bit) timestanps only appear in an
ext ended opti on.

Segnents with invalid Extend val ues MJUST be silently di scarded.

Only one instance is permitted of either the (32-bit) Tinestanps
standard option or this Tinmestanps extended option. Segnents with
duplicative or nmutually exclusive options MJST be silently discarded.
I mpl ement ati on Not es:

Serendi pi tous alignment allows sinple | oads and stores, instead of
sl ower byte by byte iterations.
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3.

3.5.

5

When the TCP header is aligned on a 32-bit boundary and this is
the only option, the timestanps in the extended header SHOULD be
aligned on a 64-bit boundary. For both 32-bit and 64-bit

ti mestanps, any data followi ng the extended header will be aligned
on a 64-bit boundary.

However, the 128-bit timestanps are not 128-bit aligned.
Cooki e Generation

The technique by which a party generates a cookie is inplenentation
dependent. The nethod chosen nust satisfy sone basic requirenents:

1. The cooki e MJST depend on the specific parties. This prevents an
attacker from obtaining a cookie using a real |IP address and TCP
port, and then using it to swanp the victimw th requests from
random y chosen | P addresses or ports.

2. It MJUST NOT be possible for anyone other than the issuing entity

to generate cookies that will be accepted by that entity. This
inplies that the issuing entity will use |ocal secret information
in the generation and subsequent verification of a cookie. It

must not be possible to deduce this secret information from any
particul ar cooki e.

3. The cooki e generation and verification methods MJST be fast to
thwart attacks intended to sabotage CPU resources.

A reconmended technique is to use a cryptographi c hashing function

An incoming cookie can be verified at any time by regenerating it
locally fromvalues contained in the incom ng datagram and the |oca
secret random val ue.

1. Initiator Cookie

The Initiator secret value that affects its cookie SHOULD change for
each new exchange, and is thereafter internally cached per TCB. This
provi des i nproved synchroni zati on and protection agai nst repl ay
attacks.

An alternative is to cache the cookie instead of the secret val ue.
I ncom ng cookies can be conpared directly w thout the conputationa
cost of regeneration.
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It is RECOWENDED t hat the cookie be cal cul ated over the secret
val ue, the |IP Source and Destinati on addresses, the TCP Source and
Destination ports, and any (optional) Initiator <SYN> segnent data.

I mpl enent ati on Not es:

Al t hough the recomrendation includes the TCP Source Port, this is
very inplementation specific. For exanple, it m ght not be
i ncluded when the value is constant or unknown.

Li kewi se, segnent data m ght not be included directly. For
exanple, a pointer to the data could be included instead, with
care taken to ensure the pointer changes anytine the data changes.

However, it is inportant that the inplenentation protect nutually
suspi ci ous users of the sane systemfrom generating the sane
cooki e.

3.5.2. Responder Cookie

The Responder secret value that affects its cookies remains the sane
for many different Initiators. However, this secret SHOULD be
changed periodically to limt the tinme for use of its cookies
(typically each 600 seconds).

The Responder - Cooki e cal cul ation MJUST include its own TCP Sequence
and Acknow edgnent Numbers (after updating values), its own TCP

Ti mest anps val ue, and the Initiator-Cookie value. This provides

i mproved synchroni zati on and protection agai nst replay attacks.

It is RECOMVENDED that the cookie be cal cul ated over the secret
value, the I P Source and Destination addresses, its own TCP
Destination Port (that is, the incomng Source Port), and the
required val ues (above), followed by the secret val ue again.

The cookie is not cached per Initiator to avoid saving state during
the initial TCP <SYN> exchange. On receipt of a TCP <ACK(SYN) >, the
Responder regenerates its cookie for validation

I mpl enent ati on Not es:
Al 't hough the recommendati on does not include the TCP Source Port,
this is very inplenentation specific. It mght be successfully
included in sonme variants.
The Responder Cooki e depends on the TCP Sequence and

Acknowl edgrment Nunbers as they will appear for future
verification. The Sequence Nunber will be the Initial Sequence
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3.

5

3.

Nurmber (1 SN) plus one (1) for its <SYN> that will be acknow edged.
The Acknowl edgnent Number will be the Initial Sequence Number
(I'SN) plus one (1) for the <SYN> that it is now acknow edgi ng.

The (32-bit) TCP Ti nestanps standard option MAY change to the

| arger 64-bit (or 128-bit) extended form only the |east
significant 32 bits are included. The Initiator Timestanp field
val ue MAY increment during the exchange; it MJST NOT be included.

The secret value is included twice to better protect against pre-
cal cul ated attacks using substitutions for variable | ength data.
Sone exanples using this technique are IP-MAC and H-MAC, and it is
likely that existing code could be shared.

The Responder SHOULD designate a (fixed or randomy selected) bit
of its cookie to distinguish each changed secret value. The bit
is set to a (fixed or randomy selected) constant 0 or 1, and
checked upon recei pt before further verification. This ensures
that only one verification calculation is necessary (on average)
during Denial of Service (DoS) attacks.

If a Responder Cookie is identical to the Initiator Cookie, the
Responder SHOULD change one or nore bits of its cookie to prevent
its accidental appearance as a reflection attack

Responder Secret Val ue

Each Responder maintains up to two secret values concurrently for
efficient secret rollover. Each secret value has 4 states:

Generating

Gener at es new Responder - Cooki es, but not yet used for primary
verification. This is a short-termstate, typically lasting only
one Round Trip Tine (RTT).

Primary

Used both for generation and primary verification.

Retiring

Used for verification, until the first failure that can be
verified by the newer Generating secret. At that tinme, this
cookie's state is changed to Secondary, and the Generating
cookie's state is changed to Primary. This is a short-term state,
typically lasting only one RITT.
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Secondary
Used for secondary verification, after primary verification
failures. This state lasts no nore than twi ce the Maxi num Segnent
Lifetime (2MSL). Then, the secret is discarded.

I mpl ement ati on Not es:

Care MJST be taken to ensure that any expired secrets are pronptly
wi ped from nenory, and secrets are never saved to external
st or age.

The first secret after initialization begins in Prinmary state.

The system m ght have shutdown and restarted rapidly during the
previous first secret. Thus, the first secret MJST be partially
time dependent, to ensure that it differs fromprevious first
secrets, usually by appending a tinme to lengthen the first secret.
Those that are not the first secret SHOULD NOT include the tine.

At the same tine, there is no TCP TIME-WAI T requirenment before
accepting connections, and there may be pent up demand for a busy
service. Also, there may be outstandi ng datagrans attenpting to
conplete an earlier cookie exchange. The first secret is likely
to be the weakest, as no recent entropy has been incl uded.

Therefore, while term nating outstandi ng exchanges with the first
secret, a new Cenerating secret SHOULD be created after no nore
than one Maxi num Segnent Lifetinme (1MSL). Subsequent secrets
SHOULD be generated at the usual rate (typically 600 seconds).

The i npl enentati on SHOULD conti nual | y gat her additional entropy
from checksuns, cookies, tinmestanps, and packet arrival tining.

4. Cooki e Exchange

A successful option exchange signals availability of additional
features.

4. 1. Initiator <SYN>

The Cooki e exchange MAY be initiated at any tinme, limted only by the
frequency of the tinestanp clock.

If the TCB exists froma prior (or ongoing) connection, the tinestanp
MUST be increnented in the option.

The Initiator generates its unpredictable cookie value, and includes
t he Cooki e opti on.
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4. 2.

4. 3.

During the initial exchange, the Initiator is solely responsible for
retransm ssion. Although the cooki e and sequence have not changed,
each retransni ssion appears to the Responder as another original
<SYN>.

I mpl ement ati on Not es:

Sendi ng the <SYN> SHOULD NOT affect any existing TCB. This allows
an additional RTT for duplicate or out-of-sequence segnments to
dr ai n.

The new TCB informati on SHOULD be tenporarily cached until a valid
mat chi ng <SYN, ACK(SYN) > arrives. Then, any old TCB val ues are
repl aced.

Responder <SYN, ACK( SYN) >
Upon receipt of the <SYN> with a Cookie option, the Responder

determi nes whether there are sufficient resources to begin another
connecti on.

If the TCB exists froma prior (or ongoing) connection, the tinestanp
MUST be increnented in the option.

Each Sequence Nunber MJST be randoni zed [ RFC1948].

The Responder generates its unpredictable cookie value, and includes
t he Cooki e opti on.

As the Responder retains no TCB state, retransmi ssion tiners are not

available. Arrival of an Initiator’s retransm ssion appears to be an
original <SYN> transm ssion. There are no differences in processing.

I mpl enent ati on Not es:

Sendi ng the <SYN, ACK(SYN) > MJUST NOT affect any existing TCB. This
all ows an additional RTT for duplicate or out-of-sequence segnents
to drain.

This also inhibits third parties from di srupting conmuni cati ons.
Initiator <ACK(SYN) >

Upon recei pt of the <SYN, ACK(SYN)> with a Cookie option, the

Initiator validates its cookie, tinestanp, and correspondi ng
Acknowl edgrment Nunber. The existing TCB is updated as necessary.
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Al Initiator <SYN> options are always retransnmitted on this first
<ACK( SYN) >, allow ng the Responder to validate its cookie and
establish its state.

Thi s segnment contains both Tinmestanps and Cooki e-Pair options.

The Initiator sends the Tinestanps extended option with an
appropriate Size -- chosen by a configurable parameter, or
automatically based on its analysis of the bandw dt h-del ay product
di scovered through the RTT of its <SYN> tinestanp. Wen the chosen
Size is greater than 32 bits, the Initiator adds a randomprefix to
its own tinestanp, and a random prefix to the Responder tinestanp
echo reply.

I mpl enent ati on Not es:

A Responder Cookie identical to the Initiator Cookie MJST be
di scarded. This is usually an indication of a Mnkey in the
Mddle (MTM reflection attack or a seriously msconfigured
net wor k, and SHOULD be | ogged.

4.4. Responder <ACK>

Upon recei pt of the <ACK(SYN) > with a Cookie-Pair option, the
Responder validates its cookie, tinmestanp, and correspondi ng

Acknowl edgrment Number, and establishes state for the connection. Any
existing TCB is updated as necessary.

Thi s segnment contains both Tinmestanps and Cooki e-Pair options.

However, the Responder MAY refuse to negotiate the larger 64-bit (or
128-bit) Timestanps extended option by returning the |east
significant bits in a smaller Tinestanps extended option.

I mpl enent ati on Not es:

An <ACK(SYN)> that fails to validate MJST be di scarded, and SHOULD
be | ogged.

4.5. Simultaneous Open

TCP allows two parties to simultaneously initiate the connection
Both parties send and receive an original <SYN> without an

i nterveni ng <SYN, ACK( SYN) > (see [RFC793] section 3.4 and Figure 8).
Each party receives a Cookie for a <Source Address, Source Port,
Destination Address, Destination Port> connection that has al so

i ssued a Cooki e.
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This condition will be unusual. The Source Port SHOULD be randoni zed
[ RFC5452], and SHOULD be chosen to differ fromthe Destination Port.
In particular, the Source Port SHOULD be greater than 1024,
preventing intervening network equi pnent fromincorrectly classifying
the return traffic. The Destination Port is nost likely to be a

wel | - known port |ess than 1024 [ RFC3232].

In the event that these protections are insufficient, the conflict is
resolved in an orderly fashion

a. The | esser TCP Port nunber becones the Responder;

b. The | esser | P Address becones the Responder;

c. The | esser Cookie beconmes the Responder;

d. Al of the above being equal, there is an egregiously insufficient
source of randommess, but both Initiators are probably present on
the sane host: the | esser TCB nmenory address becones the
Responder .

The Initiator silently discards the sinultaneous <SYN>. The

Responder revises its Cookie option, and sends the <SYN, ACK(SYN) > as

usual, but without renoving its existing TCB

| mpl enent ati on Not es:

This is usually an indication of a Monkey in the Mddle (MTM
reflection attack or a seriously m sconfigured network, and SHOULD
be | ogged.

5. Accelerated O ose

Support for accelerated close is REQU RED. Accelerated close relies

on the presence of cookies and tinestanps. This provides inproved

synchroni zati on and protection against replay attacks.

Either party MAY close with <FIN> at any time. This <FIN> SHOULD be
sent with the final data segnent.

Thi s segnment contains both Tinmestanps and Cooki e-Pair options.

When all segnments preceding the <FI N> have been processed and
acknow edged, each party SHOULD acknow edge the <FI N>.

In general, <FIN> is treated as advisory. A persistent connection

can be rapidly re-established. This also inhibits third parties from
di srupting comuni cati ons.
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Rapi dly cl osing the connection expedites renoving Responder state.
Any <FI N> bearing segnent SHOULD term nate del ayed <ACK> [ RFC5681] .
Retransmit at the | atest Timestanps estimated Snoot hed Round Trip
Time (SRTT). Backoff SHOULD NOT be used for <FIN> bearing
retransm ssi ons [ RFC2988].

As the Responder retains no TCB state after closing, a successful
option exchange signals the Initiator will be responsible for
handling TIME-WAIT state. (For previous proposal and rationale, see
[ FTY1999] section 3.)

A new Cooki e exchange MAY be initiated at any time. This facilitates
persi stent connections through intervening network equipment.

5. 1. Initiator C ose

Upon receipt of the Initiator <FIN> (and verification of the

Ti mest anps and Cooki e-Pair options), the Responder sends its

<FI'N, ACK(FIN)> unl ess there is additional data pending. |In the
|latter case, the <FIN> is ignored until the data has been processed
and acknow edged.

Upon recei pt of the Responder <FIN, ACK(FIN)> (and verification of the
Ti mest anps and Cooki e-Pair options), the Initiator sends its final
<ACK(FIN)> unless there is additional data pending. The Initiator
enters TIME-WAIT state.

Thi s segnment contains both Tinmestanps and Cooki e-Pair options.

Upon receipt of the Initiator <ACK(FIN)> (and verification of the
Ti mest anps and Cooki e-Pair options), the Responder renoves its TCB.

Upon arrival of nore data pronpting a new Cooki e exchange, the
Initiator SHOULD NOT send a final <ACK(FIN)> and/or SHOULD NOT wait
the remaining TIME-WAIT interval. Any existing TSoffset SHOULD be
incremented. TSoffset will be renpved (with the TCB itself) at the
conclusion of a future TIME-WAIT state.

5.2. Responder C ose

Upon recei pt of the Responder <FIN> (and verification of the

Ti mest anps and Cooki e-Pair options), the Initiator sends its

<FI'N, ACK(FIN)> unl ess there is additional data pending. |In the
|latter case, the <FIN> is ignored until the data has been processed
and acknow edged.
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Upon receipt of the Initiator <FIN, ACK(FIN)> (and verification of the
Ti mest anps and Cooki e-Pair options), the Responder sends its fina
<ACK(FIN)> and renoves its TCB

Thi s segnment contains both Tinmestanps and Cooki e-Pair options.

If the Responder’s final <ACK(FIN)> is lost, the Responder is likely
to send a <RST> (as the Responder retains no TCB state). This

di sti ngui shed <RST> SHOULD copy both Ti mestanps and Cooki e- Pai r
options.

Upon recei pt of the Responder’'s final <ACK(FIN)> (and verification of
the Ti nestanps and Cookie-Pair options), the Initiator enters TI M-
WAIT state.

Upon arrival of nore data pronpting a new Cooki e exchange, the
Initiator SHOULD NOT send a <FI N, ACK(FI N)> and/ or SHOULD NOT wait the
remaining TIME-WAIT interval. Any existing TSoffset SHOULD be
incremented. TSoffset will be renpved (with the TCB itself) at the
conclusion of a future TIME-WAIT state.

6. Accel erated Open
Support for accel erated open is OPTI ONAL.

VWhen an application is capable of idenpotent transactions (such as a
query that returns a consistent result or service response heading),
the application sets the appropriate limt separately for each port
or connection. Applications are responsible for ensuring that
retransm ssions do not cause duplication of data.

This facility allows single data segment transactions w thout
establishing TCB state at the Responder (server). For |onger
transactions, a short | ook-ahead of upcom ng data allows the
Initiator (client) to select alternatives for further processing.

6. 1. Initiator <SYN> Dat a

By default, the Initiator <SYN> does not contain data. The
application sets the TCP_SYN DATA LIMT to indicate that the <SYN>
MAY be sent with data.

The Responder Maxi num Segnent Size (MSS) is unknown, and the default
MBS (536 bytes) MJST be used instead ([RFCL122] section 4.2.2.6).
This is further reduced by the total length of the TCP options (in
this case, comonly 496 bytes). Applications MAY specify a shorter
limt.
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If the data will not entirely fit within the initial segnent, data
MUST NOT be sent until after the Responder’s <SYN, ACK(SYN)> is
recei ved.

Unli ke T/ TCP [ RFC1644], <FI N> SHOULD NOT be sent with <SYN> dat a.
This facilitates persistent connections.

Li kewi se, <PSH> SHOULD NOT be set. Although the application m ght
use push to indicate that its data is ready to send, the push is
inplied for <SYN> data segnents.

During the initial exchange, the Initiator is solely responsible for
retransm ssion. Al though the cooki e and sequence have not changed,
each retransni ssion appears to the Responder as another original
<SYN>.

I mpl enent ati on Not es:

Initiator <SYN,FIN> with the Cookie option and no segnment data is
permitted in a test environment. This conbination SHOULD be
silently discarded.

Initiator <SYN,FIN> with both the Cookie option and segnent data
is simlar to T/ TCP [ RFC1644]. However, whenever the Responder
<SYN, ACK( SYN), FI N> has been sent with data (there is no further
data expected), TCB state has not been saved at the Responder.
There is no need to send <FIN> to cl ose the connecti on.

6.2. Responder <SYN, ACK(SYN) > Data

By default, the Responder <SYN, ACK(SYN)> does not contain data. The
application sets the TCP_SYN ACK DATA LIMT to indicate that the
<SYN, ACK( SYN) > MAY be sent with data.

Segnent data is limted to the Maxi mum Transni ssion Unit (MrU).
Applications MAY specify a shorter linmt to prevent spoofed
anplification and reflection attacks [ RFC5358].

Upon receipt of the <SYN> with a Cookie option, the Responder NMAY
process any data present. |If the initial data is not accepted, the
Acknowl edgrment Nunber will be the recei ved Sequence Nunber plus one
(1) for the <SYN>.

If the segnent data is the entire response (there is no further data
expected), <FIN> MAY be set.
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6.

3.

However, <PSH> SHOULD NOT be set. Although the application nmght use
push to indicate that its data is ready to send, the push is inplied
for <FIN> data segnments (see [ RFC793] section 3.7, page 41).

As the Responder retains no TCB state, retransm ssion tinmers are not
available. Arrival of an Initiator’s retransm ssion appears to be an
original <SYN> transnission. There are no differences in processing.

I mpl enent ati on Not es:

The Responder Cooki e depends on the TCP Sequence and
Acknowl edgrment Nunbers after processing <SYN>. Therefore, neither
wi Il include data.

Initiator <ACK(SYN) > Data

Upon recei pt of the <SYN, ACK(SYN)> with a Cookie option, the
Initiator MAY process any data present. |In this case, the internal
RCV. NXT is advanced to provi de at-npst-once semanti cs.

If the segnent data is the entire response (there is no further data
expected), the Initiator enters TIME-WAIT state.

O herwi se, original <SYN> data is retransmtted in <ACK(SYN >, as its
processing is optional. The Acknow edgment Nunber will be the

recei ved Sequence Nunber plus one (1) for the <SYN>. The Sequence
Nunber will be the Initial Sequence Nunmber (ISN) plus one (1) for the
<SYN>.

Unlike T/TCP [ RFC1644], there is no inplicit acknow edgment.

If the Selective Acknow edgnment (Sack) option [ RFC2018] has been
successfully negotiated, a short Sack acknow edgi ng the response data
MAY be sent follow ng the Cookie-Pair in the extended header.

At this time, any second segnent nmay be sent without awaiting an
<ACK>, according to the usual [RFC5681] TCP congestion control
process.

I mpl enent ati on Not es:

Upon arrival of nore data pronpting a new Cooki e exchange, there
is no need to increment the previous tinmestanp; TCB state has not
been saved at the Responder. Instead, use the saved RCV.NXT, plus
one (1) for the (actual or inplied) <FIN>.
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6. 4.

Initiator <ACK(SYN), FIN> with the Cookie-Pair option and no
segnment data is never required; TCB state has not been saved at
the Responder. This conbination MJST be silently discarded.

Responder <ACK> Dat a

Upon receipt of the <ACK(SYN) > with a Cookie-Pair option (and
verification of the Timestanps and Cooki e-Pair options), the
Responder SHOULD process any data present.

Since the TCP Sequence and Acknow edgnent Nunbers have not advanced,
the Responder will process the sane inconing data, and transmt the
same response.

If the Selective Acknow edgnent (Sack) option [ RFC2018] has been
successfully negotiated, with a short Sack covering earlier response
data, only additional unacknow edged response data is sent.

At this time, any second segnment nmay be sent without awaiting an
<ACK>, according to the usual [RFC5681] TCP congestion control
process.

Advi sory Reset

When a TCB wi th matching Addresses and Ports is found, but the
Cooki e-Pair fails to verify, the datagram MJST be silently discarded.

When no TCB with mat chi ng Addresses and Ports is found, a <RST> is
sent as usual. The Tinestanps option SHOULD be copied [ RFC1323]. A
Cooki e-Pair option MJST al so be copied. The Cookie option (or

Cooki e-1 ess option) MJST NOT be copi ed.

Any <RST> is always treated as advisory. A <RST> without a matching
Cooki e-Pair option could be caused by antique duplicates. Receipt
has no effect on the operation of the protocol. The inplenentation
SHOULD continue until a USER TI MEQUT expires. (See [RFC5482] for
addi tional information.)

This also inhibits third parties from di srupting conmuni cati ons.
Interactions with Gther Options

A successful Cookie (or Cookie-less) option exchange signals

availability of the TCP header extension. Qher options with |arge

data portions MAY al so use this feature. The extended option data is
processed in the order that the options appear.
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8.1. TCP Selective Acknow edgnent

(Kind 5 [RFC2018].) The pairs of 32-bit fields are well suited to
the header extension. Because of its variable size, this is
RECOMMVENDED as the final extended option

Duri ng the cooki e exchange, the <ACK(SYN)> MAY include this option to
acknow edge any optional transaction response data.

8.2. TCP Ti mestanps
(Kind 8 [RFC1323].) Support is REQU RED. See also section 3.

When a segment needs no header extension, and 32-bit tinestanps have
been negotiated, this option MJST be sent.

8.3. TCP Extensions for Transactions

(Kinds 11-13 [RFC1644].) Inconpatible with this specification, and
MUST be ignored on receipt.

8.4. TCP MD5 Signature

(Kind 19 [RFC2385].) This option is beyond the scope of this
specification. Because specific configuration is required, sending
is under the conplete control of the operator. Segnents lacking this
option will be silently discarded.

The size of the option itself precludes use with the Cookie option in
the <SYN>. Regardless of the systemdefault, the Cookie option MJST
NOT be sent, and MJST be ignored on receipt. Instead, the Cookie-

| ess extension option indicates that other features of this
specification are avail abl e.

8.5. TCP Authentication

(Kind 29 [RFC5925].) This option is beyond the scope of this
specification. Because specific configuration is required, sending
is under the conplete control of the operator. Segnents lacking this
option will be silently discarded.

The size of the option itself precludes use with the Cookie option in
the <SYN>. Regardless of the systemdefault, the Cookie option MJST
NOT be sent, and MJST be ignored on receipt. Instead, the Cookie-

| ess extension option indicates that other features of this
specification are avail abl e.
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9

Hi story

T/ TCP [ RFC1379] [RFC1644] permits |ightweight TCP transactions for
applications that traditionally have used UDP. However, T/ TCP has
unaccept abl e security issues [Hannunl996] [ Phrack1998].

The initial specification [KS1995] of Photuris [RFC2522], now called
version 1 (Decenber 1994 to March 1995), was based on a short list of
design requirenents, and sinple experinmental code by Phil Karn. A
"Cooki e" Exchange guards agai nst sinple flooding attacks sent with
bogus | P Sources or UDP Ports.

During 1995, the Photuris efficient secret rollover and nmany other
ext ensi ons were specified. Miltiple interoperable inplenentations
wer e produced.

By Septenber 1996, the long anticipated Denial of Service (DoS)
attacks in the formof TCP SYN fl oods were devastating popul ar (and
unpopul ar) servers and sites. Phil Karn informally mentioned
adapting anti-cl oggi ng cookies to TCP. Perry Metzger proposed addi ng
Karn's cookies as part of a "TCP++" effort [Metzger1996].

Later in 1996, Daniel J. Bernstein inplenmented "SYN cookies", snall
cooki es enbedded in the TCP SYN Initial Sequence Number (ISN). This
techni que was exceptionally clever, because it did not require
cooperation of the renmote party and coul d be depl oyed unilaterally.
However, SYN cookies can only be used in energencies; they are

i nconpatible with nost TCP options. As there is insufficient space
in the Sequence Nunber, the cookie is not considered cryptologically
secure. Therefore, the mechani smremains inactive until the system
is under attack, and thus is not well tested in operation. SYN
cooki es were not accepted for publication until recently [RFC4987].

In 1998, Perry Metzger proposed adding Karn's cookies as part of a
"TCPng" discussion [ Metzger1998].

In 1999, Faber, Touch, and Yue [ FTY1999] proposed using an option to
negotiate the party that would maintain TIME-WAIT state. This
permits a server to entirely elimnate state after closing a
connecti on.

In 2000, the Stream Control Transm ssion Protocol (SCTP) [ RFC2960]
was published with an inadequate partial cookie nechanismclainming to
be based upon Photuris. It featured a deficient checksum (replaced
in 2002 by [RFC3309] w thout graceful transition), and has undergone
subsequent revisions [ RFC4960] .
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In 2006, the Datagram Congestion Control Protocol (DCCP) [RFC4340]
was published with a nechani sm anal ogous to SYN cooki es.

10. Acknow edgnents

Andre Broido informally described utilizing cookies for Transport
Layer Security (TLS) session identifiers, in place of the [ RFC5077]
ticket. Rapid TLS session resunption would inprove both |atency and
privacy, but is beyond the scope of this specification. Also, he
provi ded nunerous hel pful coments and additional references, such as
[ KBC2005] .

H K Jerry Chu and Arvind Jain informally described retaining
exi sting cookies for accel erated open on subsequent connecti ons.
That feature was subsuned by this specification

Wesl ey M Eddy and Adam Langl ey previously proposed another pair of
options [EL2008] extending the TCP header option space.

Adam Langl ey previously proposed another option [Langl ey2008]
permtting <SYN, ACK(SYN) > constant payl oad data. H s (August 2008)
code was a base for the initial TCPCT inplenentation

Joe Touch postulated a (hopefully hypothetical) failure node: options
re-ordered by middleware. This caused a change in specifications,
and has consi derably conplicated option interactions and processi ng.
Hi s hel pful comments were appreciat ed.

Many thanks to Fernando Gont for suggestions, and Rick Jones for
performance testing.

11. | ESG Consi der ati ons

Two TCP Option nunbers are reserved for general experinental use
under the rules laid out in [RFC4727] and [ RFC3692] section 1. Such
val ues reserved for experinental use are never to be nade pernanent;
per manent assi gnments shoul d be obtai ned t hrough standard processes.
Experi mental nunbers are intended for experinentation and testing and
are not intended for wi de or general deploynents.

For further information, contact the author
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12. Operational Considerations

Any inplementation of this specification SHOULD be confi gurabl e,
separately for each port or connection

TCPCT_COOKI E_DESI RED
Val ues: 0 (disabled), 8, 10, 12, 14, 16. Default: 16. Send the
Cooki e option with the <SYN>.

TCPCT_EXTEND_TS[ 32| 64| 128]
Default: off. |If defined, may designate 32-bit, 64-bit, or
128-bit tinestanps extension

TCPCT_I N_ALWAYS
Default: off. Silently discard any incom ng <SYN> that is m ssing
t he Cooki e opti on.

TCPCT_OQUT_NEVER
Default: off. Refuse to send (override) the Cookie option

TCP_SYN DATA LIMT
Default: 0. Muximum 496. The maxi nrum anmount of data transmtted
with the <SYN>. Wit for data before sending.

TCP_SYN _ACK DATA LIMT
Default: 0. Mxinmum 1220. The nmaxi mum anount of data
transmtted with the <SYN, ACK(SYN)>. Wit for data before
sendi ng.

13. Security Considerations

TCPCT was based on currently avail able tools, by experienced network
protocol designers with an interest in cryptography, rather than by
cryptographers with an interest in network protocols. This
specification is intended to be readily inplenentable wthout
requiring an extensive background in cryptol ogy.

Therefore, only mnimal background cryptol ogi c di scussi on and
rationale is included in this document. Although some review has
been provided by the general cryptologic comunity, it is anticipated
that design decisions and tradeoffs will be thoroughly anal ysed in
subsequent dissertations and debated for many years to cone.
Cryptologic details are reserved for separate docunents that may be
more readily and tinmely updated with new anal ysis.
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The security depends on the quality of the random nunbers generated
by each party. Generating cryptographic quality random nunbers on a
general purpose conputer w thout hardware assistance is a very tricky
probl em (see [ RFC4086] for discussion).

TCPCT is not intended to prevent or recover fromall possible
security threats. Rather, it is designed to inhibit inadvertent

m ddl ebox interference, while protecting against Denial of Service
(DoS) attacks. (See [RFCA732], and [ RFC3552] section 4.6.3 et seq.)

The cooki e exchange does not protect against an interloper that can
race to substitute another value, nor an interceptor that can nodify
and/ or replace a value. These attacks are considerably nore
difficult than passive vacuum cl eaner nonitoring.

Not e that each incom ng <SYN, ACK(SYN) > repl aces the Responder cooki e.
The initial exchange is nost fragile, as protection agai nst spoofing
relies entirely upon the sequence and tinmestanp. This replacenent
strategy allows the correct pair to pass through, while any others
will be filtered via Responder verification |ater.
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Appendi x A. Exanpl e Headers

A 1. Example <SYN>

B S i i s S i ik i h
Ki nd=MsS | Length=4 | (val ue) |
B o e e e e o i e S S e R e ok ok o NI S
Ki nd=UTO | Length=4 | (timeout) |
B S S e i S S T A S S S S S S i S S
Ki nd=SackOK | Length=2 | Kind=TS | Length=10 |
B S i i i T S ik i I SR
TS Val ue |

B s o T o i R R S i ik i Sh SRR N S
TS Echo Reply |

B S S e i S S T A S S S S S S i S S
Ki nd=Cooki e | Length=16 |
T S T e R

Cooki e

— ettt Tttt +— +

-+ +— +—

T T i T i A S
| Kind=wscal e | Length=3 | (val ue) | Ki nd=EQOL |
e = R T R N e RN PR

A 14 byte (112-bit) Cookie barely fits with the other reconmended
options in the maxi mal 60 byte TCP header (40 bytes of option space).

Since the cookies are required to be the sane size and neet a 32-bit
al i gnment requirenment, the inplenmentor recognizes that this order
provi des opti mal packi ng.

The User Ti neQut (UTO) option can appear in other |ocations instead,
such as follow ng the Cookie option. Because sone niddl eboxes are
sensitive to the order of options, UTO should not appear before MSS
nor between the TS and Cooki e.

Si npson Experi ment al [ Page 30]



RFC 6013 TCP Cooki e Transacti ons January 2011

A 2. Exanple <ACK(SYN)> with Sack

i T i T S e i S R g ol S I R S S
Ki nd=TSX | Length=4 | Extend=16 | 0 | S=1
e s = et e I el e e e B e e R e I b e e e e e e A e

TS Val ue
R it S T S R e e i S R S i otk o B S R B S R R

TS Echo Reply |
B e e S S e i T eI i S S e e s Tk ok STt S S S e e S TR

Ki nd=nop | Ki nd=nop | Ki nd=Cooki e | Length=30 |
R s et S T it e I R S S e ol St (R B S e 5

I nitiator-Cookie
e o T S it ot EIE _RIE SR SR

i i I S S

Responder - Cooki e

-+ +— +— +— +— +—

+
+
+
+
+
+
+
+
+
+
+
i e e R e o o e i ol S N B S
| Ki nd=MsS | Length=4 | (val ue) |
B i s T T i i o S o T Ji I
| Ki nd=UTO | Length=4 | (tinmeout) |
e s o i T T ik ok i R S S
| nd=nop | Ki nd=nop | Ki nd=Sack | Length=10 |
i T e i e o o e e e b i St I N S S
| Starting Val ue |
e o I e e ol i I T T T S S e e e e i i ol it T R R
| Endi ng Val ue |
e L o i e e ki R S
| Kind=wscal e | Length=3 | (val ue) | Ki nd=EQOL |
i e e R e i o i S T ik i o I N B T

Sack inplies SackOK

Si npson Experi ment al [ Page 31]



RFC 6013 TCP Cooki e Transacti ons January 2011

A. 3. Exanple <ACK(SYN)> with 64-bit Ti nestanps

B i s T T i i o S o T Ji I
| Ki nd=TSX | Length=4 | Extend=15 | 0 | S=2 |
+=t=t+=+=t+=+=+=t+=+=+=t+=+=+=t+=+=+=t+=+=+=t+=+=+=t+=+=+=t+=+=+=t+=+=+=+=+

I I
+ TS Val ue +
I I
B i s T T i i o S o T Ji I
I I
+ TS Echo Reply +
I I
i e e R e o o e i ol S N B S
| Kind=SackOK | Length=2 | Ki nd=Cooki e | Length=30 |
B i s T T i i o S o T Ji I
I I
+ +
| . . |
+ Initiator-Cookie +
I I
+ B il s S S S S I S i
I I I
R i T S e E +
I I
+ Responder - Cooki e +
I I
+ +
I I
e L o i e S  th o i R S
| Ki nd=MsS | Length=4 | (val ue) |
i e e R e i o o S b i o S S N S T
| Ki nd=UTO | Length=4 | (timeout) |
B i s T T i i o S o T Ji I
| Kind=wscal e | Length=3 | (val ue) | Ki nd=ECL |
e L o i T R  h h o i R S S

The larger 64-bit (or 128-bit) Ti mestanps extended opti on MIST be
recogni zed, although the Responder MAY return a smaller Tinmestanps
ext ended opti on.
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