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Application of Ethernet Pseudowires to MPLS Transport Networks

Abstract

Et hernet pseudowi res are wi dely depl oyed to support packet transport
of Ethernet services. These services in-turn provide transport for a
variety of client networks, e.g., IP and MPLS. This docunent uses
procedures defined in the existing | ETF specifications of Ethernet
pseudowi res carried over MPLS networks.

Many of the requirenments for the services provided by the mechani sns
explained in this docunent are al so recogni zed by the MPLS transport
profile (MPLS-TP) design effort formed jointly by the | ETF and | TU-T.
The solution described here does not address all of the MPLS-TP
requirenents, but it provides a viable form of packet transport
service using tools that are already avail abl e.

Thi s docunent al so serves as an indication that existing MPLS

techni ques form an appropriate basis for the design of a fully-
featured packet transport solution addressing all of the requirements
of MPLS-TP.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.
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I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc5994

Copyri ght Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.

Thi s docunent nmay contain material from | ETF Documents or |ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in sone of this
mat eri al may not have granted the | ETF Trust the right to allow

nmodi fications of such nmaterial outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
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1.

I nt roducti on

Et her net pseudowi res are w dely depl oyed to support packet transport
of Ethernet services. These services in-turn provide transport for a
variety of client networks, e.g., IP and MPLS. This docunent uses
procedures defined in the existing | ETF specifications of Ethernet
pseudowi res carried over MPLS networks.

Many of the requirements for the services provided by the nmechani sns
explained in this docunent are al so recogni zed by the MPLS transport
profile (MPLS-TP) design effort fornmed jointly by the IETF and I TU-T
[ RFC5654]. For exanple, the ability to operate solely with network
managenment control, the ability to use Operations, Administration,
and Mai ntenance (OAM that does not rely on I P forwarding, and the
ability to provide |ight-weight proactive connection verification
(CV) functionality.

The solution described in this document does not address all of the
MPLS- TP requirenents, but it provides a viable form of packet
transport service using tools that are already avail abl e.

The key purpose of this docunent is to denpnstrate that there is an
exi sting | ETF nechani smwi th known inpl enentations that satisfies the
requi renents posed by the operator community. It is recognized that
it is possible to design a nore efficient method of satisfying the
requirenents, and the | ETF anticipates that inproved solutions wll

be proposed in the future as part of the MPLS-TP effort. |Indeed, the
solution described in this document is not intended to detract from
the MPLS-TP effort. Instead, it provides legitimcy for that work by

showing that there is a real demand from networks that are already
depl oyed, and by indicating that the MPLS-TP sol utions work is based
on sound foundati ons.

Much of the notation used in this docunment is defined in [ RFC3985] to
which the reader is referred for definitions.

The architecture required for this mechanismis illustrated in Figure
1.
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Figure 1: Application Ethernet over MPLS PWto MPLS Transport

Net wor ks
An 802.3 (Ethernet) circuit is established between CE1 and CE2. This

circuit may be used for the concurrent transport of MPLS packets as

well as I Pv4 and | Pv6 packets.
| PV6, or pseudow re payl oads,
be used. For clarity,
Fi gure 1.

these paths are | abeled as the client

The MPLS packets nmay carry | Pv4,
and Penul ti mate Hop Poppi ng (PHP) may
in

An Et hernet pseudowire (PW is provisioned between PE1 and PE2 and is

used to carry the Ethernet from PEl to PE2.
carried over an MPLS Packet Switched Network (PSN),
For clarity,
MPLS PSN are | abeled as the server in Figure 1.
the server network a transport network.

NOT be configured with PHP.

this docunent, call
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1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. PWE3 Configuration

The PWE3 encapsul ation used by this specification to satisfy the
transport requirenment is Ethernet [ RFC4448]. This is used in "raw'
node.

The Control Wrd MJST be used. The sequence nunber MJST be zero.

The use of the Pseudow re Setup and Maintenance Label Distribution
Prot ocol [RFC4447] is not required by the profile of the PWE3
Et hernet pseudowi re functionality defined in this docunent.

The pseudowire label is statically provisioned.
3. Operations, Adm nistration, and Mii ntenance (QOAM

Wthin a connection, traffic units sent fromthe single source are
constrained to stay within the connection under defect-free
conditions. During msconnected defects, a connection can no | onger
be assuned to be constrained, and traffic units (and by inplication
al so OAM packets) can 'l eak’ unidirectionally outside a connection
Therefore, during a m sconnected state, it is not possible to rely on
OAM which relies on a request/response nechanism and, for this
reason, such OAM should be treated with caution if used for

di agnosti c purposes.

Furt her, when inplementing an Equal Cost Miltipath (ECMP) function
with MPLS, use of the | abel stack as the path selector such that the
OAM and data are not in a co-path SHOULD be avoi ded, as any failure
in the data path will not be reflected in the OAM path. Therefore,
an OAMthat is carried within the data-path bel ow the PWIabel (such
as Virtual Grcuit Connectivity Verification (VCCV)) is NOT

vul nerable to the above failure node. For these reasons, the QAM
mechani smis as described in [ RFC5085], which uses Bidirectiona
Forwar di ng Detection (BFD) [RFC5880] for connection verification
(CV). The method of using BFD as a CV nethod in VCCV is described in
[ RFC5885]. One of the VCCV profiles described in Section 3.1 or
Section 3.2 MJST be used. Once a VCCV control channel is provisioned
and the operational status of the PWis UP, no other profile should
be used until such tinme as the PWs operational status is set to
DOMN.
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3.1. VCCV Profile 1: BFD wi thout | P/ UDP Headers

When PE1 and PE2 are not | P capable or have not been configured with
| P addresses, the follow ng VCCV nechani sm SHOULD be used.

The connection verification nmethod used by VCCV is BFD with
di agnostics as defined in [ RFC5885].

[ RFC5085] specifies that the first nibble is set to Ox1 to indicate a
channel associated with a pseudowi re [ RFC4385].

The Version and the Reserved fields are set to zero, and the Channe
Type is set to Ox7 to indicate that the payload carried is BFD
wi t hout | P/UDP headers, as is defined in [ RFC5885].

3.2. VCCV Profile 2: BFD with | P/ UDP Headers

When PE1 and PE2 are | P capable and have been configured with IP
addresses, the follow ng VCCV nechani sm may be used.

The connection verification method used by VCCV is BFD with
di agnostics as defined in [ RFC5885].

[ RFC5085] specifies that the first nibble is set to Ox1 to indicate a
channel associated with a pseudow re [ RFC4385].

The Version and the Reserved fields are set to 0, and the Channe
Type is set to 0x21 for IPv4 and 0x56 for |Pv6 payl oads [ RFC4446].

4. MPLS Layer
The architecture of MPLS-enabl ed networks is described in [ RFC3031].
This section describes a subset of the functionality of the MPLS-
enabled PSN. There are two cases that need to be consi dered:
1. The case where external configuration is used.

2. The case where a control plane is avail able.

Where the use of a control plane is desired, this nay be based on
Generalized Multi-Protocol Label Switching (GWLS) [ RFC3945].

4.1. External Configuration
The use of external provisioning is not precluded from being

supported by the current MPLS specifications. It is however
explicitly described in this specification to address the
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requirenents specified by the | TU [ RFC5654] to address the needs in a
transport environnent.

The MPLS encapsul ation is specified in [RFC3032]. Al MLS | abels
used in the server layer (Figure 1) MJST be statically provisioned.
Label s may be selected fromeither the per-platformor the per-
interface | abel space.

Al'l transport Label Switched Paths (LSPs) utilized by the PW
described in Section 2 MJST support both unidirectional and
bi directional point-to-point connections.

The transport LSPs SHOULD support unidirectional point-to-nultipoint
connecti ons.

The forward and backward directions of a bidirectional connection
SHOULD follow a symretrically routed (reciprocal) LSP in the server
net wor K.

Equal Cost Multipath (ECMP) | oad bal anci ng MUST NOT be configured on
the transport LSPs utilized by the PW described in Section 2

The nerging of Label Switched Paths is prohibited and MJST NOT be
configured for the transport LSPs utilized by the PW described in
Section 2.

Penul ti mate hop popping by the transport Label Sw tched Routers
(LSRs) MUST be disabl ed on transport LSPs.

Bot h EXP-1nferred-PSC LSPs (E-LSP) and Label - Onl y- 1 nferred- PSC LSPs
(L-LSP) MJST be supported as defined in [ RFC3270].

For the MPLS EXP field [ RFC3270] [ RFC5462], only the pipe and short-
pi pe nodel s are supported.

4.2. Control Plane Configuration
In this section, we describe the control plane configuration when
[ RFC3209] or the bidirectional support in GWLS ([ RFC3471] and
[ RFC3473]) are used to configure the transport MPLS PSN. Wen these
protocols are used to provide the control plane, the follow ng are
automatical ly provided:

1. There is no label merging unless it is deliberately enabled to
support Fast Re-route (FRR) [ RFC3209].

2. A single path is provided end-to-end (there is no ECVP).
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3. Label Switched Paths may be unidirectional or bidirectional as
required.

Additionally, the followi ng configuration restrictions required to
support external configuration MJST be appli ed:

0 Penultimte hop popping [ RFC3031] by the LSRs MJST be di sabl ed on
LSPs providing PWE3 transport network functionality.

0 Both E-LSP and L-LSP MJUST be supported as defined in [ RFC3270].

0 The MPLS EXP [ RFC5462] field is supported according to [ RFC3270]
only when the pipe and short-pipe nodels are utilized.

5. Congestion Considerations

Thi s docunent describes a nmethod of using the existing PWE3 Ethernet
pseudowi re [ RFC4448] to solve a particular network application. The
congestion consi derations associated with that pseudow re and al
subsequent work on congestion considerations regarding Ethernet
pseudowi res are applicable to this RFC

6. Security Considerations

This RFC provides a description of the use of existing | ETF Proposed
Standards to solve a network problem and raises no new security
i ssues.

The PWE3 security considerations are described in [ RFC3985] and the
Et hernet pseudowire security considerations of [RFC4448].

The Ethernet pseudowire is transported on an MPLS PSN; therefore, the
security of the pseudowire itself will only be as good as the
security of the MPLS PSN. The server MPLS PSN can be secured by
various nethods, as described in [ RFC3031].

The use of static configuration exposes an MPLS PSN to a different
set of security risks to those found in a PSN using dynanic routing.
If a path is misconfigured in a statically configured network, the
result can be a persistent black hole, or nuch worse, a persistent
forwarding |oop. On the other hand, nobst of the distributed
conmponents are | ess conplex. This is however offset by the need to
provide fail-over and redundancy in the managenent and configuration
system and the conmuni cati ons paths between those central systens and
t he LSRs.
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Security achi eved by access control of nedia access control (MAC)
addresses, and the security of the client layers, is out of the scope
of this docunent.
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