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1. Introduction

Thi s docunent describes considerations for nailing lists with the
introduction of internationalized email addresses [RFC5335].

Mailing lists are an inportant part of emmil usage and col |l aborative
communi cations. The introduction of internationalized emai

addresses affects nmailing lists in three main areas: (1) transport
(receiving and sendi ng nessages), (2) nessage headers of received and
retransmitted nmessages, and (3) mailing list operational policies.

A mailing list is a mechani smwhereby a nessage may be distributed to
multiple recipients by sending to one address. An agent (typically
not a human being) at that single address receives the nessage and
then causes the nessage to be redistributed to a list of recipients.
This agent sets the envel ope return address of the redistributed
message to a different address fromthat of the original nmessage
Using a different envel ope return address (reverse-path) directs
error (and other automatically generated) nessages to an error

Gel | ens Experi ment al [ Page 2]



RFC 5983 Mailing Lists and UTF-8 Mail Addresses Cct ober 2010

handl i ng address associated with the mailing list. (This avoids
havi ng error and other automatic messages go to the original sender,
who typically doesn’'t control the list and hence can’t do anyt hing
about them)

In nost cases, the mailing |list agent redistributes a received
message to its subscribers as a new nessage, that is, conceptually it
uses message submi ssion [subnission] (as did the sender of the

origi nal nessage). The exception, where the mailing list is not a
separate agent that receives and redistributes nessages in separate
transactions, but is instead an expansion step within an SMIP
transacti on where one | ocal address expands to nultiple |ocal or non-
| ocal addresses, is out of scope for this docunent.

Sone mailing lists alter nessage header fields, while others do not.
A nunber of standardized list-related header fields have been
defined, and many lists add one or nore of these header fields.
Separate fromthese standardi zed |ist-specific header fields, and
despite a history of interoperability problenms from doing so, sone
lists alter or add header fields in an attenpt to control where
replies are sent. Such lists typically add or replace the "Reply-To"
field and sone add or replace the "Sender" field. Poorly behaved
lists may alter or replace other fields, including "Fron.

Among these list-specific header fields are those specified in RFC
2369 ("The Use of URLs as Meta-Syntax for Core Mail List Commands and
their Transport through Message Header Fields") [List-*] and RFC 2919
("List-1d: A Structured Field and Nanespace for the Identification
of Mailing Lists") [List-1D]. For nore information, see Section 5

While the mail transport protocol does not differ between regul ar
emai|l recipients and mailing list recipients, lists have specia
considerations with internationalized email addresses because they
retransmt nessages conposed by other agents to potentially many
recipients.

There are considerations for internationalized email addresses in the
envel ope as well as in header fields of redistributed messages. In
particular, an internationalized nessage cannot be downgraded unl ess
all envel ope addresses are available in ASCII (that is, each address
either is ASCII or has an alt-address [ UTF8SMIP]).

Wth mailing lists, there are two different types of considerations:
first, the purely technical ones involving message handling, error
cases, downgrades, and the |ike; and second, those that arise from
the fact that humans use nmailing lists to comunicate. As an exanple
of the first, mailing lists mght choose to reject all nessages from
internationalized addresses that |lack an alt-address, or even al
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internationalized nmessages that cannot be downgraded. As an exanple
of the second, a user who sends a nessage to a list often is unaware
of the Iist nmenbership. 1In particular, the user often doesn’t know
if the nenbers are UTF-8 nmamil users or not, and often neither the
ori gi nal sender nor the recipients personally know each other. As a
consequence of this, renedies that nay be readily available for a

m ssed email in one-to-one communications mght not be appropriate
when dealing with mailing lists. For exanple, if a user sends a
message that is undeliverable, normally the tel ephone, instant
messagi ng, or other forns of conmmunication are available to obtain a
wor ki ng address. Wth mailing lists, the users may not have any
recourse. O course, with mailing lists, the original sender usually
does not know if the nmessage was successfully received by any |ist
menbers or if it was undeliverable to some.

Conceptually, a mailing list’s internationalization can be divided

into three capabilities: First, does it have a UTF-8 subni ssion or
return-path address? Second, does it accept subscriptions to UTF-8
addresses? And third, does it accept [UTF8SMIP] nessages? This is
expl ored in Section 4.

A brief discussion on a few additional considerations for nailing
|ist operation is in Section 6

2. Conventions Used in This Document

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ KEYWORDS] .

3. Scenarios Involving Mailing Lists

Generally (and exclusively within the scope of this docunent), an
original nessage is sent to a nailing list as a conpletely separate
and i ndependent transaction fromthe mailing |list agent sending the
retransmtted nmessage to one or nore list recipients. |n both cases,
the message might have only one recipient, or mght have nultiple
recipients. That is, the original message m ght be sent to
additional recipients as well as the mailing list agent, and the

mai ling list mght choose to send the retransmtted nmessage to each
list recipient in a separate nessage subm ssion [subni ssion]
transaction, or it might choose to include nmultiple recipients per
transaction. (Often, mailing lists are constructed to work in
cooperation with, rather than include the functionality of, a message
subm ssi on server [submission], and hence the list transnmits to a
singl e subm ssion server one copy of the retransnitted nessage, wth
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all list recipients specified in the SMIP envel ope. The subni ssion
server then decides which recipients to include in which
transaction.)

The retransmtted nessage sent by the mailing list to its subscribers
m ght need to be downgraded [ EAl -Downgrade]. In order for a
downgrade to be possible, the return path set by the mailing |ist
agent nust be an ASCI| address or have an alt-address [ UTF8SMIP]

specified. 1In addition, the recipient addresses need to have ASCl I
addresses available. It may be advisable for mailing |ist operators
to pre-obtain an alt-address for all its internationalized nenber
addr esses.

In the case where a nenber or non-nenber with an internationalized
emai |l address is sending to a mailing list, no alt-address [ UTF8SMIP]
is specified, and a downgrade is required, the nmessage cannot be
delivered. To protect against this, a UTF8SMIP- aware [ UTF8SMIP]
mailing list nmight prefer to reject subnissions from
internationalized email addresses that |ack an alt-address.

(Note that this situation is not unique to mailing lists. Mai
relays that are UTF8SMIP-aware will potentially encounter the sane
situation.) Further discussions are included in Section 6 of this
docunent .

4. Capabilities and Requirements

There are three primary internationalization capabilities of nailing
lists: First, does it have a UTF-8 subm ssion or return-path
address? Second, does it allow subscriptions from UTF-8 addresses?
And third, does it accept [UTF8SMIP] nessages?

In theory, any list can support any conbination of these. In
practice, only sone offer any benefit. For exanple, neither allow ng
UTF- 8 addresses to subscribe, nor accepting UTF8SMIP nessages, nakes
much sense without the other (an all-ASC | address m ght or m ght not
be capabl e of receiving UTF8SMIP nessages, but a UTF-8 address of
necessity needs to accept UTF8SMIP nessages). Likew se, there is no
real benefit to a list in using a UTF-8 subm ssion address unless it
al so accepts UTF8SMIP nessages and pernits UTF-8 addresses to

subscri be.

However, requirenments for lists can be di scussed separately for each
of the three capabilities.

1. If the list uses a UTF-8 subm ssion or return-path address, it

SHOULD specify an alt-address [UTF8SMIP] for it. dearly, it
needs to sit behind a UTF8SMIP-enabl ed fi nal -delivery SMIP server
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5.

[ UTF8SMIP] and delivery agent. Likewise, if a list uses a UTF-8
return-path address, then its Message Subnission Agent (MSA)
[ subm ssion] needs to support UTF8SMIP

The list’s return-path address is usually separate fromits

submi ssi on address (so that delivery reports and ot her

automati cally generated nessages are not sent to the subnission
address). For reliability in receiving delivery status
notifications, a list MAY choose to use an all-ASCI| return path
even if it uses a UTF-8 subm ssion address. |If the |list does use
a UTF-8 return path, it MJST specify an alt-address [UTF8SMIP] (or
el se there is a high risk of being unable to receive non-delivery
reports).

There are also inplications for the List-* header fields (see
bel ow) .

2. If it allows UTF-8 addresses to subscribe, it MAY require an alt-
address [UTF8SMIP] to be specified for each UTF-8 subscri ber

Naturally, if it permts UTF-8 addresses to subscribe, it needs a
mechani smto accept subscription requests from such addresses
(preferably specified in the form<utf8@itf8 <ascii @scii>>). In
order to send email to its subscribers who have UTF-8 addresses,
its MSA needs to support [UTF8SMIP].

3. If it accepts UTF8SMIP nessages, the Message Transfer Agents
(MTAs) and Mail Delivery Agent (MDA) in its inbound path need to
support UTF8SMIP

Li st Header Fields

A nunber of header fields, specifically for mailing lists, have been
introduced in RFCs 2369 and 2919. For exanple, these include:

Li st-1d: List Header Mailing List <list-header.exanple.conm

Li st-Hel p: <mailto:list@xanple.con?subj ect =hel p>

Li st - Unsubscri be: <mailto:list@xanpl e. con?subj ect =unsubscri be>

Li st-Subscri be: <mailto:list@xanpl e.con?subj ect =subscri be>

Li st-Post: <mailto:list@xanple.conr

Li st-Omer: <numilto:listnmma@xanpl e.conm> (Contact Person for Hel p)
Li st-Archive: <mailto:archive@xanpl e.con?subj ect =i ndex%20l i st >

As described in RFC 2369, "The contents of the |list header fields

mostly consi st of angle-bracket ("<, '>) enclosed URLs, with
i nternal whitespace being ignored" [List-*]. For List-1D, RFC 2919
specifies that, "The list identifier will, in nost cases, appear like

a host nanme in a domain of the list owner" [List-1D.
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Except for the List-1D header field, these mailing |list header fields
contain URLs [RFC3986]. The nost comon schemes are generally HITP,
HTTPS, mailto, and FTP. Schenes that permt both URI and
Internationalized Resource ldentifier (IRI) [IRI] fornms should use
the URI -encoded formdescribed in [IRI]. Future work nmay extend
these header fields or define replacenents to directly support non-
encoded UTF-8 in IRIs (for exanple, [mailto-bis]), but in the absence
of such extension or replacement, non-ASClI| characters can only
appear within when encoded as ASCII. Note that discussion on whether
i nternationalized domai n names shoul d be percent encoded or puny
coded i s ongoing; see [IRI-hbis].

Even wi t hout these header fields being extended to support UTF-8,
some special provisions may be hel pful when downgrading. In
particular, if a List-* header field contains a UTF-8 mailto (even
encoded in ASCI1) followed by an ASCII nmilto, it may be advisable
not only to copy and preserve the original header field as usua

( ENCAPSULATI ON net hod of [ EAI - Downgrade]), but also to edit the
header field to renove the UTF-8 address. Oherwi se, a client mght
run into trouble if the decoded mailto results in a non-ASCl I

addr ess.

When mailing lists use a UTF-8 formof a List-* header field, an
ASClI | form SHOULD al so be used. These header fields are vital to
good operations and use of mailing lists; caution is called for when
considering how to formand use these header fields in a non-ASCl I
envi ronnent .

The nost commonly used URI schenes in List-* header fields tend to be
HTTP and nmailto. The current specification for mailto does not

permit unencoded UTF-8 characters, although work has been proposed to
extend or nore likely replace mailto in order to pernmit this. For
mailto URIs, a separate consideration is howto include an alternate
ASCI | address (alt-address) [UTF8SMIP] for a UTF-8 address. Note
that the existing ability to specify nultiple URLs within each List-*
header field provides one sol ution

[List-*] says:

Alist of multiple, alternate, URLs MAY be specified by a comm-
separated |ist of angle-bracket enclosed URLs. The URLs have
order of preference fromleft to right. The client application
shoul d use the left nost protocol that it supports, or knows how
to access by a separate application

When a UTF-8 mailto is used in a List-* header field, an alt-address
[ UTF8SMIP], if avail able, SHOULD be suppli ed.
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The List-1D header field provides an opaque val ue that uniquely
identifies alist. The intent is that the value of this header field
remai n constant, even if the machine or systemused to operate or
host the list changes. This header field is often used in various
filters and tests, such as client-side filters, Sieve filters, and so
forth. Such filters and tests may not properly conpare a non-ASCl |
val ue that has been encoded into ASCII. In addition to these

compari son considerations, it is generally desirable that this header
field contain sonething neaningful that users can type in. However,
ASCI | encodi ngs of non-ASCI| characters are unlikely to be neaningful
to users or easy for themto accurately type.

6. Further Discussion

VWhile mailing lists do not create a significant additional burden to
the depl oynment of internationalized enail address functionalities,
there are sone specific areas that need to be considered when the
operator of a mailing list or of a final delivery MIA that serves a
mai ling |ist upgrades to internationalized mail.

Mailing lists face additional complexity since they redistribute
messages conposed by other agents. Hence, they may be asked to
accept a nessage with non-ASClI| header fields conposed by a UTF8SMIP-
aware user agent [UTF8SMIP] and redistribute it to UTF-8 mail and
all-ASCIl mail users via systens that are not UTF8SMIP- awar e.

1. Ovbtaining Downgrade Information -- for a mailing list, or mai
relay server for that matter, which is UTF8SMIP-aware, receiving
mail froman internationalized email address, the alt-address
[ UTF8SMIP] is not required fromthe sending MIA for the transport
to be conplete. Wen the mailing list then retransnmits the
message to its subscribers, it may encounter paths where a
downgrade is needed (if a relay or final MSA does not supports
UTF8SMIP). In order to mtigate this situation, the mailing |ist
m ght perhaps decide to reject all incomng nmail from an
internationalized email address that |acks an alt-address.
However, note that in general, downgrades are not expected to be
the normal case.

2. Downgradi ng Considerations for mailto URLs -- UTF-8 addresses in
mailto links in List-* header fields will be easier to downgrade
if they contain an alt-address [ UTF8SMIP].

7. Security Considerations
Because use of both a UTF-8 address and an alt-address for the same

entity introduces a potential anbiguity regarding the identity of
list subscribers and nessage senders, inplenenters are advised to
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9.

9.

careful ly handl e authori zation deci sions regardi ng subscriptions,
sender filters, and other comon |ist adm nistration features. For
exanpl e, a binding between a UTF-8 address and an ASCI| alt-address
can be used by an attacker to deny anot her person admission to an
Enmai | Address Internationalization (EAI) mailing list.

O her relevant security considerations are discussed in the Framework
docunent [ EAl - Fr anewor K] .
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