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Fl ow- based measurenent is a popul ar nethod for various network

moni toring usages. The sharing of flow based information for

nmoni toring applications having different requirenments rai ses sone
open issues in terns of neasurenent system scalability, flow based
measurenent flexibility, and export reliability that IP Fl ow
Information Export (IPFIX) Mediation may help resolve. This docunent
descri bes sonme problens related to fl ow based neasurenent that
networ k admi ni strators have been facing, and then it describes |IPFIX
Medi ati on applicability exanples along with the probl ens.
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1.

I nt roducti on

An advant age of fl ow based neasurenent is that it allows nonitoring

| arge anpbunts of traffic observed at distributed Cbservation Points.
Wi | e fl ow based neasurenent can be applied to one of various
purposes and applications, it is difficult for flow based neasurenent
to apply to multiple applications with very different requirements in
parallel. Network administrators need to adjust the paranmeters of
the metering devices to fulfill the requirements of every single
measur enent application. Such configurations are often not supported
by the netering devices, either because of functional restrictions or
because of limted conputational and nenory resources, which inhibit
the metering of |arge anmounts of traffic with the desired setup. |IP
Fl ow I nformation Export (IPFIX) Mediation fills the gap between
restricted nmetering capabilities and the requirenments of neasurenent
applications by introducing an internedi ate device called the |IPFIX
Medi at or.

The | PFI X requirenents defined in [RFC3917] mention exanpl es of

i ntermedi ate devices | ocated between Exporters and Col | ectors, such
as | PFI X proxies or concentrators. But, there are no docunents
defining a generalized concept for such internediate devices. This
docunent addresses that issue by defining |PFI X Mediation -- a
generalized internedi ate device concept for IPFIX -- and examining in
detail the notivations behind its application

Thi s docunent is structured as follows: Section 2 describes the
term nol ogy used in this docunent, Section 3 gives an | PFl X/ Packet
Sanpl i ng (PSAMP) document overview, Section 4 introduces genera
problens related to fl ow based nmeasurenent, Section 5 describes sone
applicability exanpl es where | PFI X Medi ati on woul d be beneficial,
and, finally, Section 6 describes some problenms an | PFI X Mediation

i npl ement ati on m ght face.

Term nol ogy and Definitions

The | PFI X-specific and PSAMP-specific termnology used in this
docunent is defined in [RFC5101] and [ RFC5476], respectively. In
this document, as in [ RFC5101] and [ RFC5476], the first letter of
each | PFI X-specific and PSAMP-specific termis capitalized along with
the | PFI X Medi ation-specific terns defined here.

In this docunent, we call "record stream' a stream of records
carrying flow or packet-based information. The records may be
encoded as | PFI X Data Records or in any other format.
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Oiginal Exporter

An Original Exporter is an |IPFIX Device that hosts the Cbservation
Poi nts where the netered | P packets are observed.

| PFI X Medi ati on

| PFI X Mediation is the manipul ati on and conversion of a record
stream for subsequent export using the |IPFI X protocol.

The following terns are used in this docunent to describe the
architectural entities used by |IPFI X Mediation.

I nt ermedi ate Process

An Internediate Process takes a record streamas its input from
Col l ecting Processes, Metering Processes, |PFIX File Readers,
other Internedi ate Processes, or other record sources; perforns
some transformations on this stream based upon the content of
each record, states mmintained across nultiple records, or other
data sources; and passes the transforned record streamas its
output to Exporting Processes, IPFIX File Witers, or other

I nternedi ate Processes, in order to perform | PFI X Mediation.
Typically, an Intermediate Process is hosted by an | PFI X Medi at or.
Alternatively, an Intermedi ate Process may be hosted by an
Original Exporter.

| PFI X Medi at or

An | PFI X Mediator is an | PFI X Device that provides |PFI X Mediation
by receiving a record stream from sone data sources, hosting one
or nore Intermedi ate Processes to transformthat stream and
exporting the transforned record streaminto | PFlI X Messages via an
Exporting Process. |In the common case, an | PFI X Medi ator receives
a record streamfroma Collecting Process, but it could al so
receive a record stream from data sources not encoded using | PFI X
e.g., in the case of conversion fromthe NetFl ow V9 protocol

[ RFC3954] to the | PFI X protocol.

Note that the I PFI X Mediator is a generalization of the
concentrator and proxy elenents envisioned in the | PFI X

requi renents [RFC3917]. | PFI X Mediators running appropriate
I ntermedi ate Processes provide the functionality specified
t her ei n.
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3.

3.

3.

| PFI X/ PSAMP Docunents Overvi ew

I PFI X Medi ation can be applied to Flow or packet-based information.
The Fl ow based information is encoded as | PFI X Fl ow Records by the

| PFI X protocol, and the packet-based information is extracted by sone
packet sel ection techni ques and then encoded as PSAMP Packet Reports
by the PSAMP protocol. Thus, this section describes rel evant
docunents for both protocols.

1. | PFI X Docunments Overvi ew

The | PFI X protocol [RFC5101] provides network adm nistrators with
access to IP flow information. The architecture for the export of
measured IP flow information froman | PFl X Exporting Process to a

Col l ecting Process is defined in [ RFC5470], per the requirenents
defined in [ RFC3917]. The I PFI X protocol [RFC5101] specifies how

| PFI X Data Records and Tenpl ates are carried via a nunber of
transport protocols from | PFI X Exporting Processes to | PFI X

Col l ecting Processes. |PFIX has a formal description of |PFIX
Information El enents, their names, types, and additional semantic
information, as specified in [RFC5102]. [RFC5815] specifies the

| PFI X Managenent Infornmation Base. Finally, [RFC5472] describes what
types of applications can use the | PFI X protocol and how they can use
the information provided. Furthernore, it shows how t he | PFI X
framework relates to other architectures and franmeworks. The storage
of IPFIX Messages in a file is specified in [ RFC5655].

2. PSAMP Docunents Overvi ew

The framework for packet selection and reporting [ RFC5474] enabl es
network el ements to sel ect subsets of packets by statistical and
ot her nethods and to export a stream of reports on the sel ected
packets to a Collector. The set of packet selection techniques
(Sanpling and Filtering) standardi zed by PSAVMP is described in

[ RFC5475]. The PSAMP protocol [RFC5476] specifies the export of
packet information froma PSAMP Exporting Process to a Collector
Li ke I PFI X, PSAMP has a formal description of its Information

El ements, their nanes, types, and additional semantic informtion
The PSAMP information nodel is defined in [RFC5477]. [ PSAMP-M B
descri bes the PSAVP Managenent | nfornation Base.

Pr obl em St at enent

Net wor k adm ni strators generally face the probl ens of neasurenent
system scal ability, Flow based measurenent flexibility, and export
reliability, even if sonme techniques, such as Packet Sanpling,
Filtering, Data Records aggregation, and export replication, have
al ready been devel oped. The probl ens consi st of adjusting sone
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paraneters of metering devices to resources of the neasurenment system

while fulfilling appropriate conditions: data accuracy, Flow
granularity, and export reliability. These conditions depend on two
factors.

0 Measurenment system capacity: This consists of the bandw dth of the
managenment network, the storage capacity, and the perfornmances of
the collecting devices and exporting devi ces.

o0 Application requirenents: Different applications, such as traffic
engi neering, detecting traffic anonalies, and accounting, inpose
different Flow Record granularities, and data accuracies

The sustained growh of IP traffic has been overwhel m ng the
capacities of neasurenent systens. Furthernore, a large variety of
applications (e.g., Quality-of-Service (QS) neasurenent, traffic
engi neering, security nonitoring) and the depl oynent of neasurenent
systens in heterogeneous environnents have been increasing the demand
and conplexity of IP traffic nmeasurenents.

4.1. Coping with IP Traffic Gowth

Enterprise or service provider networks already have multiple 10 Gb/s
links, their total traffic exceeding 100 Gb/s. |In the near future,
broadband users’ traffic will increase by approxi mately 40% every
year according to [ TRAFGRW . Wen adninistrators nonitor IP traffic
sustaining its gromh at nmultiple Exporters, the anount of exported
Fl ow Records from Exporters could exceed the ability of a single

Col | ect or.

To deal with this problem current data reduction techni ques (Packet
Sanpling and Filtering in [RFC5475], and aggregation of neasurenent
data) have been generally inplenmented on Exporters. Note that Packet
Sanpling leads to potential loss of small Flows. Wth both Packet
Sanpl i ng and aggregati on techni ques, adninistrators night no | onger
be able to detect and investigate subtle traffic changes and
anomalies, as this requires detailed Flow information. Wth
Filtering, only a subset of the Data Records are exported.

Consi dering the potential drawbacks of Packet Sanpling, Filtering,
and Data Records aggregation, there is a need for a |arge-scale
collecting infrastructure that does not rely on data reduction

t echni ques.
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4.2. Coping with Miltipurpose Traffic Measurenent

Different nonitoring applications inpose different requirements on
the monitoring infrastructure. Sone of themrequire traffic
monitoring at a Flow | evel while others need infornmation about

i ndi vi dual packets or just Flow aggregates.

To fulfill these diverse requirenents, an Exporter would need to
perform various conplex nmetering tasks in parallel, which is a
problemdue to Iimted resources. Hence, it can be advantageous to
run the Exporter with a nmuch sinpler setup and to perform appropriate
post - processi ng of the exported Data Records at a | ater stage.

4.3. Coping with Heterogeneous Environments

Net wor k admi ni strators use | PFl X Devi ces and PSAMP Devices from
various vendors, various software versions, and various device types
(router, switch, or probe) in a single network donmain. Even |egacy
flow export protocols are still deployed in current networks. This
het er ogeneous environnent |eads to differences in Metering Process
capabilities, Exporting Process capacity (export rate, cache nenory,
etc.), and data format. For exanple, probes and swi tches cannot
retrieve sone derived packet properties froma routing table.

To deal with this problem the nmeasurenent system needs to nediate
the differences. However, equipping all collecting devices with this
absorption function is difficult.

4.4. Summary

Due to resource linmitations of the measurement system it is
important to use traffic data reduction techniques as early as
possible, e.g., at the Exporter. However, this inplenentation is
made difficult by the heterogeneous environnent of exporting devices.
On the other hand, keeping data accuracy and Flow granularity to neet
the requirenents of different nonitoring applications requires a

scal abl e and flexible collecting infrastructure.

This inplies that a new Mediation function is required in typica
Exporter-Col |l ector architectures. Based on sonme applicability
exanpl es, the next section shows the linmtation of the typica
Exporter-Col |l ector architecture nodel and the | PFI X Mediation
benefits.
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5.

5.

5.

1.

2.

Medi ation Applicability Exanples
Adjusting Flow Granul arity

The sinplest set of Flow Keys is a fixed 5-tuple of protocol, source
and destination |P addresses, and source and destination port
nunbers. A shorter set of Flow Keys, such as a triple, a double, or
a single property, (for exanple, network prefix, peering autononous
system nunber, or BGP Next-Hop fields), creates nore aggregated Fl ow
Records. This is especially useful for neasuring router-|eve
traffic matrices in a core network domain and for easily adjusting
the performance of Exporters and Col |l ectors.

I mpl enent ati on anal ysi s:

I mpl enentations for this case depend on where Flow granularity is
adjusted. Mdre suitable inplenentations use configurable Metering
Processes in Oiginal Exporters. The cache in the Metering
Process can specify its own set of Flow Keys and extra fields.

The Original Exporter thus generates Flow Records of the desired
Fl ow granul arity.

In the case where a Metering Process hosting no ability to change
the Flow Keys in Oiginal Exporters creates Flow Records, or PSAMP
Packet Reports, an | PFI X Medi ator can aggregate Data Records based
on a new set of Flow Keys. Even in the case of a Metering Process
hosting this ability, an |IPFI X Mediator can further aggregate the
FI ow Records.

Col l ecting Infrastructure

I ncreasi ng nunbers of |PFI X Exporters, IP traffic growh, and the
variety of treatnents expected to be performed on the Data Records
make it nore and nore difficult to inplenment all neasurenent
applications within a single Collector.

I mpl ement ati on anal ysi s:

To increase the collecting (e.g., the bandw dth capacity) and
processing capacity, distributed Collectors close to Exporters
need to be deployed. In such a case, those Collectors would
becone | PFI X Medi ators, re-exporting Data Records on denmand to
centralized applications. To cope with the variety of neasurenent
appl i cations, one possible inplenentation uses an Internediate
Process deciding to which Collector(s) each record is exported.
More specific cases are described in Section 5.9.
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5.

5.

3.

Correl ation for Data Records

The correl ati on anongst Data Records or between Data Records and
met adata provi des new netrics or information, including the
fol | owi ng.

(0]

(o]

One-to-one correl ati on between Data Records

*  One-way delay fromthe correlation of PSAMP Packet Reports from
different Exporters along a specific path. For exanple, one-
way delay is calculated fromthe correlation of two PSAWP
Packet Reports, including the packet digest and the arrival
time at the Qohservation Point. This scenario is described in
Section 6.2.1.2 of [RFC5475].

* Packet inter-arrival tinme fromthe correlation of sequential
PSAMP Packet Reports from an Exporter.

* Treatment fromthe correlation of Data Records with conmon
properties, observed at incom ng/outgoing interfaces. Exanples
are the rate-limting ratio, the conpression ratio, the
optimzation ratio, etc.

Correl ati on anongst Data Records

Aver age/ maxi muni m ni mrum val ues fromcorrelating multiple Data
Records. Exanples are the average/ maxi mum m ni num nunber of
packets of the neasured Fl ows, the average/ maxi nuni m ni rum one-way
del ay, the average/ maxi muni m ni rum nunber of | ost packets, etc.
Correl ati on between Data Records and ot her netadata

Exanpl es are sone BGP attributes associated with Data Records, as
determned via routing table | ookup.

I mpl ement ati on anal ysi s:

4.

One possible inmplementation for this case uses an Internedi ate
Process | ocated between the Metering Processes and Exporting
Processes on the Original Exporter, or alternatively, a separate
| PFI X Medi ator |ocated between the Oiginal Exporters and | PFI X
Col | ect ors.

Ti me Conposition

Time conposition is defined as the aggregation of consecutive Data
Records with identical Flow Keys. It leads to the sanme output as
setting a longer active timeout on Original Exporters, with one
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5

5

advant age: the creation of new metrics such as average, maxi nrum and
m ni mum val ues from Fl ow Records with a shorter time interval enables
adm nistrators to keep track of changes that m ght have happened
during the tine interval

I mpl ement ati on anal ysi s:

One possible inplementation for this case uses an Internedi ate
Process | ocated between the Metering Processes and Exporting
Processes on the Original Exporter, or alternatively a separate
| PFI X Medi ator |ocated between the Oiginal Exporters and | PFI X
Col | ect ors.

Spati al Conposition

Spatial conposition is defined as the aggregation of Data Records in
a set of Cbservation Points within an Cbservation Domain, across

mul tiple Cbservation Donmains froma single Exporter, or even across
mul ti ple Exporters. The spatial conposition is divided into four

types.

0 Case 1: Spatial conposition within one Cbservation Domain

For exanple, to nmeasure the traffic for a single logical interface
in the case in which link aggregation [| EEE802. 3ad] exists, Data
Records netered at physical interfaces belonging to the same trunk
can be merged.

0 Case 2: Spatial comnposition across Observation Donains, but within
a single Original Exporter

For exanple, in the case in which |ink aggregation exists, Data
Records netered at physical interfaces belonging to the same trunk
groupi ng beyond the Iine card can be nerged.

0 Case 3: Spatial conposition across Exporters

Data Records netered within an adm ni strative domain, such as the
west area and east area of an ISP network, can be nerged.

0 Case 4: Spatial comnposition across adm nistrative domains

Dat a Records netered across admini strative domains, such as across
different customer networks or different | SP networks, can be
merged. For exanple, a unique Collector knows in which customner
network an Exporter exists, and then works out the traffic data
per custoner based on the Exporter |P address.
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5

5

6

7

I mpl ement ati on anal ysi s:

One possible inplenmentation for cases 1 and 2 uses an Internediate
Process | ocated between the Metering Processes and Exporting
Processes on the Original Exporter. A separate |PFIX Mdiator

| ocated between the Original Exporters and IPFI X Collectors is a
valid solution for cases 1, 2, 3, and 4.

Dat a Record Anonymi zation

| PFI X exports across adm nistrative domai ns can be used to neasure
traffic for wide-area traffic engineering or to anal yze Internet
traffic trends, as described in the spatial conposition across

adm ni strative domains in the previous subsection. |In such a case,
adm nistrators need to adhere to privacy protection policies and
prevent access to confidential traffic measurenents by other people.
Typi cal |y, anonymi zation techni ques enable the provision of traffic
data to other people without violating these policies.

General |y, anonymi zation nodifies a data set to protect the identity
of the people or entities described by the data set from being
disclosed. It also attenpts to preserve sets of network traffic
properties useful for a given analysis while ensuring the data cannot
be traced back to the specific networks, hosts, or users generating
the traffic. For exanple, |IP address anonynization is particularly
important for avoiding the identification of users, hosts, and
routers. As another exanple, when an ISP provides traffic nonitoring
service to end custoners, network adm nistrators take care of

anonym zing interface index fields that could disclose any

i nformati on about the vendor or software version of the Exporters.

I mpl enent ati on anal ysi s:

One possible inplementation for this case uses an anonym zation
function at the Original Exporter. However, this increases the
| oad on the Original Exporter. A nore flexible inplenentation
uses a separate |PFI X Medi ator between the Oiginal Exporter and
Col | ect or.

Data Retention

Data retention refers to the storage of traffic data by service
provi ders and commerci al organi zations. Legislative regulations
often require that network operators retain both IP traffic data and
call detail records, in wired and wirel ess networks, generated by end
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5.8.

Kob

users while using a service provider’'s services. The traffic data is
required for the purpose of the investigation, detection, and
prosecution of serious crime, if necessary. Data retention exanples
relevant to I P networks are the foll ow ng:

o Internet telephony (includes every nultimedia session associated
with [P nultinedia services)

o Internet emil
0o Internet access

Data retention, for these services in particular, requires a

measur enent systemwith reliable export and huge storage, as the data
must be available for a long period of tine, typically at |east six
nont hs.

I mpl ement ati on anal ysi s:

Regardi ng export reliability requirenent, the nost suitable

i mpl ement ati on uses the Stream Control Transmi ssion Protoco
(SCTP) between the Oiginal Exporter and Collector. |If an
unreliabl e transport protocol such as UDP is used, a |l egacy
exporting device exports Data Records to a nearby | PFl X Medi at or
t hrough UDP, and then an | PFI X Medi ator could reliably export them
to the I PFI X Col |l ector through SCTP. If an unreliable transport
protocol such as UDP is used and if there is no | PFI X Mediator,
the | egacy exporting device should duplicate the exports to
several Collectors to |ower the probability of |osing Fl ow
Records. However, it might result in network congestion, unless
dedi cated export |inks are used.

Regardi ng huge storage requirenents, the collecting infrastructure
is described in Section 5. 2.

| PFI X Export froma Branch Ofice

Generally, in large enterprise networks, Data Records from branch
offices are gathered in a central office. However, in the |ong-

di stance branch office case, the bandwidth for transporting IPFIX is
limted. Therefore, even if nmultiple Data Record types shoul d be of
interest to the Collector (e.g., |IPFIX Flow Records in both
directions, |PFIX Fl ow Records before and after WAN optim zation
techni ques, performance netrics associated with the | PFI X Fl ow
Records exported at regular intervals, etc.), the export bandw dth
limtation is an inportant factor to pay attention to.
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5

9

I mpl ement ati on anal ysi s:

One possible inmplementation for this case uses an | PFl X Medi at or
| ocated in a branch office. The I PFI X Medi ator woul d aggregate
and correlate Data Records to cope with the export bandw dth
limtation.

Distributing Data Record Types

Recently, several networks have shifted towards integrated networks,
such as the pure I P and MPLS networks, which include |IPv4, |1Pv6, and
VPN traffic. Data Record types (IPv4, IPv6, MPLS, and VPN) need to
be anal yzed separately and fromdifferent perspectives for different
organi zations. A single Collector handling all Data Record types

m ght becone a bottleneck in the collecting infrastructure. Data
Records distributed based on their respective types can be exported
to the appropriate Collector, resulting in |oad distribution anongst
mul tiple Collectors.

I mpl enent ati on anal ysi s:

One possible inplementation for this case uses replication of the
| PFI X Message in an Original Exporter for nmultiple | PFI X

Col l ectors. Each Collector then extracts the Data Record required
by its own applications. However, this replication increases the
| oad of the Exporting Process and the waste of bandw dth between
the Exporter and Col |l ector.

A nore sophisticated inplenentation uses an Internedi ate Process

| ocat ed between the Metering Processes and Exporting Processes in
an Oiginal Exporter. The Internediate Process determines to
which Collector a Data Record is exported, depending on certain
field values. If an Oiginal Exporter does not have this
capability, it exports Data Records to a nearby separate |PFIX
Medi ator, and then the | PFI X Mediator could distribute themto the
appropriate | PFI X Col |l ectors.

For exanple, in the case of distributing a specific custoner’s
Dat a Records, an | PFI X Mediator needs to identify the customner
networks. The Route Distinguisher (RD), ingress interface,
peering Aut ononmous System (AS) nunber, or BGP Next-Hop, or sinply
the network prefix nay be evaluated to distinguish different
customer networks. In the following figure, the | PFI X Medi at or
reroutes Data Records on the basis of the RD value. This system
enabl es each custoner’s traffic to be inspected independently.
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iTraffic |
.---->| Col | ect or| <==>Cust oner #A
I
RD=100: 1
R . R R . |
| I PFI X | | I PFI X | ----" B .
| Export er #1]| | Medi at or | RD=100:2 |Traffic |
| [------- >| [--------- >| Col | ect or | <==>Cust omer #B
| | | | | #2 !
! ! ! ey T
RD=100: 3
| Rt
| | Traffic |
"---->| Col | ect or| <==>Cust oner #C

Figure A. Distributing Data Records to Collectors
Usi ng | PFI X Medi at or

5.10. Flow Based Sanpling and Sel ection

Generally, the distribution of the nunber of packets per Flow seens
to be heavy tailed. Mst types of Flow Records are likely to be
smal |l Fl ows consisting of a small nunber of packets. The neasurenent
systemis overwhel ned with a huge anobunt of these snmall Flows. |If
statistics information of snmall Flows is exported as nerged data by
applying a policy or threshold, the |l oad on the Exporter is reduced.
Furthermore, if the Flow distribution is known, exporting only a
subset of the Data Records m ght be sufficient.

| npl enent ati on anal ysi s:

One possible inplenmentation for this case uses an Internedi ate
Process | ocated between the Metering Processes and Exporting
Processes on the Original Exporter, or alternatively a separate
| PFI X Medi ator | ocated between the Oiginal Exporters and |PFI X
Col l ectors. A set of IPFIX Mediation functions, such as
Filtering, selecting, and aggregation, is used in the |PFI X
Medi at or .
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5.11. Interoperability between Legacy Protocols and | PFI X

During the mgration process froma | egacy protocol such as NetFl ow
[ RFC3954] to IPFIX, both NetFl ow exporting devices and | PFI X
Exporters are likely to coexist in the sane network. Operators need
to continue nmeasuring the traffic data froml|egacy exporting devices,
even after introducing | PFI X Coll ectors.

I mpl enent ati on anal ysi s:

One possible inplementation for this case uses an | PFl X Medi at or
that converts a | egacy protocol to |IPFIX

6. | PFIX Mediators’ |nplementation-Specific Problens
6.1. Loss of Original Exporter Information

Both the Exporter | P address indicated by the source | P address of
the I PFI X Transport Session and the Cbservation Domain ID included in
the |1 PFl X Message header are likely to be lost during I PFI X

Medi ation. In sonme cases, an | PFI X Mediator mght drop the
information deliberately. In general, however, the Collector nust
recogni ze the origin of the neasurenent information, such as the IP
address of the Original Exporter, the Observation Dormain |ID, or even
the Cbservation Point ID. Note that, if an |PFI X Mediator cannot
communi cate the Original Exporter |P address, then the | PFI X
Collector will wongly deduce that the I P address of the |IPFIX

Medi ator is that of the Oiginal Exporter.

In the following figure, a Collector can identify two | P addresses:
192.0.2.3 (I PFI X Mediator) and 192.0.2.2 (Exporter#2), respectively.
The Col | ector, however, needs to sonehow recogni ze both Exporter#1
and Exporter#2, which are the Oiginal Exporters. The |PFI X Mediator
must be able to notify the Collector about the I P address of the
Original Exporter.
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6.

6.

6.

2.

3.

4.

| 1 PFI X | [IPFIX |

| Exporter#1|--------- >| Medi ator|---+

| | B

IP:192.0.2. 1 IP:192.0.2.3  '----- SIIPFIX |

oDl D: 10 oDl D0 | Col I ector|
R |

__________ . | ,_________,

| 1 PFI X | |

| Exporter#2|----------------------- '

! !

| P:192.0.2. 2

oD D: 20

Figure B. Loss of Original Exporter Infornmation
Loss of Base Tinme Informtion

The Export Time field included in the | PFI X Message header represents
a reference tinestanp for Data Records. Sone |PFIX Infornmation

El ements, described in [ RFC5102], carry delta tinmestanps that
indicate the tine difference fromthe value of the Export Tinme field.
If the Data Records include any delta time fields and the | PFI X

Medi ator overwrites the Export Tine field when sending |PFIX
Messages, the delta time fields becone neani ngl ess and, because

Col | ectors cannot recognize this situation, wong tinme val ues are

pr opagat ed.

Transport Sessions Managenent

Mai nt ai ni ng rel ati onshi ps between the inconm ng Transport Sessions and
t he out goi ng ones depends on the Mediator’s inplenentation. If an

| PFI X Mediator relays multiple incomng Transport Sessions to a

singl e outgoing Transport Session, and if the |IPFI X Mediator shuts
down its outgoing Transport Session, Data Records of the incom ng
Transport Sessions would not be relayed anynore. |In the case of
resetting an incom ng Transport Session, the behavior of the |IPFI X
Medi at or needs to be specified.

Loss of Options Tenplate Information

In sone cases, depending on the inplenentation of the |IPFIX

Medi ators, the information reported in the Data Records defined by
Options Tenpl ates could also be lost. If, for exanple, the Sanpling
rate is not comunicated fromthe Mediator to the Collector, the
Col l ector would miscalculate the traffic volume. This nmight lead to
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crucial problens. Even if an I PFI X Mediator were to sinply rel ay
recei ved Data Records defined by Options Tenplates, the values of its
scope fields could become neaningless in the content of a different
Transport Session. The mninmal information to be comuni cated by an
| PFI X Medi ator nust be specifi ed.

6.5. Tenplate | D Managenent

The Tenplate IDis unique on the basis of the Transport Session and
observation Domain ID. If an IPFI X Mediator is not able to manage
the rel ati onshi ps anongst the Tenplate IDs and the i ncom ng Transport
Session information, and if the Tenplate IDis used in the Options
Tenpl ate scope, |PFI X Mediators would, for exanple, relay wong
values in the scope field and in the Tenplate Wthdrawal Message.

The Col |l ector would thus not be able to interpret the Tenplate ID in
the Tenplate Wthdrawal Message and in the Options Tenpl ate scope.

As a consequence, there is a risk that the Collector would then shut
down the I PFI X Transport Session.

For exanple, an |IPFI X Mediator nust maintain the state of the

incom ng Transport Sessions in order to manage the Tenplate IDon its
out goi ng Transport Session correctly. Even if the Exporter Transport
Session re-initializes, the | PFI X Medi ator nust manage the
association of Tenplate IDs in a specific Transport Session. 1In the
followi ng figure, the I PFI X Medi ator exports three Tenpl ates (256,
257, and 258), received from Exporter#3, Exporter#2, and Exporter#1,
respectively. |If Exporter#l re-initializes, and the Tenplate ID

val ue 258 is now replaced with 256, the I PFI X Medi ator nust correctly
manage t he new nappi ng of (incom ng Transport Session, Tenplate ID)
and (outgoing Transport Session, Tenplate ID) w thout shutting down
its outgoing Transport Session.
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R . OLD: Tenplate I D 258

| I PFI X | NEW Tenplate |ID 256
| Exporter#1|----+
I I I
s ; X
__________ | e e e - - - e,
| I PFI X | B > | | |
| Exporter#2|--------------- >| | PRI X I >| | PRI X |
| | Templ ate I D 257 | Medi at or | Templ ate | D 258] Col | ector|
T ' A >| | Terpl ate 1 D 257 |
—————————— . | '-----------"Tenplate ID 256" ----------
| PFI X | |
porter#3|----’

__E_

| Tenplate I D 256

Figure C. Relaying fromMiltiple Transport Sessions
to a Single Transport Session

6.6. Consideration for Network Topol ogy

Wil e I PFI X Medi ation can be applied anywhere, caution should be
taken as to how to aggregate the counters, as there is a potential

ri sk of double counting. For exanple, if three Exporters export
PSAMP Packet Reports related to the same flow, the one-way delay can
be cal cul ated, while sunming up the nunber of packets and bytes does
not make sense. Alternatively, if three Exporters export Fl ow
Records entering an adnministrative domain, then the sumof the
packets and bytes is a valid operation. Therefore, the possible
function to be applied to Fl ow Records nust take into consideration
the measurenent topology. The information such as the network

topol ogy, or at |east the Cbservation Point and neasurenent
direction, is required for |PFI X Mediation.

6.7. |PFIX Mediation Interpretation

In some cases, the IPFI X Collector needs to recogni ze which specific
function(s) |PFI X Mediation has executed on the Data Records. The

I PFI X Col | ector cannot distinguish between tinme conposition and
spatial conposition, if the | PFI X Medi ator does not export the
applied function. Sone paranmeters related to the function also woul d
need to be exported. For exanple, in the case of tinme conposition,
the active tineout of original Flow Records is required to interpret
the m ni mum maxi num counter correctly. 1In the case of spatia
composition, spatial area information on which Data Records is
aggregated is required.
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6.8. Consideration for Aggregation

Whet her the aggregation is based on tinme or spatial conposition,
caution should be taken regardi ng how to aggregate non-key fields in
| PFI X Mediation. The IPFIX information nodel [RFC5102] specifies
that the value of non-key fields, which are derived fromfields of
packets or from packet treatment and for which the value may change
from packet to packet within a single Flow, is determ ned by the
first packet observed for the correspondi ng Fl ow, unless the
description of the Information El ement explicitly specifies a
different semantics.

However, this sinple rule nmight not be appropriate when aggregating
Fl ow Records that have different values in a non-key field. For
exanple, if Differentiated Services Code Point (DSCP) information is
to be exported, the follow ng problemcan be observed: if two Fl ows
with identical Flow Key values are neasured at different Cbservation
Points, they nay contain identical packets observed at different
locations in the network and at different points in tine. On their
way fromthe first to the second Cbservation Point, the DSCP and
potentially some other packet fields may have changed. Hence, if the
I nformation El enent ipDiffServCodePoint is included as a non-key
field, it can be useful to include the DSCP val ue observed at either
the first or the second Cbservation Point in the resulting Fl ow
Record, depending on the application

O her potential solutions include renoving the Information El enent
i pDi ff ServCodePoint fromthe Data Record when re-exporting the
aggregate Fl ow Record, changing the Information El enent

i pDi ff ServCodePoint froma non-key field to a Fl ow Key when
re-exporting the aggregated Fl ow Record, or assigning a non-valid
value for the Information El enent to express to the Collector that
this Information El ement i s meaningl ess.

I f Packet Sanpling or Filtering is applied, the | PFl X Medi at or nust
report an adjusted PSAMP Configured Sel ection Fraction when
aggregating I PFI X Fl ow Records with different Sanpling rates.

Finally, special care nust be taken when aggregati ng Fl ow Records

resulting fromdifferent Sanpling techniques such as Systenmatic
Count - Based Sanpling and Random n-out-of-N Sanpling, for exanple.
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7.

Sunmary and Concl usi on

Thi s docunent describes the problens that network adm ni strators have
been facing, the applicability of I PFIX Mediation to these problens,
and the problens related to the inplenmentation of |PFI X Mediators.

To assist the operations of the Exporters and Collectors, this
docunment denpnstrates that there exist various |PFI X Mediation
functions fromwhich the adm nistrators may sel ect.

However, there are still sonme open issues with the use of |PFIX
Medi ators. These issues stemfromthe fact that no standards
regardi ng | PFI X Medi ati on have been set. |In particular, the mninmm

i nformati on that should be comunicated between Origi nal Exporters
and Col | ectors, the mapping between different |PFI X Transport
Sessions, and the internal components of | PFI X Mediators should be
st andar di zed.

Security Considerations

A fl ow based neasurenment system nust prevent potential security
threats: the disclosure of confidential traffic data, injection of
incorrect data, and unauthorized access to traffic data. These
security threats of the IPFI X protocol are covered by the Security
Consi derations section in [RFC5101] and are still valid for |PFIX
Medi at or s.

A measurement system nust al so prevent the follow ng security threats
related to | PFI X Medi ation:

o0 Attacks against an | PFl X Medi at or

| PFI X Medi ators can be considered as a prine target for attacks,
as an alternative to | PFI X Exporters and Collectors. |PFIX
Proxi es or Masqueradi ng Proxies need to prevent unauthorized
access or denial -of-service (DoS) attacks fromuntrusted public
net wor ks.

0 Mn-in-the-mddle attack by untrusted |IPFI X Medi at or

The Exporter-Medi ator-Collector structure nodel could be m sused
for a man-in-the-m ddl e attack.

0 Configuration on |IPFI X Mediation
An acci dental msconfiguration and unauthorized access to

configuration data could lead to the crucial problem of disclosure
of confidential traffic data.
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9.

Uni ntenti onal exposure of end-user information

The probability of collecting fine-grained information on one
arbitrary end user increases with the nunber of Cbservation
Points. An |PFI X Mediator facing such a situation may have to
apply appropriate functions (e.g., anonym zation or aggregation)
to the Data Records it produces.

Mul tipl e-tenancy policy on an | PFI X Medi at or

An | PFI X Medi ator handling traffic data fromnultiple tenants or
customers needs to protect those tenants or custoners from one
another’s traffic data. For exanple, an | PFI X Mediator needs to
identify the custonmer’s identifier, e.g., ingress interface index,
net wor k address range, VLAN ID, Media Access Control (MAC
address, etc., when feeding the custoner’s traffic data to a
customer’s own dedicated |PFI X Collector. |If the |IPFl X Mediator
cannot identify each custonmer’s traffic data, it may need to drop
the Data Records. |In addition, another technique to keep track of
a customer’s identifier may be required when custoner sites are
movabl e, e.g., in the case of a virtual machine noving to anot her
physi cal machi ne.

Confidentiality protection via an |PFI X Medi at or

To ensure security of Data Records in transit, transport of Data
Records shoul d be confidential and integrity-protected, e.g., by
usi ng Transport Layer Security (TLS) [RFC5246] or Datagram
Transport Layer Security (DTLS) [RFC4347]. However, an |PFI X

Col | ector cannot know whet her received Data Records are
transported as encrypted data between an Original Exporter and an
I PFI X Mediator. If this information is required on the |IPFIX

Col l ector, it must be encoded in the | PFI X Mediator.

Certification for an Oiginal Exporter

An | PFI X Col | ector commruni cating via an | PFlI X Medi at or cannot
verify the identity of an Original Exporter directly. |If an
Oiginal Exporter and an IPFI X Collector are located in different
adm ni strative domains, an | PFI X Col |l ector cannot trust its Data
Records. If this information is required on the |PFI X Coll ector,
it nust be encoded in the | PFI X Mediator.
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