I nternet Engi neering Task Force (IETF) J. Manner

Request for Comments: 5981 Aalto University
Cat egory: Experinent al M Stienerling
| SSN. 2070-1721 NEC

H. Tschofenig

Noki a Si enens Net wor ks
R Bl ess, Ed.

KIT

February 2011

Aut hori zation for NSIS Signaling Layer Protocols
Abst r act

Signaling layer protocols specified within the Next Steps in
Signaling (NSIS) franework may rely on the General Internet Signaling
Transport (d ST) protocol to handle authorization. Still, the
signaling |layer protocol above G ST itself may require separate

aut hori zation to be perfornmed when a node receives a request for a
certain kind of service or resources. This docunent presents a
generic nodel and object formats for session authorization within the
NSI' S signaling | ayer protocols. The goal of session authorization is
to allow the exchange of information between network elements in
order to authorize the use of resources for a service and to

coordi nate actions between the signaling and transport pl anes.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenmentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
comunity. This docunment is a product of the Internet Engineering
Task Force (IETF). It represents the consensus of the | ETF
community. It has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
al | docurents approved by the IESG are a candi date for any |evel of
Internet Standard; see Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc5981
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1. Introduction

The Next Steps in Signaling (NSI'S) franmework [ RFC4080] defines a
suite of protocols for the next generation in Internet signaling.

The design is based on a generalized transport protocol for signaling
applications, the General Internet Signaling Transport (G ST)

[ RFC5971], and various kinds of signaling applications. Two
signaling applications and their NSIS Signaling Layer Protocol (NSLP)
have been designed, a Quality of Service application (QS NSLP)

[ RFC5974] and a NAT/firewall application (NATFW NSLP) [RFC5973].

The basic security architecture for NSIS is based on a chain-of-trust
nodel , where each G ST hop may choose the appropriate security
protocol, taking into account the signaling application requirenents.
For instance, conmunication between two directly adjacent G ST peers
may be secured via TCP/TLS. On the one hand, this nodel is
appropriate for a nunmber of different use cases and all ows the
signaling applications to | eave the handling of security to AST. On
the ot her hand, several sessions of different signaling applications
are then nultiplexed onto the sane G ST TLS connecti on

Yet, in order to allow for finer-grain per-session or per-user

adm ssion control, it is necessary to provide a nechanismfor
ensuring that the use of resources by a host has been properly

aut hori zed before allowi ng the signaling application to comit the
resource request, e.g., a QoS reservation or mappi ngs for NAT
traversal. |In order to neet this requirenent, there nust be
information in the NSLP nessage that may be used to verify the
validity of the request. This can be done by providing the host with
a Session Authorization Object that is inserted into the nessage and
verified by the respective network el enents.
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Thi s docunent describes a generic NSLP-1ayer Session Authorization
hj ect (SESSI ON_AUTH) used to convey authorization information for
the request. "Ceneric" in this context neans that it is usable by
all NSLPs. The schenme is based on third-party tokens. A trusted
third party provides authentication tokens to clients and all ows
verification of the information by the network el enents. The
requesting host inserts the authorization information (e.g., a policy
object) acquired fromthe trusted third party into the NSLP nessage
to allow verification of the network resource request. Network

el ements verify the request and then process it based on adni ssion
policy (e.g., they performa resource reservation or change bindi ngs
or firewall filter). This work is based on RFC 3520 [ RFC3520] and
RFC 3521 [ RFC3521].

The default operation when using NSLP-layer session authorization is
to add one authorization policy object. Yet, in order to support
end-to-end signaling and request authorization fromdifferent
networks, a host initiating an NSLP signaling session nay add nore
than one SESSI ON_AUTH object in the nmessage. The identifier of the
aut horizing entity can be used by the network elements to use the
third party they trust to verify the request.

2. Conventions Used in This Document

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119] .

The term "NSLP node" (NN) is used to refer to an NSI'S node running an
NSLP protocol that can make use of the authorization object discussed
in this docunent. Currently, this node would run either the QoS NSLP
[ RFC5974] or the NAT/Firewall NSLP [RFC5973] service.

3. Session Authorization bject
This section presents a new NSLP-Iayer object called session
aut hori zati on (SESSI ON_AUTH). The SESSI ON_AUTH obj ect can be used in
the currently specified and future NSLP protocols.

The authorization attributes follow the fornat and specification
gi ven in RFC3520 [ RFC3520].
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3.1. Session Authorization ohject format

The SESSI ON_AUTH obj ect contains a list of fields that describe the

session, along with other attributes. The object header follows the
generic NSLP obj ect header; therefore, it can be used together with

any NSLP.

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Al Bl r]|r]| Type |rfr]r]r]| Length |
At S TS At S A S T S S A S S
+ +
/1 Session Authorization Attribute List /1
+ +
o ot o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me oo - o +

The value for the Type field conmes from shared NSLP object type
space. The Length field is given in units of 32-bit words and
measures the |l ength of the Value conponent of the TLV object (i.e.,
it does not include the standard header).

The bits narked "A" and "B are extensibility flags and are used to
signal the desired treatnent for objects whose treatnent has not been
defined in the protocol specification (i.e., whose Type field is
unknown at the receiver). The follow ng four categories of object
have been identified, and are described here for informationa
purposes only (for normative behavior, refer to the particular NSLP
docunents, e.g., [RFC5974] [RFC5973]).

AB=00 ("Mandatory"): If the object is not understood, the entire
message containing it MJST be rejected, and an error nessage sent
back (usually of class/code "Protocol Error/Unknown object
present").

AB=01 ("Ignore"): If the object is not understood, it MJST be
del eted, and the rest of the message processed as usual

AB=10 ("Forward"): If the object is not understood, it MJIST be
ret ai ned unchanged in any nessage forwarded as a result of nessage
processing, but not stored |locally.

AB=11 ("Refresh"): If the object is not understood, it should be
incorporated into the locally stored signaling application state
for this flow session, forwarded in any resulting nessage, and

al so used in any refresh or repair nessage which is generated
locally. This flag conbination is not used by all NSLPs, e.g., it
is not used in the NATFW NSLP.
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The remaining bits marked 'r’ are reserved. The extensibility flags
follow the definition in the G ST specification. The SESSI ON_AUTH
object defined in this specification MIST have the AB bits set to
"10". An NSLP Node (NN) may use the authorization information if it
is configured to do so, but nmay al so just skip the object.

Type: SESSI ON_AUTH_OBJECT (0x016)

Length: Vari able, contains |ength of session authorization object
list inunits of 32-bit words.

Session Authorization Attribute List: variable Iength

The session authorization attribute list is a collection of

obj ects that describes the session and provides other information
necessary to verify resource request (e.g., a resource
reservation, binding, or firewall filter change request). An
initial set of valid objects is described in Section 3. 2.

3.2. Session Authorization Attributes

A session authorization attribute may contain a variety of
informati on and has both an attribute type and sub-type. The
attribute itself MJST be a multiple of 4 octets in | ength, and any
attributes that are not a multiple of 4 octets |long MJST be padded to
a 4-octet boundary. Al padding bytes MJST have a val ue of zero.

0 1 2 3
01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Length | X- Type | SubType |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
/1 Val ue ... /1
o ot o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me oo - o +

Length: 16 bits

The Length field is two octets and indicates the actual |ength of
the attribute (including Length, X-Type, and SubType fields) in

nunber of octets. The length does NOT include any paddi ng of the
value field to nmake the attribute’'s length a nultiple of 4 octets.

X-Type: 8 bits
Session authorization attribute type (X-Type) field is one octet.
I ANA acts as a registry for X-Types as described in Section 8,

| ANA Considerations. This specification uses the follow ng
X-Types:
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1. AUTH ENT_ID: The unique identifier of the entity that
aut hori zed t he session.

2. SESSION ID: The unique identifier for this session, usually
created locally at the authorizing entity. See also RFC 3520
[ RFC3520]; not to be confused with the SESSION-ID of d ST/
NSI S.

3. SOURCE_ADDR: The address specification for the signaling
session initiator, i.e., the source address of the signaling
nmessage ori gi nator.

4. DEST_ADDR: The address specification for the signaling session
endpoi nt ..

5. START _TIME: The starting tinme for the session.
6. END TIME: The end tinme for the session.

7. AUTHENTI CATI ON_DATA: The authentication data of the Session
Aut hori zation Object.

SubType: 8 bits

Session authorization attribute sub-type is one octet in |ength.
The val ue of the SubType depends on the X-Type.

Val ue: variable length
The attribute-specific information.
3.2.1. Authorizing Entity Identifier

The AUTH ENT ID is used to identify the entity that authorized the
initial service request and generated the Session Authorization
oject. The AUTH ENT ID nmay be represented in various formats, and
the SubType is used to define the fornmat for the ID. The format for
AUTH ENT ID is as foll ows:

0 1 2 3
01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Length | X- Type | SubType |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
/1 CctetString ... /1
o o o e o e o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo oo +
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Lengt h:
X- Type:

SubType:
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Length of the attribute, which MIST be > 4.

AUTH_ENT_I D

The foll owing sub-types for AUTH ENT_ID are defined. |ANA acts as
a registry for AUTH ENT_I D SubTypes as described in Section 8,

| ANA Considerations. Initially, the registry contains the

foll owi ng SubTypes of AUTH ENT I D:

1.

2.

10.

| PVA_ADDRESS: | Pv4 address represented in 32 bits.
| PV6_ADDRESS: | Pv6 address represented in 128 bits.

FQDN: Fully Qualified Domain Nane as defined in [RFCL034] as
an ASCI| string.

ASCI | _DN: X. 500 Di stingui shed name as defined in [ RFC4514] as
an ASCI | string.

UNI CODE_DN: X. 500 Di stingui shed nane as defined in [ RFC4514]
as a UTF-8 string.

URI : Universal Resource ldentifier, as defined in [ RFC3986].

KRB PRI NCI PAL: Fully Qualified Kerberos Principal nane
represented by the ASCI|I string of a principal, followed by
the @real mnanme as defined in [ RFC4120] (e.g.,

j ohndoe@owher e) .

X509 _V3_CERT: The Distingui shed Name of the subject of the
certificate as defined in [RFC4514] as a UTF-8 string.

PGP_CERT: The OpenPGP certificate of the authorizing entity
as defined as Public-Key Packet in [RFC4880].

HVAC SI GNED: | ndicates that the AUTHENTI CATI ON _DATA attribute
contains a self-signed HVAC signature [ RFC2104] that ensures
the integrity of the NSLP nessage. The HVAC is cal cul at ed
over all NSLP objects given in the NSLP_OBJECT LIST attribute
that MJUST al so be present. The object specifies the hash
algorithmthat is used for calculation of the HVAC as
Transform I D from Transform Type 3 of the | KEv2 registry

[ RFC5996] .

CctetString: Contains the authorizing entity identifier.

Manner,
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3.2.2. Session ldentifier

SESSION ID is a unique identifier used by the authorizing entity to
identify the request. It may be used for a nunber of purposes,
including replay detection, or to correlate this request to a policy
deci sion entry nmade by the authorizing entity. For exanple, the
SESSI ON_I D can be based on sinple sequence nunbers or on a standard
NTP ti mest anp.

0 1 2 3
01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Length | X- Type | SubType |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
/1 CctetString ... /1
o o o e o e o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo oo +

Length: Length of the attribute, which MJST be > 4.
X-Type: SESSION_ID
SubType:

No sub-types for SESSION ID are currently defined; this field MIST be
set to zero. The authorizing entity is the only network entity that
needs to interpret the contents of the SESSION ID; therefore, the
contents and format are inplenmentati on dependent.

CctetString: The CctetString contains the session identifier.
3.2.3. Source Address

SOURCE_ADDR is used to identify the source address specification of
the authorized session. This X-Type nay be useful in sonme scenarios
to nake sure the resource request has been authorized for that
particul ar source address and/or port. Usually, it corresponds to
the signaling source, e.g., the IP source address of the G ST packet,
or flow source or flow destination address, respectively, which are
contained in the G ST MRl (Message Routing Information) object.

0 1 2 3
01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| Lengt h | X- Type | SubType |
B i s T T i i o S o T Ji I
/1 CctetString ... /1
NS +
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Length: Length of the attribute, which MJST be > 4.
X- Type: SOURCE_ADDR
SubType:

The foll owi ng sub-types for SOURCE_ADDR are defined. |ANA acts as
a registry for SOURCE ADDR SubTypes as described in Section 8,

| ANA Considerations. Initially, the registry contains the

foll owi ng SubTypes for SOURCE_ADDR

1. | PVA_ADDRESS: |Pv4 address represented in 32 bits.
2. | PV6_ADDRESS: |Pv6 address represented in 128 bits.

3. UDP_PORT_LIST: list of UDP port specifications, represented as
16 bits per list entry.

4. TCP_PORT_LIST: list of TCP port specifications, represented as
16 bits per list entry.

5. SPlI: Security Paraneter Index, represented in 32 hits.
CctetString: The CctetString contains the source address infornation.

In scenarios where a source address is required (see Section 5), at
| east one of the sub-types 1 or 2 MJST be included in every Session
Aut hori zation Ghject. Miltiple SOURCE ADDR attributes MAY be
included if multiple addresses have been authorized. The source
address of the request (e.g., a QS NSLP RESERVE) MUST match one of
the SOURCE ADDR attributes contained in this Session Authorization
oj ect.

At nost, one instance of sub-type 3 MAY be included in every Session
Aut hori zation Object. At nobst, one instance of sub-type 4 MAY be
included in every Session Authorization Object. |nclusion of a sub-
type 3 attribute does not prevent inclusion of a sub-type 4 attribute
(i.e., both UDP and TCP ports may be authorized).

If no PORT attributes are specified, then all ports are considered
valid; otherwi se, only the specified ports are authorized for use.
Every source address and port list nmust be included in a separate
SOURCE_ADDR attri bute.
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3.2.4. Destination Address

DEST _ADDR is used to identify the destination address of the

aut hori zed session. This X-Type may be useful in sone scenarios to
make sure the resource request has been authorized for that
particul ar destination address and/or port.

0 1 2 3
01234567890123456789012345678901
e i S T S S T T S i S S S S

| Length | X-Type | SubType |
I S i o T s S S S e s s T
/1 CctetString ... /1
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmamao o +

Length: Length of the attribute in nunber of octets, which MJST be >
4.

X-Type: DEST_ADDR

SubType:
The foll owi ng sub-types for DEST ADDR are defined. |ANA acts as a
registry for DEST_ADDR SubTypes as described in Section 8, | ANA
Consi derations. Initially, the registry contains the follow ng
SubTypes for DEST_ADDR:
1. | PVA_ADDRESS: |Pv4 address represented in 32 bits.
2. | PV6_ADDRESS: |Pv6 address represented in 128 bits.

3. UDP_PORT_LIST: list of UDP port specifications, represented as
16 bits per list entry.

4. TCP_PORT_LIST: list of TCP port specifications, represented as
16 bits per list entry.

5. SPI: Security Parameter Index, represented in 32 bits.

CctetString: The CctetString contains the destination address
speci fication.

In scenarios where a destination address is required (see Section 5),
at |l east one of the sub-types 1 or 2 MIST be included in every
Session Aut horization Cbject. Miltiple DEST_ADDR attributes MAY be
included if nmultiple addresses have been authorized. The destination
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address field of the resource reservation datagram (e.g., QS NSLP
Reserve) MJST match one of the DEST _ADDR attributes contained in this
Sessi on Aut horization Cbject.

At nost, one instance of sub-type 3 MAY be included in every Session
Aut hori zation Object. At nobst, one instance of sub-type 4 MAY be
included in every Session Authorization Object. |Inclusion of a sub-
type 3 attribute does not prevent inclusion of a sub-type 4 attribute
(i.e., both UDP and TCP ports may be authorized).

If no PORT attributes are specified, then all ports are considered
valid; otherwi se, only the specified ports are authorized for use.

Every destinati on address and port list must be included in a
separate DEST_ADDR attri bute.

3.2.5. Start Tine

START_TIME is used to identify the start tine of the authorized
session and can be used to prevent replay attacks. |If the

SESSI ON_AUTH obj ect is presented in a resource request, the network
SHOULD reject the request if it is not received within a few seconds
of the start tinme specified.

0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Length | X-Type | SubType |
i i i T i I S i e s o o i i
/1 CctetString ... /1
e m m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mme— oo - +

Length: Length of the attribute, which MJST be > 4.

X-Type: START_TI ME

SubType:

The foll owi ng sub-type for START_TIME is defined. |1ANA acts as a
registry for START _TI ME SubTypes as described in Section 8, |ANA
Considerations. Initially, the registry contains the follow ng
SubType for START_TIME

1 NTP_TI MESTAMP: NTP Ti nestanp Format as defined in RFC 5905
[ RFC5905] .

CctetString: The COctetString contains the start tine.
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3.2.6. End Ti ne

END TIME is used to identify the end tine of the authorized session
and can be used to limt the anpbunt of tine that resources are
aut horized for use (e.g., in prepaid session scenarios).

0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Length | X-Type | SubType |
R T e i e i i S L S s il o T SR R R S
/1 CctetString ... /1
e m m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mme— oo - +

Length: Length of the attribute, which MJST be > 4.
X- Type: END_TI ME
SubType:

The foll owi ng sub-type for END TIME is defined. |1ANA acts as a
registry for END TI ME SubTypes as described in Section 8, |ANA
Considerations. Initially, the registry contains the follow ng
SubType for END_TI ME:

1 NTP_TI MESTAMP: NTP Ti nestanp Format as defined in RFC 5905
[ RFC5905] .

CctetString: The CctetString contains the end tine.
3.2.7. NSLP bject List

The NSLP_OBJECT LI ST attribute contains a list of NSLP object types
that are used in the keyed-hash conputation whose result is given in
t he AUTHENTI CATI ON DATA attribute. This allows for an integrity
protection of NSLP PDUs. |If an NSLP_OBJECT LIST attribute has been
included in the SESSI ON_AUTH obj ect, an AUTHENTI CATI ON_DATA attri bute
MJST al so be present.

The creator of this attribute Iists every NSLP object type whose NSLP
PDU obj ect was included in the conputation of the hash. The hash
computation has to follow the order of the NSLP object types as
specified by the list. The receiver can verify the integrity of the
NSLP PDU by computing a hash over all NSLP objects that are listed in
this attribute (in the given order), including all the attributes of
the authorization object. Since all NSLP object types are uni que
over all different NSLPs, this will work for any NSLP
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Basi ¢ NSI'S Transport Layer Protocol (NTLP) / NSLP objects like the
session I D, the NSLPID, and the MR MJST be al ways included in the
HVAC. Since they are not carried within the NSLP itself, but only
within G ST, they have to be provided for HVAC cal cul ation, e.qg.
they can be delivered via the G ST API. They MJST be normalized to
their network representation from[RFC5971] again before cal culating
the hash. These val ues MJUST be hashed first (in the order session

I D, NSLPID, M), before any other NSLP object values that are
included in the hash conmputation

A summary of the NSLP_OBJECT LIST attribute format is described

bel ow.

0 1 2 3
01234567890123456789012345678901
S S S S +
| Length | NSLP_OBJ_LIST | zero |
o o Fomm o - Fomm o - o +

| # of signed NSLP objects = n | rsv | NSLP object type (1)

N N o m e e e oo - N N o m e e e oo - +
| rsv | NSLP object type (2 | ... /1
AR, AR, S S S +
| rsv | NSLP object type (n) | (padding i f required) |
oo s o a o o o +

Length: Length of the attribute, which MJST be > 4.
X-Type: NSLP_OBJECT_LI ST

SubType: No sub-types for NSLP_OBJECT LI ST are currently defined
This field MIST be set to 0 and ignored upon reception

# of signed NSLP objects: The nunber n of NSLP object types that
follow n=0 is allowed; in that case, only a padding field is
cont ai ned.

rsv: reserved bits; MJIST be set to 0 and ignored upon reception

NSLP obj ect type: the NSLP 12-bit object type identifier of the
obj ect that was included in the hash cal culation. The NSLP object
type values conprise only 12 bits, so four bits per type value are
currently not used within the list. Depending on the nunber of

si gned objects, a correspondi ng paddi ng word of 16 bits nust be
suppl i ed.
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paddi ng: paddi ng MUST be added if the number of NSLP objects is even
and MJUST NOT be added if the number of NSLP objects is odd. |If
paddi ng has to be applied, the padding field MIST be 16 bits set to
0, and its contents MJST be ignored upon reception.

3.2.8. Authentication Data

The AUTHENTI CATI ON_DATA attri bute contains the authentication data of
the SESSI ON_AUTH object and signs all the data in the object up to

t he AUTHENTI CATI ON_DATA. |If the AUTHENTI CATI ON_DATA attribute has
been included in the SESSI ON AUTH object, it MJST be the | ast
attribute in the list. The algorithmused to conpute the

aut henti cati on data depends on the AUTH ENT_I D SubType field. See
Section 4 entitled "Integrity of the SESSI ON_ AUTH (hj ect".

A sunmmary of the AUTHENTI CATI ON DATA attribute format is described
bel ow.

0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Length | X-Type | SubType |
i i i T i I S i e s o o i i
/1 CctetString ... /1
e m m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mme— oo - +

Length: Length of the attribute, which MJST be > 4.
X- Type: AUTHENTI CATI ON_DATA

SubType: No sub-types for AUTHENTI CATI ON_DATA are currently defi ned.
This field MIST be set to 0 and ignored upon reception.

CctetString: The CctetString contains the authentication data of the
SESSI ON_AUTH.

4. Integrity of the SESSI ON AUTH Obj ect

This section describes howto ensure that the integrity of the
SESSI ON_AUTH obj ect is preserved.

4.1. Shared Symmetric Keys
In shared symetric key environnents, the AUTH ENT | D MJST be of sub-

types: | PV4_ADDRESS, |PV6_ADDRESS, FQDN, ASCI|_DN, UNI CODE_DN, or
URI. An exanpl e SESSI ON AUTH obj ect is shown bel ow.
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0 1 2 3
01234567890123456789012345678901

T o
1/ 0/ 0] 0] Type = SESSION_AUTH | 0] 0| O] O] oj ect Length |
B T T T S i S i S T S S i S S S

+
I
+
| Lengt h | AUTH ENT_I D | | PVA_ADDRESS |
i e e e i e o o e e ik i o I R S S
| CctetString ... (The authorizing entity's ldentifier) |
B i s T T i i o S o T Ji I
| Lengt h | AUTH_DATA | zero |
e L i i T e i R SR S
| Key-1D |
i e e R e s o i e e i i i o S R B S
| CctetString ... (Aut henti cati on data) |
+

Figure 1: Exanple of a SESSI ON_AUTH Obj ect
4.1.1. CQperational Setting Using Shared Synmetric Keys

Thi s assunes both the Authorizing Entity and the network router/PDP
(Policy Decision Point) are provisioned with shared symmetric keys,
policies detailing which algorithmto be used for conputing the

aut hentication data, and the expected | ength of the authentication

data for that particular algorithm

Key mai ntenance is outside the scope of this docunent, but

SESSI ON_AUTH i npl ement ati ons MJST at | east provide the ability to
manual |y configure keys and their paraneters. The key used to
produce the authentication data is identified by the AUTH ENT_ID
field. Since multiple keys may be configured for a particul ar

AUTH ENT I D value, the first 32 bits of the AUTHENTI CATI ON_DATA field
MJST be a Key-1D to be used to identify the appropriate key. Each
key nmust also be configured with |ifetime paraneters for the tine
period within which it is valid as well as an associ ated

crypt ographi c al gorithm paranmeter specifying the algorithmto be used
with the key. At a mininum all SESSI ON _AUTH i npl ement ati ons MJST
support the HVAC- SHA2- 256 [ RFC4868] [ RFC2104] cryptographic al gorithm
for conputing the authentication data.

It is good practice to regularly change keys. Keys MJST be
configurable such that their lifetimes overlap, thereby allow ng
smooth transitions between keys. At the midpoint of the lifetime
overl ap between two keys, senders should transition fromusing the
current key to the next/longer-lived key. Meanwhile, receivers
sinmply accept any identified key received within its configured
lifetime and reject those that are not.
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4.2. Kerberos

Si nce Kerberos [RFC4120] is widely used for end-user authorization,
e.g., in Wndows domains, it is well suited for being used in the
context of user-based authorization for NSIS sessions. For instance,
a user may request a ticket for authorization to install rules in an
NATFW capabl e router.

In a Kerberos environnent, it is assumed that the user of the NSLP
requesting host requests a ticket fromthe Kerberos Key Distribution
Center (KDC) for using the NSLP node (router) as a resource (target
service). The NSLP requesting host (client) can present the ticket
to the NSLP node via Kerberos by sending a KRB_CRED nessage to the
NSLP node i ndependently but prior to the NSLP exchange. Thus, the
princi pal nane of the service nust be known at the client in advance,
though the exact | P address may not be known in advance. How the
nane is assigned and nade available to the client is inplenentation
specific. The extracted comon sessi on key can subsequently be used
to enmpl oy the HVAC SI GNED vari ant of the SESSI ON_AUTH obj ect.

Anot her option is to encapsul ate the credentials in the

AUTHENTI CATI ON_DATA portion of the SESSI ON AUTH object. In this
case, the AUTH ENT I D MJUST be of the sub-type KRB PRI NCI PAL. The
KRB_PRINCI PAL field is defined as the Fully Qualified Kerberos

Princi pal nane of the authorizing entity. The AUTHENTI CATI ON_DATA
portion of the SESSI ON AUTH obj ect contains the KRB_CRED nessage t hat
the receiving NSLP node has to extract and verify. A second

SESSI ON_AUTH obj ect of type HVAC SI GNED SHOULD protect the integrity
of the NSLP nessage, including the prior SESSI ON AUTH object. The
session key included in the first SESSI ON_AUTH obj ect has to be used
for HWVAC cal cul ati on.

An exanpl e of the Kerberos AUTHENTI CATI ON_DATA object is shown bel ow
in Figure 2.
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0 1 2 3
01234567890123456789012345678901

T o
1/ 0/ 0] 0] Type = SESSION_AUTH | 0] 0| O] O] oj ect Length |
B T T T S i S i S T S S i S S S

+

I

+

| Lengt h | AUTHENT ID| KERB P. |
i e e i e o o e b i o SHE SR S S
| CctetString ... (The princi pal @eal m nane) |
B i s T T i i o S o T Ji I
| Lengt h | AUTH_DATA | zero |
e L i i T e i R SR S
| CctetString ... ( KRB_CRED Dat a) |
+

Figure 2: Exanpl e of a Kerberos AUTHENTI CATI ON_DATA Obj ect
4.3. Public Key

In a public key environment, the AUTH ENT_I D MJUST be of the sub-
types: X509 _V3 CERT or PGP_CERT. The authentication data is used for
aut henticating the authorizing entity. Two exanples of the public
key SESSI ON_AUTH obj ect are shown in Figures 3 and 4.

0 1 2 3

01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| 1] 0] 0| O] Type = SESSI ON_AUTH | 0] 0] O] Of Obj ect Length |
B T S i T s i i e e SEI S
| Lengt h | AUTH_ENT_I D | PGP_CERT |
i e R b e s i i S e CE e £ S i N e
| CctetString ... (Authorizing entity Digital Certificate) |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Length | AUTH DATA | zero |
B T S i T s i i e e SEI S
| CctetString ... (Aut henti cation data) |

Figure 3: Exanple of a SESSI ON AUTH OBJECT Using a PGP Certificate
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0 1 2 3

01234567890123456789012345678901
B T S T I S S s e g
1/ 0/ 0] 0] Type = SESSION_AUTH | 0] 0| O] O] bj ect Lengt h |
I T i S i Tl it s S S S

+

I

+

| Lengt h | AUTH ENT_ID | X509 V3 CERT |
i e e i e T o e e i ik i o T MR S S
| CctetString ... (Authorizing entity Digital Certificate) |
B i s T T i i o S o T Ji I
| Lengt h | AUTH_DATA | zero |
e L i i T e i R SR S
| CctetString ... (Aut henti cation data) |
+

Figure 4: Exanple of a SESSI ON AUTH OBJECT Usi ng an X509 V3_CERT
Certificate

4.3.1. Operational Setting for Public-Key-Based Authentication
Publ i c- key-based aut hentication assunes the foll ow ng:

0 Authorizing entities have a pair of keys (private key and public
key).

0 The private key is secured with the authorizing entity.

o0 Public keys are stored in digital certificates; a trusted party,
the certificate authority (CA), issues these digital certificates.

o0 The verifier (PDP or router) has the ability to verify the digital
certificate.

The authorizing entity uses its private key to generate

AUTHENTI CATI ON_DATA. Authenticators (router, PDP) use the
authorizing entity's public key (stored in the digital certificate)
to verify and authenticate the object.

4.3.1.1. X. 509 V3 Digital Certificates

When the AUTH ENT_ID is of type X509_V3_CERT, AUTHENTI CATI ON_DATA
MUST be generated by the authorizing entity followi ng these steps:

0 A signed-data is constructed as defined in RFC 5652 [ RFC5652]. A
digest is conputed on the content (as specified in Section 6.1)
with a signer-specific nmessage-digest algorithm The certificates
field contains the chain of X.509 V3 digital certificates from
each authorizing entity. The certificate revocation list is
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defined in the crls field. The digest output is digitally signed
followi ng Section 8 of RFC 3447 [RFC3447], using the signer’s
private key.

When the AUTH ENT ID is of type X509 V3 CERT, verification at the
verifying network el enent (PDP or router) MJST be done follow ng
t hese steps:

0 Parse the X.509 V3 certificate to extract the distingui shed name
of the issuer of the certificate.

0 Certification Path Validation is perfornmed as defined in Section 6
of RFC 5280 [ RFC5280].

0 Parse through the Certificate Revocation list to verify that the
received certificate is not |isted.

0 Once the X. 509 V3 certificate is validated, the public key of the
authorizing entity can be extracted fromthe certificate.

0 Extract the digest algorithmand the | ength of the digested data
by parsing the CM5 (Cryptographi c Message Syntax) signed-dat a.

0 The recipient independently conputes the nmessage digest. This
message di gest and the signer’s public key are used to verify the
si gnature val ue.

This verification ensures integrity, non-repudiation, and data
ori gin.

4.3.1.2. PG> Digital Certificates

When the AUTH ENT_ID is of type PGP_CERT, AUTHENTI CATI ON_DATA MUST be
generated by the authorizing entity follow ng these steps:

AUTHENTI CATI ON_DATA contains a Signature Packet as defined in Section
5.2.3 of RFC 4880 [RFC4880]. In sunmary:

0 Conpute the hash of all data in the SESSI ON AUTH object up to the
AUTHENTI CATI ON_DATA.

0 The hash output is digitally signed follow ng Section 8 of RFC
3447, using the signer’s private key.

VWhen the AUTH ENT ID is of type PGP_CERT, verification MIUST be done

by the verifying network el enent (PDP or router) follow ng these
st eps:
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o Validate the certificate.

0 Once the PGP certificate is validated, the public key of the
authorizing entity can be extracted fromthe certificate.

0 Extract the hash algorithmand the | ength of the hashed data by
parsing the PGP signature packet.

o The recipient independently conputes the message digest. This
message digest and the signer’s public key are used to verify the
si gnature val ue.

This verification ensures integrity, non-repudiation, and data
ori gin.

4. 4. HWVAC Si gned

A SESSI ON_AUTH obj ect that carries an AUTH ENT I D of HVAC SIGNED i s
used as integrity protection for NSLP nessages. The SESSI ON_AUTH
obj ect MJST contain the follow ng attributes:

0 SOURCE _ADDR: the source address of the entity that created the
HVAC

0 START_TIME the timestanp when the HVAC signature was cal cul at ed
This MJUST be different for any two nessages in sequence in order
to prevent replay attacks. The NIP timestanp currently provides a
resol ution of 200 picoseconds, which should be sufficient.

0 NSLP_OBJECT_LIST: this attribute lists all NSLP objects that are
i ncluded in HVAC cal cul ation

0 AUTHENTI CATI ON_DATA: this attribute contains the Key-1D that is
used for HMAC cal cul ation as well as the HVAC data itself
[ RFC2104] .

The key used for HMAC cal cul ati on nmust be exchanged securely by sone
other neans, e.g., a Kerberos Ticket or pre-shared nanua
installation etc. The Key-ID in the AUTHENTI CATI ON_DATA al l ows the
reference to the appropriate key and also to periodically change
signing keys within a session. The key |length MJST be at |east 64
bits, but it is ideally longer in order to defend agai nst brute-force
attacks during the key validity period. For scalability reasons it
is suggested to use a per-user key for signing NSLP messages, but
usi ng a per-session key is possible, too, at the cost of a per-
session key exchange. A per-user key allows for verification of the
authenticity of the nmessage and thus provides a basis for a session-
based per-user authorization. It is RECOMMENDED to periodically
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change the shared key in order to prevent eavesdroppers from
performng brute-force off-line attacks on the shared key. The
actual hash algorithmused in the HVAC conputation is specified by
the "Transform I D' field (given as Transform Type 3 of the | KEv2
registry [RFC5996]). The hash al gorithm MUST be chosen consistently
bet ween the object creator and the NN verifying the HVAC, this can be
acconpl i shed by out-of -band mechani sms when the shared key is
exchanged.

Figure 5 shows an exanple of an object that is used for integrity
protection of NSLP nessages.

0 1 2 3

01234567890123456789012345678901
i i S S i T i I S S S i
1/ 0/ 0] 0] Type = SESSION_AUTH | 0] 0| O] O] bj ect Lengt h |
I T i S i Tl it s S S S

Lengt h | AUTHENT ID| HVAC SIGNED |

B s e e e L e i e S S S e o o I N N S
reserved | TransformID |

B S S e i S S T A S S S S S S i S S
Lengt h | SOURCE_ADDR | | PV4A_ADDRESS |

B S i S e e s o ik i i S S
| Pv4 Source Address of NSLP sender |

B s o T o i R R S i ik i Sh SRR N S
Lengt h | START_TIME | NTP_TI ME_STAMP|

B S S e i S S T A S S S S S S i S S
NTP Tinme Stanp (1) |

B S i i s i i e it
NTP Time Stanmp (2) |

B s o R o i T R S i ik i s S N N S
Lengt h NSLP_OBJ_LI ST | zero |

i S S i i S e e e e S i S >

+
I
+
I
+
I
+
I
+
I
+
I
+
I
+
I
+
I
+
I

I+

I
+
No. of signed NSLP objects | rsv | NSLP object type (1) |
------- T T T T ppupup R
I
+

Lengt h | AUTH_DATA | zero |
e L i i T e i R SR S
| Key-1D |
i e e R e s o i e e i i i o S R B S
| Message Aut henticati on Code HMAC Dat a |

Figure 5: Exanple of a SESSI ON AUTH OBJECT That Provides Integrity
Protection for NSLP Messages
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5

5

5.

1.

2

Fr amewor k

RFC 3521 [ RFC3521] describes a franmework in which the SESSI ON_AUTH
object may be utilized to transport information required for

aut hori zing resource reservation for data flows (e.g., nedia flows).
RFC 3521 introduces four different nodels:

1. The coupl ed node

2. The associated nodel with one policy server
3. The associated nodel with two policy servers
4. The non-associ at ed node

The fields that are required in a SESSI ON AUTH obj ect depend on which
of the nodels is used.

The Coupl ed Model

In the coupled nodel, the only information that MJST be included in
the SESSI ON AUTH object is the SESSIONID; it is used by the

Aut hori zing Entity to correlate the resource reservation request with
the nmedi a authorized during session setup. Since the End Host is
assuned to be untrusted, the Policy Server SHOULD take measures to
ensure that the integrity of the SESSION ID is preserved in transit;
the exact nechani snms to be used and the format of the SESSION ID are
i npl ement ati on dependent.

The Associ ated Model with One Policy Server
In this nodel, the contents of the SESSI ON_AUTH obj ect MJST i ncl ude

0 A sessionidentifier - SESSIONID. This is information that the
authorizing entity can use to correlate the resource request with
the data fl ows authorized during session setup

0o The identity of the authorizing entity - AUTH ENT ID. This
information is used by an NN to determ ne which authorizing entity
(Policy Server) should be used to solicit resource policy
deci si ons.

In some environments, an NN nay have no neans for determining if the
identity refers to a legitimate Policy Server within its domain. In
order to protect against redirection of authorization requests to a
bogus authorizing entity, the SESSI ON AUTH MUST al so i ncl ude:
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AUTHENTI CATI ON_DATA. This authentication data is cal cul ated over
all other fields of the SESSI ON_AUTH obj ect.

5.3. The Associated Mddel with Two Policy Servers

The content of the SESSI ON AUTH object is identical to the associated
nmodel with one policy server.

5.4. The Non- Associ ated Model
In this nodel, the SESSI ON AUTH obj ect MUST contain sufficient
information to allow the Policy Server to nmake resource policy
deci si ons autononously fromthe authorizing entity. The object is
created using information about the session by the authorizing
entity. The information in the SESSI ON_AUTH obj ect MJST i ncl ude:

o Initiating party’'s IP address or ldentity (e.g., FQDN) -
SOURCE_ADDR X- Type

0 Responding party’s |IP address or ldentity (e.g., FQDN) - DEST_ADDR
X-Type

0 The authorization lifetine - START_TIME X- Type

0o The identity of the authorizing entity to allow for validation of
the token in shared symretric key and Kerberos schenes -
AUTH_ENT_I D X- Type

0 The credentials of the authorizing entity in a public-key schene -
AUTH ENT_I D X- Type

0 Authentication data used to prevent tampering with the
SESSI ON_AUTH obj ect - AUTHENTI CATI ON_DATA X- Type

Furt hernore, the SESSI ON AUTH obj ect MAY contai n:

o The lifetime of (each of) the nmedia stream(s) - END _TI ME X- Type
o Initiating party’s port number - SOURCE _ADDR X- Type

0 Responding party’'s port nunber - DEST_ADDR X- Type

Al'l SESSI ON_AUTH fields MJST match with the resource request. |If a
field does not match, the request SHOULD be deni ed.
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6. Message Processing Rul es

Thi s section discusses the nessage processing related to the

SESSI ON_AUTH obj ect. Details of the processing of the SESSI ON AUTH
obj ect within QoS NSLP and NATFW NSLP are described. New NSLP
protocol s should use the sane |logic in naking use of the SESSI ON_AUTH
obj ect .

6.1. Ceneration of the SESSI ON_AUTH by an Authorizing Entity

Generate the SESSI ON AUTH object with the appropriate contents as
specified in Section 3.

If authentication is needed, the entire SESSI ON AUTH object is
constructed, excluding the |length, type, and SubType fields of
the SESSION AUTH field. Note that the nessage MJUST include a
START _TIME to prevent replay attacks. The output of the

aut hentication algorithm plus appropriate header information, is
appended as the AUTHENTI CATI ON_DATA attribute to the SESSI ON_AUTH
obj ect .

6.2. Processing within the QS NSLP

The

SESSI ON_AUTH obj ect nay be used with QS NSLP QUERY and RESERVE

messages to authorize the query operation for network resources, and
a resource reservation request, respectively.

Mor eover, the SESSI ON AUTH object nay al so be used with RESPONSE
nmessages in order to indicate that the authorizing entity changed the
original request. For exanple, the session start or end times may
have been nodified, or the client may have requested authorization

for

all ports, but the authorizing entity only allowed the use of

certain ports.

If the QS NSIS Initiator (QNI) receives a RESPONSE nessage with a
SESSI ON_AUTH obj ect, the QNI MJST i nspect the SESSI ON AUTH object to

see
enti
t he

whi ch authentication attribute was changed by an authori zi ng
ty. The QNI SHOULD al so silently accept SESSI ON AUTH objects in
RESPONSE nessage that do not indicate any change to the original

aut hori zati on request.

6.2. 1.

Message Generation

A QS NSLP nessage is created as specified in [ RFC5974].

1.

Manner,

The policy elenent received fromthe authorizing entity MJIST be
copi ed without nodification into the SESSI ON_AUTH obj ect.
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2.

6.2. 2.

The
foll

6. 2. 3.

Manner,

The SESSI ON_AUTH obj ect (containing the policy elenment) is
inserted in the NSLP nmessage in the appropriate place.

Message Reception

QS NSLP nessage is processed as specified in [ RFC5974] with the
owi ng nodifications.

If the QoS NSIS Entity (Q\E) is policy aware then it SHOULD use
the Dianeter QoS application or the RADIUS QoS protocol to
communi cate with the PDP. To construct the AAA nessage it is
necessary to extract the SESSI ON AUTH object and the QoS-rel ated
objects fromthe QS NSLP nessage and to craft the respective
RADI US or Di aneter message. The nmessage processing and object
format are described in the respective RADIUS or Di aneter QS
protocol, respectively. If the QNE is policy unaware, then it

i gnores the policy data objects and continues processing the NSLP
nmessage.

If the response fromthe PDP is negative, the request nust be
rejected. A negative response in RADIUS is an Access-Reject, and
in Diameter is based on the ' DI AMETER SUCCESS value in the
Resul t - Code AVP of the QoS- Aut hz- Answer (QAA) nessage. The QNE
must construct and send a RESPONSE nessage with the status of the
aut hori zation failure as specified in [ RFC5974].

Conti nue processing the NSI'S nmessage.
Aut hori zation (QNE or PDP)

Retrieve the policy element fromthe SESSI ON _AUTH object. Check
the AUTH ENT I D type and SubType fields and return an error if
the identity type is not supported.

Verify the nessage integrity.

* Shared symmetric key authentication: The QNE or PDP uses the
AUTH ENT_ID field to consult a table keyed by that field. The
table should identify the cryptographic authentication
algorithmto be used along with the expected | ength of the
aut hentication data and the shared symretric key for the
authorizing entity. Verify that the indicated length of the
aut hentication data is consistent with the configured table
entry and validate the authentication data.

* Public Key: Validate the certificate chain against the trusted

Certificate Authority (CA) and validate the nmessage signature
usi ng the public key.
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*  HMAC signed: The QNE or PDP uses the Key-ID field of the
AUTHENTI CATI ON_DATA attribute to consult a table keyed by that
field. The table should identify the cryptographic
aut hentication algorithmto be used along with the expected
| ength of the authentication data and the shared symmetric key
for the authorizing entity. Verify that the indicated | ength
of the authentication data is consistent with the configured
table entry and validate the integrity of the parts of the
NSLP nessage, i.e., session ID, MR, NSLPID, and all other
NSLP el enents listed in the NSLP_OBJECT_ LI ST authentication
data as well as the SESSI ON AUTH obj ect contents (cf.

Section 6.4).

* Kerberos: |f AUTHENTI CATI ON_DATA contai ns an encapsul ated
KRB_CRED nessage (cf. Section 4.2), the integrity of the
KRB _CRED nessage can be verified within Kerberos itself.
Moreover, if the same NSLP nessage contai ns anot her
SESSI ON_AUTH obj ect using HVAC SI GNED, the latter can be used
to verify the nessage integrity as described above.

3. Once the identity of the authorizing entity and the validity of
the service request have been established, the authorizing
router/PDP MJST then consult its authorization policy in order to
det ermi ne whether or not the specific request is finally
aut horized (e.g., based on available credits and on information
in the subscriber’s database). To the extent to which these
access control decisions require supplenmentary information,
rout ers/ PDPs MJST ensure that supplementary information is
obt ai ned securely.

4. Verify that the requested resources do not exceed the authorized

QoS.

6.2.4. FError Signaling
When the PDP (e.g., a RADIUS or Dianeter server) fails to verify the
policy elenment, the appropriate actions described in the respective
AAA docunent need to be taken.
The QNE node MUST return a RESPONSE nessage with the | NFO SPEC error
code 'Authorization failure’ as defined in the QS NSLP specification
[ RFC5974]. The QNE MAY include an | NFO SPEC Object Value Info to
i ndi cate which SESSI ON AUTH attribute created the error

6.3. Processing with the NATFW NSLP

This section presents processing rules for the NATFW NSLP [ RFC5973] .
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6. 3.

6.

6.

Manner,

3.

3.

1.

Message Generation

A NATFW NSLP nessage is created as specified in [ RFC5973].

1.

2.

The
t he

The policy elenent received fromthe authorizing entity MJIST be
copi ed without modification into the SESSI ON AUTH obj ect.

The SESSI ON_AUTH obj ect (containing the policy elenment) is
inserted in the NATFW NSLP nessage in the appropriate place.

Message Reception

NATFW NSLP nmessage i s processed as specified in [RFC5973] with
foll owi ng nodi fications.

If the router is policy aware, then it SHOULD use the Di aneter
application or the RADI US protocol to comrunicate with the PDP.
To construct the AAA nessage, it is necessary to extract the
SESSI ON_AUTH obj ect and the objects related to NATFW policy rul es
fromthe NSLP nmessage and to craft the respective RADI US or

D amet er nmessage. The nessage processing and object format is
described in the respective RADIUS or Dianmeter protocols. If the
router is policy unaware, then it ignores the policy data objects
and continues processing the NSLP nessage.

Rej ect the message if the response fromthe PDP is negative. A
negative response in RADIUS is an Access-Reject, and in Dianeter
is based on the ' DI AMETER SUCCESS value in the Result-Code AVP.

Conti nue processing the NSI'S nessage.
Aut hori zati on (Router/PDP)

Retrieve the policy elenent fromthe SESSI ON AUTH object. Check
the AUTH ENT I D type and SubType fields and return an error if
the identity type is not supported.

Verify the nessage integrity.

* Shared symretric key authentication: The network router/PDP
uses the AUTH ENT ID field to consult a table keyed by that
field. The table should identify the cryptographic
aut hentication algorithmto be used, along with the expected
I ength of the authentication data and the shared symetric key
for the authorizing entity. Verify that the indicated | ength
of the authentication data is consistent with the configured
table entry and validate the authentication data.
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* Public Key: Validate the certificate chain against the trusted
Certificate Authority (CA) and validate the message signature
usi ng the public key.

*  HWVAC signed: The QNE or PDP uses the Key-I1D field of the
AUTHENTI CATI ON_DATA attribute to consult a table keyed by that
field. The table should identify the cryptographic
aut hentication algorithmto be used along with the expected
I ength of the authentication data and the shared symretric key
for the authorizing entity. Verify that the indicated |ength
of the authentication data is consistent with the configured
table entry and validate the integrity of parts of the NSLP
message, i.e., session ID, M, NSLPID, and all other NSLP
elements listed in the NSLP_OBJECT LI ST authentication data as
wel | as the SESSI ON _AUTH object contents (cf. Section 6.4)

* Kerberos: |f AUTHENTI CATI ON_DATA contai ns an encapsul at ed
KRB_CRED message (cf. Section 4.2), the integrity of the
KRB_CRED nessage can be verified within Kerberos itself.
Moreover, an if the same NSLP nmessage contai ns anot her
SESSI ON_AUTH obj ect using HVAC SI GNED, the |atter can be used
to verify the message integrity as described above.

3. Once the identity of the authorizing entity and the validity of
the service request have been established, the authorizing
router/PDP MJUST then consult its authorization policy in order to
det erm ne whether or not the specific request is authorized. To
the extent to which these access control decisions require
suppl enentary information, routers/PDPs MJIST ensure that
suppl enentary information is obtai ned securely.

6.3.4. FError Signaling

When the PDP (e.g., a RADIUS or Diameter server) fails to verify the
SESSI ON_AUTH obj ect, the appropriate actions described in the
respective AAA docunent need to be taken. The NATFW NSLP node MJST
return an error nessage of class 'Permanent failure’ (0x5) with error
code 'Authorization failed (0x02).

6.4. Integrity Protection of NSLP Messages

The SESSI ON_AUTH obj ect can al so be used to provide an integrity
protection for every NSLP signaling nessage, thereby al so

aut henticating requests or responses. Assune that a user has
deposited a shared key at some NN. This NN can then verify the
integrity of every NSLP nessage sent by the user to the NN. Based on
this authentication, the NN can apply authorization policies to
actions like resource reservations or opening of firewall pinholes.
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The sender of an NSLP nessage creates a SESSI ON_AUTH obj ect that
contains the AUTH ENT ID attribute set to HVAC SI GNED (cf.

Section 4.4) and hashes with the shared key over all NSLP objects
that need to be protected and lists themin the NSLP_OBJECT LIST
The SESSI ON AUTH object itself is also protected by the HVAC. By

i nclusion of the SESSI ON AUTH object into the NSLP nessage, the
receiver of this NSLP nessage can verify its integrity if it has the
sui tabl e shared key for the HVAC. Any response to the sender should
al so be protected by inclusion of a SESSI ON_AUTH object in order to
prevent attackers from sendi ng unaut hori zed responses on behal f of
the real NN

If a SESSI ON_AUTH object is present that has an AUTH ENT ID attribute
set to HVAC SIGNED, the integrity of all NSLP elements listed in the
NSLP_OBJECT_LI ST has to be checked, including the SESSI ON AUTH obj ect
contents itself. Furthernore, session ID, MR, and NSLPID have to be
included into the HVAC cal cul ation, too, as specified in

Section 3.2.7. The key that is used to calculate the HVAC i s
referred to by the Key-1D included in the AUTHENTI CATI ON_DATA
attribute. |If the provided tinestanp in START_TIME is not recent
enough or the cal cul ated HVAC differs fromthe one provided in
AUTHENTI CATI ON_DATA, the nessage nust be discarded silently and an
error should be | ogged |ocally.

7. Security Considerations

Thi s docunent describes a mechani smfor session authorization to
prevent theft of service. There are three types of security issues
to consider: protection against replay attacks, integrity of the
SESSI ON_AUTH obj ect, and the choice of the authentication algorithns
and keys.

The first issue, replay attacks, MJST be prevented. In the non-
associ ated nodel, the SESSI ON AUTH obj ect MJST include a START_TI ME
field, and the NNs as well as Policy Servers MJST support NTP to
ensure proper clock synchronization. Failure to ensure proper clock
synchroni zation will allow replay attacks since the clocks of the
different network entities may not be in sync. The start time is
used to verify that the request is not being replayed at a | ater
time. In all other nodels, the SESSION ID is used by the Policy
Server to ensure that the resource request successfully correl ates
with records of an authorized session. |If a SESSI ON AUTH object is
replayed, it MJST be detected by the policy server (using interna
al gorithms), and the request MJST be rejected.

The second issue, the integrity of the SESSI ON AUTH object, is

preserved in untrusted environnents by including the
AUTHENTI CATI ON_DATA attribute in such environnents
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In environnents where shared symretric keys are possible, they should
be used in order to keep the SESSI ON AUTH object size to a strict
mninmm e.g., when wireless links are used. A secondary option
woul d be Public Key Infrastructure (PKI) authentication, which
provides a high level of security and good scalability. However, PK
aut hentication requires the presence of credentials in the

SESSI ON_AUTH obj ect, thus inpacting its size.

The SESSI ON_AUTH obj ect can al so serve to protect the integrity of
NSLP nessage parts by using the HVAC SI GNED Aut hentication Data as
described in Section 6.4.

When shared keys are used, e.g., in AUTHENTI CATI ON_DATA (cf.
Section 4.1) or in conjunction with HVAC SIGNED (cf. Section 4.4), it

is inportant that the keys are kept secret, i.e., they nust be
exchanged, stored, and nmanaged in a secure and confidential nanner,
so that no unauthorized party gets access to the key material. |If

the key material is disclosed to an unauthorized party,
authentication and integrity protection are ineffective.

Furt hernmore, security considerations for public-key nechani sns using
the X. 509 certificate nmechani sns described in [ RFC5280] apply.
Simlarly, security considerations for PGP (Pretty Good Privacy)
described in [ RFC4880] apply.

Further security issues are outlined in RFC 4081 [ RFC4081].
8. | ANA Consi derations

The SESSI ON AUTH OBJECT NSLP Message (bject type is specified as
0x016.

Thi s docunent specifies an 8-bit Session authorization attribute type
(X-Type) field as well as 8-bit SubType fields per X-Type, for which
| ANA has created and will naintain correspondi ng sub-registries for
the NSLP Session Authorization Object.

Initial values for the X-Type registry and the registration
procedures according to [ RFC5226] are as foll ows:

Regi strati on Procedure:
Speci fication Required
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X- Type Descri ption
Reserved
AUTH_ENT_I D
SESSI ON_I D
SOURCE_ADDR
DEST_ADDR
START_TI ME
END_TI ME
NSLP_OBJECT_LI ST
AUTHENTI CATI ON_DATA

-127 Unassi gned

Reserved for Private or Experinmental Use

OCO~NOOUTA~WNEO

=
N
®
N
ol
6]

In the follow ng, registration procedures and initial values for the
SubType registries are specified.

Sub-registry: AUTH ENT_ID (X-Type 1) SubType val ues

Regi strati on Procedure:
Speci fication Required

Regi stry:

SubType Descri ption
Reserved

| PV4_ADDRESS
| PV6_ADDRESS
FQDN
ASCI | _DN

UNI CODE_DN
URI
KRB_PRI NCI PAL
X509 _V3_CERT
PGP_CERT
HMAC_SI GNED
11-127 Unassi gned
128- 255 Reserved for Private or Experinmental Use

OCoO~NOOUTA~WNEO

=
o

Manner, et al. Experi ment al [ Page 32]



RFC 5981 NSLP AUTH February 2011

Sub-registry: SOURCE_ADDR ( X- Type 3) SubType val ues

Regi strati on Procedure:
Speci fication Required

Regi stry:

SubType Descri ption

0 Reserved

1 | PVA_ADDRESS
2 | PV6_ADDRESS
3 UDP_PORT LI ST
4 TCP_PORT_LI ST
5 SPI

6- 127 Unassi gned

128- 255 Reserved for Private or Experinmental Use

Sub-registry: DEST_ADDR (X-Type 4) SubType val ues

Regi strati on Procedure:
Speci fication Required

Regi stry:
Reserved
1 | PV4_ADDRESS
2 | PV6_ADDRESS
3 UDP_PORT_LI ST
4 TCP_PORT_LI ST
5 SPI
6- 127 Unassi gned
128- 255 Reserved for Private or Experinmental Use

Sub-registry: START _TIME (X-Type 5) SubType val ues

Regi strati on Procedure:
Speci fication Required

Regi stry:

SubType Description

0 Reserved

1 NTP_TI MESTAMP
2-127 Unassi gned

128- 255 Reserved for Private or Experinmental Use
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10.

10.

Sub-registry: END TIME (X-Type 6) SubType val ues

Regi strati on Procedure:
Speci fication Required

Regi stry:

SubType Descri ption

0 Reserved

1 NTP_TI MESTAMP
2-127 Unassi gned

128- 255 Reserved for Private or Experinental Use
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