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1. Introduction

The Next Steps in Signaling (NSIS) Wrking Goup was forned in
Novenber 2001 to develop an Internet signaling protocol suite that
woul d attenpt to renedy sone of the perceived shortcom ngs of

sol utions based on the Resource ReSerVation Protocol (RSVP), e.g.
with respect to nobility and Quality-of-Service (QS)
interoperability. The initial charter was focused on QoS signaling
as the first use case, taking RSVP as the background for the work.
In May 2003, nmiddl ebox traversal was added as an explicit second use
case. The requirenents for the new generation of signaling protocols
are docunented in [ RFC3726], and an anal ysis of existing signaling
protocol s can be found in [ RFC4094].

The design of NSIS is based on a two-1layer nodel, where a genera
signaling transport |ayer provides services to an upper signaling
application layer. The design was influenced by Bob Braden’s
docunment entitled "A Two-Level Architecture for Internet Signaling"
[ TWO- LEVEL] .

Thi s docunent gives an overview of the NSI'S framework and protocol
suite at the time of witing (2010), provides an introduction to the
use cases for which the current version of NSIS was desi gned,
describes how to deploy NSIS in existing networks, and sunmmari zes how
the protocol suite can be enhanced to satisfy new use cases.

2. The NSIS Architecture

The design of the NSIS protocol suite reuses ideas and concepts from
RSVP but essentially divides the functionality into two layers. The
| ower layer, the NSIS Transport Layer Protocol (NTLP), is in charge
of transporting the higher-|ayer protocol messages to the next
signaling node on the path. This includes discovery of the next-hop
NSI S node, which may not be the next routing hop, and different
transport and security services depending on the signaling
application requirenents. The General Internet Signaling Transport
(A ST) [ RFC5971] has been devel oped as the protocol that fulfills the
role of the NTLP. The NSIS protocol suite supports both IP protoco
versions, |Pv4 and |Pv6.

The actual signaling application logic is inplenented in the higher

| ayer of the NSIS stack, the NSIS Signaling Layer Protocol (NSLP)
While G ST is only concerned with transporting NSLP nmessages hop- by-
hop between pairs of signaling nodes, the end-to-end signaling
functionality is provided by the NSLP protocols if needed. Not all
NSLP protocols need to performend-to-end signaling. The current
protocol s have features to confine the signaling to a limted part of
the path (such as the interior of a donmain). Messages transmtted by
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G ST on behal f of an NSLP are identified by a unique NSLP identifier
(NSLPI D) associated with the NSLP. Two NSLP protocols are currently
speci fied: one concerning Quality-of-Service signaling [ RFRC5974] and
one to enable NAT/firewall traversal [RFC5973].

NSIS is primarily designed to provide the signaling needed to instal
state on nodes that lie on the path that will be taken by sonme end-
to-end fl ow of data packets; the state installed should facilitate or
enhance some characteristic of the data flow This is typically

achi eved by routing signaling nessages al ong the sane path (known as
"pat h- coupl ed signaling"”) and intercepting the signaling nessage at
NSI S- capabl e nodes. However, the NSIS architecture is designed to be
flexible, and the routing of signaling messages is controlled by the
Message Routing Method (MRM that is applied to the signaling
messages. The initial specifications define two MRMs:

0 the basic Path Coupled MRM designed to drive signaling along the
path that will be followed by the data flow, and

0 an alternative Loose End MRM which is applicable for
preconditioning the state in firewalls and Network Address
Transl ation (NAT) m ddl eboxes when data fl ow destinations lie
behind this sort of m ddl ebox. Wthout preconditioning, these
m ddl eboxes will generally reject signaling messages originating
outside the region 'protected by the niddl ebox and where the
destination is | ocated.

Paraneters carried by each signaling message drive the operation of
the relevant transport or signaling application. In particular, the
messages will carry Message Routing Information (MRI) that will allow
the NSI'S nodes to identify the data flow to which the signaling
applies. GCenerally, the intercepted nessages will be reinjected into
the network after processing by the NSIS entities and will be routed
further towards the destination, possibly being intercepted by
addi ti onal NSI S-capabl e nodes before arriving at the fl ow endpoint.

As with RSVP, it is expected that the signaling nmessage will make a
complete round trip either along the whole end-to-end path or a part
of it if the scope of the signaling is limted. This inplements a

t wo- phase strategy in which capabilities are assessed and provi si ona
reservations are nade on the outbound | eg; these provisiona
reservations are then confirned and operational state is installed on
the return leg. Unlike RSVP, signaling is normally initiated at the
source of the data flow, making it easier to ensure that the
signaling follows the expected path of the data flow, but can al so be
receiver initiated as in RSVP
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A central concept of NSISis the Session Identifier (SID). Signaling
application states are indexed and referred to through the SIDin all
the NSLPs. This decouples the state information from | P addresses,

al | owi ng dynam c | P address changes for signaling flows, e.g., due to
mobility: changes in | P addresses do not force conplete teardown and

re-initiation of a signaling application state; they force nerely an

update of the state parameters in the NSLP(s), especially the MR .

At the NTLP (A ST) layer, the SIDis not neaningful by itself, but is
used together with the NSLP identifier (NSLPID) and the Message
Routing Information (MRI). This 3-tuple is used by G ST to index and
manage the signaling flows. Changes of routing or dynam c |IP address
changes, e.g., due to nobility, will require G ST to nodify already
est abl i shed Messagi ng Associ ations (MAs) that are used to channel
NSLP nessages between adjacent G ST peers in order to satisfy the
NSLP MRI for each SID.

The foll owing design restrictions were inposed for the first phase of
the protocol suite. They may be lifted in the future, and new
functionality may be added into the protocols at some |ater stage.

o Initial focus on MRMs for path-coupled signaling: QST transports
messages towards an identified unicast data flow destinati on based
on the signaling application request, and does not directly
support path-decoupl ed signaling, e.g., QS signaling to a
bandwi dt h broker or other off-path resource manager. The
framework al so supports a Loose End MRM used to di scover G ST
nodes with particular properties in the direction of a given
address; for exanple, the NAT/firewall NSLP uses this nethod to
di scover a NAT al ong the upstream data path.

0 No nulticast support: Introducing support for multicast was deened
too much overhead, considering the currently limted support for
global 1P nmulticast. Thus, the current @ ST and the NSLP
speci fications consider unicast flows only.

The key docunents specifying the NSIS framework are:

0 Requirements for Signaling Protocols [ RFC3726]

0 Next Steps in Signaling: Framework [ RFC4080]

0 Security Threats for NSI'S [ RFC4081]

The protocols nmaking up the suite specified by the NSIS Wrking G oup
are docunented in:

0 The General Internet Signaling Transport protocol [RFC5971]
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0 Quality-of-Service NSLP (QS NSLP) [ RFC5974]
o0 The QoS specification tenplate [ RFC5975]
o NAT/firewall traversal NSLP [ RFC5973]

The next three sections provide a brief survey of @ ST, the QoS NSLP,
and the NAT/firewal |l NSLP.

3. The CGeneral Internet Signaling Transport

The General Internet Signaling Transport (Qd ST) [RFC5971] provides
signaling transport and security services to NSIS Signaling Layer
Protocol s (NSLP) and the associated signaling applications. G ST
does not define new I P transport protocols or security mechani snms but
rat her nakes use of existing protocols, such as TCP, UDP, TLS, and

| Psec. Applications can indicate the desired transport attributes
for the signaling flow, e.g., unreliable or reliable, and G ST then
chooses the nost appropriate transport protocol (s) to satisfy the
requirenents of the flow G ST will normally use UDP if unreliable
signaling is adequate, TCP if reliability is required, and TLS over
TCP for secure (and reliable) signaling flows, but there exist
extensibility provisions within QST that will allow alternatives to
be specified in the future. The NSIS | ayered protocol stack is shown
in Figure 1.
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* The Security Support and Transport Protocol |ayers show sone
possi bl e protocols that could be used to transport NSI S nessages.
To provide authentication and/or integrity protection support,
the transport protocol has to be paired with a suitable security
mechanism e.g., TCP with TLS, or Datagram Congestion Contro
Protocol (DCCP) with DTLS.

Figure 1: The NSIS protocol stack

G ST divides up the data flow s end-to-end path into a nunber of
segnments between pairs of NSIS-aware peer nodes |ocated al ong the
path. Not every router or other m ddl ebox on the path needs to be
NSI S aware: each segnment of the signaling path may incorporate
several routing hops. Also not every NSIS-aware node necessarily

i npl ements every possible signaling application. |f the signaling
for a flow requests services froma subset of the applications, then
only nodes that inplenment those services are expected to participate
as peers, and even sonme of these nodes can decline to operate on a
particular flowif, for exanple, the additional |oad m ght overl oad
the processing capability of the node. These characteristics nean
that incremental deploynment of NSIS capabilities is possible both
with the initial protocol suite, and for any future NSLP applications
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that m ght be devel oped. The foll owi ng paragraphs describe how a
signaling segment is set up to offer the transport and security
characteristics needed by a single NSLP

When an NSLP application wants to send a nessage towards a fl ow
endpoint, G ST starts the process of discovering the next signaling
node by sending a Query nessage towards the destination of the
related data flow. This Query carries the NSLP identifier (NSLPID)
and Message Routing Information (MRI), anong others. The M
contains enough information to control the routing of the signaling
message and to identify the associated data flow. The next G ST node
on the path receives the nmessage, and if it is running the sane NSLP,
it provides the MRl to the NSLP application and requests it to make a
deci sion on whether to peer with the querying node. |If the NSLP
application chooses to peer, G ST sets up a Message Routing State
(MRS) between the two nodes for the future exchange of NSLP dat a.
State setup is perfornmed by a three-way handshake that allows for
negotiation of signaling flow parameters and provi des counter -
measur es agai nst several attacks (like denial-of-service) by using
cooki e mechanisms and a late state installation option

If a transport connection is required and needs to provide for
reliable or secure signaling, like TCP or TLS/ TCP, a Messagi ng
Association (MM is established between the two peers. An MA can be
reused for signaling nmessages concerning several different data
flows, i.e., signaling nmessages between two nodes are multipl exed
over the sane transport connection. This can be done when the
transport requirenments (reliability, security) of a new flow can be
met with an existing MA, i.e., the security and transport properties
of an existing MA are equival ent or better than what is requested for
a potential new NA

For path-coupl ed signaling, we need to find the nodes on the data
path that should take part in the signaling of an NSLP and i nvoke
themto act on the arrival of such NSLP signaling nessages. The
basi ¢ concept is that such nodes along a flow s data path intercept
the correspondi ng signaling packets and are thus discovered
automatically. G ST places a Router Alert Option (RAO in Query
message packets to ensure that they are intercepted by rel evant NSIS-
awar e nodes, as in RSVP.

Late in the devel opnment of G ST, serious concerns were raised in the
| ETF about the security risks and performance inplications of

ext ensi ve usage of the RAO [ RACG-BAD]. Additionally, evidence was

di scovered indicating that several existing inplementations of RAO
were inconsistent with the (intention of the) standards and woul d not
support the NSIS usage. There were al so concerns that extending the
need for RAO recognition in the fast path of routers that are
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frequently inplemented in hardware woul d del ay or deter

i npl ement ati on and depl oynent of NSIS. Eventually, it was decided
that NSI' S would continue to specify RAO as its primary neans for
triggering interception of signaling nessages in internedi ate nodes
on the data path, but the protocol suite would be published with
Experinmental status rather than on the Standards Track while

depl oynent experience was gathered. Mre information about the use
of RAOin G ST can be found in [A ST-RACQ . Al so, the depl oynent

i ssues that arise fromthe use of RAO are discussed in Section 6.1

Al'ternative mechani sms have been considered to allow nodes to
recogni ze NSI'S signaling packets that should be intercepted. For
exanpl e, NSIS nodes could recogni ze UDP packets directed to a
specific destination port as Query nessages that need to be

i ntercepted even though they are not addressed to the intercepting
node. @ ST provides for the use of such alternatives as a part of
its extensibility design. NSIS recognizes that the workl oad i nposed
by intercepting signaling packets could be considerable relative to
the work needed just to forward such packets. To keep the necessary
load to a minimum NSIS provides nechanisns to linit the nunber of

i nterceptions needed by constraining the rate of generation and
allowing for intentional bypassing of signaling nodes that are not
af fected by particular signaling requests. This can be acconplished
either in G ST or in the NSLP

Since G ST carries informati on about the data flowinside its
messages (in the MRI), NAT gateways nust be aware of G ST in order to
let it work correctly. @ ST provides a special object for NAT
traversal so that the actual translation is disclosed if a G ST-aware
NAT gat eway provides this object.

As with RSVP, all the state installed by NSIS protocols is "soft-
state" that will expire and be automatically renoved unless it is
periodically refreshed. NSIS state is held both at the signaling
application layer and in the signaling transport |layer, and is

mai nt ai ned separately. NSLPs control the lifetine of the state in
the signaling application |ayer by setting a tineout and sending
periodic "keep alive" messages along the signaling path if no other
messages are required. The MAs and the routing state are maintained
sem -i ndependently by the transport |ayer, because MAs may be used by
mul tiple NSLP sessions, and can al so be recreated "on demand"” if the
node needs to reclaimresources. The transport |layer can send its
own "keep alive" nessages across a MA if no NSLP nessages have been
sent, for exanple, if the transport |ayer decides to maintain a
heavily used MA even though there is no current NSLP session using
it. Local state can also be deleted explicitly when no | onger
needed.
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If there is a change in the route used by a flow for which NSIS has
created state, NSIS needs to detect the change in order to determ ne
if the new path contains additional NSI'S nodes that should have state
installed. QG ST may use a range of triggers in order to detect a
route change. It probes periodically for the next peer by sending a
G ST Query, thereby detecting a changed route and G ST peer. QST
monitors routing tables and the G ST peer states, and it notifies
NSLPs of any routing changes. It is then up to the NSLPs to act
appropriately, if needed, e.g., by issuing a refresh nessage. The
periodic queries also serve to maintain the soft-state in nodes as

|l ong as the route is unchanged.

In summary, G ST provides several services in one package to the
upper -l ayer signaling protocols:

0 Signaling peer discovery: QST is able to find the next-hop node
that runs the NSLP being signal ed for

o Miltiplexing: G ST reuses al ready established signaling
rel ati onshi ps and nessagi ng associ ations to next-hop peers if the
signaling flows require the sane transport attributes.

0 Transport: A ST provides transport with different attributes --
namely, reliable/unreliable and secure/unsecure.

0 Security: If security is requested, G ST uses TLS to provide an
encrypted and integrity-protected nmessage transport to the next
signaling peer.

0 Routing changes: G ST detects routing changes, but instead of
acting on its own, it nerely sends a notification to the |oca
NSLP. It is then up to the NSLP to act.

o Fragnmentation: G ST uses either a known Path MIU for the next hop
or limts its nessage size to 576 bytes when using UDP or Query

mode. |If fragmentation is required, it automatically establishes
an MA and sends the signaling traffic over a reliable protocol,
e.g., TCP

0 State nmmintenance: G ST establishes and then nmaintains the soft-
state that controls communications through MAs between G ST peers
al ong the signaling path, according to usage paraneters supplied
by NSLPs and | ocal policies.
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4.

Qual ity-of - Service NSLP

The Quality-of-Service (QS) NSIS Signaling Layer Protocol (NSLP)
establ i shes and maintains state at nodes along the path of a data
flow for the purpose of providing some forwardi ng resources for that
flow It is intended to satisfy the QoS-related requirenments of RFC
3726 [RFC3726]. No support for QoS architectures based on bandwi dth
brokers or other off-path resource managers is currently included.

The design of the QS NSLP is conceptually simlar to RSVP, RFC 2205
[ RFC2205], and uses soft-state peer-to-peer refresh nessages as the
primary state managenment mechanism (i.e., state installation/refresh
is perfornmed between pairs of adjacent NSLP nodes, rather than in an
end-to-end fashion along the conplete signaling path). The QS NSLP
extends the set of reservation mechanisns to neet the requirenents of
RFC 3726 [RFC3726], in particular, support of sender- or receiver-
initiated reservations, as well as, a type of bidirectiona
reservati on and support of reservations between arbitrary nodes,
e.g., edge-to-edge, end-to-access, etc. On the other hand, there is
currently no support for IP multicast.

A distinction is nmade between the operation of the signaling protoco
and the information required for the operation of the Resource
Managenent Function (RW). RM-related information is carried in the
QSPEC ( QoS Specification) object in QS NSLP nessages. This is
simlar to the decoupling between RSVP and the IntServ architecture,
RFC 1633 [ RFC1633]. The QSPEC carries information on resources
avai l abl e, resources required, traffic descriptions, and ot her
information required by the RM. A tenplate for QSPEC objects is
defined in [RFC5975]. This provides a nunmber of basic paraneter

obj ects that can be used as a comon | anguage to specify conponents
of concrete QoS nodels. The objects defined in [ RFC5975] provide the
bui |l di ng bl ocks for many existing QS nodels such as those associ ated
with RSVP and Differentiated Services. The extensibility of the
tenpl ate all ows new QS nodel specifications to extend the tenplate

| anguage as necessary to support these specifications.

The QoS NSLP supports different QoS nodel s because it does not define
the QS nechani sns and RVF that have to be used in a domain. As |ong
as a domain knows how to perform adm ssion control for a given QSPEC
QS NSLP actually does not care how the specified constraints are
enforced and net, e.g., by putting the related data flow in the
topnost of four Diffserv classes or by putting it into the third

hi ghest of twelve Diffserv classes. The particular QS configuration
used is up to the network provider of the domain. The QSPEC can be
seen as a common | anguage to express QoS requirenents between

di fferent domai ns and QoS nodel s.
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In short, the functionality of the QS NSLP incl udes:
o Conveying resource requests for unicast flows

0 Resource requests (Q@PEC) that are decoupled fromthe signaling
protocol (QoS NSLP)

0 Sender- and receiver-initiated reservations, as well as
bi di recti ona

0 Soft-state and reduced refresh (keep-alive) signaling

0 Session binding, i.e., session X can be valid only if session Y is
also valid

0 Message scoping, end-to-end, edge-to-edge, or end-to-edge (proxy
node)

o Protection against nessage re-ordering and duplication

0 Goup tear, tearing down several sessions with a single nessage

0 Support for rerouting, e.g., due to mohility

0 Support for request priorities and preenption

o Stateful and statel ess nodes: stateless operation is particularly
rel evant in core networks where |arge anounts of QoS state could
easily overwhel m a node

0 Reservation aggregation

The protocol also provides for a proxy node to all ow the QS

signaling to be inplenmented without needing all end-hosts to be

capabl e of handling NSIS signaling.

The QSPEC tenpl ate supports situations where the QoS paraneters need

to be fine-grained, specifically targeted to an individual flowin

one part of the network (typically the edge or access part) but night

need to be nore coarse-grained, where the flowis part of an

aggregate (typically in the core of the network).

5. NAT/Firewall Traversal NSLP
The NAT/firewall traversal NSLP [ RFC5973] |ets end-hosts interact
with NAT and firewall devices in the data path. Basically, it allows

for a dynamic configuration of NATs and/or firewalls along the data
path in order to enable data flows to traverse these devi ces without
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bei ng obstructed. For instance, firewall pinholes could be opened on
demand by aut horized hosts. Furthermore, it is possible to block
unwanted incomng traffic on demand, e.g., if an end-host is under
attack.

Configurations to be inplenented in NAT and firewal |l devices signal ed
by the NAT/firewall NSLP take the formof a (pattern, action) pair,
where the pattern specifies a tenplate for packet header fields to be
mat ched. The device is then expected to apply the specified action
to any passing packet that matches the tenplate. Actions are
currently limted to ALLOW (forward the packet) and DENY (drop the
packet). The tenplate specification allow for a greater range of
packet fields to be nmatched than those allowed for in the G ST M

Basically, NAT/firewall signaling starts at the data sender (NSIS
Initiator) before any actual application data packets are sent.

Si gnal i ng nessages may pass several niddl eboxes that are NAT/firewall
NSLP aware (NSIS Forwarder) on their way downstream and usually hit
the receiver (being the NSIS Responder). A proxy node is also

avail abl e for cases where the NAT/firewall NSLP is not fully
supported along the conplete data path. NAT/firewall NSLP is based
on a soft-state concept, i.e., the sender nust periodically repeat
its request in order to keep it active.

Additionally, the protocol also provides functions for receivers
behi nd NATs. The receiver may request an external address that is
reachabl e fromoutside. The reserved external address nust, however
be communi cated to the sender out-of-band by other neans, e.g., by
application level signaling. After this step the data sender may
initiate a normal NAT/firewall signaling in order to create firewall
pi nhol es.

The protocol al so provides for a proxy node to allow the NAT/firewal
signaling to be inplenmented without needing all end-hosts to be
capabl e of handling NSIS signaling.

6. Deploying the Protocols

The initial version of the NSIS protocol suite is being published
with the status of Experinental in order to gain depl oynent
experience. Concerns over the security, inplenentation, and

adm ni strative issues surrounding the use of RAO are likely to mean
that initial deploynents occur in "walled gardens" where the
characteristics of hardware in use are well-known, and there is a
hi gh | evel of trust and control over the end nodes that use the
protocols. This section addresses issues that need to be considered
in a deploynent of the NSI'S protocol suite.
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First of all, NSIS inplenentations nust be available in at |east sone
of the correspondi ng network nodes (i.e., routers, firewalls, or NAT
gat eways) and end-hosts. That means not only G ST support, but also
the NSLPs and their respective control functions (such as a resource
managenent function for QS admi ssion control, etc.) nust be
implemented. NSIS is capable of increnental deploynent and an
initial deployment does not need to involve every node in a network
domain. This is discussed further in Section 6.3. There are a
nunber of obstacles that may be encountered due to broken

i mpl ement ati ons of RAO (see Section 6.1) and due to firewalls or NATs
that drop NSIS signaling packets (see Section 6.2).

Anot her inportant issue is that applications may need to be nade

NSI S- aware, thereby requiring some effort fromthe applications
programmers. Alternatively, it may be possible to inplenent separate
applications to control, e.g., the network QS requests or firewall

pi nhol es, without needing to update the actual applications that wll
take advantage of NSI'S capabilities.

6.1. Deploynent |Issues Due to Use of RAO

The standardi zed version of G ST depends on routers and ot her

m ddl eboxes correctly recogni zing and acting on packets containing
RAO. There are a nunber of problens related to RAO that can obstruct
a depl oyment of NSIS:

o Sone inplenmentations do not respond to RAO at all

0 Sone inplenentations respond but do not distinguish between the
RAO paraneter values in |IPv4d packets or reject anything except O
(in which case, only the value 0 can be used).

0 The response to RAOin a G ST Query node packet, which is sent
using the UDP transport, is to dispatch the packet to the UDP
stack in the intercepting node rather than to a function
associated with the RAO paraneter. Since the node will not
normal |y have a regular UDP receiver for these packets they are
dr opped.

o0 The mmjor security concern with RAOin NSISis that it provides a
new vector for hosts to nount a (distributed) denial-of-service
(DDoS) attack on the control plane of routers on the data path.
Such attacks have occurred, and it is therefore normal for service
providers to prohibit "host-to-router" signaling packets such as
RSVP or NSIS fromentering their networks from custoner networKks.
This will tend to limt the deploynment of NSIS to "wall ed gardens”
unl ess a suitable mtigation of the DDoS threat can be found and
depl oyed.
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In order to deploy NSIS effectively, routers and ot her hardware need
to be selected and correctly configured to respond to RAO and
di spatch intercepted packets to the NSIS function

A further obstacle results fromthe likelihood that |Pv4 packets with
I P options of any kind will be filtered and dropped by firewalls and
NATs. |In many cases, this is the default behavior so that explicit
configuration is needed to all ow packets carrying the RAO to pass
through. The general inclination of domain admnistrators is to deny
access to packets carrying | P options because of the security risks
and the additional |oad on the routers in the domain. The situation
with | Pv6 may be easier, as the RAO option in IPv6 is better defined,
but the security concerns renain

Depl oyment i ssues are discussed at nore length in Appendix C of the
G ST specification [ RFC5971].

Depl oynment |ssues with NATs and Firewal |l s

NAT gateways and firewalls may al so hinder initial deploynent of NSIS
protocol s for several reasons

o They may filter and drop signaling traffic (as described in
Section 6.1) to deny access to packets containing |IP options.

o They may not permt "unsolicited" incomng G ST Query node
packets. This behavior has been anticipated in the design of the
protocol s but requires additional support to ensure that the
m ddl eboxes are prinmed to accept the incom ng queries (see
[ RFC5974] and [ RFC5973]).

0 NATs that are not aware of the NSIS protocols will generally
perform address translations that are not coordinated with the
NSI S protocols. Since NSIS signaling nessages nay be carrying
enbedded | P addresses affected by these translations, it may not
be possible to operate NSIS through such | egacy NATs. The
situation and workarounds are discussed in Section 7.2.1 of
[ RFC5971] .

I ncrenental Depl oynent and Wor kar ounds

NSIS is specifically designed to be increnentally deployable. It is
not required that all nodes on the signaling and data path are NSI' S
aware. To make any use of NSIS, at |east two nodes on the path need
to be NSIS aware. However, it is not essential that the initiator

and receiver of the data flow are NSIS aware. Both the QS and NAT/
firewall NSLPs provide "proxy nodes" in which nodes adjacent to the
initiator and/or receiver can act as proxy signaling initiator or
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receiver. An initiator proxy can nonitor traffic and, hopefully,
detect when a data flow of a type needing NSIS support is being
initiated. The proxies can act nore or |ess transparently on behal f
of the data flowinitiator and/or receiver to set up the required
NSI S state and naintain it while the data flow continues. This
capability reduces the i mmedi ate need to nodify all the data flow
endpoints before NSIS is viable.

7. Security Features

Basi ¢ security functions are provided at the G ST | ayer, e.qg.
protection agai nst sonme blind or denial-of-service attacks, but note
that introduction of alternative MRMs may provide attack avenues that
are not present with the current enphasis on the path-coupl ed MM
Conceptual ly, it is difficult to protect against an on-path attacker
and man-in-the-m ddl e attacks when usi ng pat h-coupl ed MRMs, because a
basic functionality of G ST is to discover as yet unknown signaling
peers. Transport security can be requested by signaling applications
and is realized by using TLS between signaling peers, i.e.,
authenticity and confidentiality of signaling nmessages can be assured
bet ween peers. G ST allows for nutual authentication of the
signaling peers (using TLS neans such as certificates) and can verify
the authenticated identity agai nst a database of nodes authorized to
take part in A ST signhaling. It is, however, a matter of policy that
the identity of peers is verified and accepted upon establishment of
the secure TLS connecti on.

While A ST is handling authentication of peer nodes, nore fine-

grai ned authorization nay be required in the NSLP protocols. There
is currently an ongoing work to specify comon authorization
mechani sms to be used in NSLP protocols [NSIS-AUTH, thus all ow ng,
e.g., per-user and per-service authorization

8. Extending the Protocols

Thi s section discusses the ways that are available to extend the NSIS
protocol suite. The Next Steps in Signaling (NSI'S) Franmework

[ RFC4080] describes a two-layer framework for signaling on the
Internet, conprising a generic transport layer with specific
signaling-layer protocols to address particular applications running
over this transport layer. The nodel is designed to be highly
extensible so that it can be adapted for different signaling needs.

It is expected that additional signaling requirenments will be
identified in the future. The two-layer approach allows for NSLP
signaling applications to be devel oped i ndependently of the transport
protocol. Further NSLPs can therefore be devel oped and depl oyed to
meet these new needs using the sane G ST infrastructure, thereby
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providing a | evel of macro-extensibility. However, the A ST protoco
and the two signaling applications have been desi gned so that
additional capabilities can be incorporated into the design should
additional requirenents within the general scope of these protocols
need to be accommmodat ed.

The NSIS framework is also highly supportive of increnental

depl oynent. A new NSLP need not be avail abl e on every NSI S-aware
node in a network or along a signaling path in order to start using
it. Nodes that do not (yet) support the application will forward its
signaling nessages wi thout conplaint until it reaches a node where
the new NSLP application is deployed

One key functionality of parameter objects carried in NSIS protocols
is the so-called "Extensibility flags (A/B)". Al the existing
protocols (and any future ones confornmng to the standards) can carry
new experinental objects, where the A/B flags can indicate whether a
recei ving node nust interpret the object, or whether it can just drop
them or pass them al ong in subsequent messages sent out further on
the path. This functionality allows defining new objects w thout
forcing all network entities to understand them

8.1. Overview of Admi nistrative Acti ons Needed When Extendi ng NSI S

Generally, NSIS protocols can be extended in multiple ways, many of
which require the allocation of unique code point values in
registries maintained by I ANA on behalf of the IETF. This and the
foll owi ng sections provide an overview of the admnistrative
mechani sns that might apply. The extensibility rules defined bel ow
are based upon the procedures by which | ANA assigns val ues: "I ESG
Approval ", "I ETF Review', "Expert Review', and "Private Use" (as
specified in [RFC5226]). The appropriate procedure for a particul ar
type of code point is defined in one or other of the NSI'S protoco
docunents, nostly [RFC5971].

In addition to registered code points, all NSIS protocols provide
code points that can be used for experinmentation, usually within

cl osed networks, as explained in [ RFC3692]. There is no guarantee
that independent experinments will not be using the sane code point!

8.2. QGsST

G ST is extensible in several aspects covered in the subsections
below. In these subsections, there are references to docunent
sections in the G ST specification [ RFC5971] where nore information
can be found. The bullet points at the end of each subsection
specify the formal administrative actions that would need to be
carried out when a new extension is standardi zed.
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More generally, as asserted in Section 1 of the G ST specification,
the G ST design could be extended to cater for nulticast flows and
for situations where the signaling is not tied to an end-to-end data
flow. However, it is not clear whether this could be done in a
totally backwards-conpatible way, and this is not considered within
the extensibility nodel of NSIS.

8.2.1. Use of Different Message Routing Methods

Currently, only two nessage routing nethods are supported (Path
Coupl ed MRM and Loose End MRM), but further MRMs may be defined in
the future. See Sections 3.3 and 5.8 of the G ST specification

[ RFC5971]. One possible additional MRM under devel opnent is
docunented in [EST-MRM. This MRM woul d direct signaling towards an
explicit target address other than the (current) data flow
destination and is intended to assist setting up of state on a new
pat h during "make- before-break" handover sequences in nobile
operations. Note that alternative routing nethods may require
modi fications to the firewall traversal techniques used by G ST and
NSLPs.

0 New MRMb require allocation of a new MRMID either by | ETF review
of a specification or expert review [ RFC5971].

8.2.2. Use of Different Transport Protocols or Security Capabilities

The initial handshake between G ST peers allows a negotiation of the
transport protocols to be used. Currently, proposals exist to add
DCCP [ G ST-DCCP] and the Stream Control Transm ssion Protocol (SCTP)
[G@ ST-SCTP] transports to G ST; in each case, using Datagram TLS
(DTLS) to provide security. See Sections 3.2 and 5.7 of the G ST
specification [ RFC5971]. G ST expects alternative capabilities to be
treated as selection of an alternative protocol stack. Wthin the
protocol stack, the individual protocols used are specified by MA
Protocol IDs that are allocated froman | ANA registry if new
protocols are to be used. See Sections 5.7 and 9 of the G ST
specification [ RFC5971].

0 Use of an alternative transport protocol or security capability

requires allocation of a new MA-Protocol -1D either by | ETF review
of a specification or expert review [ RFC5971].
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8.2.3. Use of Alternative Security Services

Currently, only TLS is specified for providing secure channels with
MAs. Section 3.9 of the G ST specification [ RFC5971] suggests that
alternative protocols could be used, but the interactions with A ST
functions would need to be carefully specified. See also Section
4.4.2 of the G ST specification [ RFC5971].

0 Use of an alternative security service requires allocation of a
new MA-Protocol -1 D either by I ETF review of a specification or
expert review [ RFC5971].

8.2.4. (Query Mde Packet Interception Schenes

G ST has standardi zed a schene using RAO nechanisns [G ST-RAQ with
UDP packets. If the difficulties of deploying the RAO schene prove

i nsuperabl e in particular circunstances, alternative interception
schenes can be specified. One proposal that was explored for G ST
used UDP port recognition in routers (rather than RAO nechanisns) to
drive the interception of packets. See Section 5.3.2 of the A ST
specification [ RFC5971]. Each NSLP needs to specify nenbership of an
"interception class" whenever it sends a nessage through G ST. A
packet interception schene can support one or nore interception
classes. In principle, a G ST instance can support multiple packet

i nterception schenmes, but each interception class needs to be
associated with exactly one interception scheme in a @ ST instance,
and G ST instances that use different packet interception schenmes for
the sane interception class will not be interoperable.

Defining an alternative interception class nechanismfor
incorporation into G ST should be considered as a very radical step
and all alternatives should be considered before taking this path.
The main reason for this is that the nmechanismw || necessarily
require additional operations on every packet passing through the
affected router interfaces. A nunber of considerations should be
taken into account:

o Although the interception mechani smneed only be depl oyed on
routers that actually need it (probably for a new NSLP),
depl oynent may be constrained if the nechanismrequires
nmodi fication to the hardware of relevant routers and/or needs to
await nodification of the software by the router vendor.

o Typically, any packet fields to be exam ned should be near the

header of the packet so that additional menory accesses are not
needed to retrieve the values needed for exam nation
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o0 The logic required to determine if a packet should be intercepted
needs to be kept sinple to mninize the extra per-packet
processi ng.

0 The mechani sm shoul d be applicable to both IPv4 and | Pv6 packets.

o Packet interception mechani snms potentially provide an attack path
for denial -of-service attacks on routers, in that packets are
diverted into the "slow path" and hence can significantly increase
the | oad on the general processing capability of the router. Any
new i nterception nechani sm needs to be carefully designed to
m nimze the attack surface.

Packet interception nmechanisns are identified by an "interception
class” which is supplied to G ST through the Application Progranmnm ng
Interface for each nessage sent.

0 New packet interception nechanisns will generally require
al l ocation of one or nore new Interception-class-1Ds. This does
not necessarily need to be placed in an | ANA registry as it is
primarily used as a paraneter in the APl between the NSLPs and
G ST and may never appear on the wire, depending on the mechani sm
enpl oyed; all that is required is consistent interpretation
bet ween the NSLPs and G ST in each applicable node. However, if,
as is the case with the current RAO nechani sm[d ST-RAQ, the
schene di stingui shes between multiple packet interception classes
by a value carried on the wire (different val ues of RAO parameter
for the RAO nechanismin G ST), an IANA registry may be required
to provide a mappi ng between interception classes and on-the-wire
val ues as discussed in Section 6 of [G ST-RAQ .

5. Use of Alternative NAT Traversal Mechani sns

The nechani sns proposed for both | egacy NAT traversal (Section 7.2.1
of the G ST specification [RFC5971]) and G ST-aware NAT traversa
(Section 7.2.2 of the A ST specification [ RFC5971]) can be extended
or replaced. As discussed above, extension of NAT traversal may be
needed if a new MRMis deployed. Note that there is extensive

di scussi on of NAT traversal in the NAT/firewall NSLP specification

[ RFC5973] .

6. Additional Error ldentifiers
Maki ng extensions to any of the above itens may result in having to

create new error nodes. See Section 9 and Appendix A 4.1 - A 4.3 of
the G ST specification [ RFC5971].

Manner, et al. I nf or mat i onal [ Page 20]



RFC 5978 NSI S User and Extension Gui de Cct ober 2010

8.

8.

8.

0 Additional error identifiers require allocation of new error
code(s) and/or subcode(s) and may al so require allocation of
Addi tional Information types. These are all allocated on a first-
conme, first-served basis by | ANA [ RFC5971].

2.7. Defining New Qbjects To Be Carried in G ST

The A/B (extensibility) flags in each signaling object carried in
NSI' S protocols enable the comunity to specify new objects applicable
to G ST that can be carried inside a signaling session wthout
breaki ng existing inplenentations. See Appendix A 2 of the G ST
specification [ RFC5971]. The A/B flags can al so be used to indicate
in a controlled fashion that a certain object nust be understood by
all G ST nodes, which nakes it possible to probe for the support of
an extension. One such object already designed is the "Peering
Informati on Object (PIO" [PEER NG DATA] that allows a Query nessage
to carry additional peering data to be used by the recipient in
maki ng the peering deci sion.

0 New objects require allocation of a new Object Type ID either by
| ETF review of a specification or through another acceptable
publ i shed specification [ RFC5971].

2.8. Addi ng New Message Types

Maj or mnodifications could be made by addi ng additional G ST nessage
types and defining appropriate processing. It mght be necessary to
define this as a new version of the protocol. A field is provided in

the G ST Conmon Header containing the version nunber. G ST currently
has no provision for version or capability negotiation that night be
needed if a new version was defi ned.

0 New G ST Message Types require allocation of a new G ST Message
Type ID either by IETF review of a specification or expert review
[ RFC5971] .

3. QoS NSLP

The QoS NSLP provides signaling for QoS reservations on the Internet.
The QoS NSLP decoupl es the resource reservation nodel or architecture
(QS nodel) fromthe signaling. The signaling protocol is defined in
Quality-of -Service NSLP (QoS NSLP) [RFC5974]. The QoS nodels are
defined in separate specifications, and the QS NSLP can operate with
one or more of these nodels as required by the environment where it
is used. It is anticipated that additional QoS nodels wll be

devel oped to address various Internet scenarios in the future.
Extensibility of QoS nodels is considered in Section 8.4.
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The QoS NSLP specifically nentions the possibility of using
alternative Message Routing Methods (MRMs), apart fromthe general
ability to extend NSLPs using new objects with the standard A/B
extensibility flags to allow themto be used in new and ol d

i npl enent ati ons.

There is already work to extend the base QS NSLP and G ST to enabl e
new QoS signaling scenarios. One such proposal is the Inter-Domain
Reservation Aggregation aimng to support |arge-scale depl oynent of
the Q©S NSLP [ RESV-AGGR]. Another current proposal seeks to extend
the whole NSIS framework towards path-decoupl ed signaling and QS
reservations [ HYPATH] .

8.4. QoS Specifications

The QoS Specification tenplate (QSPEC) is defined in [ RFC5975]. This
provi des the | anguage in which the requirenents of specific QS
nmodel s are described. Introduction of a new QS nodel involves
defining a new QSPEC. I n order to have a new QSPEC al | ocat ed by

I ANA, there nmust be an acceptabl e published specification that
defines the specific elements within the QSPEC used in the new nodel
See [ RFC5975] for details.

The introduction of new QoS nodels is designed to enabl e depl oynent
of NSI S-based QoS control in specific scenarios. One such exanple is
the Integrated Services Controlled Load Service for NSIS [CL].

A key feature provided by defining the QSPEC tenplate is support of a
common | anguage for describing QS requirenments and capabilities,

whi ch can be reused by any QoS nodels intending to use the QS NSLP
to signal their requirenments for traffic flows. The commonality of
the QSPEC paraneters ensures a certain level of interoperability of
QS nodel s and reduces the demands on hardware that has to inplenent
the QoS control. Optional QSPEC paraneters support the extensibility
of the QS NSLP to other QS nodels in the future; new QSPEC
paraneters can be defined in the docunent that specifies a new QS
nmodel . See Sections 4.4 and 7 of [RFC5975].

The QSPEC consi sts of a QSPEC version nunber, QSPEC objects, plus
specification of processing and procedures that can be used to build
many QoS nodels. The definition of a QSPEC can be revised without
necessarily changing the version if the changes are functionally
backwards conpatible. |f changes are nade that are not backwards
compati ble, then a new QSPEC versi on nunber has to be assigned. Note
that a new QSPEC version nunber is not needed just because additiona
(SPEC paraneters are specified; new versions will be needed only if
the existing functionality is nodified. The tenplate includes
versi on negotiation procedures that allow the originator of an NSLP
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message to retry with a |l ower QSPEC version if the receiver rejects a
message because it does not support the QSPEC version signaled in the
message. See Section 3.2 of [RFC5975].

0 Creation of a new, inconpatible version of an existing QSPEC
requires allocation of a new QSPEC version nunber that is
docunented in a permanent and readily available public
specification. See [RFC5975].

0 Conpletely new QSPECs can al so be created. Such new QSPECs
require allocation of a QSPEC type that is docunented in a
permanent and readily avail abl e public specification. Values are
al so avail able for local or experinental use during devel opment.
See [ RFC5975].

0 Additional QSPEC procedures can be defined requiring allocation of
a new QSPEC procedure nunber that is docunented in a pernmanent and
readily avail abl e public specification. Values are also available
for local or experinmental use during devel opment. See [RFC5975].

0 Additional QSPEC paraneters and associ ated error codes can be
defined requiring a permanent and readily avail able public
speci fication docunent. Values are also available for |ocal or
experinental use during devel opnment. See [RFC5975].

NAT/ Firewal | NSLP

The NAT/firewal|l signaling can be extended broadly in the sane way as
the QoS NSLP by defining new paraneters to be carried in NAT/firewall
NSLP nessages. See Section 7 of [RFC5973]. No proposals currently
exist to fulfill new use cases for the protocol

New NSLP Protocol s
Desi gning a new NSLP is both chall engi ng and easy.

New si gnaling applications with associated NSLPs can be defined to
work in parallel or replace the applications already defined by the
NSI'S working group. Applications that fit into the NSI'S franmework
will be expected to use G ST to provide transport of signaling
messages and appropriate security facilities that relieve the
appl i cation designer of many "l ower-1level" problens. G ST provides
many inmportant functions through the APl that it exposes to the code
of the signaling application |layer, and allows the signaling
application programmer to offload various tasks to G ST, e.g., the
channel security, transport characteristics, and signaling node

di scovery.
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Yet, on the other hand, the signaling application designer nust take
into account that the network environment can be dynamic, both in
terns of routing and node availability. The new NSLP desi gner nust
take into account at |east the follow ng issues:

(o]

Routing changes, e.g., due to nobility: G ST sends network
notifications when somnet hing happens in the network, e.g., peers
or routing paths change. Al signaling applications nust be able
to handl e these notifications and act appropriately. G ST does
not include logic to figure out what the NSLP would want to do due
to a certain network event. Therefore, G ST gives the
notification to the application, and lets it make the right
deci si on.

G ST indications: G ST will also send other notifications, e.g.

if a signaling peer does not reply to refresh nessages, or a
certain NSLP nessage was not successfully delivered to the
recipient. NSLP applications nust also be able to handl e these
events. Appendix B in the G ST specification discusses the G ST-
NSLP APl and the various functionality required, but inplementing
this interface can be quite challenging; the nultitude of
asynchronous notifications that can arrive from @ ST increases the
i npl ementation conplexity of the NSLP

Lifetime of the signaling flow NSLPs should inform G ST when a
flowis no | onger needed using the SetStatelLifetime primtive.
Thi s reduces bandw dth demands in the network.

NSLP | Ds: NSLP nessages may be nultipl exed over G ST MAs. The new
NSLP needs to use a unique NSLPID to ensure that its nmessages are
delivered to the correct application by A ST. A single NSLP could
use nultiple NSLPIDs, for exanple, to distinguish different

cl asses of signaling nodes that m ght handl e different |evels of
aggregation of requests or alternative processing paths. Note
that unlike G ST, the NSLPs do not provide a protocol versioning
mechanism |f the new NSLP i s an upgraded version of an existing
NSLP, then it shoul d be distinguished by a different NSLPID

* A new generally avail able NSLP requires | ESG approval for the
al l ocation of a new NSLP I D [ RFC5971]

Incremental deploynment: It would generally be unrealistic to
expect every node on the signaling path to have a new NSLP

i mpl emented i mredi ately. New NSLPs need to allow for this. The
QS and NAT/firewall NSLPs provide exanpl es of techni ques such as
proxy nodes that cater for cases where the data flow origi nator
and/ or receiver does not inplenent the NSLP
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0 Signaling Message Source | P Address: It is sonetinmes challenging
for an NSLP originating a signaling nmessage to determ ne the
source | P address that should be used in the signaling nessages,
which may be different fromthe data fl ow source address used in
the MRI. This challenge occurs either when a node has nmultiple
interfaces or is acting as a proxy for the data flow ori gi nator
(typically expected to occur during the introduction of NSIS when
not all nodes are NSIS enabled). A proxy signaling flow
originator generally needs to know and use the correct data fl ow
source | P address, at least initially. As discussed in Section
5.8.1.2 of [RFC5971], the signaling flow originator may choose to
alter the source IP address after the initial Query nessage has
established the flow path in order that | CMP nessages are directed
to the nost appropriate node. |In the proxy case, the data fl ow
ori gi nator would be unaware of the signaling flow, and |ICW
messages relating to the signaling would be neaningless if passed
on to the data flow originator. Hence, it is essential that an
NSLP is aware of the position and role of the node on which it is
instantiated and has nmeans of determ ning the appropriate source
address to be used and ensuring that it is used on signaling
packets.

0 New MRMs: G ST currently defines two Message Routing Methods, and
| eaves the door open for new ideas. Thus, it is possible that a
new NSLP al so requires a new MRM pat h-decoupl ed routing bei ng one
exanpl e.

0 Cooperation with other NSLPs: Sone applications m ght need
resources fromtwo or nore different classes in order to operate
successfully. The NSLPs managi ng these resources coul d operate
cooperatively to ensure that such requests were coordinated to
avoi d wasting signaling bandwi dth and prevent race conditions.

It is essential that the security considerations of a new NSLP are
carefully analyzed. NSIS NSLPs are deployed in routers as well as
host systens; a poorly designed NSLP coul d therefore provide an
attack vector for network resources as well as end systens. The NSLP
must al so support authorization of users and nust all ow the use of
the G ST authentication and integrity protection mechani sms where
users deemthemto be necessary.

The APl between A ST and NSLPs (see Appendix B in [ RFC5971]) is very
i nportant to understand. The abstract design in the G ST

speci fication does not specify the exact messagi ng between G ST and
the NSLPs but gives an understanding of the interactions, especially
what ki nds of asynchronous notifications fromd ST the NSLP nust be
prepared to handle: the actual interface will be dependent on each

i mpl ement ati on of 4 ST.
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Messages transmitted by G ST on behalf of an NSLP are identified by a
uni que NSLP identifier (NSLPID). NSLPIDs are 16-bit unsigned nunbers
taken froma registry managed by | ANA and defined in Section 9 of the
G ST specification [ RFC5971].

A range of values (32704-32767) is available for Private and

Experi mental use during devel opnent. Any new signaling application
that expects to be depl oyed generally on the Internet needs to use
the registration procedure "I ESG Approval " in order to request

al | ocation of unique NSLPID value(s) fromthe I ANA registry. There
is additional discussion of NSLPIDs in Section 3.8 of the G ST
speci fication.

9. Security Considerations

Thi s docunent provides information to the community. It does not
itself raise new security concerns

However, any extensions that are made to the NSIS protocol suite wll
need to be carefully assessed for any security inplications. This is
particularly inmportant because NSI'S nessages are intended to be
actively processed by NSIS-capable routers that they pass through,
rather than sinply forwarded as is the case with nost | P packets. It
is essential that extensions provide neans to authorize usage of
capabilities that might allocate resources and recomrend the use of
appropriate authentication and integrity protection measures in order
to exclude or adequately mitigate any security issues that are

i dentifi ed.

Aut hors of new extensions for NSIS should review the anal ysis of
security threats to NSI'S docunented in [ RFC4081] as well as

consi deri ng whether the new extension opens any new attack paths that
need to be mtigated.

G ST offers facilities to authenticate NSIS nessages and to ensure
that they are delivered reliably. Extensions nmust allow these
capabilities to be used in an appropriate manner to mininize the
ri sks of NSIS nmessages being m sused and nust recomrend their
appropriate usage.

If additional transport protocols are proposed for use in association
with A ST, an appropriate set of conpatible security functions nust
be nade available in conjunction with the transport protocol to
support the authentication and integrity functions expected to be
avai l abl e through G ST
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