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1.

1.

I nt roducti on

Thi s docunent describes a QS nodel (QOSM for Next Steps in
Signaling (NSIS) QoS signaling | ayer protocol (QS-NSLP) application
based on | TU-T Recommendati on Y. 1541 Network QoS C asses and rel ated
gui dance on signaling. [VY.1541] currently specifies 8 classes of

Net wor k Per formance objectives, and the Y.1541- QOSM ext ensi ons

i ncl ude additional QSPEC [ RFC5975] paraneters and QOSM processi ng
gui delines. The extensions are based on standardi zation work in the
I TUT on QS signaling requirenents ([Y.1541] and [E. 361]), and

gui dance in [ TRQ QS-SI G .

[ RFC5974] defines nessage types and control information for the QS
NSLP that are generic to all QOSMs. A QOSMis a defined nechani sm
for achieving QS as a whole. The specification of a QOSM i ncl udes a
description of its QSPEC paraneter information, as well as how that

i nformati on should be treated or interpreted in the network. The
@SPEC [ RFC5975] contains a set of paraneters and val ues descri bing
the requested resources. It is opaque to the QOS-NSLP and simlar in
purpose to the TSpec, RSpec, and AdSpec specified in [ RFC2205] and

[ RFC2210]. A QOSM provides a specific set of parameters to be
carried in the QSPEC object. At each QS NSIS Entity (QNE), the
@SPEC contents are interpreted by the resource nmanagenent function
(RVF) for purposes of policy control and traffic control, including
adm ssion control and configuration of the schedul er

1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

Sunmary of | TU-T Recommendations Y.1541 and Signaling Requirenents

As stated above, [Y.1541] is a specification of standardi zed QS
classes for I P networks (a sumuary of these classes is given bel ow).
Section 7 of [TRQ QS-SI G describes the signaling features needed to
achi eve end-to-end QS in IP networks, with Y.1541 QoS cl asses as a
basis. [Y.1541] recommends a flexible allocation of the end-to-end
performance objectives (e.g., delay) across networks, rather than a
fixed per-network allocation. NSIS protocols already address nost of
the requirenents; this docunent identifies additional QSPEC
paraneters and processing requirenents needed to support the Y.1541

QOSM
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2.1. Description of Y.1541 Cl asses

[ Y. 1541] proposes grouping services into QoS cl asses defined
according to the desired QS perfornance objectives. These QS

cl asses support a w de range of user applications. The classes group
obj ectives for one-way | P packet delay, |P packet delay variation, IP
packet loss ratio, etc., where the paranmeters thensel ves are defined
in [VY.1540].

Note that [VY.1541] is maintained by the ITU-T and subject to

occasi onal updates and revisions. The material in this section is
provided for information and to make this docunent easier to read.

In the event of any discrepancies, the normative definitions found in
[ Y. 1541] take precedence.

Classes 0 and 1 might be inplenented using the Diffserv Expedited
Forwardi ng (EF) Per-Hop Behavior (PHB), and they support interactive
real -tine applications [ RFC3246]. dasses 2, 3, and 4 night be

i mpl emented using the Diffserv Assured Forwarding (AFxy) PHB G oup,
and they support data transfer applications with various degrees of
interactivity [RFC2597]. Cass 5 generally corresponds to the
Diffserv Default PHB, and it has all the QoS paraneters unspecified
consistent with a best-effort service[ RFC2474]. Casses 6 and 7
provi de support for extrenely |oss-sensitive user applications, such
as high-quality digital television, Tine Division Miltiplexing (TDV
circuit enul ation, and high-capacity file transfers using TCP. These
cl asses are intended to serve as a basis for agreenents between end-
users and service providers, and between service providers. They
support a w de range of user applications including point-to-point
tel ephony, data transfer, nultinmedia conferencing, and others. The
limted nunber of classes supports the requirenent for feasible

i mpl ementation, particularly with respect to scale in gl oba

net wor ks.

The QoS cl asses apply to a packet flow, where [Y.1541] defines a
packet flow as the traffic associated with a given connection or
connecti onl ess stream havi ng the sane source host, destination host,
class of service, and session identification. The characteristics of
each Y. 1541 QoS class are summari zed here:

Class O:

Real -tinme, highly interactive applications, sensitive to jitter
Mean del ay <= 100 ns, delay variation <= 50 ns, and loss ratio <=
10n-3. Application exanples include Vol P and video tel econference.
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Class 1:

Real -time, interactive applications, sensitive to jitter. Mean del ay
<= 400 ns, delay variation <= 50 ns, and loss ratio <= 10"-3.
Application exanpl es include Vol P and vi deo tel econference.

Cass 2

H ghly interactive transaction data. Mean delay <= 100 ns, del ay
variation is unspecified, loss ratio <= 10"-3. Application exanpl es
i ncl ude signaling.

Class 3:

Interactive transaction data. Mean delay <= 400 ns, delay variation
is unspecified, loss ratio <= 107-3. Application exanples include
si gnal i ng.

Cl ass 4:

Low Loss Only applications. Mean delay <= 1 s, delay variation is
unspecified, loss ratio <= 10n-3. Application exanples include short
transactions, bul k data, and video stream ng.

Class 5

Unspeci fied applications with unspecified nmean del ay, del ay
variation, and loss ratio. Application exanples include traditiona
applications of default |IP networks.

Class 6

Applications that are highly sensitive to |l oss. Mean delay <= 100
nms, delay variation <= 50 ns, and loss ratio <= 10n-5. Application
exanpl es include television transport, high-capacity TCP transfers,
and Tinme-Division Miltiplexing (TDM circuit enulation

Class 7

Applications that are highly sensitive to |l oss. Mean delay <= 400
nms, delay variation <= 50 ns, and loss ratio <= 10n-5. Application
exanpl es include tel evision transport, high-capacity TCP transfers,
and TDM circuit enul ation

These cl asses enabl e service | evel agreenents (SLAs) to be defined
bet ween customers and network service providers with respect to QS
requirenents. The service provider then needs to ensure that the
requirenents are recogni zed and receive appropriate treatnent across
network | ayers.

Wirk is in progress to specify nmethods for conbining | ocal val ues of

performance netrics to estimte the performance of the conpl ete path.
See Section 8 of [Y.1541], [RFC5835], and [ COWPOSI TI ON]
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2.2. Y.1541- QOSM Processi ng Requirenents

[ TRQ QS-SIG guides the specification of signaling information for

| P-based QoS at the interface between the user and the network (UNI)
and across interfaces between different networks (NNI). To neet
specific network performance requirenments specified for the Y. 1541
QoS classes [Y.1541] , a network needs to provide specific user-plane
functionality at the UNI and NNI. Dynam c network provisioning at a
UNI and/or NNI node allows a traffic contract for an IP flow to be
dynanmically requested froma specific source node to one or nore
destination nodes. 1In response to the request, the network
determines if resources are available to satisfy the request and
provi sion the network.

For inplenmentations to claimconpliance with this meno, it MJST be
possible to derive the foll owi ng service-level paraneters as part of
the process of requesting service:

a. Y.1541 QoS class, 32-bit integer, range: 0-7

b. rate (r), octets per second

c. peak rate (p), octets per second

d. bucket size (b), octets

e. maxi mum packet size (MPS), octets, |IP header + |IP payl oad

f. D ffserv PHB class [ RFC2475]

g. admssion priority, 32-bit integer, range: 0-2

Conpl i ant inpl enentati ons MAY derive the foll owi ng service-|eve
paraneters as part of the service request process

h. peak bucket size (Bp), octets, 32-bit floating point nunber in
singl e-precision | EEE floating point format [I|EEE754]

i. restoration priority, multiple integer values defined in
Section 3 bel ow

Al'l paraneters except Bp and restoration priority have al ready been
specified in [RFC5975]. These additional paranmeters are defined as

o0 Bp, the size of the peak-rate bucket in a dual-token bucket

arrangenent, essentially setting the maxi mumlength of bursts in
the peak-rate stream For exanple, see Annex B of [Y.1221]
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0 restoration priority, as defined in Section 3 of this meno
Their QSPEC Paraneter format is specified in Section 3.

It MJUST be possible to performthe follow ng QS-NSLP signaling
functions to neet Y.1541-Q0SM requirenents:

a. accumul ate delay, delay variation, and loss ratio across the end-
to-end connection, which may span nultiple domains.

b. enabl e negotiation of Y.1541 QoS cl ass across donains.

c. enable negotiation of delay, delay variation, and |l oss ratio
across domai ns.

These signaling requirenents are supported in [RFC5974], and the
functions are illustrated in Section 4 of this neno.

3. Additional QSPEC Paraneters for Y.1541 QOSM
The specifications in this section extend the QSPEC [ RFC5975] .
3.1. Traffic Mbdel (TMOD) Extension Paraneter

The traffic nodel (TMOD) extension paraneter is represented by one
floating point number in single-precision | EEE floating point format
and one 32-bit reserved field.

0 1 2 3

01234567890123456789012345678901
R et e s i o e s i i
|ME|INT| 15 [ririrfr] 1 I
B i s T T i i o S o T Ji I
| Peak Bucket Size [Bp] (32-bit |IEEE floating point nunber) |
i i i T i I S i e s o o i i

Fi gure 1: TMOD Extensi on

The Peak Bucket Size term Bp, is represented as an | EEE fl oating
poi nt value [IEEE754] in units of octets. The sign bit MJST be zero
(all values MJUST be non-negative). Exponents |ess than 127 (i.e., 0)
are prohibited. Exponents greater than 162 (i.e., positive 35) are
di scouraged, except for specifying a peak rate of infinity. Infinity
is represented with an exponent of all ones (255), and a sign bit and
manti ssa of all zeros.
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The QSPEC par aneter behavior for the TMOD extended paraneter foll ows
that defined in Section 3.3.1 of [RFC5975]. The new paraneter (and

all traffic-related paraneters) are specified independently fromthe
Y. 1541 cl ass paraneter.

3.2. Restoration Priority Paraneter

Restoration priority is the urgency with which a service requires
successful restoration under failure conditions. Restoration
priority is achieved by provisioning sufficient backup capacity, as
necessary, and allowing relative priority for access to avail able
bandwi dt h when there is contention for restorati on bandw dt h.
Restoration priority is defined as follows:

1 2 3
1234567890123456789012345678901
i s T S i i T S A b e ok
IMENTI 16 [rirfrir] 1 I
i e L s e T e b i o I N S S
| Rest. Priority] TTR | EOR | (Reserved) |
B i s T T i i o S o T Ji I

Figure 2: Restoration Priority Paraneter

This paranmeter has three fields and a reserved area, as defined
bel ow.

Restoration Priority Field (8-bit unsigned integer): 3 priority
values are listed here in the order of |lowest priority to highest
priority:

0 - best effort
1 - nornal
2 - high

These priority values are described in [Y.2172], where best-effort
priority is the same as Priority level 3, normal priority is
Priority level 2, and high priority is Priority level 1. There
are several ways to elaborate on restoration priority, and the two
current paraneters are described bel ow

Time-to-Restore (TTR) Field (4-bit unsigned integer): Total anount
of time to restore traffic streans bel onging to a given
restoration class inpacted by the failure. This tine period
depends on the technol ogy deployed for restoration. A fast
recovery period of < 200 ns is based on current experience with
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Synchronous Optical Network (SONET) rings and a slower recovery
period of 2 seconds is suggested in order to enable a voice call
to recover wi thout being dropped. Accordingly, TTR restoration
suggest ed ranges are:

0 - Unspecified Tinme-to-Restore
1 - Best Tinme-to-Restore: <= 200 ns
2 - Normal Tinme-to-Restore <= 2 s

Extent of Restoration (EOR) Field (4-bit unsigned integer):
Percentage of traffic belonging to the restoration class that can
be restored. This percentage depends on the anount of spare
capacity engineered. Al high-priority restoration traffic, for
exanpl e, nay be "guaranteed" at 100% by the service provider.

O her classes may offer | esser chances for successful restoration.
The restoration extent for these lower priority classes depend on
SLAs devel oped between the service provider and the custoner.

ECR val ues are assigned as foll ows:
0 - unspecified EOR

1 - high priority restored at 100%
medi um priority restored at 100%

2 - high priority restored at 100%
medi um priority restored at 80%

3 - high priority restored >= 80%
medi um priority restored >= 80%

4 - high priority restored >= 80%
medi um priority restored >= 60%

5 - high priority restored >= 60%
medi um priority restored >= 60%

Reserved: These 2 octets are reserved. The Reserved bits MAY be
designated for other uses in the future. Senders confornming to
this version of the Y.1541 QOSM SHALL set the Reserved bits to
zero. Receivers conforming to this version of the Y.1541 QOSM
SHALL ignore the Reserved bits.

Ash, et al. Experi ment al [ Page 9]



RFC 5976 Y. 1541 QOSM Cct ober 2010

4. Y.1541- QOSM Consi derations and Processi ng Exanpl e

In this section, we illustrate the operation of the Y.1541 QOSM and
show how current QoS-NSLP and QSPEC functionality is used. No new
processing capabilities are required to enable the Y.1541 QOSM
(excluding the two OPTI ONAL new paraneters specified in Section 3).

4.1. Depl oynent Considerations

[ TRQ QoS-SIG enphasi zes the depl oynent of Y.1541 QNEs at the borders
of supporting domains. There nay be donmai n configurations where
interior QNEs are desirable, and the exanple bel ow addresses this
possibility.

4.2. Applicabl e QSPEC Procedures

Al'l procedures defined in Section 5.3 of [RFC5975] are applicable to
this QOSM

4.3. QNE Processing Rules

Section 7 of [TRQ QS-SI G describes the infornmation processing in
Y. 1541 QNEs.

Section 8 of [Y.1541] defines the accunul ation rules for individua
performance paraneters (e.g., delay, jitter).

Wen a QS NSIS initiator (QNI) specifies the Y.1541 QS d ass
nunber, <Y.1541 QS Cass>, it is a sufficient specification of

obj ectives for the <Path Latency> <Path Jitter> and <Path BER>
paraneters. As described in Section 2, sonme Y.1541 C asses do not
set objectives for all the performance paraneters above. For
exanple, Casses 2, 3, and 4 do not specify an objective for <Path
Jitter> (referred to as | P Packet Delay Variation). |In the case that
the QoS C ass | eaves a paraneter unspecified, then that paraneter
need not be included in the accumnul ati on processing.

4.4. Processing Exampl e

As described in the exanple given in Section 3.4 of [RFC5975] and as
illustrated in Figure 3, the QS NSIS initiator (Q\NI) initiates an
end-to-end, interdomain QoS NSLP RESERVE nessage containing the
Initiator @GSPEC. |In the case of the Y.1541 QOSM the Initiator QSPEC
specifies the <Y.1541 QOS O ass>, <TMOD>, <TMOD Extensi on>,

<Admi ssion Priority> <Restoration Priority> and perhaps other QSPEC
paraneters for the flow As described in Section 3, the TMOD
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extensi on paraneter contains the OPTIONAL Y. 1541- QOSM speci fic terns;
restoration priority is also an OPTI ONAL Y. 1541- QOSM specific
par amet er .

As Figure 3 bel ow shows, the RESERVE nessage nmay cross nultiple
domai ns supporting different Q0OSMs. In this illustration, the
Initiator QSPEC arrives in a QoS NSLP RESERVE nessage at the ingress
node of the |ocal - QOSM domain. As described in [ RFC5974] and

[ RFC5975], at the ingress edge node of the |ocal - Q0OSM domai n, the
end-to-end, interdomain QoS-NSLP nmessage nmmy trigger the generation
of a Local QSPEC, and the Initiator QSPEC is encapsul ated within the
messages signhal ed through the |ocal domain. The Local QSPEC is used
for QoS processing in the |ocal-Q0SM domain, and the Initiator QSPEC
is used for QoS processing outside the |l ocal domain. As specified in
[ RFC5975], if any QNE cannot neet the requirements designated by the
Initiator QSPEC to support an optional QSPEC paraneter (i.e., with
the Mbit set to zero for the paraneter), the QNE sets the N flag
(not supported flag) for the paraneter to one. For exanple, if the
Q\E cannot support the accurul ation of end-to-end delay with the
<Pat h Latency> paraneter, where the Mflag for the <Path Latency>
paraneter is set to zero denoting <Path Latency> as an optiona
paraneter, the QNE sets the N flag (not supported flag) for the <Path
Lat ency> parameter to one.

Al so, the Y.1541-Q0SM requires negotiation of the <Y.1541 QS d ass>
across domains. This negotiation can be done with the use of the

exi sting procedures already defined in [RFC5974]. For exanple, the
NI sets <Desired QS>, <M ni nrum QS>, and <Avail abl e QoS> objects to
i nclude <Y.1541 QS C ass>, which specifies objectives for the <Path
Latency>, <Path Jitter>, and <Path BER> paraneters. |In the case that
the QS d ass | eaves a paraneter unspecified, then that paraneter
need not be included in the accumul ati on processing. The QNE/ domain
SHOULD set the Y.1541 class and cumul ative parameters, e.g., <Path
Latency>, that can be achieved in the <QS Avail abl e> obj ect (but not
| ess than specified in <M ninum QS>). This could include, for
exanmpl e, setting the <Y.1541 QoS Cass> to a |l ower class than
specified in <QS Desired> (but not |ower than specified in <M ni mum
Q@S>). If the <Available QS> fails to satisfy one or nore of the
<M ni mum QoS> obj ectives, the QONE/ domain notifies the QNI and the
reservation is aborted. Oherwise, the QS NSIS Recei ver (QNR)
notifies the QNI of the <QS Available> for the reservation

When the avail abl e <Y. 1541 QoS C ass> nust be reduced fromthe
desired <Y.1541 QoS C ass> (say, because the del ay objective has been
exceeded), then there is an incentive to respond with an avail abl e
value for delay in the <Path Latency> paraneter. |If the available
<Path Latency> is 150 ns (still useful for many applications) and the
desired QS is Class O (with its 100 ns objective), then the response
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woul d be that C ass 0 cannot be achieved, and Class 1 is available
(with its 400 ms objective). In addition, this QOSM all ows the
response to include an avail able <Path Latency> = 150 ns, naking
acceptance of the avail able <Y.1541 QoS C ass> nore likely. There
are nany |ong paths where the propagation del ay al one exceeds the

Y. 1541 Class 0 objective, so this feature adds flexibility to conmt
to exceed the Class 1 objective when possible.

This exanple illustrates Y.1541- QOSM negoti ati on of <Y.1541 QoS
Class> and cunul ati ve paraneter values that can be achi eved end-to-
end. The exanple illustrates how the QNI can use the cunul ative

val ues collected in <QS Available> to decide if a | ower <Y.1541 QoS
Cl ass> than specified in <QS Desired> is acceptable.

| e2e [<->| e2e | <-------iiiiimmmiii i > e2e |<->| e2e |
RS
| NSLP | | NSLP |<->] NSLP |<-> NSLP |<->| NSLP | | NSLP |
| Y. 1541 | I ocal | |l ocal | |l ocal | | I ocal | | Y. 1541
| QCOSM | } }

| QOSM | }QBM }QBM }QBM} | QOSM |

NI QNE QNE QNE Q\E QA\R
(End) (Ingress Edge) (Interior) (Interior) (Egress Edge) (End)

Fi gure 3: Exanple of Y.1541-Q0OSM Operati on
4.5. Bit-Level QSPEC Exanpl e

This is an exanple where the QOS Desired specification contains the
TMOD-1 paraneters and TMOD extended paraneters defined in this
specification, as well as the Y.1541 C ass paraneter. The QOCS
Avail abl e specification utilizes the Latency, Jitter, and Loss
paraneters to enabl e accunul ati on of these parameters for easy
comparison with the objectives desired for the Y.1541 C ass.

Thi s exanpl e assunes that all the parameters MJST be supported by the
\Es, so all Mflags have been set to 1.
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Ash,

0 1 2 3
01234567890123456789012345678901

B S S e i S S T A S S S S S S i S S
Vers. | QType=I | @SPEC Proc.=0/1| 0| R R R] Length = 23 |
B S i i i S e i S SR S e e
Elr|r]r|] Type =0 (QS Des.) |r|r|r]|r]| Length = 10 |
B o e S e i S T S it i s S R N S
11 E O] r| ID =1 <TMOD- 1> |rir]r]r] Length = 5 |
B S S e i S S T A S S S S S S i S S

TMOD Rate-1 [r] (32-bit IEEE floating point nunber) |
B S T S S T S S S it U DR SR it S
TMOD Size-1 [b] (32-bit | EEE floating point nunber) |
B S L S o S T S i i St N DR SR
Peak Data Rate-1 [p] (32-bit |IEEE floating point numnber) |
B S S e i S S T A S S S S S S i S S
M ni mum Policed Unit-1 [n] (32-bit unsigned integer) |

i e i I e S O i . R S e e e s
Maxi mum Packet Size [MPS] (32-bit unsigned integer) |
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R et e s i o e s i i
| Y. 1541 QS ds. | (Reserved)
B i s T T i i o S o T Ji I
Figure 4. An Exanmple QSPEC (Initiator)
where 32-bit floating point nunbers are as specified in [| EEE754].
4.6. Preenption Behavi or
The default QNI behavior of tearing down a preenpted reservation is
followed in the Y.1541 QOSM The restoration priority paraneter
descri bed above does not rely on preenption.
5. | ANA Consi derations
This section defines additional codepoint assignnents in the QSPEC
Paraneter ID registry and establishes one new registry for the
Restoration Priority Parameter (and assigns initial values), in
accordance with BCP 26 [RFC5226]. It also defines the procedural
requirenents to be followed by 1ANA in allocating new codepoints for
the new registry.
5.1. Assignnment of QSPEC Paraneter |Ds
Thi s docunent specifies the foll ow ng QSPEC paraneters, which have
been assigned in the QSPEC Parameter ID registry created in
[ RFC5975] :
<TMOD Ext ensi on> paraneter (Section 3.1, |D=15)
<Restoration Priority> parameter (Section 3.2, |D=16)
5.2. Restoration Priority Paraneter Registry

The Registry for Restoration Priority contains assignments for 3
fields in the 4-octet word and a Reserved section of the word.

This specification creates the following registry with the structure
as defined bel ow

5.2.1. Restoration Priority Field
The Restoration Priority Field is 8 bits in |ength.

The foll owi ng values are allocated by this specification:
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0-2: assigned as specified in Section 3.2:
0: best-effort priority
1: normal priority
2: high priority
Further values are as foll ows:
3-255: Unassi gned
The registration procedure is Specification Required.
5.2.2. Tine to Restore Field
The Tine to Restore Field is 4 bits in |ength.
The foll owi ng values are allocated by this specification:
0-2: assigned as specified in Section 3.2:
0 - Unspecified Tinme-to-Restore
1 - Best Tine-to-Restore: <= 200 ns
2 - Normal Tine-to-Restore <= 2 s
Further values are as foll ows:
3-15: Unassi gned
The registration procedure is Specification Required.
5.2.3. Extent of Restoration Field
The Extent of Restoration (EOR) Field is 4 bits in |ength.
The foll owi ng values are allocated by this specification:
0-5: assigned as specified in Section 3.2:
0 - unspecified EOR

1 - high priority restored at 100%
medium priority restored at 100%
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2 - high priority restored at 100%
medi um priority restored at 80%

3 - high priority restored >= 80%
medi um priority restored >= 80%

4 - high priority restored >= 80%
medi um priority restored >= 60%

5 - high priority restored >= 60%
medi um priority restored >= 60%

Further values are as foll ows:

6- 15: Unassi gned

The registration procedure is Specification Required.
6. Security Considerations

The security considerations of [RFC5974] and [ RFC5975] apply to this
docunent .

The restoration priority paraneter raises possibilities for theft-of-
servi ce attacks because users could claiman energency priority for
their flows wthout real need, thereby effectively preventing serious
energency calls fromgetting through. Several options exist for
countering such attacks, for exanple:

- only some user groups (e.g., the police) are authorized to set the
energency priority bit

- any user is authorized to enploy the emergency priority bit for
particul ar destination addresses (e.g., police or fire
depart nents)

There are no other known security considerations based on this
docurnent .
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