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Abst ract

The RTP Control Protocol (RTCP) is used along with the Real -tinme
Transport Protocol (RTP) to provide a control channel between medi a
senders and receivers. This allows constructing a feedback loop to
enabl e application adaptation and nonitoring, anong other uses. The
basi ¢ reporting nmechani sns offered by RTCP are generic, yet quite
powerful and suffice to cover a range of uses. This docunent

provi des gui delines on extending RTCP if those basic mechani snms prove
insufficient.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publi shed for informational purposes.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the I ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc5968
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1.

I nt roducti on

The Real -tinme Transport Protocol (RTP) [RFC3550] is used to carry

ti me-dependent (often continuous) nedia such as audi o or video across
a packet network in an RTP session. RTP usually runs on top of an
unreliable transport such as UDP, Datagram Transport Layer Security
(DTLS), or the Datagram Congestion Control Protocol (DCCP), so that
RTP packets are susceptible to | oss, re-ordering, or duplication
Associated with RTP is the RTP Control Protocol (RTCP), which
provides a control channel for each session: nedia senders provide

i nformati on about their current sending activities ("feed forward"),
and nedi a receivers report on their reception statistics ("feedback")
in terms of received packets, losses, and jitter. Senders and

recei vers provide self-descriptions allow ng themto disanbiguate all
entities in an RTP session and correl ate synchroni sati on source
(SSRC) identifiers with specific application instances. RICP is
carried over the sane transport as RTP and is inherently best-effort;
hence the RTCP reports are designed for such an unreliable

envi ronment, e.g., by nmaking them"for information only".

The RTCP control channel provides coarse-grained information about
the session in two respects: 1) the RTCP sender report (SR) and
recei ver report (RR) packets contain only cunulative information or
means over a certain period of tine and 2) the tinme period is in the
order of seconds and thus neither has a high resolution nor does the
f eedback cone back instantaneously. Both these restrictions have
their origin in RTP being scal able and generic. Even these basic
mechani sns (which are still not inplenented everywhere despite their
sinmplicity and very precise specification, including sanple code)

of fer substantial information for designing adaptive applications and
for monitoring purposes, anong others.

Recently, numerous extensions have been proposed in different
contexts to RTCP that significantly increase the conplexity of the
protocol and the reported values, nutate it toward a command channel,

and/or attenpt turning it into a reliable nessaging protocol. Wile
the reasons for such extensions nay be legitinmate, many of the
resulting designs appear ill-advised in the light of the RTP

architecture. Moreover, extensions are often badly notivated and
t hus appear unnecessary given what can be achieved with the RTCP
mechani sns in place today.

Thi s docunent is intended to provide some guidelines for designing
RTCP extensions. It is particularly intended to avoid an extension
creep for corner cases that can only harminteroperability and future
evol ution of the protocol at large. W first outline the basic
operation of RTCP and constructing feedback | oops using the basic
RTCP nechani sns. Subsequently, we outline categories of extensions
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proposed (and partly already accepted) for RTCP and di scuss issues
and alternative ways of thinking by exanple. Finally, we provide
some gui delines and highlight a nunmber of questions to ask (and
answer!) before witing up an RTCP extension

2. Term nol ogy

The term nol ogy defined in "RTP: A Transport Protocol for Real-Tinme
Applications” [RFC3550], "RTP Profile for Audio and Video Conferences
with Mnimal Control" [RFC3551], and "Extended RTP Profile for Real -
time Transport Control Protocol (RTCP)-Based Feedback (RTP/ AVPF)"

[ RFC4585] apply.

3. RTP and RTCP Operation Overvi ew

One of the twelve networking truths in [RFC1925] states: "In protoco
desi gn, perfection has been reached not when there is nothing left to
add, but when there is nothing left to take away". Despite (or
because of) this being an April 1st RFC, this specific truth is very
valid, and it applies to RTCP as well.

In this section, we will briefly review what is available fromthe
basi ¢ RTP/ RTCP specifications. As specifications, we include those
that are generic, i.e., do not have dependencies on particular nedia
types. This includes the RTP base specification [ RFC3550] and
profil e [ RFC3551], the RTCP bandw dth nodifiers for session
descriptions [RFC3556], the tinely feedback extensions (RFC 4585),
and the extensions to run RTCP over source-specific multicast (SSM
networ ks [ RFC5760]. RTCP extended reports (XRs) [ RFC3611] provide
ext ended reporting nechanisns that are partly generic in nature, and
partly specific to a certain nmedia stream

We do not discuss RTP-rel ated docunents that are orthogonal to RTCP
The Secure RTP Profile [RFC3711] can be used to secure RTCP in nuch
the sane way it secures RTP data, but otherw se does not affect the
behavi our of RTCP. The transport protocol used also has little

i npact, since RTCP remmins a group comunication protocol even when
runni ng over a unicast transport (such as TCP [ RFC4571] or DCCP

[ RFC5762]), and is little affected by congestion control due to its
lowrate relative to the nedia. The description of RTP topol ogies

[ RFC5117] is useful know edge, but is functionally not relevant here.
The various RTP error correction nechanisns (e.g., [RFC2198],

[ RFC4588], [RFC5109]) are useful for protecting RTP nedia streans,
and may be enabl ed as a result of RTCP feedback, but do not directly
af fect RTCP behaviour. Finally, RTP and RTCP may be nul ti pl exed

i nside the same transport connection or using the same port nunber

[ RFC5761], but this does not affect the operation of RTCP itself;

di stingui shing RTP and RTCP packets is achi eved because the code
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points for RTCP and the payl oad types for RTP use disjoint number
spaces.

3. 1.

RTCP Capabilities

The RTP/ RTCP specifications quoted above provi de feedback nechani sns
with the follow ng properties, which can be considered as "buil ding
bl ocks" for adaptive real-tine applications for |IP networks.

o]

Sender reports (SRs) indicate to the receivers the total nunber of
packets and octets that have been sent (since the beginning of the
session or the | ast change of the sender’s SSRC). These val ues

al | ow deduci ng the nean data rate and nean packet size for both
the entire session and, if continuously nonitored, for every
transm ssion interval. They also allow a receiver to distinguish
bet ween breaks in reception caused by network problens, and those
due to pauses in transni ssion

Recei ver reports (RRs) and SRs indicate reception statistics from
each receiver for every sender. These statistics include:

* The packet |loss rate since the last SR or RR was sent.

* The total number of packets |ost since the beginning of the
sessi on, which may again be broken down to each reporting
peri od.

* The hi ghest sequence nunber received so far -- which allows a
sender to roughly estinate how nuch data is in flight when used
together with the SR and RR tinmestanps (and al so all ows
observing whether the path still works and at which rate
packets are delivered to the receiver).

* The noving average of the inter-arrival jitter of nedia
packets. This gives the sender an indirect view of the size of
any adaptive playout buffer used at the receiver ([RFC3611]
gives precise figures for Voice over |IP (VolP) sessions).

Sender reports also contain NTP and RTP format tinestanps. These
all ow receivers to synchronise nmultiple RTP streans, and (when
used in conjunction with receiver reports) allow the sender to
calculate the current round-trip tine (RTT) to each receiver

This value can be nonitored over tine and thus nmay be used to
infer trends at coarse granularity. A sinmilar mechanismis

provi ded by [ RFC3611] to allow receivers to calculate the RTT to
senders
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RTCP sender reports and receiver reports are sent, and the statistics
are sanpled, at randomintervals chosen uniformy in the range from
0.5to 1.5 times the determnistic calculated interval, T. The
interval T is calculated based on the nedia bitrate, the nmean RTCP
packet size, whether the sanpling node is a sender or a receiver, and
the number of participants in the session, and will remain constant
whil e the nunmber of participants in the session remains constant.

The | ower bound on the base inter-report interval, T, is five
seconds, or 360 seconds divided by the session bandwidth in kil obits/
second (giving an interval smaller than 5 seconds for bandwi dt hs
greater than 72 kbits/s) [RFC3550].

This lower linmt can be elimnated, allow ng nore frequent feedback,

when using the early feedback profile for RTCP [RFC4585]. 1In this
case, the RTCP frequency is only Iimted by the available bitrate
(usually 5% of the nmedia streambitrate is allocated for RTCP). |If

this fraction is insufficient, the RTCP bitrate nmay be increased in
the session description to enable nmore frequent feedback [ RFC3556].
The considerations in [ RFC5506] may be used to reduce the nmean RTCP
packet size, further increasing feedback frequency.

The nechani sns defined in [ RFC4585] even allow -- statistically -- a
receiver to provide close-to-instant feedback to a sender about
observed events in the nmedia stream (e.g., picture or slice |o0ss).

RTCP is suitable for unicast and nulticast comunications. Al basic
functions are designed with group comunications in mnd. Wile
traditional (any-source) nulticast (ASM is clearly not available in
the Internet at |arge, source-specific nulticast (SSM and overl ay
mul ticast are -- and both are commercially relevant. RTCP extensions
have been defined to operate over SSM and conpl ex topol ogi es may be
created by interconnecting RTP mixers and translators. The group
communi cation nature of RTP and RTCP is al so essential for the
operation of Miltipoint Control Units.

These nechani sns can be used to inplenent a quite flexible feedback

| oop and enable short-termreaction to observed events as well as

| ong-term adaptati on to changes in the networking environnent.

Adapt ati on nechani sns avail abl e on the sender side include (but are
not limted to) choosing different codecs, different paraneters for
codecs (spatial or tenporal resolution for video, audible quality for
audi o and voice), and different packet sizes to adjust the bitrate.
Furt hernmore, various forward error correction (FEC) nechani sns and,
if RTTs are short and the application permts extra del ays, even
reactive error control such as retransm ssions can be used. Long-
term feedback can be provided in regular RTCP reports at configurable
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intervals, whereas (close-to-)instant feedback is avail abl e by nmeans
of the early feedback profile. Figure 1 below outlines this idea
graphi cal | y.

Long-t erm adapt ati on: RTCP sender reports Medi a processing

- Codec+paraneter choice - Data rate, pkt count - De-jittering

- Packet size - Tinming and sync info - Synchroni sation

- FEC, interleaving - Traffic characteristics - Error conceal nent
———————————————————————————————— > - Playout

S +/ | S +

| | RTP media stream (codec, repair) | |

| Medi a sender | :::::::::::::::::::::::::::::::::>| Medi a recei ver |

I I I I

R +\ RTCP receiver reports R T +
Cmm e e e e e e e e e e — e —— - - - -

Short-termreaction: - long-termstatistics Control functions:

- Retransm ssions - event information - RTP nonitoring

- Retroactive FEC - nedia-specific info and reporting

- Adaptive source coding - "congestion info"(*) - Instant event

- Congestion control (*) notifications

(*) RTCP feedback is insufficient for the purposes of TCP-friendly
congestion control due to the infrequent nature of reporting
(whi ch should be in the order of once per RIT), but can still be
used to adapt to the avail abl e bandwi dth on sl ower time-scales.

Figure 1: Qutline of an RTCP Feedback Loop

It is inportant to note that not all information needs to be
signal l ed explicitly -- ever, or upon every RTCP packet -- but can be
derived locally fromother pieces of information and fromthe

evol ution of the information over tine.

3.2. RICP Limtations

The design of RTP limts what can neaningfully be done (and hence
shoul d be done) with RTCP. |In particular, the design favours
scalability and | oose coupling over tightly controlled feedback

| oops. Sonme of these limtations are |isted bel ow (they need to be
taken into account when desi gni ng extensions):

0 RTCP is designed to provide occasional feedback, which is unlike,
e.g., TCP ACKs, which can be sent in response to every (other)
packet. It does not offer per-packet feedback (even when using
[ RFC4585] with increased RTCP bandwi dth fraction, the feedback
guarantees are only statistical in nature)

0 RTCP is not capable of providing truly instant feedback.
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0 RTCP is inherently unreliable and does not guarantee any
consi stency between the observed state at multiple nenbers of a

gr oup.

It is inportant to note that these features of RTCP are intentiona
desi gn choices, and are essential for it to scale to |arge groups.

3.3. Interactions with Network- and Transport-Layer Mechanisns

As di scussed above, RTCP flows are used to neasure, infer, and convey
i nformati on about the perfornance of an RTP nedi a stream

Inference in baseline RTCP is mainly limted to determning the path
RTT frompairs of RTCP SR and RR packets. This inference makes the
inplicit assunption that RTP and RTCP are treated equally: they are
routed al ong the sanme path, napped to the same (DiffServ) traffic
classes, and treated as part of the same fair queuing classification
This is true in many cases; however, since RTP and RTCP are generally
sent using different ports, any flow classification based upon the
5-tuple (of source and destination |IP addresses, source and
destination port nunbers, and the transport protocol) could lead to a
differentiation between RTP and RTCP flows, disrupting the
statistics.

Wil e sone networks may wish to intentionally prioritise RTCP over
RTP (to provide quicker feedback) or RTP over RTCP (since the nedia
is considered nore inportant than control), we reconmend that they be
treated identically where possible, to enable this inference of

net wor k performance, and hence support application adaptation

When using reliable transport connections for (RTP and) RTCP

[ RFC2326] [ RFC4571], retransm ssions and head-of -1ine bl ocki ng may
simlarly lead to inaccurate RTT estimates derived by RTCP. (These
may, neverthel ess, properly reflect the mean RTT for a nedi a packet,
i ncluding retransm ssions.)

The conveyance of information in RTCP is affected by the above only
as soon as the prioritisation |eads to a disproportionately high
nunber of RTCP packets being dropped.

Al of this enphasises the unreliable nature of RTCP. Miltiplexing
on the sane port nunber [RFC5761] or inside the sane transport
connection mght help mtigate sone of these effects, but this is
limted to speculation at this point and should not be relied upon
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4.

| ssues with RTCP Extensions

I ssues that have come up in the past with extensions to RTP and RTCP
include (but are probably not limted to) the foll ow ng:

(o]

Defi ning RTP or RTCP extensions only or primarily for unicast two-
party sessions. RTP is inherently a group communication protocol,
even when operating on a unicast connection. Extensions may
becone useful in the future well outside their originally intended
area of application, and should consider this. Stating that

sonet hing works for unicast only is not acceptable, particularly
since various flavours of nulticast have becone rel evant again,
and as m ddl eboxes such as repair servers, mxers, and RTCP-
supporting Miltipoint Control Units (MCUs) [ RFC5117] becone nore
wi dely used.

Assuming reliable (instant) state synchronisation. RTCP reports
are sent irregularly and may be lost. Hence, there may be a
significant tine lag (several seconds) between intending to send a
state update to the RTP peer(s) and the packet being received; in
some cases, the packet may not be received at all

Requiring reliable delivery of RTCP reports. Wile reliability
can be inplenented on top of RTCP using acknow edgenents, this
will come at the cost of significant additional delay, which may
def eat the purpose of providing the feedback in the first place.
Moreover, for scalability reasons due to the group-based nature of
RTCP, these ACKs need to be adaptively rate limted or targeted to
a subgroup or individual entity to avoid inplosion as group sizes
increase. RTCP is not intended or suitable for use as a reliable
control channel

I ssuing conmmands, rather than giving hints. RTCP is about
reporting observations -- in a best-effort manner -- between RTP
entities. Causing actions on the renpte side requires sone form
of reliability (see above), and adherence cannot be verified.

Expandi ng RTCP reporting, to use it as a network nanagenent t ool
RTCP is sensitive to the size of RTCP reports as the latter
determ nes the nmean reporting interval given a certain bitrate
share for RTCP (yet, RTCP nmay al so be used to report information
that has fine-grained tenporal characteristics, if summarisation
or data reduction by the endpoint would | ose essentia
resolution). The information going into RTCP reports shoul d
primarily target the peer(s) (and thus include information that
can be meani ngfully reacted upon); neverthel ess, such reports may
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provi de useful information to augnent other network managenent
tools. Gathering and reporting statistics beyond this is not an
RTCP task and shoul d be addressed by out-of -band protocols.

0 Creating serious conplexity. Related to the previous item RTCP
reports that convey all kinds of data need to gather and
calculate/infer this information to begin with (which requires
very precise specifications). Guven that it already seems to be
difficult to even inplement baseline RTCP, any added conplexity
can only discourage inplenenters, may |ead to buggy
i npl ementations (in which case the reports do not serve their
i nt ended purpose), and hinder interoperability.

0 Introducing architectural issues. Extensions are witten w thout
considering the architectural concepts of RTP. For exanple,
poi nt-to-poi nt comruni cation is assuned, yet third-party nonitors
are expected to listen in. Besides being a bad idea to rely on
eavesdropping entities on the path, this is obviously not possible
if Secure RTP (SRTP) is being used with encrypted SRTCP packets.

This list is surely not exhaustive. Also, the authors do not claim
that the suggested extensions (even if using acknow edgenents) woul d
not serve a legitimte purpose. W rather want to draw attention to
the fact that the same results may be achievable in a way that is
architecturally cleaner and conceptual ly nore RTP/ RTCP-conpliant.
The following section contains a first attenpt to provi de somne
gui del i nes on what to consider when thinking about extensions to RTP
and RTCP

5. @idelines

Desi gni ng RTCP ext ensions requires consideration of a number of

i ssues, as well as in-depth understanding of the operation of RTP
mechanisns. Wiile it is expected that there are nany aspects not yet
covered by RTCP reporting and operation, quite a bit of functionality
is readily available for use. Oher mechani snms shoul d probably never
becone part of the RTP fam |y of specifications, despite the

exi stence of their equivalents in other environnments. |n the
foll owi ng, we provide sone guidance to consi der when (and before!)
devel opi ng an extension to RTCP

We begin with a short checklist concerning the applicability of RTCP
in the first place:

0 Check what can be done with the existing mechani sms, exploiting
the information that is already available in RTCP. |Is the need
for an extension only perceived (e.g., due to lazy inplenenters,
or artificial constraints in endpoints), or is the function or
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data really not available (or derivable fromexisting reports)?

It is worthwhile remenbering that redundant information supplied
by a protocol runs the risk of being inconsistent at some point,
and various inplenentati ons may handl e such situations differently
(e.g., give precedence to different values). Simlarly, there
shoul d be exactly one (well-specified) way of performng every
function and operation of the protocol

Is the extension applicable to RTP entities running anywhere in
the Internet, or is it a link- or environnment-specific extension?
In the latter cases, |local extensions (e.g., header conpression,
or non-RTP protocols) may be preferable. RTCP should not be used
to carry information specific to a particular (access) link.

Is the extension applicable in a group comuni cation environnent,
or is it specific to point-to-point conmunications? RTP and RTCP
are inherently group conmmunicati on protocols, and extensions nust
scal e gracefully with increasing group sizes.

From a conceptual viewpoint, the designer of every RTCP extension
shoul d ask -- and answer(!) -- at least the follow ng questions:

(o]

How wi Il this new building block conpl enent and work with the
ot her conponents of RTCP? Are all interactions fully specified?

WIl this extension work with all different profiles (e.g., the
Secure RTP profile [RFC3711], and the extended RTP profile for
RTCP- based feedback [ RFC4585])? Are any feature interactions
expect ed?

Shoul d this extension be kept in-line with baseline RTP and its
existing profiles, or does it deviate so much fromthe base RTP
operation that an inconpatible new profile nust be defined? Use
and definition of inconpatible profiles are strongly discouraged,
but if they prove necessary, how do nodes using the different
profiles interact? Wat are the failure nbpdes, and howis it
ensured that the systemfails in a safe manner?

How does this extension interoperate with other nodes when the
extension is not understood by the peer(s)?

How wi Il the extension deal with different networking conditions
(e.g., how does performance degrade with increases in | osses and
| at ency, possibly across orders of magnitude)?
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How wi Il this extension work with group conmuni cation scenari os,
such as multicast? WII the extensions degrade gracefully wth
i ncreasing group sizes? VWhat will be the inpact on the RTCP
report frequency and bitrate allocation?

For the specific design, the foll owi ng considerations should be taken
into account (they’'re a mixture of common protocol design guidelines,
and specifics for RTCP):

o]

First of all, if there is (and for RTCP this applies quite often)
a nmechanismfroma different networking environnment, don't try to
directly recreate this mechanismin RTP/RTCP. The Internet

environment is extrenmely heterogeneous, and will often have
drastically different properties and behaviour to other network
environments. Instead, ask what the actual semantics and the

result required to be perceived by the application or the user
are. Then, design a nmechanismthat achieves this result in a way
that is conpatible with RTP/RTCP. (And do not forget that every
mechani smwi || break when no packets get through -- the Internet
does not guarantee connectivity or performance.)

Target re-usability of the specification. That is, think broader
than a specific use case, and try to solve the general problemin
cases where it makes sense to do so. Point solutions need a very
good notivation to be dealt with in the IETF in the first place.
This essentially suggests devel opi ng buil di ng bl ocks whenever
possi ble, allowing themto be conbined in different environnents
than initially considered. Were possible, avoid nechani sns that
are specific to particular payload formats, nedia types, link or
network types, etc.

For everything (packet format, value, procedure, tinmer, etc.)
bei ng defined, nake sure that it is defined properly, so that

i ndependent interoperable inplementation can be built. It is not
sufficient that you can inplenment the feature: it has to be

i mpl emented in several years by someone unfaniliar with the
wor ki ng group di scussion and industry context. Renenber that
fields need to be both generated and reacted upon, that nechani sns
need to be inplemented, etc., and that all of this increases the
conplexity of an inplenentation. Features that are too conpl ex
won’'t get inplenmented (correctly) in the first place.

Ext ensi ons defining new netrics and paraneters should reference
exi sting standards whenever possible, rather than try to invent
somet hi ng new and/or proprietary.
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0 Renenber that not every bit or every action nust be represented or
signalled explicitly. 1t may be possible to infer the necessary
pi eces of information fromother values or their evolution (a very
prom nent exanple is TCP congestion control). As a result, it may
be possible to de-couple bits on the wire fromlocal actions and
reduce the overhead.

o Particularly with media streans, reliability can often be "soft"
Rat her than inplenmenting explicit acknow edgements, receipt of a
hint may al so be observed fromthe altered behaviour (e.g., the
reception of a requested intra-frame, or changing the reference
franme for video, changing the codec, etc.). The semantics of
messages shoul d be idenpotent so that the respective nessage may
be sent repeatedly. Requiring hard reliability does not scale
with increasing group sizes, and does not degrade gracefully as
net wor k performance reduces.

0 Choose the appropriate extension point. Depending on the type of
RTCP ext ensi on bei ng devel oped, new data itens can be transported
in several different ways

* A new RTCP Source Description (SDES) itemis appropriate for
transporting data that describes the source, or the user
represented by the source, rather than the ongoing nedia
transm ssion. New SDES itens may be registered to transport
source description information of general interest (see
[ RFC3550], Section 15), or the PRIV item ([ RFC3550],

Section 6.5.8) nay be used for proprietary extensions.

* A new RTCP XR bl ock type is appropriate for transporting new
metrics regarding nmedia transmi ssion or reception quality (see
[ RFC3611], Section 6.2).

* New RTP profiles may define a profile-specific extension to
RTCP SR and/or RR packets, to give additional feedback (see
[ RFC3550], Section 6.4.3). It is inmportant to note that while
extensions using this nechani sm have | ow overhead, they are not
backwards conpatible with other profiles. Where conpatibility
is needed, it's generally nore appropriate to define a new RTCP
XR bl ock or a new RTCP packet type instead.

*  New RTCP AVPF (Audio-Visual Profile with Feedback) transport-
| ayer feedback nessages should be used to transnmit general -
pur pose feedback information that will be generated and
processed by the RTP transport. Exanples include (negative)
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acknow edgenents for particul ar packets, or requests to limt
the transm ssion rate. This information is intended to be

i ndependent of the codec or application in use (see [ RFC4585],
Sections 6.2 and 9).

* New RTCP AVPF payl oad-specific feedback messages shoul d be used
to convey feedback information that is specific to a particul ar
medi a codec, RTP payload format, or category of RTP payl oad
formats. Exanples include video picture |oss indication or
reference picture selection, which are useful for many video
codecs (see [ RFC4585], Sections 6.3 and 9).

*  New RTCP AVPF application | ayer feedback nessages shoul d be
used to convey higher-1level feedback, fromone application to
anot her, above the | evel of codecs or transport (see [ RFC4585],
Sections 6.4 and 9).

* A new RTCP application-defined, or APP, packet is appropriate
for private use by applications that don't need to interoperate
with others, or for experinentation before registering a new
RTCP packet type ([ RFC3550], Section 6.7). It is not
appropriate to define a new RTCP APP packet in a standards
docunent: use one of the other extension points, or define a
new RTCP packet type instead.

* Finally, new RTCP packet types may be registered with ANA if
none of the other RTCP extension points are appropriate (see
[ RFC3550], Section 15).

The RTP framework was designed follow ng the principle of application
level framng with integrated | ayer processing, proposed by Cark and
Tennenhouse [ALF]. Effective use of RTP requires that extensions and
i mpl ement ati ons be designed and built follow ng the sane phil osophy.
That phil osophy differs markedly from many previous systens in this
space, and naking effective use of RTP requires an understandi ng of

t hose differences.

6. Security Considerations
This nmeno does not specify any new protocol nechani snms or procedures,

and so raises no explicit security considerations. Wen designing
RTCP extensions, it is inportant to consider the follow ng points:
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8.

8.

(0]

Privacy: RTCP extensions, in particular new Source Description
(SDES) itens, can potentially reveal information considered to be
sensitive by end users. Extensions should carefully consider the
uses to which information they rel ease could be put, and should be
designed to reveal the mninmum anount of additional information
needed for their correct operation

Congestion control: RTCP transm ssion timers have been carefully
desi gned such that the total anmpbunt of traffic generated by RTCP
is a small fraction of the nmedia data rate. One consequence of
this is that the individual RTCP reporting interval scales with
both the nedia data rate and the group size. The RTCP tinng

al gorithms have been shown to scale fromtwo-party unicast
sessions to groups with tens of thousands of participants, and to
graceful ly handl e flash crowds and sudden departures [Ti nerRecon].
Proposal s that nodify the RTCP tiner algorithns nust be careful to
avoi d congestion, potentially leading to denial of service, across
the full range of environnents where RTCP is used.

Deni al of service: RTCP extensions that change the |ocation where
feedback is sent must be carefully designed to prevent denial of
service attacks against third-party nodes. Wen such extensions
are signalled, for exanple in the Session Description Protoco
(SDP), this typically requires some formof authentication of the
signal i ng messages (e.g., see the security considerations of

[ RFC5760] ) .

The security considerations of the RTP specification [ RFC3550] apply,
along with any applicable profile (e.g., [RFC3551]).
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